Teamwork in Cyberspace:

Using TEAMCORE to Make Agents T eam-Ready

Milind Tambe, Wei-Min Shen, Maja Mataric, David V. Pynadath

Dani Goldberg, Pragnesh Jay Modi, Zhun Qiu, Behnam Salemi

Infor mation Sciences

Institute and Co mp uter Science Department

University of Southern California

4676 Admiralty Way, Marina del Rey, CA 90292 team@isi.edu

Introduction

In co mplex, d ynamic and uncertain environments extending fro mdisaster rescue missio ns, to future battlefields, to mo nitoring and sur veillance tasks, to virtual training environments, to future robotic space missions, intelligent agents will playa keyrole in infor matio n gathering and filtering, as well as in task planning and execution. Although physically distributed on a varietyof platfor ms, these agents will interact with infor matio n sources, net wor k facilities, and other agents via cyberspace, in the for mof the Inter net, Intranet, the secure defense co mmunicatio n net wor k, or other for ms of cyberspace. Indeed, it no wappears well accepted that cyberspace will be (if it is not alread y) populated bya vast number of such distributed, individual agents.

T hus, a new distrib uted model of agent develop ment has begun to emerge. In particular, when faced with a ne w task, this model prescribes working with a distributed set of agents rather than building a centralized, large-scale, mo nolithic individ ual agent. A centralized approach suffers fro mproblems in robustness (due to a single point of failure), exhibits a lack o f modularity (as a single mo nolithic system), suffer s fro mdifficultyin scalability

(bynot utilizing existing agents as co mponents), and is often a mismatch with the distributed ground reality. T he distributed approach addresses these weaknesses of the centralized approach. Our hypothesis is that the keyto the success of such a distributed approach is

teamwork in

cyberspace. T hat is, multiple distrib uted agents must

collaborate in teams in cyberspace so as to scale up to the

complexities of the co mplex and d ynamic environments

mentioned earlier. For instance, consider an application

such as mo nitoring traffic violators in a city. Ideally, we

wish to be able to construct a suitable agent-team quickly,

fro mexisting agents that can control UAVs (Unmanned

Air Vehicles), an existing 3D route-planning agent, and an

agent capable of recognizing traffic violatio ns based on a

video input. Further more, b ysuitable substitution, we wish

to be able to quicklyreconfigure the team to monitor

enemy activity on a battlefield or illegal poaching in forests. Such rapid agent-team assemblyobviates the need

to construct a mo nolithic agent for each new application

fro mscratch, preserves mod ularity, and appears better

suited for scalability.

Of course, such agent teamwork in cyberspace raises a

varietyo f important challenges. In particular, agents must

engage in robust and flexible teamwork to overco me the

uncertainties in their environment. T heymust also adapt by

learning fro mpast failures. Unfortunately, currently,

constructing robust, flexible and adaptive agent teams is

extremelydifficult. Current approaches to teamwork suffer

fro ma lack o f general-purpose teamwork models, which

wo uld enable agents to autonomo usly reason about

teamwork or co mmunicatio n and coordination in teamwork

and to improve the team perfor mance b ylearning at the

teamlevel. T he absence of such teamwork models gives

rise to four types o f problems. First, team constructio n

becomes highlylabor-intensive. In particular, since agents

cannot autono mo uslyreaso n about coordination, human

developers have to provide them with large numbers of

domain-specific coordination and co mmunication plans.

T hese domain-specific plans are not reusable, and must be

developed anewfor each new do main. Second, teams

suffer fro minflexibility. I n real-wo rld do mains, teams face

a varietyof uncertainties, such as a teammember´s

unanticipated failure in fulfilling responsibilities, team

members´ divergent beliefs about their environment

[CL91], and unexpectedlynoisy or faultyco mmunicatio n.

Without a teamwork model, it is difficult to anticipate and

preplan for the vast number of coordination failures

possible due to such uncertainties, leading to inflexibility.

A third problemarises in team scale-up. Since creating

even small-scale teams is difficult, scaling up to larger

ones is even harder. Finally, since agents cannot reason

about teamwork, learning about teamwork has also proved

to be problematic. T hus, even after repeating a failure,

teams are often unable to avoid it in the future.

T o remed ythis situation and to enable rapid development

of agent teams, we are developing a novel software system

called T EAMCORE that integrates a general-p urpose

teamwork model and teamlear ning capabilities.

T EAMCORE provides these core teamwor k capabilities to

individ ual agents, i.e., it wraps themwith T EAMCORE.

Here, we call the individual T EAM CORE ^wr apper~ a

teamcore agent . A teamcore agent is a pure ^social agent~,

in that it is provided with onlycore teamwor k capabilities.

Given an existing agent with do main-level action

capabilities (i.e., the domain-level agent), it is made team-

ready byinterfacing with a teamcore agent. Agents made

team-read ywill be able to rapidlyassemble themselves

into a teamin any given do main. T hat is, unlike past

approaches such as the open-agent-architecture (OAA) that

provides a centralized blackboard facilitator to integrate a

distributed set of agents, T EAMCORE is fundamentallya

distributed team-oriented system.

Our goal is a T EAM CORE system capable of generating

teams that are:

1. Flexible and robust, able to sur mo unt the uncertainties

mentioned above.

2. Capable of scale-up to hundreds of teammember s

3. Able to improve the team perfor mance b ylearning at the

teamlevel and avoiding past team failures.

An initial version o f T EAMCORE system based on the

Soar [Newell90] integrated agent architecture is currently

up and running. A distributed set of teamcore agents can

for mteams in cyberspace. T he underlying co mmunication

infrastructure is currently based on KQM L. T he rest of this

document no w briefly describes the T EAMCORE design,

architecture and implementation.

TEAMCORE Design and Architecture

Figure 1 illustrates the basics of the T EAM CORE design.

It sho ws existing agents with do main-level expertise,

wrapped byteamcore agents. T he co mmunicatio n between

teamcore agents themselves is based on KQM L. KQM L is

also used in co mmunicatio n with the do main-level agents,

but other techniques may also be used. For instance, one

domain-level agent maybe a route-planner, another a UAV

(Unmanned Air Vehicle), and yet another a weather -quer y

service. T he teamcore agents wr ap these three individ ual

agents to create a team. T he teamcore agents themselves do

not possess the do main-level capabilities of the individual

domain-level agents (such as the capabilityto take the

relevant actio ns to flya UAV). Ho wever, theyprovide the

necessar yteamwork expertise.

T eamcore agents´ teamwor k expertise can be categorized

into two co mpo nents, a do main-specific and a domain-

independent co mpo nent, the latter for ming the central part

of teamcore. T he domain-specific part consists of do main-

specific team reactive plans. T hese plans define the role of

the teamcore agent in the teamand are provided bya user

or another teamcore agent. While these team reactive plans

are much like situated-plans or reactive-plans for individ ual agents [Firb y87], the keydifference is that they

explicitly express joint teamactivities of the relevant team.

In the above example, the team reactive plans will refer to

the teamactions of the UAV, route-planner and weather -

quer yservice. T hese teamreactive plans essentially ensure

that all teamcore agents kno w the overall team procedure.

T his teamprocedure maybe to execute a teamactivity, to

plan a teamactivity, to collaborativelydesign an artifact, to

collaborativelyschedule or to collaborativelymo nitor and

diagnose. Having co mmo n kno wledge o f teamprocedures

is akin to providing the team with the kno wledge of

^standard-operating-procedures~ in a militar ysetting.

Figure 1 : The TEAMCORE Architecture

Co mmon kno wled ge of team procedures obviously does

not protect the teammembers fro minco mplete or incorrect

beliefs about the environment or other teammembers,

fro munexpected failures and successes, unexpected

communication failures and so on. T he domain-

independent co mpo nent o f teamcore is responsible for

sur mo unting such uncertainties o f d ynamic co mplex

domains and adapting to the current environment. T he

heart of the do main-independent co mpo nent is teamwork

reasoning based on a general model of teamwork. T his

teamwork model encodes co mmo n-sense teamwork

kno wled ge in the for mof do main-independent axio ms, that

explicitly specifya team member ´s responsibilities and

commitments in teamwork. T he model enables individual

agents to auto no mouslyreason about coordination and

communication in teamwork, and thus provides significant

teamwork flexibility and robustness. In building this

model, we have built on previo us work in theories o f

teamwork, in particular, the Joint I ntentions [ LeveCN90]

and SharedPlans [GrosK96] theories, as well as o ur

experience in building agent teams for a variety of do mains

[T amb many98][T amb97bjair][Dreamteam98a, b]. T his

practical experience has led us to integrate novel

components into the teamwork model, such as a decision-

theoretic co mponent to enable selective inter-agent

communication.

TEAMCORE

AGENT

TEAMCORE

AGENT

TEAMCORE

AGENT

ADYNAMICENVIRONMENT

Agent Agent Agent

T he teamwor k model in T EAM CORE also includes

CONSA (a collaborative negotiatio n system based on argumentation) [QT 98a, QT 98b]. Due to agents’ inco mplete infor matio n or different interpretation o f infor mation, conflicting beliefs and plans often arise in teamwork. CONSA addresses the problems o f negotiation to resolve these co nflicts, based on an ar gumentation pattern proposed in [T oulmin58]. T he argumentatio n process in CONSA involves a proposal/evaluate/counterproposal cycle between a sender and a receiver, and generatio n and refutatio n of these proposals are accomplished byseveral "argumentation moves" such as rebut , undercut and improve-support (which is required for

CONSA’s collaborative aspect). CONSA is embedded in

T EAMCORE ’s teamwor k model and exploits the latter ’s domain independent teamwork kno wled ge to enable generalized and reusable argumentation kno wledge that agents can use in negotiatio n. CONSA is also collaborative, so it requires agents to detect real conflicts where negotiation will improve team perfor mance, which is based on co mparing different strengths of two contradicting beliefs between teammates. T o address practical issues due to T EAMCORE ’s d ynamic, co mplex enviro nment, CONSA uses a decision-theoretic approach to evaluate costs and utilities of negotiation before deciding to start, and a pruning process before communicating proposals to reduce co mmunicatio n overhead.

T he domain-independent co mponent of T EAMCORE also includes a role-based teamlear ning capabilitybased on organizatio nal adaptation for better teamperfor mance. In order to accomplish tasks and missio ns that require collaborative effort in a real-world situation that is dynamic and uncertain, a group of individual agents must adapt and learn as a team. Altho ugh the notion of ^team learning~ clearlyimplies more than a collection o f individ ual learning agents, the precise difference between teamlearning and single-agent lear ning is not clearly defined.

In pursuing our objective to build adaptive agent teams, we have analyzed a number of previous organizational learning architectures in different do mains, and proposed a definition of team learning based on the notion of ^roles~ and ^assignments~. A role is defined as responsibilities in service of a team plan, and an assignment assigns members of a teamto the roles. In the teamcore architecture, the domain-specific co mponent of a teamcore agent represents its role. Each domain-level agent, depending on its capability, is assigned to a teamcore agent and there might be several types of role relationships amo ng teamcore agents. For example, in a team of leader-fo llo wer for matio n flight of two URAVs (Unmanned

Reconnaissance Air Vehicles), the role of the leader may be specified as route planning, while the role of the follo wer is specified as follo wing the leader. With these

two roles, there are two possible role assignments for the two URAVs.

Given these concepts, team learning can be perfor med in at least fo ur aspects to continually improve the team performance: (1) to improve an individ ual´s ability to performa role; (2) to change role assignment; (3) to change roles themselves (such as create, delete, modify, combine, or split roles); and (4) to modifythe team organizatio n b ychanging the relationship between roles.

In our two URAV example, the first two aspects are obvious. For the third aspect, the teammay learn to modify the leader’s role so as to avoid the foggy areas where the follo wer cannot see the leader. For the fo urth aspect, the teammaylear n to change the distance maintained between two URAVs. I n contrast, non-teamlearning (or singleagent lear ning) covers o nlythe first of the four aspects o f teamlearning.

T o operationalize this definitio n, we have developed a new teamlearning framework called ROBOL ( ROle Based

Organizational Learning) [SS98] based on our previous work on autono mous learning [Shen93,Shen94,WS97], multi-robot systems [Dreamteam98a, Dreamteam98b], and the concept of a Cooperation Structure proposed by d´Inverno, Luck and Wooldridge [dLW97]. Each teamcore agent maintains and modifies a Partial Organizational

Structure (POS). A POS is an acyclic grap h where nodes are roles and edges are the relationship between roles. Each node is also labeled with a domain-level agent identifier to specifythe role assignment. A POS graph is ^partial~ in the sense that it mayo nlyprovide a local view o f the team activities. In the context of a team, each teamcore agent uses its o wn POS to perfor mits tasks. Based on the feedback at the team level, all teamcore agents will modify their o wn POS such that the co mpositio n of all POSs will converge to wards a better perfor mance at the team level.

T he novel aspect of POS is that it separates roles fro m domain-level agents and allo ws richer relatio nships between roles. Further more, it uses team perfor mance as a measurement o f the qualityo f the POS and permits adaptation in a distributed fashion. T o address the problem of ho w a set of POSs can be modified to produce a better global measurement, we are also investigating Pareto

Rationality[WS97] as a negotiation strategy.

We are currentlyimplementing this POS framework and testing it o n three do mains: manufacturing scheduling where agents mayd ynamically change their roles according to the outp ut of an assemblyline, marching-band for matio n where agents have to learn to establish suitable role assignments and role relationships in order to improve the quality of the for mation, and helicopter engage-attack where agents must synchronize their activities. Limited applications are also considered in the RoboCup

[MatsNH96] domain, where a teamo f agents must perfor m in a highlyd ynamic, uncertain, and adversarial enviro nment.

So me key teamwork reasoning capabilities provided b ythe teamwork model include the follo wing:

1. Enable agents to responsibly co mmit to a given team goal.

2. Enable agents to lear n ho w to reorganize their teamto improve the team perfor mance. For examp le, if an individ ual team member is unable to perfor mits role in the teamthereb ydisabling the team fro machieving its current goal, then other agents may reorganize the team to compensate for this failure.

3. Enable agents to share relevant infor mation with others, where relevance is deter mined based on the current joint goal being perfor med.

4. Enable agents to reason about selective co mmunication with other s, where selectivityis deter mined via a decisiontheoretic reasoning co mpo nent.

In previous work, we have shown applications o f an earlier version o f this teamwor k model called ST EAM

[T ambe97a, T AAE KMM98]. ST EAM was successfully used in several applications --- ST EAM -based synthetic pilot-agent teams have successfully participated in

DARPA´s synthetic theater of war (ST OW) demo nstratio ns in 1997 [T ambe97b] and it was also reused in developing our award-winning team for the

RoboCup´97 inter national multi-agent soccer tournament

[T ambemany98].

T he T EAMCORE project is building on ST EAM´s earlier successes, extending it in several ways. First, in o ur earlier implementation, ST EAM was integrated within an agent´s kno wled ge base. In contrast, T EAM CORE separates out the teamwor k kno wledge into a separate teamcore agent.

T his teamcore agent is currently capable of co mmunicating via KQM L (a capabilitynot available within ST EAM).

Second, novel capabilities such as the negotiatio n capability(CONSA) have been added to T EAMCORE´s teamwork model. Finally, teamcore agents will be provided with novel role based teamlearning capabilities.

Summary and Current Status

T he potential contributions of the T EAMCORE project for agent teamwor k in cyber space, both in the militar yand commercial arenas, are ver ysignificant. T he goal of

T EAMCORE is to make agents in cyber space ^teamready~, b ywrapping them with teamcore agents. T hus,

T EAMCORE co uld rapidlydevelop flexible, robust and adaptive agent teams for information gathering and filtering, as well as mission planning and executio n. For instance, it would enable rapid creation of robust and

flexible teams fro magents aboard UAVs (Unmanned Air

Vehicles), satellites and persistent stores, route-planners and other relevant agents for rapid infor matio n gathering and sharing, for applications such as traffic mo nitoring, or battlefield mo nitoring. Agent teams co uld also be assembled for distributed planning or mixed-initiative planning. T eamwork among synthetic forces in battlefield simulations wo uld improve as well, improving training and analysis. Further more, T EAMCORE ´s contrib utions could extend to a range of agent-based systems, fro magentteams for air-traffic co ntrol to teams of spacecraft.

T he current Unix imp lementatio n of the teamcore agents includes an extended version of the ST EAM rules in the

Soar integrated architecture, as well as the KQML infrastructure for co mmunication. T he teamcore agents for mteams, make joint co mmitments, and maintain coherent group beliefs, all through the teamwor k reasoning mentioned above. For instance, when wrapping pilot agents flying helicopters in a ModSAF simulatio n enviro nment, the teamcore agents decide upon a joint mission and then provide individual task infor mation to each pilot agent. T he helicopters can thus perfor mteam tasks with only minimal alteratio n to the original agent code. In addition, the required alteration concerns only the teamcore co mmunicatio n interface, which builds on domain-independent kno wledge of tasking and mo nitoring.

T he end system demo nstrates T EAMCORE ’s ability to support flexible teamassemb ly in a d ynamic environment.

T he implementation o f ROBOL is currently under way. I n particular, we have built a Java-based systemthat allo ws flexible adaptations of roles, role assignments, and role relationships. It will interface with multiple environments such as a Java simulation environment or ModSAF. We will test this implementation in several example do mains, including the adaptive marching example and helicopter missions in ModSAF. Furthermore, we are also implementing the learning compo nent of this framewor k to change Soar ’s production rules.

Planned extensio ns to the current T EAM CORE system also include the integration of a no vel botto m-up datadriven modeling approach using augmented Markov models ( AMMs) [Goldberg & Mataric 1998]. T he approach can learn models of the interaction d ynamics between an agent and its environment, and maybe emplo yed to achieve various levels of coordination among the members of a team. Applications o f the model include mo nitoring individual perfor mance, gro up performance, and characterizing the experience and abilities o f team members. Models are generated on-line and in real-time with little co mputational and space overhead, thus confor ming to limitations that may exist in many practical team-based scenarios. T his approach builds on previous work exploring tradeoffs between various robot team structures for performing a task [Goldberg & Mataric

1997].

References

[BarbF95] M.Barbuceanu and M.Fo x. T he architecture of an agent building shell. In M.Wooldridge, J.Muller, and

M.T ambe, editors, Intelligent Agents, Volume II: Lecture

Notes in Artificial I ntelligence 1037. Springer-Verlag,

Heidelberg, Ger many, 1996.

[CaldSCM C93] R.B. Calder, J.E. Smith, A.J.

Courtemanche, J.M.F. Mar, and A.Z. Cerano wicz. Modsaf behavior simulation and control. In Proceedings of the

Conference on Co mputer Generated Forces and Behavioral

Representation, 1993.

[CL91] P.R. Cohen and H.J. Levesq ue. T eamwork. No us,

35, 1991.

[dLW97] d´Inverno, Luck and Wooldridge, Cooperation

Structure. In the Proceedings o f IJCAI, 1997.

[Dreamteam98a] Shen, W.M., J. Adibi, R. Adobbati, B.

Cho, A. Erdem. H. Moradi, B. Salemi, and S. T ejada.

Building Integrated Mobile Robots for Soccer

Co mpetitio n. In Proceedings of Inter natio nal Conference on Robotics and Auto matio n. Leuven, Belgium. May1998.

[Dreamteam98b] Shen, W.M., J. Adibi, R. Adobbati, B.

Cho, A. Erdem. H. Moradi, B. Salemi, and S. T ejada.

T oward Integrated Soccer Robot T eam. AI Magazine. Fall,

1998.

[DurfL91] E.Durfee and V.Lesser. Partial global planning:

a coordination framework for distributed planning. IEEE transactio ns on Systems, Man and Cyber netics, 21(5),

1991.

[Firby87] J.Firby. An investigation into reactive planning in co mplex do mains. I proceedings of the National

Conference on Artificial Intelligence (AAAI), 1987.

[Goldberg & Mataric 1998] Dani Goldberg and Maja J

Mataric, Coordinating Mobile Robot Group Behavior

Using a Model of Interaction Dynamics. Sub mitted to

Autono mous Agents ’99.

[Goldberg & Mataric 1997] Dani Goldberg and Maja J

Mataric, Interference as a T ool for Designing and

Evaluating M ulti-Robot Controllers, Proceedings, AAAI -

97, Providence, Rhode Island, July27-31, 1997, 637-642.

[Gros96] B.Grosz. Collaborating systems. AI magazine,

17(2), 1996.

[GrosK96] B.Grosz and S.Kraus. Collaborative plans for complex gro up actions. Artificial I ntelligence, 86:269--

358, 1996.

[Jenn94] N.Jennings. Co mmitments and conventions: the foundation of coordination in multi-agent systems. T he

Kno wledge E ngineering Review, 8, 1994.

[Jenn95] N.Jennings. Co ntrolling cooperative problem solving in industrial multi-agent systems using joint intentions. Artificial Intelligence, 75, 1995.

[LeveCN90] H.J. Levesque, P.R. Cohen, and J.Nunes. On acting together. In Proceedings of the National Conference on Artificial Intelligence. Menlo Park, Calif.: AAAI press,

1990.

[MatsNH96] H.Matsubara, I.Noda, and K.Hiraki. Learning of cooperative actions in multi-agent systems: a case stud y of pass playin soccer. In S.Sen, editor, AAAI Spring

Symposium on Adaptatio n, Coevolution and Lear ning in multi-agent systems, March 1996.

[Newell90] Newell, A. Unified T heories of Co gnition.

Harvard Univ. Press, 1990.

[QT 98a] Qiu, Z. and T ambe, M. Flexible negotiations in teamwork: extended abstract. In M. desJardine (editor),

AAAI FALL Symposiumo n Distributed Continual

Planning. October, 1998.

[QT 98b] Qiu, Z. and T ambe, M. Towards Ar gumentatio nbased Collaborative Negotiation: A preliminar yreport. In

Internatio nal wor kshop on multi-agent systems, Mass.

Institute of T echnolo gy, October, 1998.

[RoseZ94] J.S. Rosenschein and G. Zlotkin. Designing conventions for auto mated negotiation. AI Magazine, 15,

1994.

[Sen96] S.Sen. Proceedings of the Spring Symposium on

Adaptation, Coevolution and Learning. American

Associatio n for Artificial Intelligence, Menlo Park, CA,

1996.

[Shen93] W.M. Shen. Discover yas auto no mo us learning fro mthe environment. Machine Learning, 12:143--165,

1993.

[Shen94] W.M. Shen. Autonomo us Lear ning fro mthe

Environment. W. H. Freeman, Co mp uter Science Press,

1994.

[SS98] Salemi, B and Shen, W.M. Role-Based

Organizational Learning for Agent T eams. In preparation.

November, 1998.

[T amb96b] M.T ambe. T eamwork in real-wor ld, dynamic enviro nments.

In Proceedings of the I nternatio nal Co nference on M ultiagent Systems (ICM AS), December 1996.

[T amb97a] M.T ambe. Agent architectures for flexible, practical teamwor k. In Proceedings of the Natio nal

Conference on Artificial Intelligence (AAAI), August

1997.

[T amb97bjair] M.T ambe. Towards flexible teamwork.

Journal of Artificial Intelligence Research (JAI R), 7:83--

124, 1997.

[T amb many98] M.T ambe, J.Adibi, Y.Alo naizon, A.Erdem,

G.Kaminka, S.Marsella, I.Muslea, and M.T allis. Isis:

Using an explicit model of teamwor k in robocup97. In

RoboCup´97: Proceedings of the first robot world cup competition and conferences. Springer-Verlag, Heidelberg,

Ger many, 1998.

[T ambJS97] M.T ambe, W.L. Johnson, and W. Shen.

Adaptive agent tracking in real-wor ld multi-agent do mains:

a preliminar yreport. Internatio nal Journal of Human-

Co mputer Studies (IJHCS), 1997.

[T AAEKMM98] T ambe, M., Adibi, J., Alonaizo n, Y.,

Erdem, A., Kaminka, G., Marsella, S. and M uslea, I.

Building agent teams using an explicit teamwork model and learning. Artificial Intelligence (to appear), 1998.

[Toulmin58] Toulmin, S. 1958. The uses of argument .

Cambridge: Cambrid ge UniversityPress.

[WS97] Wang, X.J and Shen, W.M., Coordination via

Negotiation using Pareto Rationality. Poster in the

Internatio nal Joint Conference on Artificial Intelligence,