
Verifying IP-Core based System-On-Chip Designs
�

Pankaj Chauhan, Edmund M. Clarke, Yuan Lu and Dong Wang
Carnegie Mellon University, Pittsburgh,PA 15213�
pchauhan, emc, yuanlu, dongw � +@cs.cmu.edu

April 15,1999

Abstract

Wedescribea methodologyfor verifying system-on-chipdesigns.In
ourmethodology, theproblemof verifying system-on-chipdesignsis
decomposedinto threetasks. First, we verify, onceandfor all, the
standardbus interconnectingIP Coresin thesystem. Thenext task
is to verify theglue logic, which connectstheIP Coresto thebuses.
Finally, usingtheverifiedbus protocolsandtheIP coredesigns,the
completesystemis verified.To illustrateourmethodology, weverify
thePCI LocalBus,awidely usedbusprotocolin system-on-chipde-
signs.We demonstratevariousmodelingandverificationtechniques
for busesby modelingthe PCI Local Bus with the symbolicmodel
checkerSMV. We have foundtwo potentialbugsin thePCI buspro-
tocolspecificationthatawait confirmationof thePCISpecialInterest
Group(PCI-SIG).

1 Introduction

Hardwaredesignshave reacheda mammothscaletoday, with
over ten million transistorsintegratedon a singlechip. This
breakthroughin technologyhas, in fact, reachedthe point,
whereit is hardto designa completesystemfrom scratch.In-
dustryhasalreadystarteddesigningASICsfrom alargereper-
toire of IntellectualPropertyComponentsor IP Coressoldby
many vendors. System-on-chipdesignsusually involve the
integrationof heterogeneouscomponentson a standardbus.
Thesecomponentsmay require different protocolsor have
differenttiming requirements.Moreover, designersoften do
not have completeknowledgeof the implementationdetails
of eachcomponent.For example,vendorsmay want to pro-
tect their IP Coresby only providing interfacespecifications.
Consequently, thevalidationof suchdesignsis becomingmore
andmorechallenging.In thispaper, weoutlineanew method-
ology for formally verifying IP Core based,system-on-chip
designs.

An IP Corebasedsystemcanbeviewedasacollectionof var-
iousIP cores,with interconnectingbusesrunningamongthem
(seeFigure 1). Sincethe coresareobtainedfrom different
vendors,thereis a needfor standardbusesto connectthem.
We alsoenvision somekind of interfacelogic, which we call
glue, to connectIP Coresto thestandardbuses.In somecases
IP Coresaredesignedto becompliantto a standardbus pro-
tocol andcanbe connecteddirectly to the bus without glue.
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Bridgesareusedto extendsuchsystemsin ahierarchicalfash-
ion by connectingbuses.

IP Coresareoftenpre-validated.This increasestheconfidence
of systemdesignerin third party IP Cores.The validationof
IP Coresmustbepartof the IP Coredesignitself. So in this
scenario,wherewe have a) pre-verifiedIP Coreswith certain
guaranteesand confidence,b) a standardbus protocol, and
c) IP Corespecificglue to connectcoresto the bus, we can
decomposethe taskof verifying system-on-chipdesignsinto
threepartsasfollows.

IP Core IP Core

IP Core
IP Core

BridgeInterconnecting Buses

Glue Glue

Glue

Figure1: A typical IP CorebasedSystem

1. Verify theinterconnectingbusesandbusbridges;

2. Verify theIP Corespecificgluelogic;

3. Given the verification guaranteesof interconnecting
busesandIP Cores,verify thecompletesystem.

Sincethebusprotocolis standard,it needsto beverifiedonce
andfor all. Gluelogic is IP Corespecific.If wehave a collec-
tion of protocolsfor IP Cores,thenwe candesignanabstrac-
tion of thegluebetweenthestandardbusandeachIPCorepro-
tocol. This abstractmodelis designedonce.Then,we intend
to checkif theactualglueimplementationrefinestheabstract
modelof the glue [7]. Thus,we have reducedthe complex-
ity of verifying theglueto checkingrefinement.Whenthis is
completedfor all IP Coresandtheir glues,we canproceedto
thethird step.

Experiencein industry with IP Core basedASIC designs
showsthatmostof thebugsarefoundin thebusor gluelogic.
To our knowledge,thereis still no agreementon a standard
bus protocol for system-on-chipdesigns. However, the PCI
Local Bus protocol[12, 13, 14] is widely acceptedby many
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microprocessorbasedsystems(eg. PentiumandAlpha) and
IP Corecompanies.Therefore,we focusin this paperon ver-
ifying system-on-chipdesignsusingthePCI Local Bus. This
will provide insight into questionslike, what basicfunction-
ality is requiredof thebuses,whatkind of standardinterfaces
areneededfor IP Corebaseddesigns,andhow gluelogic may
bedesignedandverifiedfor heterogeneousIP Cores.Wehave
formally verifiedthecorrectnessof thePCIbusprotocolusing
symbolicmodelchecking[5].

In many cases,busprotocolscanbeverifiedwith currentfor-
malverificationtechniquesasdemonstratedby [4] and[6]. We
concentratemoreon the functionalpropertiesof the PCI lo-
cal busandbridgesratherthanperformanceissues.A formal
treatmentof PCI bus performanceis givenby Campos,et al.
in [4]. In arecentpaper[11], theoremproving techniqueshave
beenusedto validatea proposedsolutionfor a bug in thePCI
busprotocol,but thisapproachrequiresconsiderableexpertise
in modelingthebusandis noteasilyautomated.

The restof the paperis organizedas follows: In Section2,
weintroduceComputationTreeLogic andthesymbolicmodel
checkerSMV. In Section3,weprovideanoverview of thePCI
local bus protocolandsystemsbasedon it. In Section4, we
illustratea systematicapproachto verify thePCI busandbus
bridges. We describemodelingandspecificationtechniques,
which can be appliedto verify other bus protocolsas well.
In Section5, we presentour experimentalresults,notablythe
descriptionof two bugswehave foundin thiswidely usedbus
protocol. Finally in Section6, we summarizeour experience
andpresenta few thoughtson how to reachour ultimategoal
of verificationof completesystem-on-chipdesigns.

2 Symbolic Model Checking

Symbolicmodelcheckingis apowerful techniquefor formally
verifying finite stateconcurrentsystemsautomatically[9].
The task of symbolic model checkingcan be brokendown
in threephasesModelling,SpecificationandVerification. The
first taskis to representsystemunderconsiderationin aprecise
modelthatcanbeacceptedby a modelcheckingtool. Often
we needto useabstractionto eliminateirrelevantor unimpor-
tantdetailsfrom thedesigndueto limits ontimeandmemory.
We usedSMV [9], a temporallogic modelcheckerbasedon
binarydecisiondiagrams(BDDs) [1]. SMV hasits own built-
in dataflow-orientedhardwaredescriptionlanguagefor model-
ing andacceptsspecificationsexpressedin theCTL temporal
logic [5]. SMV extractsa finite-statemodelasa statetransi-
tion graphfrom anSMV program.BDDsareusedto represent
transitionrelationsandto manipulatethem. This representa-
tion hasbeenthemajorcontributionto thesuccessof symbolic
modelchecking[2, 9].

In the specificationphase, we write the properties in a
branching-timetemporal logic called CTL (“Computation
TreeLogic”) [5]. Formulasin CTL arebuilt from threecom-
ponents:atomicpropositions,booleanconnectives,and tem-
poral operators. Atomic propositionsrefer to the valuesof

individual statevariables. The booleanconnectivesarecon-
junction, disjunctionandnegation( � , � , � ). Eachtemporal
operatorconsistsof two parts:a pathquantifier( � or � ) and
a temporalmodality (F, G, 	 or U). Thequantifierindicates
whethertheoperatordenotesa propertythatshouldbetrueof
all executionpathsfrom a givenstateor whethertheproperty
needonly hold on somepath.Themodalitiesdescribetheor-
deringof eventsin time alonganexecutionpathandhave the
following intuitivemeanings:

1. F 
 (“ 
 holdssometimein thefuture”) is trueof apathif
thereexistsa stateonthepathfor which theformula 
 is
true.

2. G 
 (“ 
 holds globally”) meansthat 
 is true at every
stateon thepath.

3. 	�
 (“ 
 holdsin thenext state”)meansthat 
 is true in
thesecondstateon thepath.

4. 
 U � (“ 
 holdsuntil � holds”) meansthat thereexists
somestateon the path for which � is true, and for all
statesprecedingthis one, 
 is true.

Eachformulaof thelogic is eithertrueor falsein agivenstate.
An atomicpropositionis truein astateif thestatevariablethat
it refersto hasthe appropriatevalue. The truth of a formula
built from booleanconnectivesdependsonthetruthof its sub-
formulasin theusualway. A formulawhosetoplevel operator
is a temporaloperatorwith a universal(existential)pathquan-
tifier is truewheneverall paths(somepath)startingat thestate
have thepropertyrequiredby theoperator’s modality. A for-
mula is true of a systemif it is true for all the initial states
of thesystem.Thefollowingexamplesillustratetheexpressive
powerof thelogic.

1. AG 
 Req � AF Ack � : it is alwaysthe casethat if the
signalReqis true,theneventuallyAck will alsobetrue.

2. AG AF DeviceEnabled: DeviceEnabledholds infinitely
oftenonevery computationpath.

3. AG EF Restart: from any state,it is possibleto getto the
Restartstate.

4. AG � Send� A 
 SendU Recv��� : if Sendholds,theneven-
tually Recvis true,anduntil thattime,Sendremainstrue.

The final taskof verification is an automaticprocess.Every
CTL formula hasa fixed point characterizationthat can be
usedto find thesetof statessatisfyingtheformula[3].

3 PCI Local Bus

The PCI Local Bus [12, 13, 14] is a high performance,syn-
chronousbus architecturethat can transfer32-bit or 64-bit
data. Its primarygoal is to establishanindustrystandardand
optimizefor direct silicon (component)interconnectionwith
minimumglue logic required.It supportsmostprocessorde-
signsandconnectsvarioustypesof devicesonachip. Bridges
areusedto extendthePCIbusbasedsystems.
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A typicalPCIbustransactionis demonstratedin Figure2. The
requestfor a transactionstartswhen a subsystemassertsits
requestline REQ#. It thenwaits until beinggrantedthe bus
by thearbiterby assertingthecorrespondingGNT# line. This
phaseis known asthe arbitration phase. The transactionbe-
ginswhensignalFRAME# is asserted.In thefirst clock after
assertingFRAME#, addressis put on the data/addressmulti-
plexedlinesin theaddressphaseandthecommandlinescarry
the transaction-type.All target devices listen to this address
andif theaddressmapsto theiraddressspace,they asserttheir
DEVSEL# lines, indicatingthey arepresenton the bus. The
masterthenassertsthesignalIRDY#, meaningthatit is ready
for datatransfer. The bus target assertsits TRDY# signal to
indicatethat the target is readyfor datatransfer. Datatrans-
fer occurswhenbothIRDY# andTRDY# areasserted,which
is known as one data phase. A transactioncan have more
thanonedataphase, andwait cyclescanbeinsertedbetween
dataphasesby the master(target) by deassertingthe IRDY#
(TRDY#) signal. Oneclock cycle beforethe endof the data
transferphase,theFRAME# signalis deasserted.In thenext
cyclebothIRDY# andTRDY# aredeasserted,andthebusgoes
backto theidle state.
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Figure2: A typicalPCI bustransaction

ThePCI busrequiresa fair centralarbiter, which impliesthat
every mastershouldbe served. Note that apartfrom this re-
quirement,thearbitrationalgorithmis not partof thePCIbus
specification.The arbitermay park the bus at someselected
masteror allow thebustofloat. SincethePCIbusis ahighper-
formancebus, therearestrict timing requirementson various
events,like numberof wait states,latency for atargetasserting
its selectionline, arbitrationlatency, etc.

PCIbridgesareusedto connecttwo PCIbusesin atransparent
manner. PCIdevicesmustfollow certainallowabletransaction
orderingsin order to satisfy the Producer-Consumermodel
discussedin thenext section.Bridgescanpostcertaintransac-
tions in orderto improve performance,meaningcertainwrite
transactionscanbebufferedin thebridgeswithoutbeingcom-
pletedatthetarget,but themasteris notrequiredtowait until it
completes.In orderto observe theproducer-consumermodel,
therearecertainrestrictionson bridgesregardingtransaction-

posting. Bridgesmay also attemptto convert one or more
transactionsinto a largetransactionfor improvedperformance
by combining,merging or collapsing[12].

4 Verifying PCI-bus

We verified the PCI bus protocol in two steps. In the first
step,we lookedat propertiesrelatedto the protocolwithout
bridges. In the secondstep,we modeleda PCI bridge and
verifieda producer-consumermodelfor bustransactionswith
bridges. Figure3 shows oneconfigurationthat we modeled
to verify somebus properties. The arbiter is safeand fair.
Thedummy-masteris anabstractedmasterwhichhasvery re-
strictedfunctionalityandis usedonly for checkingarbitration
properties.The masterandthe targetarecapableof carrying
out PCI sequences,e.g. fast back to back transactions,bus
parking,burst transactions,latency requirements,transaction
termination,etc. The statemachinesof PCI masterandPCI
targetaregivenin thePCI specification[12]. In orderto han-

<>= ?A@ B CD= EGFIHJHLKMONAPQB CD= MRNAPQB CS= TUNA= VACSB
Figure3: Configurationfor verifying busproperties

dle multiple mastersandtargetson a singlebusandavoid the
stateexplosionproblem,we usedsometechniquesincluding
abstraction,assume-guaranteereasoning,symmetryandcase
analysis.We developeda singlebusmodelin CBL SMV [10]
with 5 mastersand5 targets.In this model,thereis symmetry
within the masters,aswell as the targets. For a bus driving
property, weperforma caseanalysison theactualmasterand
thetarget thatareactive on thebus, thenusesymmetryto re-
ducethenumberof proof obligations.In orderto prove these
properties,wefirst provedthefollowingnon-interferencelem-
mas.

W Inactivemastersandtargetscannotdrive thebus.

W Only onemasterandonetargetcanbeactive ata time.

W An active mastermust stay active until one target be-
comesactive.

W An inactive target cannot becomeactive until it hasan
addresshit.

W If a masteranda targetareactive, thenthemastermust
remainactive until thetargetbecomesinactive.

W If onemasterstartsa transactionwith addressX , thenit
will remainactiveuntil thetargetwith addressk becomes
active.

Usingtheselemmas,wehaveprovedthefollowingbusdriving
properties:
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W OnceSTOP#is asserted,FRAME# shouldbedeasserted
assoonasIRDY# is asserted.

W If not already deasserted,TRDY#, STOP#, and DE-
VSEL# mustbedeassertedtheclock following thecom-
pletionof thelastdataphaseandmustbetri-statedin the
next clock.

W The target cannotdrive dataon the bus in the cycle im-
mediatelyafterareadtransactionbegins.

W A masteror a targetshoulddrivethedatabuscorrectlyin
a dataphase.

We verified propertiesabout transactiontermination, arbi-
tration, latency requirements,etc. Thesepropertiesprimar-
ily followed various must hold statementsfrom the spec-
ification. For example consider the following property:
AG 
 bus.FRAME#� AX 
Y� bus.FRAME#� bus.IRDY#�I� . It
saysthatwhenFRAME#is first asserted(active low), IRDY#
shouldstaydeasserted.SMV determinedthat this propertyis
true.

Theconfigurationgivenin Figure 4 illustratestheProducer-
Consumermodel. In this model,theProducerwritesall data,
setsthe flag andwaits for completionstatus;while the Con-
sumerwaitsuntil it findstheflagset,thenit resetstheflag,con-
sumesthedata,andwrites thecompletionstatuscode.When
theProducerfindsthecompletionstatuscode,it resetsthecode
andthesequencerepeats.Sincebridgescanpostwrite trans-
actions,it is importantto seethat this modelis satisfied,i.e.
the Consumernever seesthat the flag is setwhenthe datais
not written. Thebridgeobeys all PCI orderingrules. We will
demonstratethat it satisfiesthe Producer-Consumermodelas
well. We modeleda PCI bridgeaccordingto the PCI bridge

Z\[>]_^Y`_acbed fhgji g

k Zml n k Zolp drq sjtjb

u�v gjt wIi gji `_^k dr[>s>`_x>bed
Figure4: Producer-Consumermodel

specs[13]. The statemachineof PCI bridgeessentiallyis a
compositionof four statemachines,the primary masterand
target and the secondarymasterand target (eachbridge has
a primary bus anda secondarybus). Sincewe have already
provedmany propertiesaboutbasicbusprotocol,wehave ab-
stractedawaysomeof thefunctionalityof thePCImastersand
targetsin this configuration,e.g. bus parking,burst transac-
tions,targetdelay, etc.Weneedto representonly threedistinct
valuesof data0,1and2 for verifying thismodel [9], hencethe

databusshouldbeat least2 bitswide.Theaddressbusis 2 bits
wide. Bridgesalsohave finite databuffersfor postingdata.

We usea simpleabstractionto establishthecorrectnessof the
PCIbridgetransactionorderingrules.We show thatif a sym-
bolic datavaluex is generatedby theproducer, thena unique
copyof x will bereceivedby theconsumer. Thevariableflag
in theproducer-consumermodelindicatesthestatusof thedata
generatedby theproducer:flag= 0 meanstheproducerhasnot
writtennew data;flag = 1 meansthattheproducerhaswritten
the datavaluex; flag = 2 meansthe producerhaswritten a
valuedifferentfrom x. In ourmodel,theproduceronly gener-
atesoneinstanceof thedatavaluex. Theproducer-consumer
modelrequiresthat whenever the consumerseesflag = 1, it
shouldthenreceive x. The following threepropertiescapture
thecorrectnessof thisbehavior ( y denotesconsumer).

1. AG 
z
 c.chkFlag� flag=1�{�|�~}Q
 !c.statusFlag�
data �� x �z��
 c.readData� data=x���Y� : The consumerre-
ceives � afterseeingflag = 1.

2. AF 
 c.chkFlag� flag=1� : The consumereventuallysees
flag= 1.

3. AG 
z
 c.chkFlag � flag=1��� AX AG 
 c.chkFlag ���
 flag=1�z�z� : Theconsumerseesflag = 1 atmostonce.

5 Experimental Results

We verified thePCI busprotocolin two stepsa) a singlePCI
buswithout bridgesandb) a buswith bridges.Thesinglebus
modelincludesa master, a target,a dummymasteranda bus
arbiter. Thedummymasteris usedto checkarbitrationproper-
ties. Mastersandtargetsaremodeledbasedon therespective
statemachinesgivenin theAppendixof thePCI Specification
Revision2.2[12]. Themodelis about1000linesof SMV code
and111BDD variables.Weverifiedtwenty-threemajorprop-
ertiesusingSMV for this setup,which took aboutthreeand
half hoursona Pentium-Pro200MHzmachinewith 1Gmem-
ory. During the processwe discoveredtwo potentialbugsin
thePCI protocolspecificationandwait for confirmationfrom
the PCI SIG group. Both errorsaredue to the inconsisten-
ciesbetweenthespecificationandgivenstatemachinesin the
Appendix.

Thefirst erroroccursbecausethetargettransitionconditionis
set incorrectly: in the target statemachine,the target makes
a transition from B BUSY to IDLE when FRAME# is de-
assertedandD doneis asserted.However, whenthe master
startsa transactionwith single dataphase,target goesfrom
B BUSY to IDLE insteadof S DATA in all cases(seeFig-
ure 5). This error is caughtby the following CTL formula:
AG 
I
 m.req� m.datacnt=1�o� A 
 m.req�{� t.ackUm.timeout�I�
Thisformulameansthatwhenever themasterrequestsatrans-
actionwith singledataphase,the target never acknowledges
beforethe mastertimesout, i.e. the target never goesto the
S DATA state.We verifiedthat this formula is true,which is
inconsistentwith thestandard.In theseconderror, theSpec-
ification requiresthat oncea masterhas assertedIRDY#, it
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Figure5: Illustrationof thefirst bug

can’t changeIRDY#or FRAME#until thecurrentdataphase
completes. But the implementationof FRAME# in the state
machinedoesn’t satisfythis requirementin thefollowing sce-
nario. Let usassumethat IRDY#, FRAME# areasserted,and
GNT#,TRDY# aredisassertedin thecurrentcycle. If themas-
ter timer expires in the next cycle, then FRAME# is always
deasserted, even thoughIRDY# is still asserted.This clearly
conflictswith the specification.SMV cameup with a coun-
terexampletraceto illustratethis inconsistency.

On an UltraSparc248MHz machine,it took 46 minutesand
13M BDD nodesto verify all the lemmasandpropertiesfor
multiple masters/targets.As a comparison,after takingabout
2Gbmemoryand5 hours,thefirst propertycouldnot beveri-
fied without techniquesmentionedin Section4.

In the next step, we modeleda multiple bus systemwith
a bridge (seeFigure 4) and verified the correctnessof the
producer-consumermodelby checkingthe threemajor prop-
ertiesdescribedin Section4. In Table5, weshow ourvarious
statisticsfor two implementationsof PCIbuswith bridgesthat
have differentnumbersof buffersin bridge.

# Buffers BDD Var Time BDD Nodes

4 120 982s 12,075,532

6 142 8.8h 15,080,273

Table1: Experimentalresultsfor verifying PCI bridge

6 Conclusions and Future Work

In this paper, we have proposeda new methodologyfor veri-
fying system-on-chipdesigns.As the first example,we have
verifiedthePCILocalBusprotocolusingthesymbolicmodel
checkerSMV. Significantly, wehave foundtwo potentialbugs
in the standardPCI bus specification.In our experience,for-
mally verifying the functionality of bus protocolsis feasible
usingcurrentmodelcheckingtechniques.

In orderto achieve ourultimategoalof system-on-chipverifi-

cation,we will focusin the futureon verifying theglue logic
involvedin suchdesigns.We alsointendto verify morecom-
plex industrial bus designsusing the methodologywe have
proposedin thispaper. Finally, weareinterestedin high-level
specificationof busprotocolsfor verificationpurposes.
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