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Abstract

We describea methodologyfor verifying system-on-chiglesigns.n
our methodologythe problemof verifying system-on-chiplesignds
decomposeihto threetasks. First, we verify, onceandfor all, the
standardousinterconnectindgP Coresin the system. The next task
is to verify the gluelogic, which connectghe IP Coresto the buses.
Finally, usingthe verified bus protocolsandthe IP coredesignsthe
completesystemis verified. To illustrateour methodologywe verify
thePCl Local Bus,awidely usedbusprotocolin system-on-chiple-
signs. We demonstrat&ariousmodelingandverificationtechniques
for busesby modelingthe PCI Local Bus with the symbolicmodel
checkerSMV. We have found two potentialbugsin the PCl buspro-
tocol specificatiorthatawait confirmationof the PCI Specialinterest
Group(PCI-SIG).

1 Introduction

Hardwaredesignshave reachech mammothscaletoday with
over ten million transistordantegratedon a singlechip. This
breakthroughin technologyhas, in fact, reachedthe point,
whereit is hardto designa completesystemfrom scratch.In-
dustryhasalreadystarteddesigningASICsfrom alargereper
toire of IntellectualPropertyComponent®r IP Coressold by
mary vendors. System-on-chipdesignsusually involve the
integration of hetengeneousomponent®n a standardous.
Thesecomponentamay require different protocolsor have
differenttiming requirements.Moreover, designersoften do
not have completeknowledge of the implementationdetails
of eachcomponent.For example,vendorsmay wantto pro-
tecttheir IP Coresby only providing interfacespecifications.
Consequentlythevalidationof suchdesignss becomingnore
andmorechallengingIn this papeywe outlineanev method-
ology for formally verifying IP Core based,system-on-chip
designs.

An IP Corebasedsystencanbeviewedasa collectionof var
ious|P coreswith interconnectindpusesunningamongthem
(seeFigure 1). Sincethe coresare obtainedfrom different
vendors,thereis a needfor standardousesto connectthem.
We alsoervision somekind of interfacelogic, whichwe call
glue to connectP Coresto thestandarduses.In somecases
IP Coresaredesignedo be compliantto a standardus pro-
tocol and canbe connectedlirectly to the bus without glue.

*This researchis sponseredy the GigascaleSilicon ResearchCenter
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theviews of the GSRC.

Bridgesareusedto extendsuchsystemsn a hierarchicafash-
ion by connectingouses.

IP Coresareoftenpre-validated.Thisincreasesheconfidence
of systemdesignetin third party IP Cores. The validationof

IP Coresmustbe partof the IP Coredesignitself. Soin this

scenariowherewe have a) pre-\erified IP Coreswith certain
guaranteesnd confidence b) a standardbus protocol, and

c) IP Core specificglue to connectcoresto the bus, we can

decomposehe taskof verifying system-on-chiplesignsinto

threepartsasfollows.
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Figurel: A typical IP CorebasedSystem

1. Verify theinterconnectingpusesandbusbridges;
2. Verify thelP Corespecificgluelogic;

3. Given the verification guaranteesof interconnecting
busesandIP Cores verify thecompletesystem.

Sincethebus protocolis standardit needgo be verifiedonce
andfor all. Gluelogic is IP Corespecific.If we have acollec-
tion of protocolsfor IP Coresthenwe candesignanabstrac-
tion of thegluebetweenhestandardusandeachP Corepro-
tocol. This abstracimodelis designednce. Then,we intend
to checkif theactualglueimplementatiorrefinesthe abstract
model of the glue [7]. Thus,we have reducedthe comple-
ity of verifying the glueto checkingrefinementWhenthisis
completedor all IP Coresandtheir glues,we canproceedo
thethird step.

Experiencein industry with IP Core basedASIC designs
shavsthatmostof thebugsarefoundin thebusor gluelogic.
To our knowledge, thereis still no agreemenbn a standard
bus protocolfor system-on-chiglesigns. However, the PCI
Local Bus protocol[12, 13, 14] is widely acceptedy mary



microprocessobasedsystemgeg. Pentiumand Alpha) and
IP CorecompaniesThereforewe focusin this paperon ver
ifying system-on-chiglesignsusingthe PCl Local Bus. This
will provide insightinto questiondike, what basicfunction-
ality is requiredof the buseswhatkind of standardnterfaces
areneededor IP Corebasedlesignsandhow gluelogic may
be designedindverifiedfor heterogeneou® Cores.We have
formally verifiedthecorrectnessf thePCl busprotocolusing
symbolicmodelchecking[5].

In mary casesbpus protocolscanbe verified with currentfor-

malverificationtechniquessdemonstratety [4] and[6]. We
concentratenore on the functional propertiesof the PCI lo-

cal bus andbridgesratherthanperformancessues.A formal
treatmentof PCI bus performancas givenby Camposget al.

in [4]. In arecentpapet11], theoremproving techniquesave

beenusedto validatea proposedsolutionfor abugin the PCI

busprotocol,but this approactrequiresconsiderablexpertise
in modelingthebusandis not easilyautomated.

The restof the paperis organizedasfollows: In Section2,
weintroduceComputationfreeLogic andthesymbolicmodel
checkelSMV. In Section3, we provide anoverview of the PCI
local bus protocoland systemdasedon it. In Section4, we
illustratea systemati@pproacho verify the PCl bus andbus
bridges. We describemodelingand specificationtechniques,
which can be appliedto verify other bus protocolsas well.
In Section5, we presenbur experimentalresults,notablythe
descriptionof two bugswe have foundin this widely usedbus
protocol. Finally in Section6, we summarizeour experience
andpresent few thoughtson how to reachour ultimategoal
of verificationof completesystem-on-chiglesigns.

2 Symbolic Model Checking

Symbolicmodelcheckings a powerful techniqudor formally
verifying finite state concurrentsystemsautomatically[9].
The task of symbolic model checkingcan be brokendown
in threephasedModelling, Specificatiorand\erification The
firsttaskis to represensystenunderconsiderationin aprecise
modelthat canbe acceptedy a modelcheckingtool. Often
we needto useabstractiorto eliminateirrelevantor unimpor
tantdetailsfrom thedesigndueto limits ontime andmemory
We usedSMV [9], atemporallogic modelcheckerasedon
binarydecisiondiagramgBDDs)[1]. SMV hasits own built-
in dataflav-orientechardwarelescriptiolanguagdor model-
ing andacceptsspecificationgxpressedn the CTL temporal
logic [5]. SMV extractsa finite-statemodelas a statetransi-
tion graphfrom anSMV program.BDDs areusedto represent
transitionrelationsandto manipulatethem. This representa-
tion hasbeenthemajorcontributionto the successf symbolic
modelchecking[2, 9].

In the specification phase, we write the propertiesin a
branching-timetemporal logic called CTL (“Computation
TreelLogic”) [5]. Formulasin CTL arebuilt from threecom-
ponents:atomic propositions pooleanconnectves, andtem-
poral opeiators. Atomic propositionsrefer to the valuesof

individual statevariables. The booleanconnectves are con-
junction, disjunctionand negation (A, v, —). Eachtemporal
operatorconsistf two parts:a pathquantifier(A or E) and
atemporalmodality (F, G, X or U). Thequantifierindicates
whetherthe operatordenotesa propertythatshouldbetrue of

all executionpathsfrom a givenstateor whetherthe property
needonly hold on somepath. The modalitiesdescribehe or-

deringof eventsin time alonganexecutionpathandhave the
following intuitive meanings:

1. Fe (“¢ holdssometimen thefuture”) is trueof a pathif
thereexistsa stateon the pathfor which theformulay is
true.

G ¢ ("¢ holds globally”) meansthat ¢ is true at every
stateonthepath.

X ¢ (“¢ holdsin the next state”)meanghat y is truein
thesecondstateon the path.

¢ U ¢ (“¢ holdsuntil ¢ holds”) meanghatthereexists
somestateon the path for which ¢ is true, andfor all
stategrecedinghisone,y is true.

Eachformulaof thelogic is eithertrue or falsein a givenstate.
An atomicpropositionis truein a stateif thestatevariablethat
it refersto hasthe appropriatevalue. The truth of a formula
built from boolearconnectvesdepend®nthetruthof its sub-
formulasin theusualway. A formulawhosetop level operator
is atemporaloperatomwith a universal(existential)pathquan-
tifier is truewheneer all paths(somepath)startingatthestate
have the propertyrequiredby the operators modality. A for-
mulais true of a systemif it is true for all the initial states
of thesystem.Thdollowing examplesillustratetheexpressie
power of thelogic.

1. AG(Req — AFAK): it is alwaysthe casethatif the
signalReqis true, theneventuallyAdk will alsobetrue.
2. AG AF DeviceEnabled DeviceEnabledholds infinitely
oftenon every computatiorpath.

3. AG EF Restart from ary state|it is possibleto getto the
Restartstate.

4. AG(Send— A(SendJ Recy): if Sencholds,theneven-
tually Recwis true,anduntil thattime, Sendremaingrue.

The final taskof verificationis an automaticprocess.Every
CTL formula hasa fixed point characterizatiorthat can be
usedto find the setof statessatisfyingtheformula[3].

3 PCI Local Bus

The PCl Local Bus[12, 13, 14] is a high performancesyn-
chronousbus architecturethat can transfer32-bit or 64-bit
data. Its primarygoalis to establishanindustrystandarcand
optimizefor direct silicon (componentjnterconnectiorwith
minimum glue logic required. It supportamostprocessode-
signsandconnectwarioustypesof devicesonachip. Bridges
areusedto extendthe PCl busbasedsystems.



A typical PCl bustransactions demonstrateth Figure2. The
requestfor a transactionstartswhen a subsystemassertsts
requestine REQ#. It thenwaits until beinggrantedthe bus
by the arbiterby assertinghe correspondingsNT#line. This
phaseis known asthe arbitration phase Thetransactiorbe-
ginswhensignalFRAME# s assertedIn thefirst clock after
asserting-RAME#, addresss put on the data/addresmulti-
plexedlinesin theaddressphaseandthecommandinescarry
the transaction-type All target deviceslistento this address
andif theaddressnapsto theiraddresspacethey assertheir
DEVSEL#lines, indicatingthey are presenton the bus. The
mastethenassertshe signallRDY#, meaningthatit is ready
for datatransfer The bus tamet assertdts TRDY# signalto
indicatethat the target is readyfor datatransfer Datatrans-
fer occurswhenbothIRDY# and TRDY# areassertedwhich
is known as one data phase A transactioncan have more
thanonedataphase andwait cyclescanbeinsertedbetween
dataphasedyy the master(target) by deassertinghe IRDY#
(TRDY#) signal. Oneclock cycle beforethe end of the data
transferphasethe FRAME# signalis deassertedln the next
cyclebothIRDY#andTRDY# aredeassertedndthebusgoes
backto theidle state.
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Figure2: A typical PCl bustransaction

The PCl busrequiresafair centralarbiter which impliesthat
every mastershouldbe sened. Note that apartfrom this re-
guirementthe arbitrationalgorithmis not partof the PCl bus
specification. The arbiter may park the bus at someselected
masteror allow thebusto float. SincethePClbusis ahighper
formancebus, thereare strict timing requirement®n various
events like numberof wait states|ateng for atamgetasserting
its selectiorline, arbitrationlateng, etc.

PClbridgesareusedto connectwo PClbusesn atransparent
manner PCldevicesmustfollow certainallowabletransaction
orderingsin order to satisfy the ProducetConsumemmodel
discussedh thenext section.Bridgescanpostcertaintransac-
tionsin orderto improve performancemeaningcertainwrite
transactionsanbe bufferedin thebridgeswithoutbeingcom-
pletedatthetarget,butthemasteiis notrequiredto wait until it
completesin orderto obsene the producerconsumemodel,
thereare certainrestrictionson bridgesregardingtransaction-

posting. Bridgesmay also attemptto corvert one or more
transactioninto alargetransactiorfor improvedperformance
by combiningmeging or collapsing[12].

4 Verifying PCI-bus

We verified the PCI bus protocolin two steps. In the first
step,we lookedat propertiesrelatedto the protocol without
bridges. In the secondstep,we modeleda PCI bridge and
verified a producerconsumemodelfor bustransactionsvith
bridges. Figure 3 shavs one configurationthat we modeled
to verify somebus properties. The arbiter is safe and fair.
Thedummy-masteis anabstracteanastemhich hasveryre-
strictedfunctionalityandis usedonly for checkingarbitration
properties.The masterandthe target are capableof carrying
out PCI sequencesg.g. fast backto backtransactionshus
parking, burst transactionslateny requirementstransaction
termination,etc. The statemachinesof PCI masterand PCI
targetaregivenin the PClI specificatior[12]. In orderto han-
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Figure3: Configuratiorfor verifying busproperties

dle multiple mastersandtargetson a singlebus andavoid the
stateexplosion problem,we usedsometechniquesncluding
abstractionassume-guarantegeasoningsymmetryand case
analysis.We developeda singlebus modelin CBL SMV [10]
with 5 mastersand5 targets.In this model,thereis symmetry
within the mastersaswell asthe targets. For a bus driving
property we performa caseanalysison the actualmasterand
thetargetthatareactive on the bus, thenusesymmetryto re-
ducethe numberof proof obligations.In orderto prove these
propertiesyvefirst provedthefollowing non-interferencéem-
mas.

Inactive mastersaandtarmgetscannot drive the bus.
Only onemasterandonetargetcanbeactive atatime.

An active mastermust stay active until one target be-
comesactve.

An inactive target can not becomeactive until it hasan
addresdit.

If amasteranda targetareactive, thenthe mastermust
remainactive until thetargetbecomesnactive.

If onemasterstartsa transactiorwith address:, thenit
will remainactive until thetargetwith addres& becomes
actve.

Usingthesdemmaswe have provedthefollowing busdriving
properties:



o OnceSTOP#is assertedFRAME# shouldbe deasserted databusshouldbeatleast? bitswide. Theaddres$usis 2 bits

assoonas|RDY# is asserted.

¢ If not already deassertedTRDY#, STOP#, and DE-
VSEL# mustbe deassertethe clock following the com-
pletionof thelastdataphaseandmustbetri-statedin the
next clock.

e Thetargetcannotdrive dataon the busin the cycle im-
mediatelyafterareadtransactiorbegins.

¢ A masteror atarmgetshoulddrive the databuscorrectlyin
adataphase.

We verified propertiesabout transactiontermination, arbi-
tration, lateny requirementsgtc. Thesepropertiesprimar
ily followed various must hold statementdrom the spec-
ification. For example consider the following property:
AG(bus.FRAME#— AX(—bus.FRAME#— bus.IRD/#)). It
saysthatwhenFRAME# s first assertedactive low), IRDY#
shouldstaydeassertedSMV determinedhatthis propertyis
true.

The configurationgivenin Figure 4 illustratesthe Producer
Consumemodel. In this model,the Producemritesall data,
setsthe flag andwaits for completionstatus;while the Con-
sumemwaitsuntil it findstheflag set,thenit resetgheflag,con-
sumeghe data,andwrites the completionstatuscode. When
theProducefindsthecompletionstatuscode,it resetshecode
andthe sequenceepeats.Sincebridgescanpostwrite trans-
actions,it is importantto seethat this modelis satisfied,i.e.
the Consumemever seesthatthe flag is setwhenthe datais
not written. The bridgeobeys all PCl orderingrules. We will

demonstrat¢hatit satisfieshe ProducetfConsumemodelas
well. We modeleda PCI bridge accordingto the PCI bridge

Consumer Data

\_H

PCI-PCI
Bridge

Flag

Producer Status

Figure4: ProducerConsumemodel

specq13]. The statemachineof PCI bridge essentiallyis a
compositionof four statemachinesthe primary masterand
target and the secondarymasterand tamet (eachbridge has
a primary bus anda secondanbus). Sincewe have already
proved mary propertiesaboutbasicbusprotocol,we have ab-
stractedaway someof thefunctionalityof the PCl masterand
targetsin this configuration,e.g. bus parking, burst transac-
tions,targetdelay etc. We needto represenbnly threedistinct
valuesof data0,1and2 for verifying thismodel [9], hencehe

wide. Bridgesalsohave finite databuffersfor postingdata.

We usea simpleabstractionio establisithe correctnessf the
PClbridgetransactiororderingrules. We shaw thatif a sym-
bolic datavaluex is generatedby the producerthena unique
copyof x will bereceved by the consumerThevariableflag
in theproducerconsumemodelindicateghestatusof thedata
generatetby theproducerflag= 0 meangheproducethasnot
written new data;flag = 1 meanghatthe producetaswritten
the datavaluex; flag = 2 meansthe producerhaswritten a
valuedifferentfrom x. In our model,the produceronly genef
atesoneinstanceof thedatavaluex. The producefconsumer
modelrequiresthat when&er the consumerseesflag = 1, it
shouldthenreceve x. The following threepropertiescapture
thecorrectnessf thisbehaior (c denotesonsumer).

1. AG((c.chkFlagn flag=1) — A[(!c.statusFlag\
data# x)U(c.readData\ data=X]): The consumere-
ceivesz afterseeindlag=1.

2. AF(c.chkFlagn flag=1): The consumereventually sees
flag=1.

3. AG((c.chkFlaga flag=1) — AXAG(c.chkFlag —
—(flag=1))): Theconsumeseedlag = 1 atmostonce.

5 Experimental Results

We verified the PCI bus protocolin two stepsa) a single PCI
buswithout bridgesandb) a buswith bridges.The singlebus
modelincludesa master a target,a dummymasteranda bus
arbiter Thedummymasteiis usedto checkarbitrationproper
ties. Mastersandtargetsare modeledbasedn therespectie
statemachinegjivenin the Appendixof the PCI Specification
Revision2.2[12]. Themodelis about1000linesof SMV code
and111BDD variables We verifiedtwenty-threemajorprop-
ertiesusing SMV for this setup,which took aboutthreeand
half hourson a Pentium-Pr&00MHz machinewith 1G mem-
ory. During the procesawve discoreredtwo potentialbugsin
the PCI protocolspecificatiorandwait for confirmationfrom
the PCI SIG group. Both errorsare dueto the inconsisten-
ciesbetweerthe specificatiorandgiven statemachinesn the
Appendix.

Thefirst erroroccursbhecausé¢hetargettransitionconditionis
setincorrectly: in the tamget statemachine the target makes
a transition from B_BUSY to IDLE when FRAME# is de-
assertecand D_doneis asserted.However, whenthe master
startsa transactionwith single dataphase target goesfrom
B_BUSY to IDLE insteadof S.DATA in all cases(seeFig-
ure 5). This erroris caughtby the following CTL formula:
AG((m.regAm.datacnt=1) — A(m.regA—t.ackUm.timeouy)
Thisformulameanghatwheneer themasterequestatrans-
actionwith single dataphasethe tamget never acknavledges
beforethe mastertimesout, i.e. the target never goesto the
S_DATA state. We verifiedthatthis formulais true, which is
inconsistentvith the standard.In the seconderror, the Spec-
ification requiresthat once a masterhas assertedRDY#, it
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Figure5: lllustrationof thefirst bug

can't changelRDY#or FRAME#until the currentdataphase
completes But the implementatiorof FRAME# in the state
machinedoesnt satisfythis requirementn the following sce-
nario. Let usassumehatIRDY#, FRAME# areassertedand
GNT#, TRDY# aredisasserteth thecurrentcycle. If themas-
ter timer expiresin the next cycle, then FRAME# is always
deassertedeventhoughlRDY# is still assertedThis clearly
conflictswith the specification. SMV cameup with a coun-
terexampletraceto illustratethis inconsisteng

On an UltraSparc248MHz machine,it took 46 minutesand
13M BDD nodesto verify all the lemmasand propertiesfor
multiple masters/tayets. As a comparisonaftertaking about
2Gbmemoryand5 hours,thefirst propertycould not be veri-
fied withouttechniquesnentionedn Section4.

In the next step, we modeleda multiple bus systemwith
a bridge (seeFigure 4) and verified the correctnesf the
producefconsumemodel by checkingthe threemajor prop-
ertiesdescribedn Section4. In Table5, we shav our various
statisticsor two implementationsf PClbuswith bridgesthat
have differentnumbersf buffersin bridge.

| #Buffers | BDD Var | Time [ BDD Nodes|
| 4 | 120 | 9823| 12,075,532|
| 6 | 142 | 8.8h | 15,080,273|
Tablel: Experimentalesultsfor verifying PCl bridge

6 Conclusionsand Future Work

In this papey we have proposeda new methodologyfor veri-

fying system-on-chiglesigns.As the first example,we have
verifiedthe PCl Local Bus protocolusingthe symbolicmodel
checkelSMV. Significantly we have foundtwo potentialbugs
in the standardPCl bus specification.In our experience for-

mally verifying the functionality of bus protocolsis feasible
usingcurrentmodelcheckingtechniques.

In orderto achieve our ultimategoal of system-on-chiperifi-

cation,we will focusin the future on verifying the glue logic
involvedin suchdesigns.We alsointendto verify morecom-
plex industrial bus designsusing the methodologywe have
proposedn this paper Finally, we areinterestedn high-level
specificatiorof busprotocolsfor verificationpurposes.
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