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Abstract

Abstract

As the function and complexity of computer systems keep soaring, more
conflictions and unexpected results come along. These problems become a
serious challenge to both users and support professionals. Traditional
troubleshooting methods relying heavily on human intervention make the
process inefficient and the results inaccurate even for solved problems, which
contribute significantly to user’s dissatisfaction. Therefore, scientists from
both system domain and data mining domain start to explore solving system
management problems with data mining methods. The new conception of
Recovery Oriented Computing (ROC) is increasingly becoming a hot research
area. One of its important goals is to enable automatic identification of the
root cause of a problem if it is a known one, which would further lead to its
resolution. This thesis explored using various types of static and dynamic
system information to build correlations with solved problems.

State-of-the-art diagnose techniques on personal computers can be
roughly classified into two types: one, using high level natural language
problem symptom description and Information Retrieval (IR) system to help
system diagnosis; two, using low level system static information to achieve
automatic diagnosis. However, the first approach still involves a lot of human
intervention, and the second approach has unsatisfactory accuracy in many
cases. This thesis takes the lead in combining both high level problem
symptom description and low level system static information to achieve
automatic diagnosis on personal computers. Its good accuracy is proved in
experiment on many real life problems. This thesis also brings forward four
probabilistic models which combine these two types of information to help
retrieving troubleshooting documents from knowledge databases. Experiment
results strongly support their effectiveness in improving retrieval accuracy.
This work becomes the first in IR domain to build comprehensive models for
Contextual Retrieval and prove its usefulness in practical problem.



Abstract

Compared to system static information, dynamic information has many
merits like easier for collection, wider application, and less noise information.
However, because of its analysis complexity, it has not been used in diagnose
techniques on personal computers. Most of its related works are concentrated
on analyzing complex systems like computer clusters and networks. With the
help of various data mining methods like clustering, classification, and
association rule mining, dynamic information is used to facilitate hard
problem diagnosis, but cannot achieve automated diagnosis. This thesis
proposes a two level classifier to achieve fully automated diagnosis. The first
level consists of automated symptom detection. The second level consists of
classifiers built on system call sequences of know problem. In our experiment,
the method achieves good accuracy in five common problems on Windows
system. In order to solve the sequence classification problem, a new feature
extraction method based on string alignment is proposed. Combined with
Support Vector Machine (SVM) classifier, this method yields much better
result than traditional n-gram sequence feature extraction, and also better than
canonical sequence classification method like Hidden Markov Model (HMM).

Keywords: automatic diagnosis Windows registry
contextual retrieval ranking algorithm string alignment
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1.1 B=

AT EN R AR H K, S HBREE k. XH~ETEZN
RGP EMEETROSE R o KN R G L A2 Wit S0 R 8 75 7%
FEOREBORBORE I NI 7, T H T 5% (1) 1] JRAE @ hn 245 5 A G B
U VF 2 B2 X IR R AR 2 98 A S B e R B B, A S0
Hah e =izl MATH W 7 mm s 28t 5 (Recovery Oriented
Computing) FIMERS . S EHEFZH8 I V2R DT AL R G012 W 1 [l AR T A
= AT 1]

Kl R 238545955 Jim Gray [20]4% KK 4E37 1) 24t (Trouble-Free System) 1
AT B FER R URAR: “ —MERA T TP A, AT E DAL
REEREHP RS . HTEHIRXNHEHF, RAFERY A LG
(self-managing). Redstone #£[23]4i%: | — M RIKRZH HINZH R4 XK
Gifie AW PR TS B, A ASER I EHE e b 48 2 i) 85 Fr i DR R R 7 2
SR Redstone A RESEIIZ RS0, 1M HARKIAHC TAESCE R REHE B2 W A
RESCILE B2 W, B3 B2 W RS BE AN RE 58 i R SEPr TR 22 . IXHAESE 2 =
HFEAAUR .

KRG Z P EARZI T, B NRGHSE BAZESEEWA T
AT T EADBGE T TN LT T B2 A B R4 .

1.2 e

N T R EAL B B2 W e @ A AT g o )X B S /R R SO R LA
FRESAEE X

JEWR Csymptom ) F& 78 )8R B R, H P RR AL B — DI fF. 3%
53 9 FHF BIAT N ZR BRI

Wilroot cause) & FELA R AP BRARA A . SRS WA 3
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/i (problem) & FHHEI5 R i B A48 B 3L E AR 72

JFE R T7 F(resolution) ;e fEAZ IR 71 P BB AN T 5555

IX HLEA HH— AN B 1S N HLIG [ R —  “1E SRR T I T i) . 4
JALE Internet Explorer (1E)H$T F—> 9 UL [T B , Ath AT B & FILIX AN I T A B TE A
Won (Wi 1.1):

? -"§Ca.n.nut find server — Microsoft Internet Explorer

‘| File Edit View Favorites Tools Help

: N ™ "\ '_"‘] a0 . .
- | - ": ~
o B2k 7 i) b & | Search ) Favorites @Medla
| Address http:fmsrasiaf

| Google - - Search feb - EH0 blocked
gl i3

@ The page cannot be displayed

The page vou are looking for is currently unawvailable, The Web
site might be experiencing technical difficulties, or you may need
to adjust your browser settings,

K11 WIOUASRE s I [

£ Microsoft T % [l ) R B o A FRATT A ILIX A [l A 2 AN AS 1tk — A S A
(F 1.1).

— AN GG TR B X 26 iR [H — — AR 2 S5 A4 R A e 1 1E 1 5 TR 2
H—Ae X TR EAL R RERINA . 7 B RN — M EA RS G RS
NG, RA AR 2 BRI A R THENLI A ge i 2 W, 31 58 3
TEEIRSRAS . R SEEL E 3 B R 2 B 518 2R AR s> R AL
g8 A, BEARKMMNAME. mEX TR, TREFEERS A
DU IR 2 W, RIS R HI TR Y R S R R, 2 s o VI R K.
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Root Cause

-bwl\)l—‘o

Internet Explorer connection settings are incorrect.

An incorrect entry exists in a Hosts file.

The Winsock.dll, Wsock32.dll, or Wsock.vxd file is missing or damaged.

There are multiple copies of the Winsock.dll, Wsock32.dll, or Wsock.vxd file,
or one of these files is in the wrong folder.

5 | Transmission Control Protocol/Internet Protocol (TCP/IP) is not installed or is
not functioning correctly.

6 | The WinSock?2 registry key is damaged.

7 | The Internet Connection Sharing (ICS) installation is damaged or is not
functioning.

8 | The Rnr20.dll file is missing or damaged or the "Library Path" value in the
following registry key is missing or contains the wrong location:

9 | HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\WinSock2\Pa
rameters\NameSpace_Catalog5\Catalog_Entries\000000000001

10 | If you are using America Online (AOL) or CompuServe, there may be parental
control restrictions applied to the account.

11 | Incorrectly configured or non-functioning firewall or proxy software.

12 | When you attempt to view web pages in Internet Explorer after you install MSN
(Microsoft Network) 5.1, you may have similar symptoms.

1.3 —fRBENZHIRIARIZ
LR AW RGE NG B R MR TT SR =AN )
[26]. HITAERBE—MKa h— TP (WE 1.2):
THENLH I a)
TR RGE B IR A5 BRI B2 W s P
IR B A RIRE ), Bz E s B SR R A
il AZ I R TV R B AN TR A [ T R ) AL
TR R A S PR IR H AT

S
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Global Trouble Shooting Database
4 )

Root Causes

Classifier

- J

Collect system Instruction,
information script, or patch /
0 -l
<SS

Patient Computer

1.2 B3k

KT RGE BAFERE: F8E BMZEHT.

PRI ERAR T ENE G R AR RS, . BERERES.
U1 Windows R4t H FiFE MRt 2 — P EAE R .

ZYA F AT FAAE AT R A = AR (0 m] DI A B G . 51 P P 4t
PRI . PR LSS P R . £ RSRE E B inadEit
HHLRG R AR -

1.4 ARXHEZEFEFTIE

BT NN B2 B EOR E 2 PR — i8I & R R B AR S IR
BANE SRR ARG B2, —RFHRGRERNESE LB B shiz i
SR, SR —MONEVR T E R E NSRS 2 W, 5 MO R e
Rrfrr . HUEASSCE B 5t 45 G BUA BOR T s 2 Ik E AR TE SR H R AR K
M R GeA5 Bt nl RERY 1R MR 44, 2EMSEIL B 32 W, IR KR H SR 1)
e RN T %07 R RCR
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R vH SR PR B 1 R DA R 0 () R R PR, 3 T DL S B AE R
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10 I ) 5 [ RRAH DG SCRY T AR IR R, Z5A T RNLEE D B, ARSCAR W T R R
FOCARFNIRER YA R WA, IRl 50k P R Gk R LA 2
KME R o 3X — AR BOVAS B 2R AT 8 58 e ) SE BB T S i) 9 v
FA T 52 s [ R ) 451
NTHHRGEWDSEENFHSEEER TIE. MHEEET . B
AR NEEAL R, AR DCHE A5 A R RE R I B Bk I AN 2R G O A ) 43 2R
PASEI 56 42 0 75 A\ L T A0 8l /R 22 . #i 5REIR 1) B 2 i il id i
Windows # ¥ (hook) 7 R [11]#1 DLL 73 4F (injection) £ R SEHL . 24 T i ¥k R
G 50 B 43 28 A @, AR SCIE 3R T R F = A5 £ R S 4l B 2 s o) 2R
FRAE R vk . 456 S FFm &ML (Support Vector Machine, SVM) 432K 3%,
L Fh BT 0 B T AR G n-gram A AFAE R ER 7 vk . R AR T
fa o R A] SRR (Hidden Markov Model, HMM ) 2548 8L Fe 51 43 28 05 1% . ¥
X —J7 ¥R #E Windows R 411 5 AN WL 1) in) @ #REAS T R B I 8UR
MAEERPE, AR TTER AR T AR P A
1. PRSI T 456 &2 R PR R AL Z KB R G5 Bk IE =iz W
R BE 1 7 1
2. HREC T DUAS BN SCE R AL
3. TRHWES R LI e AL RN LR O & 3 iz W
I HSEBL T B Skl 1) IR B 773, DABAC R FORPREAR (R 4
4. B HET AR TR R EOR e A B s 2 SRR R B 7V, JR4e th T
SE P S50 SR IE B AT 250

1.5 X RYZELE

AR R

B NE . WAL E B B R . AR
G5k, VI A G S 3 B0y A TR O B 81K S 0 % B4

45— BEREAE A 8 SEHL E ED 8 W AR 6 T, AR AL B
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s T S & KPS LK 7 =W

FEmNBRUAAHBSEELHAZNZEH RS . BN Bufdss
R R BRE AR 3 R AUV 2 IR R G5 BRI =2 W RS 0 B . T Bk Al
By ARSCHRH IR HEREE T VYA TR SO A N R OB R S B SR R A
g8

AU S 2R IR CIR R DEE RS P S N = B RS = wP 22 B/ K i B
Windows % (hook) 7 Rl DLL 3 5 (injection)+3 A SZ AR 3= 4E IR 1 H 30
Kl RGN0 T I 7 55 B 6 55 4l B 2 30808 23 SR AE 008 7 i . R4
A SVM 73 2K 28 1% 05 1 R H Al P 51 43 2 07 V5 HEAT L.
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285 tHXIE

AT M P A TH L A SN2 B AR, BE T EALE sz, &
GiicEEH. S BIRZEITED T AR ESE LS. EANFEN, JFE
Mo i 1 i S AA IR

2.1 HENRSGHBERNISH

Redstone %5 [23]# 1 &2 — DM RBRN AR FEE REME B AR 2 8N
LI HFIZWI — k@At . REMARE TR TRAHMRSERE, HkE
o5 th nfeT B A 0R) FHIX Se 45 R SEI B 312 7. Cohen Z5[3414¢ H T —FhRE H 3l
P RGUIRESPRRIN 7, I H A IR EFR AR 0] @ . Kephart A1 Chess[35]4&
5B 32 Wik <1 55 — NS B it 5 (Autonomic Computing), H brseiEid
BNSEIAGIN . 2 IAE BRI RGIHA BIRBE (self-healing) HIREST. LA
b T AR BRI Tt AL R G H 32 W AR SR I T 1) K1 ER 45 B AE AR B
Bo R SEIAT ASE R RSt

Banga[36] il & X AR RS, SERGERIEI . AR, R
Ei RGN B AL AT SS  IXANTTER IR s g M F B B 58 S 7R A B
(5 X AR . Bt T2 Outlook Express HIMIEAEBE SCHEAR IR 1 1) jE, &
7 75 %2 [7] Outlook Express T & A 01— A4 Hidls SO 8 SN A is AT AR SRR
MAXEEENIR, FEal R 5 =7 Ak, RARMESRAG I

KL & ZPARZI T8, o lm NRGIESE BMEASE B T AT
SEIL T b R AT N LAk T RERS B 32 W O IR R R G .

2.2 RGEEEETHNEINSHE

“ LB NATAWT BB T BN R G M T R RGBS —H R K
SAR AL A 1 B [17]. 76 WHRAE R GOXREE KT LG KB 5 = 7 otk
MR Gerh, BT AN 2 T 36k R 1) 2t RS 55 T L — et b A 2 24,
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H AT LA — B A R SRR 2 I R G R: TR IR A
BRI T RGE BTk, W2 R4 RS EIA FH 5% in) 35 7E 28 508 H s 22
(Knowledge Bases). — it S AL 7 22 80 2 2 TR RAEIR I 72k fif o
Be B = A . AT B ARE S R R, AR5 FE B R TH SR
[ R SCRS T 2 80 AR A R T LR 5K, AT TXT i R0 4 i 3 R AN T
(1. BRIHAESS B R i o A AR N R R

fER—J7H, Y2 TEMH RS NICZERE BRGHH 312 W[18][22]. X
S T HEH St CREE T RHR RGN IE R AT N, TSzt Wil R 402
Tl & IR HPRAS, IF Hog L — B AT N R BUE S 7 B 4 4 Strider [26]
S EE Windows RS EMRE B . RIEIEE— R A RS /IMiE kK
WS, B ARSE BRI, ERRERFRENT M. DL —%51
AT, REIEE RS (BB FIER3MITRERE IR RS . BRI
&, FEVEZ SBR N FR X S 75k RS B0 B I AR

TE5E 3 T, AN B4 & & 2 IR PRI IR TR Z R R GG B
Skt — LI E L W R A

2.3 BUBEEZRNGTEZDHRGEHTER

RGN BNAE BA HFASE B A T U NGB s BN A
H2 T HAN R E RN, EERAE RN T NB Bzl 3 1 TR
R R LE T LR RN 2 S 0 B2 A (1) R G R R GBI 0 i R RS — &
FIBARYZE ik, B AT

Pinpoint [37][38)FI H 4t it 2% 2 i ARTE Web ARk 55 1HEHLEE (Web server farm)
AL T 12 KRG bz . EWCER RIS N G Rk, BdEdZ2 98 177 %48
F T Rl b f AH OC () R LA

Magpie[39][40] 1 BAn 2T RS, it 1 2 BIREHE BT R
R TR 2 30 3 6 3o 2 B A SR R R S I o TSI e R v ) P S

@ Apple Corporation, AppleCare Knowledge Base, http://kbase.info.apple.com
BugNet, BugNet, http://www.bugnet.com.
Microsoft Corporation, Microsoft Knowledge Base, http://support.microsoft.com

Redhat Corporation, Redhat Support Forums, http://www.redhat.com/support/forums
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SRR XA AT LA Bh o BT R GG T BRI AE o

Aguilera 55[41] -3k Hal i 45 MR RATEAS Bl Ok FI W RGN T B
I IXAE R AT LA S DA J LA TV fR R R JE R A R BT RS A2 I
&5 (B A R PR SR O 2R F T R G RCR T PRI AR A R [

Cohen ¢ [42) 38 i Il 25 73 845 K 70 B 52 45 R0 1) il 3 e ) 4% 1 25 44 A0 )
M. RBERMNE RGBT ANRIE R, fH 2R —E S s R .

— A o 50 0 N AZ G 2 4 [43][44][45] [46] Cintrusion detection systems 1DS)
FIF &G04 (system call sequences) 73 2R NRAT . XLEET7d
B R gid ZMAT L KGR 2R, SRIEXTEIAT RIEAIN . BAR B AR
Bz & e, 777k ERIASGREAMHIER . A5 Z AR 2 5 Ja Sl
T BB A AR B 7, DU P RHREIR IR A 9 28— 250 K ds . R
J& A SCHE HHT I 2 T A E B R S B 4 SRR R B 7, A T
SR S SHAIE B HAE 55 R B v i Rk
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$B3TF ETEHSEERIZH

AN BRGSO 45 e S IR R RE IR AR R TR R G5 EORSE =2
FRIRERAE o S (1 JEAEZ A SCAR IR 28 m el B vt J2 VR FRDRE IR 3R AT JZ ) 2R
GifE BRI SRS 2o IR JE FRERA I (AR LL BRI Z IR I &R ge M5 B HEA -
RXANTTER ITE Windows 1R [1917 A2 B 1)l b . Toil v e Rl i HE4 L
e i B 4R ) R S SO AR AT T R IRCR s SR A SCE I Bl oA 1 2o
THEHL A R s BT e

3.1 EKRIE

FFEIE BT ENL ARG T — VIR ME S, GRS, WrF. 2
YAt BCE S AR SNLAR S R R B R A T L A S5 21 A
(K1 BIANFRATH AT X 2 %

“HMTHENLIE R4, S RARE LA 117

“H TSR REA L, O AR ? 7

“REHHENZAKSBA R, At al—iksafi? 7

“HEFREF, HEHLE, (R ERKIRAE A
BE—ANIXFE N [ R AR A RS E B A, ANERRIE RS . b
R EEE.

IR BATRE T H L R GRS E R, JRA I S mT REAFAE [R5 B
WA RN — BT RS W ik o st R AE R il Be 0 AN B, @i & 3
PRI AR [ 4 o B 25 R 2 W 1

3.1.1 mAmEIIE

HTHAELRNZEhESE SN EE T RZ E R, B4 Windows XP
ARG 20 JTRAEANEMRT, 10 GRAERSCE . XEERSAE B — R R
AR FIE R (A DB 2 A S s B LR SRR .

ARy MFR R R A TR AR R e 7 AT R AR BN A R .

1 BRSO E S B F IR R0 —— B, AH R IR 4 mT RE 2

] 7L ) S I
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2. TERAE AR RE HR A U5 1) B AE EAE AT R A ) B A

FIFH XM A&BATAT DA E 3.1 s St i R45u[26]. F2P 72 P
e B 1) R AL A AT B R B SRR SR R . BUEMERAE BN, X
B A5 En] DL 38 Windows API 15 181 £9 8)], 0 a] DL E £ 32H Windows
g AEVE M RAT B BB SRR 3

The program It was Now it
User keeps failing | |working doesn’t
system_____| . / ____________
v 200k entries §
Tracing State Diff T
)
. ) x
5~10k entries | 1~10k entries ‘5
Information Intersection D
Collecting Tools 3
<15 entries §
STTTTTTI s V=
1 A\ 4 Qo
i S
: v

Noise Filtering

PC Genomitcs
Databasei v

State Ranking

m————
7

3.1 AR R

R EURA T SR B & B2 S A IER T EAL S E B A
Hy L ECHE A diff set). TXANIEH (#2515 50T LU B Windows 5 4634 J5 21 R £t
FHZEILAATE R, wa] LT Sh— S ERITHE LIRS .

HREFFE B (trace set) ZAE I 1A (AT R T 48 5 1) B B S5 B . ISR &2
B Window # 77K [11], ERGHIZOLEN—MEMIKEIFE PR BT &
SIS E. d DR U5 AR B IR AR w5 2l R g, P A 73
ARAT A5 AE AT i A AR e M5 BT M s Ok DAIEERAS BRI, 4584
AR I8 d OpenReg BREHT T 5L —VEMR TN, #4137 U ) DARRGSRX — 5%

2 http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnwxp/html/windowsxpsystemrestore.asp
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R IR Y A% B B0 B S B RNE SR U7 ) B2 R — N R I 1A% e A2
JAR A TA) ) I R R Ad s R B A R I R A AE B VT A0 s U O BR R AR A
(trace set).

REAR, ERARSG N E KGR — € EXIREEESEMELE LR £
(intersection set) B.1H] .

RIUE XA BE TV 2. WIERI 20 iR E GBI R R
—RE 1 T2 173%: BRREE SR —BUAE 15 K DN RN R I
SR 15 5555 T —ANSEH 2 W R G R UL 2 ELOR 1Y o 1A 40 SR & SXAE S W i)
NIk 75 2EAE 15 N ATREJE A A — AR, RCRIIR R AR LE N .

A SCHR K v JE R B ARAE B IR FE IR AR Z IR R G5 B4 & kit — b
JiiIX e E E, I B EATHE IR R R, DR B2 W iR .
X =Tkl L — A i H AL FE A% (PC-Genomics Database B Ni 55[14]
HOGRE, MHASCE SESEB, LA R SR A O HE R S SE I o THRALAE A
A 2 BN T A LER S B S IR B T 0 5 i () 1) RS kR . B
e A IR T RN R R FE 2R b . NSRRI e A il ) e R AN 2 R 5 C
P IIPAPNAS

LAR] ST T BN R P DA R AT R TR D] Bk e SR AR R TR SR — 1 23 il

el

3.1.2 RGHEHURNBISS

MSCASHR P m 3l B v J2 K ARl AVIRZ ) R G435 I8 TR (R RIS 2.
PRI RIE RIS ds . & 3.2 ARBL T T SEHLEE R dnfer F1) X 2645 B A B2
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[1iRepaort Problenn with Syrnptorn

wnload Active [

[ Http: /fsupport. microsoft,com

Candidate state ze

[ ZIRegular Diagnosis

R
Enginesar

[4) Run Dewnloaded Tools

[F15olution

r
| State Analysis |

)

Blan—A~m BRI  « RIEAE A TR T BT A7 XA

[EI1Candidate state set

PS5 Log ar
KB Articles

PC-Genomics
[ atabasze

Festare
Paoints

K32 HTiSE st

FEM R T TrueType BITH BERIR T o AT 7 ANBIRUEI T W 7 n) @12 B R
W R R

Step 1: B 22 B0 1] AU o5 1) 85 J5 RS54 1] (51
http://support.microsoft.com)
Step 2: LARNSeR AL G Bz v 8. SR e D M6 25 7.
Step 3: {5 S WA M T B MRS & T 820 5 22 IR R o
Step 4: B2z 4T Strider T AR LB AR LR S B, REisir™
A PRER DR .
Step 5: ] RE AP R4 A 0] 21 AR o
Step 6: J# TR ML K ZE XS AT BE 99 DR HE 42
Step 7: fRUTR (AIRERCHE, WHATREER . B BAM) kel b %
WRo FEIXAMIT ek e 2 — BoACRS M R o o
key local_machine\software\microsoft\windows nt\currentversion\fonts.

Pt (15 ik B AT P S 1) A5 S AT A e P P F T B P A s 4 LR

KAMBEIEA 13847 F 0 A URIES B RIAERTE. E£RZNZE RgT, 28
FH P i ) A 2 A S IR e Sl WAcER I 4 1 LB A e i

TIMEGE T e A WREE TR BT b R BEAT 2 W, AMEFEZR A ST H

14
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XN R R By o L ST LR A, AR B2 W kDR AT DAAE I 2
[ i) U 45 2 BRI o 0 “ TRERSRAN T ARG SRE KT AR A A 1 il ]
REFE L E MM ER I ARG AP RN KRR RS AR 2 LR
iy 2Wr. ACEEAE T REALEM AT . IR E 2 W R SN
AL 225 R it

3.2 FIRTENLE FE EHEN o) 5 pY R E

B FA BT TR I E 2R R 7 RESHR A%, fE
A UARR T Ak X e o N Bl — AN EH B2 R g b B ? X IR LT
WU PR AR R R e 3K — TR A S AT g S o S TR o idt — 2D i e X 4645
2 JFHREA G 1 R R .

3.2.1 XFREAEIRIR
PRI TR K B DO B R T M s e b filtn:

—  AppleCare Knowledge Base, http://www.bugnet.com
- BugNet. http://www.bugnet.com
—  Microsoft Knowledge Base, http://support.microsoft.com
—  Redhat Support Forums, http://www.redhat.com/support/forums.
ik “ iR EE” (Knowledge Base, KB) il 456 15 5 %F C AN
] ARG R R (U .30 — MRy ubnils AHSCHAE S T EUAEAR < i R AL
MFRRITTIE DA T X —HIR AR e, NPT EE. fiR i .
ik “EE 5 RS (Product Support Service, PSS) it ” 154 T &GRS L
TR i — RO EE FE (B 3.4) Hfd i) TRMHS ., —B2H
T EOE(E ISk DA TR R e M gl . IX— 8 — e g, (H2&0]
SEPERTHERAPEER AN “RIRPE” . A0 RAE T H0E BOK IR U A ).
RHNE B Z R ARAAES BN ERigts . DN AW TTEE . HZHT
HAM IR SR, AISEVEEA B IR UE T LAE AR SCHI NV LA

15



Q329134: Print or Edit Dialog Boxes May Not Appear in Internet Explorer

The information in this article applies to:
Microsoft Internet Explorer version 6 for Windows 2000
Microsoft Internet Explorer 5.5 for Windows 2000 SP 2

SYMPTOMS
When you click Print or Print Preview on the File menu ...

CAUSE
This problem occurs if a corrupted value exists in the registry that ...

RESOLUTION
1. Click Start, click Run, type regedit in the Open box, and then click OK.
2. Locate and then click the following registry key:
HKEY_CLASSES_ROOT\CLSID\{00020420-0000-0000-C000-000000000046}\
InprocServer32

3. In the right pane, right-click InprocServer32, and then click Delete.

3.3 K “HIiHE” Knowledge Base

Case: 1234567
mail

Contact: Dina
System: WIN98 win 98 4.10
Problem: All of my true type fonts have vanished from the font dialog box

mail
Dear Gary,
mail
Dear Dina,
mail
SUMMARY
<<Symptom>>
TrueType fonts may not be present in the Fonts folder.
<<Cause>>

The registry key that lists TrueType fonts may be damaged or missing.
<<Resolution>>

Delete the Fonts key and then add it again under:
hkey_local_machine\software\microsoft\windows nt\currentversion

K 3.4 HJEHRSicst (Product Support Service Log)

16
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3.2.2 WHEHENERE

B AR R EAAE T HRE S BERIdx . BARTMEARE H zh 3
fif X e, AR IE I 7 A A TR A TR R A SO I ERSAE B e Ar
FLRT R N IR o] ERER () 3o XA “ERaSAE B — 2EAT BN N R R IE & 12 W
FR B BT AE o

R T HEFR NSO R BIER S BB, BATEEE T — M ER
GRRES . DLEMR NG, T IR A RREAAERH Windows REEA Y, i
K B B =07 B LLIRATT R AR S B 2 1 ML SE T I R R OR AR
Windows £ AERDIRE H k&5 1), B R EEATRAAAAEZS N E . B
15 5 FH 5 5 44 PR C B R AL Bl o T LAAE AR v o BEE— R UL IE — N3 R T,
75 ZE A B A AR B LB R R AL E 4 . T TARRIMTE B 5 A% 44 R ]
REH IS . AU ST P B {3 SR ARG 5L, i DA DG HC 5092 7 S ot
AT R [ [ It B S B — 5E 1R R PR e

FyA 9 1AL R B 7 AN SE I 22 B B B0 e 2 1R) B3 M SR I H SR S5 L
A2 EE MK H . XA A R #4244 T Rex BT A R B, i AH R
PEAT A4 AT BEXT BT AN [R] AC E o X Ee E  r) AR 3 A R i SR A
B o AR X R I FRAT T A [R13: Wh 2 T0A7E AE 3 — A ME— R S FR o

WA IRATHAA 50 & MM R A | — IR AR, g
11 898,546 AN VT MR A2 PR o A XS4, FRATTM 2,311,492 75 PSS id
s IS 143,157 MEMER LR, ANESRA 4,837 1~ M 142,448 F5 KB
AR 1,921 MEMR LI, AEZHH 996 1.

SRR, FRATTAT A SCAS H (7] By b B R A DGR A 44 FR Bl A 5 (1)
SR M RGERRAR, BAFR AR, AR ia) R P R A BRI TR
FRYE xml B tag 5t vT ARG . TLE PSS e 3% F I 55 X6 I 26 B VR b iR 42 FR it
1T RAGEHTR A o

FATEI T SR “EniREE” A Ja AR5 ie sk h i F 2 s 8, JF
PAZ R T #0345 B A HE P o 7ERE R SCE TR 3RAT i B Bl ) 38 1 S A5
B, MEEIRARE, RERER, Ak @rbE (LK 35) EEE,
SRIGHEAE R B (PC Genomics Database) 1. iX— &84 TAF B kS FE
(precision) F1 iR 71 Z& (recal )44 B 425200 ) 2 J5 H 32 W Sk R FE AR 2.

17



KB article

Information Extraction

ID | State (Registry Key) |Symptom Software | Solution

1 |HELM\Software\P olicies'\0d | Can not nin Windows |Iessenger  |delete PreventEun
crosofthlessenger\Client Meszenger. . registry item

2 |HELW Software\classesiclsl |System Eestore GUL |Windows |10 Go to"Start -=
df414-a00bb8) iz blanlk. .. Fun' ... 2.

3.5 HlHUTHEML IR

3.2.3 FIATENIERE EE 4 pkio) R v] sE 8V IR E A9 HE=

X —ERIK A AR T —ASF B P ARAB 1) R, an o] M) B 225 ORL 2 i A7 S
BRIEATIZH .

BN EMEAT T — RG22 KA R #SE R RCy, RC2, RCs...o B4
FSAE BAE AR — RYERTER Sitr Sizs Sis,... (K 3.6). H—ANH
1) Tr) R A s SR FH P R 6k FOE RO 7 EI#IR Scurrens WX AN gl mT
DA RS R & AN S BRI AH LU, 4 8 S A DR B 4 e W — A
HMEEHEA TR MK EE (A 3.6).

18



Comparé Similarities

ﬁymptom of Current Problen\

e

Kl 3.6 (EIEFHSAE BRI IERPE A

SCAMMBAEZ TSR A SCAR R R A (A3 3-1) . ER BT
IR HR A R Iy P SR AL R A A T R B R AR DR R A A S E
X R [ B3 SEREAR S5 HR AN AN A B — I SO [ 8 Si= Sig + Sig + ... + Sipo X
AAﬁﬁ?ﬁﬁ IR RS B SR R, AR
REIXANTHAAE. fZ%%ﬁEﬁ%¢“ﬁ$TﬁUMf%

sim ilarizy(Scurrent ! RCx) = Scurrﬁ’”t .Z Sxxi (3'1)

where S and S,; are the vector representation of text

current

2 S B W FH 1 8 3 I P B PR SR R B8 R AR T 5 42 U RS AR 47 9 35 B T
FEIMREATI2Wr o SRIMTAE Strider L ih 2 A% (1 o€ 18 7 505 S5 2 Tl 42 LA
SRR SR HH Y BILFR G HE 42 )

3.2.4 RIEMLBERIREREFHITIZM

— MRS I HE A A L 5 A5 Bk B P o SCEE SR 1 EL 4 (2B 1
LT BT B R G 5 s, B A v B L AE 1) @ Strider H RS R AR

19
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PREFEE B LR . X PO Strider TR RIEFRASE BEA TR/ — B
LTS, W AR AN AT RE M 23 A FL AL 0 ) AU AL T

R0 A FY SO LI LA e 1) AR A AT R e 8 U ] BLAE USSR A5 B AN 52
RIS RGVIREEEA RIS . H%s, WRIREEETEWEE, AT
DK SNV D R R 42 S T e . ok, in RS Tovk s, B Aw]
DR SR DR R O R A2 SR A TR ER SR . )i, IR ELBUER MR BR AR A RE A T
PUSCER, R4l Ok SERLEE A e AL B o . XA R S R st eI 2
RO WIRE R, i A2 TREIM AR K

3.25 WIGHERURSHT

ASCRIR 74 ANTEMNT R AE G 8 i8] R M RATH R G . A 1) AR A
Strider T RS T @SR . ARG, ARG . SEHLAEE R ) 73 701
PSS jisr B “TATRE” MEE &,

Kl 3.7 JyFIH PSS i3k i YRR 77 V2 W AR dh AR iR EL A . M7 2145 DY 2% i
LM IREREMHE BUR, R SR, Strider T E A ELEEE T
He R, LA R AR ORI A AR — A 74 ANl ) 3 — A
o N 1P RSN YT P TSIPS Rt (F3vink S i RE i 8 < 6 £ | EC | I SO AR AN 0 i &4 PRy
A 1A R R R IR HEAZ RO SR e . B HE4 il 2R AT AT DAZE 5 1 LR TR
HE4 D72 1A S5« 74 AN BUE PSS idsk A 59 NE B sidsk, A& R
(1) 15 AN JC245 2T H SO LIS R ZE 35 B

T BATRT LA B A LRI T Strider R4 H BEKF 59 A 1] #5135
ANHERIET 5 44 o A v SN PR v S5 (P RE DR A ABLRE W BAHS By 59 A ) i )
50 MHERIRT 5 440 XK B SN PR TAR AR Ok m) @R IR . a4, AR A B
EIREE AT WIS L A8 U3 1m R nT LIS S s it . &
SRAEX Strider RGEA I, HIIRE BRI 2 H .
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—6— Trace—-Ranking —4A—Diff-Ranking

—&— Strider Intersection—Ranking
20

15 frd

iy

10 20 30

Rank

0 40 50 60
Case Ordered by Their Rank

K3.7 HH PSS icxmHE4 4

3.8 A “RCENRE " YRR 2 W ORI L. R “4
BOMRPE” AL B P A el a5 74 DR R R 36 . AT L ESR
“OCERRIR P R PR, i A K PSS Ad k.

—6— Trace-Ranking —A— Diff-Ranking

—&— Strider—Ranking Intersection—Ranking
20 %f ['
15

10

Rank

0 10 20 30
Cases Sorted by Rank

K138 A “BiRIRE" 4 452R
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AR, DL b S R W SLALEE D 2R R AR 3 I AC SR M1 D0 T B 0 52
i Strider RGEIITERE, 1 HLAEISCERECHE A 5 B I 5 oK BEWS 5 Bl 0 7] LS
PRSI R o

3.3 FEFMIRFE A A K 0] @ A8 o BY ST Rk

AT SEAUIE DR 2R R 1 n] L ELREHEIN 1 (0 S R, 3 mT DA B 3R e o
AR B S B SCRR . X — T RERT LATS Bhih = 2256 1) AR I B FH 7 i 5 e 15
PP = I 3 T I =S s P G It ZE R N EID S AT 10 AP 950 B ol N 4
I R i i B T D A AN [ AR R 3 AT B a6 8 7t T SR R PR A 12 W e
)b R RE -

3.3.1 ETX&EHLM

R 3CE W (Contextual retrieval) S A5 2R 2 03B THI G — A< BABE A%
[29]. Allan[29]# & & Sy “ R REAR 5 7 MA W) BN 08 & — DA
HESE, I TH P EHRRUAERAE UHZ 4L ” (“combine search technologies and
knowledge about query and user context into a single framework in order to provide
the most ‘appropriate’ answer for a user's information needs”) . Pitkow %5[28]##i%
T BN CE W AR 4 R RIE R AR R A B an AR . BT SO WA T 2
#8 A KB B R — — 9 tn # B 8 &R (mobile search) . M YEAL I R
(personalized search). i+ A2 (PC troubleshooting)®. AR, KA LLRIE#
A TAES B U i 72 1) e AR

Lawrence[47] 1) & 1 H KW AE Sk & b bR SCE ) 1 — 8385 i ) 75
Finkelstein [48]#2 t} | A SO e U E el I B BAE [ SC 1 B R 3
AT AW B IRE . X BB A BT R, Y RERERHITRER.

PEIRATI AN, B AT TR A e e s th B e&lh Al b
T LA TRER RSO R . WA BT A N TS bR a] R 5]
To FAMTLAHHEAL A Bz Wyl st 7 A BN CE iR, JfF HECOYE %
D) B SEBL B R SO ) IR A T S B T @451

fE E N ERTE=EAFEW TR Tl BT OMFRER RSO, X
J B SRR W 1) R DU 23 ) FH P 0 T A . R GRS AR BN AR E

22
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AU R SR e ASSCHR M DA BN SCE AR R 1 IR B SCRR A =

H[15]:
1.

SRR L P AEZ TR BTN SCE WA E R, &)L BT SO
SO AR R FIRE A TE 3R —— Wi —— M Rl IXAEAR A 2ok B SO R A
9 AR BME B A R I HESE H[30][31] - AE /&% T+ i) b R ST iy
K, ETFCHA—ERL T WHTHENERE, FHHRALE,
A R RIRE S . PTLAZ AT B SO W A R T 2 A 1R s R PR
il o

XML X 2B AR A B SCAR R R B AR . X
RAEADHUFHL TR AT I Flan - Esh iR A AR . BT
T AR K E LSOk (FERATHIB] 5 ) gé 2 B3 99 R
D 28T R AT R R . XIS Ie BT ST AT PRS2
KRR . T3 — A, iR AT CAER A9 X 5y B R SCAHSR A K
A, 25 BERSHERA I I JETC oG B R3C, IB AR b SCRH S I A D
AP B Serp 38R, JF B BRSO R A WA 2 32 3 Fm

AR

FoEHH B (E B — MR R R R SR 7
IR AL 1012 5 R [32]. 3 BB TP O PR Z 2250
X PR EIRASE, T R A IR B e T A 2
FHSEHLS TR oA B SRS &5 B UL i
QUSSR E RS M Ve

3.3.2 AREMEAN LR EaER

P 138 AL AR AL SR P A A ) P R 1A] (query expansion term). 24— ANET A
DALY B R SOk B R 518, — RV SOR RN Bk R I IZ B EAT
FAR AR T o B S B M E Al R Al

FER 1: B FSCEEEL (Context Only Model)
KR ANRAER AR SCR A BRSO UM SR SR R AR

]
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M (dkQ,C>)=1(d,C)=>1(d,c,) (3-2)
c;eC
Hrb 1d, ©) RSO P IREAFEF S5 BN SO EAE R . AR LI XEET
ARG, EAERURFUUTAEG R BRSO T 5. (HRAEFRATI I & g
Feir Ak BT B SC (B B R SOEAR R s S /IR D, 1k A BRSO
RSO, XFERATEAR R T BRSO BAAE 5 1 iR .

R 2: “EW— LT X" R (Query-Context Independent Model)

B 1 sk SR Y R SE AR A T RN SO RIS IR TR BT EA BT
Al RE RIS HILE 2 A AW, BRSO K Rt ge gk . 2
MR U N T X A AR D e

M,d|kQ,C>)=1(d,<Q,C>)
=1(d,C)+1(d,Q)
= Z](d,ci)+21(d,qj)

c;eC q,€0

(3-3)

Horb Ied, Q) RSP REANA F A AT S A AR S o A TR 1R, X
DUFAE T X6 ] AR DG R ] A vy (AL L . AE A NP, T Rl M i 1k i
REZIT RS MR P, <0, C>) WM. Frel&AT5IN T =AM ER
it N ST 0 VAN N ST <0 0020 i e 1 17 N LTS 250V =
SRRTH A2 LERC A B, T B U T LA MR A T, S = R AR AN
M A SR A B AN R T RE AR AR [R] — 28 BN SO R IR R, RIS AEE
Al Z AT AW s R HITR oL T gk

A3 “Ei#)— EF3C” REMEZRY(Query-Context Dependent Model)
SN YR S VTR B N R SR T PR R s, FRATTER AT 3

M,(d|<Q,C>)=1(d,<Q,C>)
ocZI(d,cl.)+ZI(d,qj)+a Z I(d,<q;c >)
¢, eC 4,0 ¢

EqujEQ

(3-4)

24
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HEH 5 (0 g o o) SRS PFREAMAL 2430 280 — RSO 2 A e 3

¢eCq;0
g sl N 7 A [ A B R SCIR A e Ibe it o FH b IR 48 55 5 4f a] [A) A R SC IR Is
FHR BSOS W A4S RIS E . 280 o T B PO SRR/

BERY 4: LTB(WIZJLWEE'ZEQ (Context Filtering Model)

BAL 1, 20 3B BN — A FLIR] )R TE 06 bR SCRY B M IR A A B AL B
BARTER NSRS S %I)\%?@E‘J?ﬁ%ﬂo R 4 i s BT A ) 25 v A DG B
BN R TR 3L

M,dkQ,C>)=1(d,<0,C>)
o I(d,<0,C >)
o Z[(d ¢, )+Zl(d q, )+a ZI(d <q,c;>) (3-5)

1eC'q;€0

where
C ={c|ceC, I(c,0) =&}

HrbIte, ) REAE M XFEEATERNMEERE. e TF—1EEe WixL
P aPER . IR E R WS BRSBTS PR
i 2R A R E A B VR B RE

3.3.3 NIGKE

REES K EH TR E S 142,448 B TAEIM SR CE. PSS il
31,933 MMM R Z G TN . A ZEE0 7 A @R A
FHEMERT, VLS AR A BEAZ S B S HEFE R SO o i AN A9 ER AL 1
SERE A — BN SC— SRR A

MR X LE A AT B KRBV T R I EAR R.: 1dd, g), 1(d, ¢), 1(q, ©),
1d, <q, c>) -

f(d,qg)xM
M= @
(3-6)
Sld,e)xM

I(d,c)=In
f(d)f(c)

25
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f(g,c)xN
I(g,c)=In"—"———
= s ©

I f(d,<q,c>)xM

gz =n < aes)

W flg). fle). fld. @), fid, ¢). flg. ©), fid, <q, ¢>) J& L T30, SCA L BilliASFT
F I A R fld)72 1A d P UL SO . MR SO, N 2
ISE Sk o

G GEit 2% 21 FhFiE (smoothing) FEAIE & 4 A T el it 72 A s
B FR) 0] R o ZEFRATT R 1) R 31,933 AN ZE AN HHXT 5 2 H i AN HOE AR BN
AR ELAF B T 45 2 LA BUE IR TR S ALE, B DAFRAT T8 T BT A IR
HUNF 10 MR A 2R S X fla, b)=0 , FATTE X i@, b)=0.

AT LR EE T 29 ANESEH P I ZRBIHTIERA (R 3.1), X8 n) @A &
K H T PSS LAEIC AT LR IRATHI I ZREE R 1 o D ZHIEE T 52801
BN R S0, A SO B AR N iR B H R
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3.1 29 AN H Z

No. Query Context*
1  Cannot open Outlook attachment 29
2  Blank Windows activation page 27
3 IE always launch in offline mode 26
4 Spell checker does not work in Outlook Express 13
5  Title bar text changed after visiting some websites 78
6  Using Word as the Outlook email editor, cannot turn off Word 26

‘Document Map’ option

Cannot open address book in Outlook 39
Unable to play file with media player 41
Cannot open .exe programs 24
10  Outlook cannot remember password 38
11  Windows Messenger stops running 26
12 'File not found' message potentially due to a virus or 14
misconfiguration in antivirus program
13 Not launch browser when click Internet in Start menu 12
14  Office 2000 patch error 35
15  Error 1606 when installing and uninstalling 18
16  Excel cannot startup 17
17  Can not change IE home page settings 13
18  Office shortcut bar missed 13
19 MSN Explorer dial-up unable to sign in using analog phone 21
line
20  Duplex Printer becomes simplex printer 16
21  IE can only save image file as bmp file 32
22  Desktop Tab missing from Display Properties 24
23 CD ROM error 15
24 Windows Media player product feedback causes AV 14
25  Windows Update access denied 29
26  “Search’ prompts when double clicking a folder 24
27  Start System Restore, blank window appears 19
28  Cannot create a new dial up connection 26
29 Cannot connect to internet 51

TH T R R X A S AR I,  ifAR DL R I AN
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HEAG BEIR AR Okapi () BM2500 [331{E NE R R RS, HAAIN
= 3-7:

Z e (k, +Dtf (k, +D)qtf (3-7)
TeQ (K + tf)(k3 + qtf)

Hrp 0 R T AR, o SAEF SR RHIIREL qf RS
HRRCE, w & T 78 O 1 Robertson/Spark Jones %%t K M=t 3-8 451,
Horfrdl A avdl 2 SCRS BERIT- 2 SORY K B o 7E BT AR5 A FRAT T B &y = 1.5, ks
=5,b6=0.5, avdl = 200,

k ((L-b) +bxdl | avdl) (3-8)

YERXTHR, g AKH LR R R E R, PURPAA 7y 713
10 MW RIE . JRAT M AEE gif=5, ¥ BIHIA W qf=1. HH 3. 4
Ha=05. A 4t e=1.0. RLEH KH Porter stemming J H g4 426 4251k
1A (stop word). W RE T L] ] A & 1A 4

X B PR IR B R A R BIE RN IR R R — R X NSRS . Bt AFRATTA
TNBAZEIRRE T R0 A — B0 T R T BRSO . AR E AT T IR
WA RRE R4 HEA ) 1. 5. 10, 20, 50. 100 MUEBIELH]. HERI, fnE
BRWHER] 10 225, AR PR IR AR R E .

3.3.4 MIWHERUK T

33 3.4 £ HIH T 29 MEBITEA FIBAL T iR R 45 Rl g R .

B, BATTULERINBRANHA S RERER. R 41%MZE G aEHEE]
SEREAET 10 &, T HEA — MRS — . TR RS
&R R ITEIMAE R SCE B AR R MRS R AR . FOIX B A i)
SR KZLZ RN . 1 Q9 “Cannot open .exe programs” & X 1] i A ¥ 58
SR . MRAET 3, 5, 14, 15, 20, 22 Al 25 X EHE4 HENRT 5 1RG5k,
AT A A 3 B F T RTAE G ) BB R . X IR S EL A IR I A, R SO
TERA KT .
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®32 29 NROIEAFBA TR REIR

Model Base line Model 1 Model 2 Model 3 Model 4

Q1 132 20 20 5 1
Q2 7 1 1 1 1
Q3 5 10 18 12 6
Q4 16 8 3 6 1
Q5 3 5 6 6 3
Q6 29 8 7 8 6
Q7 153 191 200 55 1
Q8 150 2 2 2 4
Q9 4,697 2,039 1,308 372 1
Q10 51 4 3 3 3
Q11 5 8 5 2 6
Q12 30 2 2 2 2
Q13 11 12 22 16 3
Q14 32 5 5 7 2
Q15 4 1 1 1 1
Q16 11 13 2 3 1
Q17 9 1 1 1 1
Q18 31 4 3 1 1
Q19 9 5 4 4 4
Q20 5 7 6 3 6
Q21 17 21 18 13 18
Q22 3 3 3 3 3
Q23 1,024 15 5 4 9
Q24 7 8 21 12 21
Q25 4 12 32 36 26
Q26 22 1 1 1 1
Q27 7 3 1 1 1
Q28 951 7 7 5 1
Q29 1,410 8 3 4 1

29
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B, GBI ETXUERE, R 1S T BRI . AL RIS
TR A A G K & R 2 AR RN . (& H T RN G BRSO G,
—EERBIMAREZ T, i Q3. Q5. Q11 %%,

=, MR 2 [ T BN RS RRE S, TSR] T A 1 Sy
R . fEE—PEINT BRSO RN XOE R, B8 3 XS 7t —
RS

AR 4 BoRHIEH OO0 B SR EEAEH . K2 45%(1) R REK 2 &
HERIZE—, 90%MIREHERIRT 10, XAEIIRE I B RE IR B 42 = 85 J5 IR 25 AR I AE
IR . X — I 2 T X — N R ESE B AR KRR
BR. BN, Rl R REANE LTI AT, BRER
) T AR IH AR AR = ) o BT DA WA DG R SO AT IH 2 O B EL 4R .

%33 WHEERT 1. 5. 10. 20. 50. 100 [ &1 %

Model Topl Top5 Topl0 Top20 Top 50 Top 100

Baseline 0 0.24 0.41 0.55 0.72 0.76

Model 1  0.14 0.45 0.69 0.9 0.93 0.93

Model 2 0.17 0.59 0.72 0.83 0.93 0.93

Model 3 0.21 0.62 0.76 0.9 0.93 0.97

Model 4  0.45 0.72 0.9 0.93 1 1
3.4 1+ig

XA R BRI T ST LI B8 22 i A R R 5 T R B A ik A
ROSgeE F s 58 2k PR X T AT Tl AT R0 e

3.4.1 BBS{EBRUAIEENTH RS E

AN AR E 1) GURE IR F5 3R HEAT 12 W 16 1) Sk U FE AR AEAR 22 M 8UA R R R AE
ARE AR 955 (K] o 91 T 7 5 5 R 25 1 s R R R IAT 17 ol Ji DRI 92 3 [ DA
JR“Cannot open Word document” (% 3.4). 115 B4 58 o] REURE IR FR FEAT 2 18T,
MFA TSR Z AN FRETRERRIE . X RAHSE B BETE A X Jg R
4, ¥RHIEFRRERE.
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% 3.4 “Cannot open Word document” i) /2t [1*] 5 [£]

s
o

Root Cause

hkey users\.default\Software\Microsoft\Office\8.0\Outlook\Options\Mail
hkey current_user\software\microsoft\office\9.0\word\data\toolbars

hkey current_user\software\microsoft\office\9.0\word\data\settings

hkey current_user\software\microsoft\office\10.0\word\data\settings
hkey current_user\software\microsoft\office\10.0\word\data\toolbars
hkey local_machine\SOFTWARE\Microsoft\Internet Explorer\Plugins

hkey_current_user\environment

0o N oo o B~ W NP

hkey local_machine\System\CurrentControlSet\Services\Inetinfo\
Parameters\sMIMEMap

9 hkey classes_root\.doc\Content Type

10 key_classes_root\mime\database\content type

11  hkey_classes root\MIME\DATABASE\Charset

12 hkey_classes root\MIME\DATABASE\Codepage

13 hkey_classes_root\word.document

14  hkey_classes_root\excel.sheet.8\shell\open\command

15  hkey_current_user\software\microsoft\office\9.0\common\general\startup
16  hkey_local_machine\software\microsoft\shared tools\text converters\import

17  hkey_local _machine\software\microsoft\shared tools\text converters\
import\wordperfect6x

18 hkey classes root\excel.sheet.8\shell\open\ddeexec

19  hkey_current_user\software\microsoft\shared tools\outlook\journaling\
microsoft word\autojournaled

FiAk, R G IR S5 1d 5k PSS Hr R K IIL A A KL 0.5% 133 M 22 Tkl 4k o A=
i ) (898,546 H 1) 4,837) . FE IR E KB HdEh R A 0.1% (898,546 H1 1) 996).
frEKE “IORRIF” MAGE B R R A 240/ ] /e R 26 1 i

31



83 & ETESMERNEH

Al

3.4.2 BRAEEEMTERTEARIBT ANER

BE PR (A 8 e T FR 5 P S S 3 i) ) L g 7E 4,837 ANTE PSS
Hol AL E S B E MR T A TR IR G DB E R R AR, T2 EE G
R (Bl 3.8).  BAITREUIIRM Zipf 43A0[27], B HEMh in) 254 AE 1Ak
R HHE A AR B E Rt R oN-1 Ikt Sc R . PSS #dEHItE A K4 10
A C 3% . FH AT AT, G SR G T ORT 1 %6 A 3k 11 1 O T DA
Bl 67% )8 5 AR SS l f. Fr AR R B0 /IN B A DR, Jaed S L Bl
tHREAR IR 2085 5 R 55 FAs

10000

1000 |9

100

Case Count in PSS log

—
(e}

1 10 100 1000 10000

Problem Popularity Rank

K 3.8 VMR PSS Hdk dr H Bk B4 A
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04 E ETHSENZE

FAE ETHSSEHEIZHT

A TR A LU TR 2R Geah A R ik — 2P 4R w2 i (X RS B S A )
A I AR KB AR 5 A A RRE IR (AR 2R e 1 P 4 10 23 S BLSI B e
N LTHH B2 W XA J7E N HAE Windows 5480 5 A6 WL i)
EFEAG T REFIBOR . S)a B 1 %05 m] At — 2 BodE i LA T

4.1 EKRIE

YA F TR ENAEE AT ISR A = AR T O I R . B FEIERE 28
U, HFRE. RERFEA, WNAFE. U CPU. MZSE TR I 4y
e & 55

WG R G AT T AR R BRI ER SR B RS Wt SHL ) Al 415 4 4 9 A
VB RE RSO R . B anEE R — A R RIRE, A EERME N E W
JECE P R T T AR AR, OBk, TSN AT AT LRI T

ETHEFHZH RGP CFHRAEEERER, mHEAN TEHSE
BA LR B
1. BEAMEXRERE. #SE RN L@ T H# KA IRESR G IKES

FF BRI RS . T A LRNE RS 53 T XA EEF, 5

N FE AR BT S e SR BNAS S — AR TE R G0 1) R AR I R B ISR A 2

A DHE T B RS B UEE T .

2. KRR T 2W S ERENEERE. B8EEMIEREARM AR
A IRAS, XEERMBERE R tln—8A A B3 M R LN
107 1. SIEFFRIBEIAE 103~104 £ 4, KM T HHE.

3. MR ZEASEELERERMAE. EF2Hn T, EEIRE TR
ARSI RS S R . LLnfs MRS R, 8] REA7E T 45 28
Uiig, B X B RS BB A b T Ll 1] A TR AK SCOTE VR TR I B =7 SRS
BOCHFR . A1 SRAE Windows SXAEAA B AR B RS HHRAE R G B IXAS
A BHOAA SRR 2 H, WAE Linux SEH0% B 2 BUE R #E R e Lix A
v R ) 2 A (1
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04 E ETHSENZE

4. WLLSEB AT AN LT ASZ N R L —Rrsie, R THdSME
AL W R PR T T TR R IR o X AR R 12 W A 7
NLRTFI fal R 3 20 T BIAT R AR SR BL . EATTAT A& mT B
WA ERAE RGN BOR BN A H R E A 7 B AU AT BLSE I e 4
T N LT B 2 W
B, BT iR ostE, shSHEEBCA RN T AR _E 2 W .

AT I AR SR R AE T AL AT s S5 Rk B R G R SRR 20 A JR3KE

orREE— RIVEETZIE Tk, B A, AANRESCIL HZhiZ . ASCHR

PRI RS LA e e i A LR 2 v B shiz. B—E0k

LA BOEIR K B S SE I . 55 )R8 R GRS 2 IR L. X

BT R AEA T RT3 R4

4.2 T SERAER R HE 5] @ 7Y [ [

4.2.1 SERERRIB NG

FERAER 1) H A I 38 Windows £ 7HEOR 1114 DLL 3SR AT TAT LA
SEIL AR GEr FH P BIAT 90 2R GE R A L R A 4

T HORIES 2 B C&a N4, B DME RGiAZOSBERITH RS0 A AH
KGR . 2R, £ Windows R THHH P LR 2 shell SR8,
J& TR P ATARZ O B2 7 FHEAR R B FAE, a0 i 7 s AR Y
BN AR OISR R ok B T ORGSR I

DLL JE5 H AR KN BEAR 47 A o iX — 1) . AR AR R 232 38 Windows API
K — D EA RN ThRER) DLL N2 Frfr I 7 R HIBERE o IR et RO T
TH B AR 1% DLL 3k . X ef5 B2 70 M J5 T LU AN HERE A [m] S B Hal
[RIRERE I T R

FERRATHTED, AR — NI DLL VRS HAR S Bhs2 8l 5 shi2 Wi TR

PATR B2 1 ) U 8 LR 18] R AR A5
1. HrHERR B AR SO A
ExplorerEXE  SHLWAPLdIl  6.00.2900.2180 (xpsp_sp2_rtm.040803-2158)
ExplorerEXE  SHLWAPLdII  C\WINDOWS\system32\SHLWAPI.dII
® T LI AR IR
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msimn.exe msoe.dll  wm_create outlook express
msimn.exe msoe.dll  wnd:outlook express

® I iR B A

iexplore.exe mshtml.dll  Item:Find

2. HEREMFA AR KR

Explorer.EXE  SHLWAPLdIl  CREATE_PROCESS
Explorer.EXE  SHLWAPLAIl  END_PROCESS

A I L AEBATT AT AR R A U0 A 1R R rh BRER . 1B 9 25t T A
GUAAER ] R IR ISR . X AT SR MRS — DA S
TR B R AL @ I I TS B SRR AR T ORI . N “ A word
FANBEAT BN X AR T ASRIA D “ FH A word BERE R BT B R HE 7 AND
“word FEREHE I TCIEST ENAIXTEAE "o KRR IEIE A 1r] AR FATTI AT A AC
FUWT i JRIN RS AR TR

Global Trouble Shooting Database

/Event

Symptom Cause Resolution\

(1) Collect system (5 Instruction,
K information script, or patch J
Q <

Patient Computer

4.1 R R S
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X HLP) iR) U [R) —RER A A BE 2 0 A IE— AN A . #lan 1.2 75 IE [r) @i
L. MRHE AR “HFRE” G SE RAH 10% ) 8 # L — AN E A .
XIS AR B T 2 R GRS B RE R IX ety it sy 2R a5 70

Tt e

4.2.2 R E UKL

N T ISR IR R 2R G A T BE TR AT T MU i) R I pr 5 e e B T 102 A
— P EEAR R DL ) SR . X R R RS T 10 2Rk (K 4.2, K 4.1,

e T4 1 5 DAL L P9 44 T R D 5 e AR T e LR

= * A1 102 FiEg I R AE
PFWeb _
: Product Feedback #
[u] Colassification Tree - All Products Product user
Q= i
#-Q .Office XP actions
#-Q Broadband Hardware Tree
#-Q Configuring and Connecting Devices Internet Exp|orer 9
#-Q Consumer Hardware and Games
#-Q Critsit Non-Technical
#-Q Desktop Applications Outlook Express 7
#-Q Developer
#-Q Exchange
#-Q Exchange Critsits Only Accessory Programs 17
#-Q Feature Pack 1
-0 GSA - (For G54 Use Only)
#-Q Home and Entertainment Access 12
r:—g IMS
#-Q Japan
#-Q Mac applications EXCEI 11
‘L':—g Mice and Keyboards
-0 Mi ft Busi Soluti
4 O Migosolt CRM VL2 FrontPage 1
#-Q Microsoft Operations Manager
Q) M5
=-Q Office 2003 System Outlook 15
iij—o .Business Contact Manager
—® _Misc. Known Causes 1
~® _Unknown Root Causes POWEfPOlnt 13
4.2 R M Visio !
Word 16

KA 77 108 N DB — AN R EURE IR (R TP R R R fE . IF HL
EE MK ERIE. ProStE 2] 204 20 . BEASREIR T L) 2R e A F
N T, linde “RIP4E Word FICVEFTED” XA A, FRATTE A “H
JUEAR R ARy print (UIEEL” BAR “ RS ATAT Cannot print AT X 1

HE” e EARRI I R G AT

BG4 3R B R 8 AE IX B E R 1 Ul 45 SR ] BLIk B precision=95% ,
recall=100%. B FrA R RABAS 2 70, IF H R AW B ™ s 6 1 1)
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R 2] 7 IEAMKREEER . AT IWAZTVE R A BCR AR AR . XTI

PR AIITE O, BRATTIE T AR ER — J2 70 2R a2t — Ak BR AN R K R EE
THANZAEIRIR A RGeS TR 7 E R S EOH N T 108, 1z

/NP SRR S B MR X AR T 35 B S A S AT s B

4.3 PR ARSERF5HEN B A R

H1 1.2 0 1E BB 5 FA T A B, — L [l B A AH [ FRRE IR 2006 B 58 42
ANF IR A o X8R 75 AT B R R RO JE 72 HE il 2 W7 i A3 F) TR
PATH EUER T 2 (1 R G5 R A RIX BT,

N T AH RN A SIS W T R G s SHM, ARG P51 EdE
oy R 1R R LR AR R s 5 SR R o Rl ), ARSCRR Y 1 — Mg i & T
TAT R EEX I PR N BAE R AL IOV . S A SRR 288, RS Uy
EHIRALTE G n-gram P SURF AL 5 o (RIS thA0 T-Ra By 2R ) R A S
Sy 57375

£ Windows F 41 5 AN WL ] JL_E ) SR 96 45 R A T R B, IR o8 &
FE 7 5l kB AR H BB AR, i EL A o B — R RE A LA B B AR G
VEIF BARER PP o T2 A AE B 7= (XA RO

4.3.1 RGERF5

BAVHEEAE RGN T ENE B L., RIEOEREAfE. — N
FHRE P R S gh A2 R v Bl 125 10, 5 AL G eiR N 75520
Rerl ELE L A ARG R E. BB TR, BATEREICFKITA X RS R AL
IR FH o 1% S 1 FH 2 B R[] HE 20 D e oA & =K 18 X (semantics) A B 8] 77 21 B s
(F4.2),
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RA42 RGRBOAMFS

FFs B BRI & ¥ R BIE Hm

6914 OUTLOOK: CloseKey HKLM\... SUCC 0xE13B83B0
3292 \Parameters

6915 AcroRd32: PeekMessage 20 WM_TIMER - Data
2728

6916 AcroRd32: GetMessage 16 WM_TIMER - Data
2728

6917 OUTLOOK: CreateKey HKLM\... SUCC  0xE13C5450
3776 \Parameters

— R, BFESITERERERENERSGTA . #a “F7F Word
A — AL T RZ 3 ik ARG, 7E Internet Explorer Al B — 5K ¥ 7T K
224 9 FikRGRA . HBETERITE— N RGWHMHEE, R S5
R EHE LR — AT, BT DAZT SR I R 8 R AR ORI — T4 — i) 7
— BT EL.

R AFRAT TR Strider T BACLSK I RS 77 BRBERE . ZRF2 . IRl T
HeH, AFEERE. SRR RS2 G0 & 55 T B A B M. TE
CEER NI AT A TS AR = A F 5

Eskin S5[62]42H T “RA WA E” MBESR T KRG FAFF]. 1EIX M
e, MAFEFHA A S E e AR (B 4.3). BhfaiilmREs—BK
FEFARRY . T4 s A ARR TR P IZ AT Al e @ i 7 . F2 7 s A7 i A2t
o LA FH B BN “TFAR” B “ 4507 1) — 2k e B4R, I HUS AT #6458 (execution
path). FrlL “UAHE” SHARE T HATE T I ol e Ig 1T B 1% .

P DA bR DA 2 SR AN E A (70996 DR R ) R0 B2 T A [R] ffiE
FTERAZ, T EER TR DR 3 R P e S 2 36k L T AR [ s AT B4R . T S 1
B o AR RGO T RMER T “RKaiimAE”. BT “HH
B gkl B 51 R B RGO I E RO AT IR 2 [ 2 1), AT R
FH AT B8 BCAA R WIS AT B AR 0 732
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OpenFile
ReadFile OpenKey
QueryValue
CloseKey

OpenKey
QueryValue

OpenKey
QueryValue
CloseKey

OpenKeynN\e '\ <« . _ o wrerer
QueryValue
CloseKey

Root cause #2

Kl 4.3 Z4010HHE

IX B AR O 1 U IS AT B AR T RE 7 B T A BHE AT, 1 HAR 1
ZRAFFEANMUR R G R Bt AR HAE J508 | Wi AN — AR S I 2

4.3.2 FHIHARED KB E T

Feo B2 e HARE S A0 RS B 5. NI S5 T8 2 wF 72 12
Yaaikty o AN TR R R, WA SR Fr 21 H0s ok 2 B Dy B A
e JF B SIEHRAEAE B e i0%r s o P AE 91 8080 b i Eidie 42 308 i) i
FENRFER RN AR S 2, BEZERE NS IR i 7o &% W) B 2 AP AR oG, R
I 15 2 A RO 1 A L v 4 B30 1 ) L

PG B A BONAR AGE I 1) o 1) e 81 Bt /) 32 W i) b 1 R e s 2
HREAERZ WAL, ETTEBERIVES .

4.3.2.1 EWERFPRIFTIEIED LE)R

R ETFEF, 2RBGUERMNAELEYE B8 DSR2 5 25 it
FUHT BRI 1 R R W et 1 X Fe S50 0 A iml LRI RIE T o DR 1 SR I B P 41 5
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P ARTE (annotation) . 7328 DA ERE R, KE A MEURTZHE 7% LKL
WLES 22 2 T N T A5 B2 ds . RIS R0 0 5 iR A B N AE 15 S
P A . RIS, B S SRR T2 B T I DNA Zifis X
(coding regions) A1 4E4m % X (non-coding regions). 434k & - (exons) 1 N & 1
(introns). THINI 25 19 5 — 2k 45 4 (secondary structure). BRJE W — N A i 41
Jr e 1A B 1 o SR AR A5 [10]

FEIX B8N F A () — AN R 1) 0] /gl 2 anAe] e A 2 A DNA 51 A% 1R
FPAIL o 505 e A TR U AR . X AN — AR R . — T T,
FER = 2% [8] [r) B R 7 1) P B EdiE b 28 LK 23 98 07 V490 G0 SCRF 1) AT LRA e SREpt 2%
TEMEREN . 53— 071, 7 5 ERE A Dy 78 18] n) 2 2 7s RHAE fl O A2
HVEAEAEBE G 0T AH SRS B B [RIB A — 2% 7] 3 S0 7 pr i it
5L, BIanFE B R n] R, UG 5 7 S B i b o 2 TR I B R o

4.3.2.2 NRENFEIFFIEHES S0

BEE B RGE R R, AT E2E V5 i K ES IR . 2R, XFhE
A R 25 T A% B AR T2 2R EAN AN B R RN N2
For il B Jysdad By o At AL R G AR I A RS I 22 4 ) R T[]
NARKG I — Mg Ry — > 2K el . T — 25 W 2% 1 W (network audit) /57 471 5§
F RARFA(system event) 7 F], NIRFLM & St (Intrusion Detection System):#é
FI R TR BRI FIAT A

ARSI M 2 B - H Forrest ZE[4]32 H . AR T n-gram (F7E15 5 AL B
S RIVE B & 1) B 775 T SIS TR EURRAE o B 5 & AR 12 4 1 7 VR g
FHAR S B THENN RIS . Hh REMEH T RS AT SRS 5047
Jiid, BAEREGRNHEC [5][6], % H A HIFZH6[6], K& IR HMM [6],
K L8 [7], 3B B RS0 [8]55 . PR 22 #R ) LS %5 21 A 212
I & k.

4.3.3 JLMFINBIESLFEEN

FECHLIE LU T 7 VR R R IER 7N, n-gram FFIER R, BRh/Rm] 5k
RERL, LA R B L o M DU A i . Hodr e Z1 bexd 20 (Sting Alignment) 33K
WREMHTAYE R, BET—NAH KW ERENHG =M% [
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S 2R 25 G i RT3 VA8 B SRR IR AL 2R

4.3.2.1 FHEIERIRGEFIER R

IR IR A2 S A Tl I P SR R AR s o 2R e 9 B R s O
HAE ORI ——ia A & A& 48R TR Ju RS
B R

IR TEAE SCA o e A3 BIR A U DL [55] o XA TR IR E 57 T I 1Y
WA RIEAS S, FISCRF IR AL KA Ml 45 & JR AR AE REAS 2R 41 70 2RAICR

4.3.2.2 FHIEIER n-gram $FEFRR

N-gram 8 B 7E HARE & LB R R BN H[56]. HEAH, 5582
RS T8 BA R g . HoOrEmIs,  JF HEeA 80 T 215 B —
SE B AH IS HEAS B [57].

—AN n-gram # € NPT RES: n AN TR . RERI Y n=1 B, Z 57k
BB AL N P B R S IR R . 24 n=1,2,3,4 Bf, 34 n-gram AT DLy il g
nyf bi-gram, tri-gram, F1 quad-gram. 7E{5 "5 AbHEEATIK n-gram J5 ik — AR N
“WBE 7,

N-gram 5% 50 36 2] (1) 3= 22 ) A 7 S TT B AR B R AF O M RREAE 2 7] 19 4
B AP . —J7 GBI n W2 BRI Z P AR . 55— 7 1H, FF
TR A 4EELE n 2FEBK R I S IO T RGN AF LA o SR S
DLAR AR K BRAR . 0T~ 22 b S5 /N 1) 1) BN SR T A R AAE 3 B R A
IR, n —EAN S 100 75 WIHRFE A A 475 T 294 0 LI 2R 8 0 T %

S

4.3.2.3 FBO/RAIKERRENT

Bty JR AT SRAR Y 2 b B 2 HHs 1 — Ao ) TR B IR I Gt e
fitl, {HJ2 R5 LB () PR D G AT — € BGR . 7R TR S A ORI B T 4
HMM 132 7 A4 Z N H o B0 &R A0[58]. A FRIRAI[59], e AR
%1 (Optical Character Recognition)[60]. LA &5 2.4l HX (Information Extraction) [61]
— AR E R AT RS AL E DU B LM
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(St So... SuFFTHI BT 5% L9 R G TT LLAELE (1 M /MR A

V=0 Yok e e AaT LU 5 5

X=X X Xod s v il ot 2 (0 7 91 A5V 20 F X #042: S1,
S2... SM M MRS ERT—AN 04 .

H 3555 RGO IRZS A, B Xo

A :{aij}MxM'aij :P(Xt :j|Xt—l
X (AR A B RS M

Ba= PO =0) o pcsipte, BDBIRA T X, AP FAEIE AW Y,
AR 534

A=, A, BY gy g — /5 B 1 R T SRR B M

S R B B G B R, T DA B T Yt BRI, iR
ASH ORI U, T AR o R e I T R D 3 47 B A BT 5 AR
B T R TT SRR N . JRAT KR TG B A0 th 2 1 A R B (left-to-right

model[63]) (JLIE 4.4), IXFPER 2 7 BER A MW FT, JF BAESRA AN A A
AT B IS o

=) Sy MLt BT 2] L B

O CORINCO}
Kl a4 “mlZmfmpn

F|F Baum-Welch EM [64] 75 v FRATT 0T LI 2R E 40 55 A A Fhos DR 28 37 %
EENSEVICIPR it SN W RPN

A= argmax In P(Y| 1) (4-1)
A

ZJEX AR T A SR T A, g A T R R 30 B R SR
fr—2. USRMEZR @ T Forward-Backward it f2[64]KiHH (AR 4-1).

P(Y|2)=Y. P(Y, X | 1) (4-2)
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4.3.2.4 FHEFEEHLEN

SCREFEHL[S3] /2 AT&T Bell S5 % () Vapnik[53]42 t A& % 73 8 A1 m] I
AR G2 ST B . B A T 5 0 XU B /B B (Structural Risk Minimization
principle), fSi7FAA THEE B4 1 LE i e, B BRI RACR . BT
V22 51 NiE H e SR A SR ge YEE[54],  SCRFIR B LT VAR SR Bk 52 FE A
EEAEH T E g N B MRS, T LR R T BN TR
FORW AR T = 4E /DA IE A RG0S W a) b £ s 1 F E R — . P
PAFRATT LA SCRE ] ML 73 288 456 A R R SR BTV EU A e AT 40 2R 1 e IR AR
%o

CHFIAEATUB AT B w93k ) & (R [ 20 T IR S SRR AR . SRSk 30Ny
f(x)= WT x+ w0, HNZRITFEFIZ 00 & SR AR AN T 27 20 AR A 7]

.  1y_ne Y
m»-!nM(W):E”W" +7;ei @3
PfiktEe >0, (WX +w)>1l-e i=L1---N

HAryi=+1 37 xi NIEH, yi=-1 35 xi NRB . e e FEARB 7 FET(E 1),
A2 TP 2 TF G0 A 24 A 2 1] Pt 4 T B O (I3 (18 1), B
TR AR R . 55 IS A R A B BT R A A S, R T R f
Gl W\ BT TAREE T SO R WL TR 2 12 0 IR\ 1) - 3R £
S o R0 A 0 B S T LR W3 %00 05k 5 05 0 RS 6 SR A5 — 8 40 BE A
Xi e @ =0 vV rwo) =loe s R BT g 4 ) B (support vectors) .
IE 3 S R [ B g T 43 5 1H w(Pd 4.5).
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21"
SV
D
+ */ % SV
+ -
sv@@

/ =

& 5 5

€ decision plane

K] 4.5 3 HF ] EAL(Support Vector Machine) 5 # K]
ei: HHOFEARIED]; SV CRFmE; 2/W | IESAFEAKE 4 TF I Al R

4.3.4 FFHIEERT 7 HrimEVFE

J7 B BCSKF 43 B b BCRRALE (%) 7 325 1 50 450 FH 4 4 8 25 4507 (ediit distance) ¥ CL48
Fr5 N SR s — — LUxt, 3 HA FF o8 — MsiESF 51 (base sequence) (3£ 4.3).
SR B 25 I R B0 2 B8 TR b v 1 1 1 B X 64k o G — 4B 2 — 1 .. R
BV o T B2 2588, BN sE R AL, 0T DA G g ) &I 25 K4

R A3 BT HXHRHES I (AP RERR — )

Original Aligned Feature

Vector

Root Cause 1 ABC A B C 11100

Root Cause 2 ACD A CcCD 10110

Root Cause 3 BDE B D E 01011
Base Sequence A BCDE

Test Sequence ABCC A B C 11100

MFARE RN A, ok ShafE il (R 4.3), BN E
. SRR FPRZE (A ERIE N 2R S U T DAAS P 2
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4.6 o T 90 564K IE [ RGP0 SO T — &S Y
Zile M EZETIH 9O MARR R, A 10 8. WARIA R L
HAAR 0o TR KA AR LU 5 1 2 18] A [/ 25 ) B AT 4% B A A
RIRFAIE o

7 threads

.ﬁ Time order

= 9 classes —

] 4.6 IE [ REHYE

FESCFF A EMLINGRZ AT, FATRA TR EIE: fEbrdE R A 4Ed,
FREEFEAT R — 2 R P B AN I a4 I it s i i 530 Bk (a T A
WHENZHO .. FEREBRFER 7R B n-gram FRAEZR R h3RATHR A 7 AL i
PEIT: PA A, AREEAEAR T — SR R o IS AN L % YR A A e A 1
B ER o

A AR A ) 2 Ak (1 22— AT RATTRR 9 X IS 25 18], T n-gram 5 FH 119
P R AE) RSC A 22 TB] AR A 8] o B i 2 ] B e A o g i 125 8 T A
MR EAE S, T LARCR ZAL T a5 (7] B e L g

435 RIGERK D

I FRATE FIALE T 5 FEERA R 0 0 A ER 4.4, RIEFHATELR, R
A8 PV A SR AH D 1 2R G SRR SRAFAR A 38010 7 AR T L KK AR 4R 4
Lt 4n“Page Cannot Display” in |1E 1X 25 ] A A7 R FREIR, E1H 9 MASEBIH A
TRAV TR A5 g DAL= A LR BT Y C 34, SRS 17 & Ha o b 3 30 e 5 ELWS AR
e RN RS A G R, A R ETCAR 10 Ok, 153 10 S EdE .

RIS AT A IR T[] — s ERHE A Sk B A [ F Jik () s 2 A A 0 22 57

45



04 E ETHSENZE

11K B 7 — & B 22 72 BN e 02 i+ Al — AR is T i R T A2 B R &
FRA AR A SfFRIS20, BT AR AT RES A ANA . Ny T AR IR 1 Kt
AT TR, JRA TG B IR AME AL S SIS U, R AL ) e
AN 53 5 e HL i o

®A44 DARKEB, KR REEE
FeIPF R EE, MR R R EUF S P K

Symptom Class Machine  Trace Length
All Reg
Cannot Open Outlook Express 6 16 51,048 6,439
Cannot Share Folder 4 12 25,847 693
Cannot Print a Document 6 10 118,121 2,676
“Page Cannot Display” in IE 9 17 87,777 2,232
Error Opening Word 5 13 32,808 4,371

R AL G T AFE TS RIEH R . "G RN T SO B i i 45
Fo Alignment 7778 L EBER, “Alignment (A)” LA “Alignment (B)”43 71
FRER T A T4 [A) b (R M 75 e i DA % Bt J 0 25 ) b f g s ek i

B, A n-gram J5ik. AT LUK n KT —B 268 LU SRR iE 3R /s BUAS
AR . X2 EZ RIIT R R/GE] TR . Ha22n KT 3 Uk
RORATAT M T . X R BRI INNT R RGE] TR, B RIIT L FR
HWERT.

55, R B LU I 7 VR B2 e % L n-gram B/ B8 47 R 80CR — IE R R
AP 10% 15 o 1X A2 F N n-gram R EER B KL 9 n BIIBF R &R, TF4F
Ff LEORF R 7 VR R R Ok B AT K B2 B K &R o

=, BATKIE G /R 0] KI5 B 1) 40 KRB Bl LU 22 . — T T IX 2
11 B 3R 854 ok 808 5 0 B TP SRR S N SR TEVE . TR &5 R 55 5nR
KWL, FTUA R AER e A R AR . B — 7T, BR T R AT R — s A B
BT ER P IR R 2 2, o T FES I B3 1 R G0 H P 2 AN Re 45
FEWHGIHER. &E, EESHIrEET, BEaa 2 N T AT H
FRVERT, SR TR R G FH P 500 Je ik N B st o
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SR AR IS AR B 1 RS IR AT R e o SRR I T a5 . IX
ARG R T B R g A e P ARRATT AT LUE S5 HY HMM D5 AE1E = 70
FARH R, TR W AR ILA A LSRR — R PP, R
BRI PRI EER ) T AR RS, = R R B T RefS BN TARTE .

S0, MR i ] MR EF 4R = 20 ORI HLELx 5 14 8] B [ A i
T HE T HANMERRE, PFrolCREL TP n LR AL yE. 4
TR AGTRA, BIanxs 1 M EARSAF IR, EIRAE T 1] rh A i A A
I CVEAE RS2 (B) B g . AR, A8 B e B2 R) B 0 BRI D e B ) AN o2
PE T 8RR -

®45 WIS R

Accuracy (%) Outlook Print Share UselE Open Avg
Express Folder Word

Bag of events 84.2 73.3 89.3 80.6 73.2 80.1

Bi-gram 86.1 *75.7  89.3 *81.2 75.1 *815
Tri-gram 87.1 71.0 90.5 79.4 *79.1 814
Four-gram *89.6 71.7 90.5 79.2 751 812
Five-gram 75.2 68.0 *91.9 79.1 748 778
HMM 5 *752  *52.0 *56.0 *56.4  *64.8 *60.9
HMM 10 71.1 47.3 51.7 47.2 58.6 55.2
HMM 15 60.1 48.6 42.7 43.6 58.0 50.6
Alignment 92.9 84.0 93.2 90.2 83.1 88.7

Alignment(A) 929 842 955 908  87.7 902
Alignment(B) ~ *955  *92.0 *97.7  *90.8  *89.2 *93.0

FEIBATRCR 43 8 Lt i i A HAL S o B e X T n-gram 25 fi] 47
AESHECTE, 4T PO v AR 5 A A TRl (R A Tl G, (B2 Hh 4
H LT IR RF [A] 52 2 FE 5 4 R K BE n IRIDG R A2 n*log(n), T DAZE 2% B (] /2
AR . HIR HMM ZAE P51 70 28 TR — e A2 B 2818 5 F)15%
KERVN P HI L, T T BB _E 5 1 R S0 Y5 51 R s AT i e ) R0k
BN o AHEEZ T 74 B L D VR LR A R RS AT BRI ERATH S,
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1
2 /,ﬂ—%/_f'y’;/‘}
>
o 0.8 A~
5
1)
j,:) 0.7
/ —o—(Outlook Express
—a— Share Folder
0.6 [ Cannot Print
Use IE
—>—0Open Word
0'5 '\ Il Il
0 2 4 6 8 10 12 14 16
Training Machines
Bl 4.7  UIZRFEARZE ) 520
4.4 TIig

ARE G T TR IR R G ah A& F R — 2P 4R 2 Wi (X R B S A )
A I . FEA) AR JE 0 RA A LSS e e il N LT Hi &
FiR A Zhi2 W 28— R RIEE AR B S Se . 2 TR EE RS
VAP B0 RS 1X — RGN AE Windows SR8 5 AN WL i /L
S T RIFHIRECR
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Hrp ] 7 2 R s T2 1 ik . FE SR Ed B AR B R W IX e VAR IR
9 R0 I U W] LIS BB RS L

ARV, AT TR EAE T RA R DY s

1.

SIS T 45 2 R PRE IR IR AR R IR R G s EoREE Rz
AHH L 151

PR 1 DA BT SRR A B R AR A

SR R 73 A I R ASE B8 20 s N T Fi G0 10 22 W
I HSEHL T B S I ] AR BB A, ARG RHIER ) 0 5

B BT I 2 45 H B 0 Fr 91 508 20 SRR AR R ik, IR e 1 A
S AR SE B SRALE B A Rt

AR AR RS

1.

HWRITHHL RGP A Ho i 282 (1945 20T LUSE A 2% 35 B ) 2
7

7 3.3 Wi, TATEZRA T Y M SRS RS B SCA B
BRI AR, ] ARZRAEE 5 B4 (language model) a5 Bl A5 Y
(translation model) FJHESE ~ SEI_F T SC A ) (1) 5 1 [49][50][51][52] -

PR e T A T 50 HHfE Bl BURRAE 1) 732

XPT28 3 BT ENAE B RS W, 175 ZAE LB B K E R A
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