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P

ublic health surveillance is the process of
detecting, characterizing, tracking, and re-

sponding to disease outbreaks, other health threats
(such as a bioterrorist attack, radiation leak, or

contamination of the food or water supply), and
other patterns relevant to the health of populations (such as obesity, drug abuse, mental health,
or malnutrition). This surveillance takes place at
the local, state, national, and global scales, and
often requires coordination of multiple entities (for
example, hospitals, pharmacies, and local, state,
and federal public health organizations) to achieve
a timely, focused, and effective response to emerging health events. In this work, we focus on the
role that artificial intelligence and machine learning methods can play in assisting public health
through the early, automatic detection of emerging
outbreaks and other health-relevant patterns.
The last decade has seen major advances in analytical methods for outbreak detection, including
(but not limited to) analysis of spatial and temporal
data,1 integration of multiple data streams, 2 Bayesian methods to model and differentiate between
multiple event types,3,4 more realistic outbreak simulations,5 and improved metrics to evaluate detection performance.6 Deployed systems have incorporated many such methods, monitoring a variety
of public health data sources such as Emergency
Department visits and over-the-counter medication
sales7 and enabling more timely and accurate identification of disease outbreaks in practice.
While most existing surveillance systems rely
heavily on basic statistical methods such as time
series analysistogether with the expert knowledge of public health practitioners, we believe that
the disease surveillance field is entering a major
paradigm shift due to a dramatic increase in the
2

number, quantity, and complexity of available
data sources. Current disease surveillance systems are relying more and more on massive quantities of data from nontraditional sources, ranging
from Internet search queries and user-generated
Web content, to detailed electronic medical records, to continuous data streams from sensor
networks, cellular telephones, and other locationaware devices. This shifttoward analysis of data
at the societal scale will require a corresponding
shift in the methodologies employed in practical
disease surveillance systems, incorporating techniques from artificial intelligence, machine learning, and data mining to make sense of the massive quantity of data, to detect relevant patterns,
and to assist public health decision making. Practitioners will increasingly rely ontools and systems
that use advanced statistical methods toaccurately
distinguish relevant from irrelevant patterns, scalable algorithms to process the massive quantities
of complex, high-dimensional data, and machine
learning approaches to continually improve system performance from user feedback. Thus we believe that the next decade of disease surveillance
research will require us to address three main
challenges:
1. Makingdisease surveillance systems more interactive, enabling users to make sense of the
mass of available data.
2. Exploiting the richness and complexity of
novel data sources at the societal scale.
3. Creating new methods which can scale up to
massive quantities of data and can integrate information from large numbers of data sources.
In the remainder of this article, we briefly discuss two current lines of research with potential
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to address some of these challenges.
While these examples are taken from
the work of our own Event and Pattern Detection Laboratory, we note
that many initiatives along these lines
are underway in the broader disease
surveillance, statistics, artificial intelligence, and machine learning
communities.

Using Rich Text Data
for Detection of Emerging
Outbreaks with Novel
Symptom Patterns
While the future holds great potential for utilizing a multitude of data
sources for outbreak detection, the
fact that much of this data (including electronic health records and nontraditional public health data sources
such as Twitter feeds) exists only as
unstructured free text poses a major
challenge. Many existing disease surveillance systems approach this problem by predefining a set of broad syndrome groupings (or “prodromes”),
such as “respiratory illness,” “gastrointestinal illness,” “influenza-like
illness,” and others, and monitoring
Emergency Department (ED) visits
and other data sources for unexpected increases in the number of
cases for each prodrome. The analysis classifies each ED case into one
of the existing set of prodromes (or
“unknown”) by keyword matching,
Bayesian network-based classification, 8 or other text classification approaches, and then applies standard
temporal or spatio-temporal surveillance methods to the resulting case
counts.
The prodrome-based approach has
two main disadvantages: first, mapping specific chief complaints (such
as “coughing up blood”) to a broader
symptom category (“respiratory” or
“hemorrhagic”) is likely to dilute the
outbreak signal, delaying or preventing detection of an emerging outbreak.
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Date
1/1/11
1/1/11
1/1/11
1/2/11
1/2/11

Location
15213
15217
15218
15101
15217

Complaint
runny nose
fever and chills
broken arm
vomited 3x
high temp

Classify cases to topics

Time series of counts
for each location, for
each topic T

Bayesian inference
using LDA model
Topic
prior
Topics

β

Φ1 ... ΦK

Case
prior
Distribution
θ1 ... θN
over topics
per case
wij Observed
words
α

φ 1: vomiting, nausea, diarrhea, ...
φ 2: dizzy, lightheaded, weak, ...
φ 3: cough, throat, sore, ...

Find topic T and region S
maximizing the likelihood
ratio statistic, F (S, T)

Figure 1. The semantic scan statistic learns a set of topics from the data using
Latent Dirichlet Allocation, classifies each case into the most likely topic(s),
and then maximizes a likelihood ratio statistic F(S, T) over all topics T and all
space-time regions S.

For example, an extra ten cases of
respiratory illness in an area might
not be sufficient to detect an outbreak; but if all ten patients were
coughing up blood, this anomalous
pattern might enable much earlier
detection. Additionally, approaches
based on mapping cases to existing
prodromes have little or no ability
to detect novel outbreaks with previously unseen symptom patterns.
For example, a newly emerging infection that makes the patient’s nose
turn green should only require a
small number of cases for detection
(since each individual observation is
highly anomalous); but if a system
maps such cases to the “unknown”
category, it might require many such
cases to detect the outbreak, dramatically reducing the ability of public
health practitioners to respond to it
in a timely and effective manner.
In recent work, we have addressed
this problem by proposing a new
text-based spatial event–detection
approach, the “semantic scan statistic,” which uses free-text data from
www.computer.org/intelligent

Emergency Department chief complaints to detect, localize, and characterize newly emerging outbreaks of
disease9 (see Figure 1). This approach
detects emerging spatial patterns of
keywords in the chief complaint data
by learning “topic models” (probability distributions over words) from the
data using Latent Dirichlet Allocation10 and classifying cases into one
or more of the newly learned topics.
We then identify space-time clusters
of cases corresponding to any of the
learned topics.
We developed and compared three
variants of the semantic scan. In the
“static” approach, we used a set of
25 topics from historical data that
did not change from day to day for
the learning data. This approach was
able to produce topics that approximated common syndrome groupings,
but was unable to detect emerging
keyword patterns.
In the “dynamic” approach, we
recalculated the set of 25 topics every
day using the most recent two weeks
of data, and in the “incremental”
3
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approach, we not only used the
static topics but also learned five additional topics from the recent data.
These “emerging topics” were constrained to differ substantially from
the static topics by recalculating the
LDA models using all 30 topics while
keeping the static topic distributions
fixed. The dynamic and incremental
semantic scan methods dramatically
outperformed the prodrome-based
method for synthetically generated
“novel” outbreaks and for symptoms
that did not correspond to any of the
pre-existing prodrome types, reducing the average time to detect (for a
fixed false positive rate of 1/month)
from eleven days to five.
An additional benefit of such methods is that they can characterize the
novel outbreak, not only by identifying the affected spatial area and time
period but also by providing the set
of emerging keywords. For example,
for a simulated “green nose” outbreak, the semantic scan correctly
identified an emerging spatial cluster
of a learned topic distribution with
highest probabilities corresponding
to words such as “green,” “greenish,” “colored,” “nose,” and “nasal.”
It should be noted, however, that
the detection time of the text-based
method was one to two days slower
than the prodrome-based method for
simulated outbreaks corresponding to
known prodrome types, suggesting
that the use of pre-existing syndrome
definitions is still beneficial for the
majority of typically occurring diseases. This result is not surprising,
since the prodrome definitions were
manually generated and incorporate
existing medical knowledge about
common classes of disease symptoms.
Nevertheless, our work demonstrates
that text-based detection methods
can supplement the prodrome-based
method in order to effectively detect
novel disease outbreaks. They can also
4		
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be useful in the many cases where
existing prodrome definitions are unavailable or inadequate, including surveillance of online data, multilingual
surveillance systems, monitoring lowresource areas, and “drop-in” surveillance for major events.

Scaling up disease
surveillance
A second major challenge of future
disease surveillance systems will be
dealing with the scale of the data.
Many potential sources of health information contain massive amounts
of data, and we wish to detect emerging disease patterns in such datasets in near real time. Additionally,
future systems will integrate information from a large number of data
sources to achieve more timely detection and improved situational awareness. Thus, future detection systems
will require new, computationally efficient algorithms to scale up to the
huge amounts of data.
One useful class of methods for
solving large-scale detection problems is what we call “subset scanning:” we treatthe pattern-detection
problem as a search over subsets of
the data, finding those subsets which
maximize some measure of interestingness or anomalousness (a “score
function”), often subject to additional
constraints. For example, when finding emerging clusters of disease cases
in space-time data, we can identify subsets of spatial locations with
higher-than-expected counts for some
subset of the monitored data streams
that also satisfy constraints on spatial
proximity.11–12 For more general datasets, we might wish to identify a subset of records which is self-similar and
for which some subset of attributes is
anomalous.13
In each case, we rely on a surprising
and remarkably useful property of
many likelihood ratio statistics that
www.computer.org/intelligent

we call “linear time subset scanning”
or LTSS.11 It is possible to efficiently
maximize any score function satisfying the LTSS property over subsets of
the data by defining another function
(the “priority” of a data record), sorting the data records by priority, and
then only evaluating subsets consisting of the top-k highest priority records. For a dataset with N data records, this reduces the number of
function evaluations required for optimization from 2N to N, while still
correctly identifying the most anomalous (highest-scoring) subset. In practice, this allows us to solve detection problems in milliseconds which
would have required millions of years
for exhaustive computation.
While LTSS provides an efficient
and exact solution to the optimization problem of finding the most interesting unconstrained subset, incorporating relevant constraints such as
spatial proximity or self-similarity
of the detected pattern requires additional steps. One simple approach is
to define the “local neighborhood” of
each spatial location or each data record, use LTSS to efficiently optimize
over each neighborhood, and then
identify the most interesting subset
over all such neighborhoods. A more
challenging case is when we start
with an underlying graph or network
structure and wish to constrain our
search to connected subgraphs. The
resulting algorithm14 still requires exponential time in the worst case, but
it can scale to graphs of several hundred nodes, an order of magnitude
larger than previous approaches.15
Finally, we can use iteration to optimize over the most anomalous subsetsof records and attributes (or locations and data streams). We alternate
between optimizing the score function
over subsets of records for the current subset of attributes, and optimizing over subsets of attributes for the
IEEE INTELLIGENT SYSTEMS
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current subset of records, where the
LTSS property allows us to perform
each optimization step efficiently.11,12
The resulting algorithms can scale
to hundreds of thousands of data records and integrate information from
hundreds of data streams.

We consider these approaches

only a first step toward addressing
truly societal-scale data such as Internet search queries, user-generated
Web content, and location and proximity data from cellular telephones.
For these and other massive data
sources, even algorithms that scale
linearly with the size of the data will
be insufficient. Enabling disease surveillance systems to scale to the datadriven public health practices of the
future will require other techniques
such as approximate subset scan algorithms that can sample aggregate
data at multiple resolutions.
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