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Parts of this lecture were adapted from Banerjee et al., Anomaly Detection: A Tutorial,
presented at SDM 2008. | recommend viewing their excellent presentation for a more
detailed discussion of anomaly detection and the current state of the art.



What Is detection?

The goal of the detection task is to automatically
identify relevant patterns in massive, complex data.

Maingoal: f ocus t he
a potentially relevant subset of the data.

a) Automatically detect relevant
individual records, or groups of records.

b) Characterize and explain patterns:
pattern type, affected subset,
models of normal/abnormal data.

c) Present the pattern to the user.
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Detecting anomalous records or groups
Discovering novelties (e.g. new drugs)
Detecting clusters in space or time
Removing noise or errors in data
Detecting specific patterns (e.g. fraud)

Detecting emerging events which
may require rapid responses.

We will discuss three main topics in this module:

Detecting individual records that are anomalous or interesting.
Detecting interesting groups or patterns of records.
Biosurveillance- detecting emerging disease outbreaks.



Anomaly detection

In anomaly (or outlier) detection, we attempt to detect
individual data records that are anomalous or unexpected.

Example 1: Given a massive database of financial data, which
transactions are suspicious and likely to be fraudulent?
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Example 2: Given the huge number of container shipments 4

arriving at our countryos p0|§§=
opened by customs (to prevent smuggling, terrorism, etc.)? e

Example 3: Given a log of all the traffic on our computer
network, which sessions represent (attempted) intrusions?

Example 4: Given a sky survey of astronomical objects, which
are novelties that might represent new scientific discoveries?

Goal: differentiate Abnormal records may be Removing anomalies can

Anor mal 0 f r aseful (e.g. novelties) or also improve our models
Aabnor mal 0 r éarmaful (feguiring action). of the normal data.



Intrusion detection

Intrusions are defined as attempts to bypass
the security mechanisms of a computer or
network in order to gain unauthorized access
or enable unauthorized activities (e.g. stealing
personal information).

Intrusion detection is the process of
monitoring the events occurring in a computer
system or network and analyzing them for
intrusions or attempted intrusions.

Many challenges:

I Traditional intrusion detection methods are
based on detecting signatures of known attacks.

I Substantial latency in deployment of newly
created signatures across the system prevents
rapid responses to emerging attack types.

Anomaly detection can alleviate these
limitations by automatically detecting
previously unknown cyber-attacks.

(Adapted from Banerjee et al., Anomaly Detection: A Tutorial)



Fraud detection

A Fraud detection refers to the detection of criminal
activities occurring in commercial organizations.

I Malicious users might be the actual customers of the organization
or might be posing as a customer (identity theft).

A Types of fraud
I Credit card fraud
Insurance claim fraud
Mobile / cell phone fraud
Insider trading
Online transaction fraud (eBay)

I
I
I
I
I
A Challenges
I
,
,

Fast and accurate real-time detection.
Predicting fraud based on previous transactions.
Costs of false positives and false negatives can both be high.

(Adapted from Banerjee et al., Anomaly Detection: A Tutorial)



Anomaly detection = classification?

One option is to treat anomaly detection as a binary classification
problem, i1 dentifying each recorc

Advantage: we can use any of the classification techniques from
Module | (decision trees, k-nearest neighbor, naive Bayes, etc.)

How to learn and evaluate classifiers with a skewed
class distribution (e.g. 99.9% normal, 0.1% anomalies)?

Define A = # of anomalies detected Consider tradeoffs between
B = total # of anomalies in data Precision = A/ C, Recall = A/ B.
C = total # of records detected (Why not just use accuracy?)

Typically, anomaly detection systems report potential anomalies to a
human user, who can then decide whether or not to act on each case.

In this case, we want high recall (i.e. if any anomalies are present, we are
very likely to report them). Precision is often less important, but higher
precision means fewer potential anomalies the user has to sift through.



Anomaly detection = classification?

One option is to treat anomaly detection as a binary classification
problem, i1 dentifying each recorc

Advantage: we can use any of the classification techniques from
Module | (decision trees, k-nearest neighbor, naive Bayes, etc.)

How to learn and evaluate classifiers with a skewed
class distribution (e.g. 99.9% normal, 0.1% anomalies)?

Define A = # of anomalies detected Consider tradeoffs between
B = total # of anomalies in data Precision = A/ C, Recall = A/ B.
C = total # of records detected (Why not just use accuracy?)

Typically, anomaly detection systems report potential anomalies to a
human user, who can then decide whether or not to act on each case.

Early warning systems: users are willing  Scientific discovery: novelties may
to tolerate the occasional false alarm be very rare (1 / billion), so users
(weekly, monthly, etc.) but may start may be delighted with one true

ignoring the system if it alerts too often. anomaly per thousand reports.




Anomaly detection = classification?

One option is to treat anomaly detection as a binary classification
problem, i1 dentifying each recorc

Advantage: we can use any of the classification techniques from
Module | (decision trees, k-nearest neighbor, naive Bayes, etc.)

How to learn and evaluate classifiers with a skewed
class distribution (e.g. 99.9% normal, 0.1% anomalies)?

Define A = # of anomalies detected Consider tradeoffs between
B = total # of anomalies in data Precision = A/ C, Recall = A/ B.
C = total # of records detected (Why not just use accuracy?)

Cost-sensitive classification: penalize misclassification
of anomalies more than misclassifying nornal examples.

Simple example: Naive Bayes For each example, choose the class with
classification gives posterior the highest value of (class probability x cost
probability of each class. of misclassifying an example of that class).



Anomaly detection = classification?

One option is to treat anomaly detection as a binary classification
problem, i1 dentifying each recorc

Advantage: we can use any of the classification techniques from
Module | (decision trees, k-nearest neighbor, naive Bayes, etc.)

In order to treat anomaly detection Real-world anomaly detection
as (cost-sensitive) classification: often fails to meet these criteria:
1) We need a large training 1) The training dataset may not
dataset, with each record have the anomalies labeled.
| abel ed Anor mal 0 2)oAnoniakesarenard: iew ar
2) We need enough data to learn no examples in training data.
accurate models of both the 3) We want to be able to detect
normal and anomaly classes. any anomalies in the data,
3) We can model only previously including anomaly types that
identified types of anomaly. we have never seen before.
Solution: Learn a model of the fAnor mas

any data records that are unlikely or unexpected given this model.



Model-based anomaly detection
Our first step is to learn a mode

|l deally, we |l earn the model using ficleanodo t
In practice, we often have only an unlabeled dataset (assume anomalies are rare).

Discrete attribute: learn
probability of each value.

Real-valued attribute: learn

Naive Bayes: assume all attributes independent.
Learn each distribution by maximum likelihood.
Pr(Xy.. Xy | C) = Biy v Pr(X | C)

u and o, assume Gaussian.

| f there are multiple Anormal 0 cl asse
or clusters, we can learn separate distributions for each class.

nor i




Model-based anomaly detection
Our first step is to learn a mode

|l deally, we |l earn the model using ficleano t
In practice, we often have only an unlabeled dataset (assume anomalies are rare).

Discrete attribute: learn
probability of each value.

Real-valued attribute: learn

Naive Bayes: assume all attributes independent.
Learn each distribution by maximum likelihood.
Pr(Xy.. Xy | C) = Biy v Pr(X | C)

u and o, assume Gaussian.

The model-based approach to anomaly detection is often best
if you can construct an accurate model for the normal data.

It does poorly in two cases: if the model representation is
iInadequate to describe the normal data, or if the model is
corrupted by the unlabeled anomalies in the data.



Spatial and temporal anomaly detection

One simple case of model-based anomaly detection is when we
are monitoring a single real-valued quantity over time and/or space.

In this case, we typically want to report any observed value that is
more than k standard deviations above or below its expected value.

Time series data

Time series analysis: the expected
value for time step t is a function of the
values for time steps 1 through t71 1.

Exponentially weighted averaging:
Elx] = wx) /(2 w), w, = e )b
where i1l 16

t

Spatially distributed data
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Spatial regression: the expected
value for location s is a function of
the values for all other locations.

Kernel regression, exponential kernel:
E[x] = wx) / (Zw), w, = eds )b
where i | s and d

In the next lecture, we will discuss how to find anomalous patterns in space-time data.



Distance-based anomaly detection

Given an unlabeled dataset x,..xy and a distance metric d(x;, x;), we
can use pairwise distances between records to detect anomalies.

Key assumption: normal records are similar to many other records,
while anomalies are very different from most other records.

Approach 1: Choose a threshold distance D. For each record x;,
compute the fraction fy(x;) of other records with d(x;, x) < D. The
records with the lowest values of f, are most anomalous.

Approach 2: Choose a number of neighbors k. For each record
X;, compute the distance d,(x;) to its kth nearest neighbor. The
records with the highest values of d, are most anomalous.

The advantages and disadvantages of these methods are similar to instance-based learning:

A No assumptions about distribution of the normal data; can model complex distributions.
A Computationally expensive (run time increases quadratically with size of the dataset).
A Difficult to choose a good value of the threshold D or number of neighbors k.

A Curse of dimensionality: distance between points becomes uniform in high dimensions.
A Poor performance when data is of variable density or has underlying cluster structure.



Cluster-based anomaly detection

Key assumption: normal records belong to large, dense clusters.
Anomalies do not fit the clusters, or form their own tiny clusters.

Approach 2: Given an unlabeled dataset in which we wish to find anomalies,

cluster the data, and then report any tiny clusters (# of records Ok) as
anomalies. Also report any records that are far from all cluster centers.

Approach 1 is similar to model-based Approach 2 is similar to distance-based
detection, but does not assume that anomaly detection, but uses a metric
di fferent Anor mal 0 c | thastakessluster siructura ibt@ dceouht.

When will this work better (or worse)
than distance-based detection?



Density-based anomaly detection

Density-based anomaly detection approaches perform
density estimation at each data point, and identify
records in low-density regions as potential anomalies.

NGl obal 0 appr oac hdeso ccad mp aarpepr oac hes

each pointds densgiatty poinhés densi
densities of all other points, and densities of nearby points, and
report points x; with lowest density.  report points x; with lowest ratio:

density (X;)
avg density of k-NN(x ;)

Distance-b ased and ndg-basdidlal o
methods would consider points in the upper
right corner to be more anomalous (lower

- density, larger distance between points).
In this example, the density of ALocal obasedmehodsy
points is high in the lower left would not consider these points
corner, lower in the upper right as more anomalous, since their

corner, and very low in between. neighbors also have low density.



Density-based anomaly detection

Density-based anomaly detection approaches perform
density estimation at each data point, and identify
records in low-density regions as potential anomalies.

NGl obal 0 appr oac hdeso ccad mp aarpepr oac hes

each pointds densgiatty poinhés densi
densities of all other points, and densities of nearby points, and
report points x; with lowest density.  report points x; with lowest ratio.

There are many ways to compute the density at a point x..

Kernel density estimation
Consider a probability density _Zf(xi | 1 =X;,0)
function f(x), e.g. Gaussian, density(x,) ===
centered at each data point x;.

N




Density-based anomaly detection

Density-based anomaly detection approaches perform
density estimation at each data point, and identify
records in low-density regions as potential anomalies.

NGl obal 0 appr oac hdeso ccad mp aarpepr oac hes

each pointds densgiatty poinhés densi
densities of all other points, and densities of nearby points, and
report points x; with lowest density.  report points x; with lowest ratio.

There are many ways to compute the density at a point x..

Kernel density estimation
Consider a probability density _Zf(xi | 1 =X;,0)
function f(x), e.g. Gaussian, density(x,) === N
centered at each data point x;.

Many simpler density estimators also exist, for example
the inverse of the distance to the kth nearest neighbor,
or the inverse of the average distance to the k-NN.



Comparison of detection methods

Let us assume that we have
an unlabeled dataset with
two real-valued attributes.
Which anomaly detection
methods will classify each

point p; as an anomaly?

For two or more neighbors,
points p,, p,, and ps are most
anomalous. p, is close to
many points in C,, so it is less
anomalous than points in C,.

)

For local density-based
detection, p, is more anomalous
than points in C,. p, has lower
density than its neighbors, while

C, has nearly uniform density.



Comparison of detection methods

)

Let us assume that we have
an unlabeled dataset with L
two real-valued attributes. Pa P3 ™

Which anomaly detection s
methods will classify each
. (.
point p; as an anomaly? 0,
i -'h X

Most cluster-based anomaly detection methods, assuming k = 2
clusters, would form clusters roughly corresponding to C, and C..

Points p,, p,, and pg are far from the clusters, and would be
detected as anomalies. Point p, would probably be detected if
we model ed each cl| ustcewhiiestwauld andar d
not be detected if we measured distance to the cluster center.

If we used k > 2 clusters, point p, and points p,-ps might form
separate clusters. This is why we also detect small clusters!



Summary of anomaly detection

A Given a massive dataset, anomaly detection can be
used to find individual records with surprising
combinations of attribute values.

A Common applications include security (detection of

Intrusions, fraud, smuggling, etc.), scientific discovery,
and data cleaning.

A Which anomaly detection method to use depends on the
type of data available, and also how we expect
anomalies to differ from normal data.

I Given sufficient labeled data for each possible class of
anomalies A use cost-sensitive classification.

i Given a separate ficleano dat ase
behavior A use model-based anomaly detection.

I Detecting anomalies in an unlabeled dataset A use distance-
based, density-based, or cluster-based anomaly detection.
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What 1s biosurvelllance?

A The systematic collection and analysis of
data for the purpose of detecting outbreaks
of disease In people, plants, or animals.

A Primary goal: timely and accurate detection and
characterization of an outbreak.
Als there an outbreak?

AWhat type of outbreak? (Causative agent, case
symptoms, progression, source/route of transmission)

A Distribution of cases in time (epidemic curve)
ADistribution of cases in space (areas affected, rates)
APredicted outbreak progression and effects

©2007 Carnegie Mellon University



What 1s biosurvelllance?

A The systematic collection and analysis of
data for the purpose of detecting outbreaks
of disease In people, plants, or animals.

A Primary goal: timely and accurate detection and
characterization of an outbreak.

A Evaluation metrics: proportion of outbreaks detected,
days to detect, false positive rate, accuracy of
characterization, accuracy of prediction.

AEnd goal: enable public health to make rapid and
Informed decisions to prevent and control outbreaks.

Treatment Vaccination Health advisories

Cleanup Quarantines Travel restrictions
©2007 Carnegie Mellon University



Why worry about outbreaks?

A Bioterrorist attacks are a very
real, and scary, possibility

100 kg anthrax, released over
D.C., could kill 1-3 million and
hospitalize millions more.

A Emerging infectious diseases

N . St D
nNConservatili ve-/eg T S
million deaths from pandemic
avian influenza.

©2007 Carnegie Mellon University



Types of outbreak

A Large aerosol release (weaponized anthrax)
A Contagious personto-person (seasonal flu, SARS)

A Contamination of food or other commercially
distributed products (spinach, green onions)

A Contamination of water supply (E. coli, crypto)
A Vector-borne (Lyme disease, malaria, West Nile)
A Building/vessel contamination (anthrax letters)
A Sexually transmitted (AIDS, HPV, hepatitis C)

A Zoonotic diseases with potential spread to humans
or economic impact (bird flu, hoof and mouth)

Different outbreaks require different public health response.

©2007 Carnegie Mellon University



Types of outbreak

A Large aerosol release (weaponized anthrax)
A Contagious personto-person (seasonal flu, SARS)

A Contamination of food or other commercially
distributed products (spinach, green onions)

A Contamination of water supply (E. coli, crypto)
A Vector-borne (Lyme disease, malaria, West Nile)
A Building/vessel contamination (anthrax letters)
A Sexually transmitted (AIDS, HPV, hepatitis C)

A Zoonotic diseases with potential spread to humans
or economic impact (bird flu, hoof and mouth)

Different outbreaks require different sources
and analysis of data for detection.

©2007 Carnegie Mellon University



Benefits of early detection

Reducescost to society, both in lives and in dollars!

Pre-symptomatic Postsymptomatic Without
treatment, 1% treatment, 40% treatment, 95%
mortality rate mortality rate mortality rate ﬁ/vc

incubation stage 1 stage 2 >

Day0  Day4 \ Dayl10 \

Exposure to Flu-like symptoms: Acute respiratory
inhalational headache, cough, fever distress, high fever,
anthrax shock, death

DARPA estimate: a two-day gain in detection
time could reduce fatalities by a factor of six.

©2007 Carnegie Mellon University



Benefits of early detection

Reducescost to society, both in lives and in dollars!

Pre-symptomatic Postsymptomatic Without
treatment, 1% treatment, 40% treatment, 95%
mortality rate mortality rate mortality rate ﬁk

e d d

incubation stage 1 stage 2 >

Day0  Day4 \ Day10 \

Exposure to Flu-like symptoms: Acute respiratory
inhalational headache, cough, fever distress, high fever,
anthrax shock, death

(Wagner et al., 2001)

©2007 Carnegie Mellon University



Early detection Is hard

Start of Definitive
symptoms diagnosis

Lag time l R
incubation stage 1 stage 2 >

Day O Day 4 Day 10
\ J
Y

Buys OTC drugs?

Skips work/school?

Visits doctor/hospital/ED?

©2007 Carnegie Mellon University



Syndromic biosurveillance

Start of Definitive
symptoms diagnosis

od
@ | | ‘<
incubation stage 1 stage 2 >

Day O Day 4 Day 10
J

Buys OTC drugs? Cough
medication

sales in
affected area

Days after
attack

©2007 Carnegie Mellon University



Syndromic biosurveillance

Start of Definitive

Buys OTC drugs?  cough
- medication
sales in

affected area

Days after
attack

©2007 Carnegie Mellon University



Traditional detection methods

A Notifiable disease reporting: when clinicians diagnose a
case of a rare or highly contagious disease, they notify the
state or local health department.

A The health department will take action if they detect a
cluster of cases based on multiple notifiable disease reports
(or for certain serious threats, a single case).

A High lag time between diagnosis and response (can be
reduced by electronic reporting and alerting).

A More importantly, we want to detect unusual patterns of
symptoms, even before a definitive diagnosis!

A Astute observer: a clinician or other individual notices an
unusual cluster of illness and reports it to public health.

A Better alternative: develop systems to automatically gather
public health information and detect emerging outbreaks.

©2007 Carnegie Mellon University



Challenges of developing
biosurvelllance systems

A Obtaining data

A Legal agreements with data suppliers (hospitals,
pharmacies, laboratories, etc.)

A Data privacy and confidentiality issues (ethical and legal,
e.g. HIPAA)
A Processing data in (near) real-time

A Minimize lag time in data entry, collection/aggregation,
analysis, and reporting.

A Requires expertise in software engineering, database
engineering, networks, algorithms.

A Information technology standards facilitate efficient data
exchange (HL7: clinical messaging, ICD9: diagnosis and
treatment, UPC: retail product codes)

©2007 Carnegie Mellon University



Challenges of developing
biosurvelllance systems

A Obtaining initial buy-in from public health
A User interface design and practical field testing.
A Integration with current practices.

A Continued usefulness to public health

A Minimize false positives health officials will start
ignoring alerts if too many, or not useful.

A Major challenges for data analysis missing or
erroneous data, distinguishing between
nrel evanto and Al rrel ev

A What data to collect, and how to analyze it?

©2007 Carnegie Mellon University



Data sources for biosurvelllance

A Tradeoff: accuracy and specificity of diagnosis vs.
timeliness and availability of data.

Postdiagnostic clinical data: least timely, most accurate

Hospital discharge diagnosis  Coroner reports  Prescriptions  Lab test results

Pre-diagnostic clinical data: earlier but less precise

Hospital admission diagnosis ED chief complaint data Lab test orders

Pre-clinical data: early indicators of symptom patterns

Absenteeism  Emergency 911 calls  Over-the-counter drug sales

Telephone polling  Web self-reporting  Web search queries, page hits

©2007 Carnegie Mellon University



Data sources for biosurvelllance

A Tradeoff: accuracy and specificity of diagnosis vs.
timeliness and availability of data.

Pre-symptomatic data: detection of asymptomatic
but infected individuals in the incubation period.

Routine physiological screening Postdetection: screening of
of a sentinel population. potentially affected individuals.

Sensor data: detection of a pathogen in the environment.

BioWatch program: currently monitors for airborne pathogens in 31 major U.S. cities

Food inspection  Water quality monitoring  Veterinary data

Other pre-exposure data. intelligence data, weather, etc.

©2007 Carnegie Mellon University



Over-the-counter medication sales

A Sick individuals tend to treat themselves with non -
prescription remedies before, or instead of,
seeking medical care.

AAn anomal ous increase in
may be an early indicator of an outbreak.

A Advantage: easy product grouping by UPC code
(e.g. cough/cold) allows symptom characterization.

A Challenge many non-outbreak sources of
variablility in sales (e.g. promotions).

National Retail Data Monitor (NRDM} daily data on nationwide
sales of 18 OTC product categories, aggregated by zip code.

http://rods.health.pitt.edu/NRDM.htm

©2007 Carnegie Mellon University



Hospital data

A Emergency Department chief complaint: free text
string entered on admission to ED.
AEarliest clinical data, syn
A Requires natural language processing (keyword match
vS. more advanced syndrome classification).
A 1CD-9 codes: classification of hospital diagnosis

A Easy to group into syndrome categories, with no natural
language processing necessary.

A Assigned at various stages of the hospital visit.

A Admission diagnosis: typically symptomb ased (Af ebr |
syndr omeo) .

ADi scharge diagnosis: more prec.i

©2007 Carnegie Mellon University



Absenteeism data

A Sick individuals tend to perform less activities,
even In the early (but symptomatic) stages of their
lIness.

A Staying home from work or from school.
A Being less likely to take public transportation or use
other public resources.

A Monitoring any of these quantities (work/school
attendance, aggregate usage of resources) may
serve as an early indicator of outbreaks.

A Disadvantage generally does not indicate disease
symptoms, so not useful for characterization.

©2007 Carnegie Mellon University



Weather data

A Wind direction and speed affect airborne pathogen
releases.

APol l en counts may dexpl a
respiratory symptoms.

A Temperature/humidity may affect spread of
contagious disease.

A Natural disasters (e.qg. fires, floods) may cause
health problems directly or by increase in a
disease vector (e.g. mosquitoes).

A They may also explain away patterns in OTC sales
(stockpiling, store closures, restocking).

©2007 Carnegie Mellon University



Data analysis

A Casebased alerting: for certain diseases, one case (or two
proximate cases) may be sufficient cause for alarm.

A Temporal alerting: monitoring of a single time series of
counts (e.g. respiratory ED visits in Pittsburgh) to detect
anomalous increases.

A Compare observed and expected counts.
A Moving average, EWMA, DOW/seasonality, Control charts, CUSUM

A Spatial and spacetime alerting: searching for spatial
clusters with recent counts significantly higher than
expected.
AStatistical tests for fdAclusterin
A Statistical tests for increase in risk near a point source.
A Cluster detection (spatial and space-time scan statistics)

A Multivariate alerting: combining multiple data streams for
faster detection and better characterization.

©2007 Carnegie Mellon University



Nationwide disease survelllance

National Retail Data Monitor

Daily counts of OTC drug sales in 18
product categories, from over 20,000
retail stores and pharmacies nationwide.

REOBECDEEIEEE
MEREENREEEE SO

Daily counts of Emergency Department
visits, grouped by syndrome.

(Wagner, Tsuli, et al., RODS Laboratory)

Given all of this data, we want to determine:

A Are there any clusters of symptoms
Indicative of emerging outbreaks?

A Where are they, how large, and
how serious?

What 6s hap\y
today, and where?

©2007 Carnegie Mellon University



Nationwide disease survelllance

(Mike Wagner, RODS Lab Hospital and pharmacy data
° ) (~100K records per day)
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Postprocessing, e.g.
- promotional sales and
single-store spikes

Current day and 3
months past data
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Public health users can view
alerts and investigate using
our graphical interface.

(Robin Sabhnani, Auton Lab)

10-20 alerts
per week

©2007 Carnegie Mellon University



Nationwide disease survelllance

(Mike Wagner, RODS Lab Hospital and pharmacy data
° ) (~100K records per day)

e ——

Postprocessing, e.g.
- promotional sales and
single-store spikes

Current day and 3
months past data

Pre-processing, - Fast Space
e.g. missing data Time Scans
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User feedback helps 10-20 alerts
Improve system per week
performance
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A recent potential outbreak

Spike In sales of pediatric electrolytes near Columbus, Ohio
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A recent potential outbreak

Spike In sales of pediatric electrolytes near Columbus, Ohio

Further investigation confirms: Gl
emergency department visits
were also significantly increased.

We believe that this iIncrease
electrolyte sales resulted from a
small, localized Gl outbreak.

©2007 Carnegie Mellon University



