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ÁWe have two concurrent object protocol 
(typestate) checkers

ÁNIMBY & Sync or Swim

Á)ȭÖÅ ÂÅÅÎ ÕÓÉÎÇ ÔÈÅÍ ÔÏ ÖÅÒÉÆÙ ÒÅÁÌ ÐÒÏÇÒÁÍÓ

ÁInteresting encounters

ǐSurprising Power (Often, but just a little in this talk)

ǐTricky Patterns (Mostly)

ÁPossible extensions

ÁInspired by interesting encounters



ÁStatic typestatechecking in multi-threaded 
Java programs

ÁI.e., methods that must be called in a particular 
order

ÁBoth extensions of Plural

ÁNIMBY

ǐChecks programs with atomic blocks

ÁSync or Swim

ǐChecks programs with synchronized blocks



ÁCan we use our tools to verify real Java 
programs?
Á,ÅÔȭÓ ÆÉÎÄ ÏÕÔȦ

ÁSearch open source code bases

ÁFind classes that are used concurrently & define 
protocols

ÁSpecify them!

ÁVerify them!

ÁNote patterns & deficiencies



ÁBlocking_queue
ÁCool use of dimensions!

ÁTimer & Timer Task
ÁA simple protocol

ÁMotivates polymorphism over permissions
ÁCausal Demo
ÁShutdown hooks?!

ÁDining Philosophers
ÁEffects are stillÈÁÒÄȣ



ÁA concurrent queue

ÁDesigned by Allen Holub

ÁUsed in a number of 
open-source apps.
ǐE.g., AxlLucene

ÁSpecified & verified

ÁClient-side & 
implementation

ÁRequired interesting use 
of dimensions

Á21 annotations in 84 LOC

Á0 Warnings



ÁDimensions allow 
programmers to 
ȰÄÉÖÉÄÅ ÕÐ ÁÎ ÏÂÊÅÃÔȱ

ÁSpecify certain fields as 
being grouped together

ÁCan be treated as an 
atom in specs. 



@Refine({
@States(dim="STRUCTURE", value={ "STRUCTURESTATE"}),
@States(dim="PROTOCOL", value= { "CLOSED", "STILLOPEN"}),
@States(refined= "STILLOPEN", value={ "OPEN", "CLOSING"})
})



@In( "STRUCTURE") 
private LinkedList elements= new LinkedList ();
@In( "PROTOCOL") 
private boolean closed = false ;
@In( "STRUCTURE")
private boolean reject_enqueue_requests = 

false ;



@Perm(ensures="unique( this!fr ) in 
OPEN,STRUCTURESTATE")

public Blocking_queue() {}



@Share(guarantee="STRUCTURE")
@Full(requires= "OPEN", ensures= "OPEN", 

guarantee="PROTOCOL")
public synchronized final

void enqueue( Object new_element)
throws Closed

enqueue()



@Full( value="PROTOCOL", 
ensures="CLOSED")

@Share( guarantee="STRUCTURE")
public synchronized void close()

enqueue()

close ()



@Share(guarantee=@qrpsarspc)
@Pure( guarantee= "PROTOCOL",  

requires= "STILLOPEN")
public synchronized final

Object dequeue( ) 
throws Closed

enqueue()
dequeue()

close ()



@Pure( guarantee="PROTOCOL")
@TrueIndicates ( "CLOSED")
@FalseIndicates ( "STILLOPEN")
public final synchronized

boolean is_closed ()

enqueue()
dequeue()

is_closed() / return true

is_closed() / return false
close ()



@Full(requires= "OPEN", guarantee= "PROTOCOL", 
returned= false )

@Share(guarantee="STRUCTURE")
public synchronized final

void enqueue_final_item (Object new_element)
throws Closed

enqueue()
dequeue()

is_closed() / return true

is_closed() / return false

enquque_
final_
item()

close ()



@Share(guarantee=@qrpsarspc)
@Pure( guarantee= "PROTOCOL",  

requires= "STILLOPEN")
public synchronized final

Object dequeue( ) 
throws Closed

enqueue()
dequeue()

is_closed() / return true

is_closed() / return false

enquque_
final_
item()

close ()



@ClassStates ({
@State(name="STRUCTURE", 
inv= "share(elements) * reject_enqueue_requests == 

true => full( this,PROTOCOL) in CLOSING"),
@State(name="STILLOPEN", inv= "closed == false" ), 
@State(name="CLOSED", inv= "closed == true" )
})

enqueue()
dequeue()

is_closed() / return true

is_closed() / return false

enquque_
final_
item()

close ()



ÁDimensions used to separate protocol & 
underlying data structure

Á#ÏÎÃÅÐÔÕÁÌÌÙ Ô×Ï ÏÂÊÅÃÔÓȩ .ÏÔ ÒÅÁÌÌÙȣ

Á/ÎÅ ÄÉÍÅÎÓÉÏÎ ÃÁÎ ȰÓÔÏÒÅȱ Á ÐÅÒÍÉÓÓÉÏÎ ÔÏ 
the other dimension

Á(Modifying cannot be unpacked from read-only)



ÁA task meant to be 
executed at some time 
in the future.

ÁShould be scheduled 
with Timer.schedule()

ÁTimerTask.run() will be 
called

ÁTimerTaskdefines four 
states, VIRGIN, 
SCHEDULED, 
EXECUTED, CANCELED

ÁTimer provides several 
ÓÃÈÅÄÕÌÅ ÍÅÔÈÏÄÓȣ

ÁBut all require a 
TimerTaskin the VIRGIN 
or EXECUTED state!



/**
* Schedules the specified task for execution after the
* specified delay.
*
* @paramtask task to be scheduled.
* @paramdelay delay in milliseconds before task is to be executed.
* @throwsIllegalArgumentException if <tt >delay</ tt > is negative, or
* <tt >delay + System.currentTimeMillis () </ tt > is negative.
* @throwsIllegalStateException if task was already scheduled or
* cancelled, or timer was cancelled.
*/

public void schedule( TimerTask task, long delay)



ÁTwineGUI

ÁExtends the TimerTask

ÁRefreshes the display screen every second

ÁOnly the timer thread accesses fields of the object

ǐSo candidate for unique permission



@Refine(
@States({ t¨±¦¨­, q¢§¤£´«¤£, c·¤¢´³¤£, a ­¢¤««¤£}))

public abstract class TimerTask {...}

public class TwineGUIextends TimerTask {
@Perm(ensures= ´­¨°´¤Fthis!fr ) in 

Virgin" )
public TwineGUI()
...

}

public class Timer {
public void scheduleAtFixedRate(
@Unique(requires= "Virgin" , returned= false ) TimerTask task, 
long delay, long period)
... 

}



@Unique(requires= "Virgin" , 
returned= false )

public void init(Resolver r) {
...
// Refresh display periodically
timer = (( TwineResolver)r). timer ;
timer .scheduleAtFixedRate ( this ,

REFRESH_INTERVAL,
REFRESH_INTERVAL);

}



@Unique
public void run() {
if ( ! TwineResolver.DISPLAY)  return ;

if ( text == null )  displayWindow();

Enumeration elements;

text .replaceRange( prefix + nameTree.toPrettyString (),0, text .getText().length());
text .append( " \ n\ n ---- > Directly connected: \ n");

for ( elements = nameTree.getNameRecords(); elements.hasMoreElements();) {

NameRecordnr = ( NameRecord) elements.nextElement();
boolean mine = ( nr.getINRuid () == INRuid);

if ( mine ) text .append( " - " + nr.getID ());
}

}



ÁAnother timer task
Á-ÁÎÁÇÅÓ ȰÁÄÖÅÒÔÉÓÅÍÅÎÔÓȱ

ÁEssentially description of a remove service

ÁTimer periodically marks advertisements as 
outdated

ÁOther threads add new advertisements

ÁAll threads will need modifying access

ÁI.e., Share



public class TwineAdvManager extends TimerTask {
@Perm(ensures="unique( this!fr ) in 

Virgin" )
public TwineAdvManager()

@Share(requires= "Virgin" , returned= false )
public void init(Resolver r) {

timer = (( TwineResolver)r). timer ;
timer .scheduleAtFixedRate ( this ,
RouteManager.MAX_NAME_CORE_TTL/2,
RouteManager.MAX_NAME_CORE_TTL/2);

}

We already specified 
this method as 
needing Unique



public class Timer {
public void scheduleAtFixedRate(
@Unique(requires= "Virgin" , 
returned= false ) TimerTask task, long
delay, long period)
... 

}



public class Timer {
public void scheduleAtFixedRate(
@Share(requires= "Virgin" , 
returned= false ) TimerTask task, long
delay, long period)
... 

}



@Unique
public void run() {
if ( ! TwineResolver.DISPLAY)  return ;

if ( text == null )  displayWindow();

Enumeration elements;

text .replaceRange( prefix + nameTree.toPrettyString (),0, text .getText().length());
text .append( " \ n\ n ---- > Directly connected: \ n");

for ( elements = nameTree.getNameRecords(); elements.hasMoreElements();) {

NameRecordnr = ( NameRecord) elements.nextElement();
boolean mine = ( nr.getINRuid () == INRuid);

if ( mine ) text .append( " - " + nr.getID ());
}

}



@Share
public void run() {
if ( ! TwineResolver.DISPLAY)  return ;

if ( text == null )  displayWindow();

Enumeration elements;

text .replaceRange( prefix + nameTree.toPrettyString (),0, text .getText().length());
text .append( " \ n\ n ---- > Directly connected: \ n");

for ( elements = nameTree.getNameRecords(); elements.hasMoreElements();) {

NameRecordnr = ( NameRecord) elements.nextElement();
boolean mine = ( nr.getINRuid () == INRuid);

if ( mine ) text .append( " - " + nr.getID ());
}

}



@Share
public synchronized void run() {
if ( ! TwineResolver.DISPLAY)  return ;

if ( text == null )  displayWindow();

Enumeration elements;

text .replaceRange( prefix + nameTree.toPrettyString (),0, text .getText().length());
text .append( " \ n\ n ---- > Directly connected: \ n");

for ( elements = nameTree.getNameRecords(); elements.hasMoreElements();) {

NameRecordnr = ( NameRecord) elements.nextElement();
boolean mine = ( nr.getINRuid () == INRuid);

if ( mine ) text .append( " - " + nr.getID ());
}

}



ÁWe want:
ÁReusable classes need
ǐSpecifications that work for many different aliasing 

contexts

ǐSynchronization only if necessary

ÁPossible solutions:
ÁȰ5ÎÉÑÕÅ ÄÉÍÅÎÓÉÏÎÓȱ
ǐSmall tweak to existing system

ÁParametric permission polymorphism
ǐProbably more useful in general



@Refine({
@States(dim="TLOCAL", value={ " TLocalState " }),
@States(dim="TSHARE", value= { " TShareState" })})

public abstract class TimerTask {
@Unique(guarantee="TLOCAL")
@Share(guarantee="TSHARE")
public abstract void run();

}

public class Timer {
public void scheduleAtFixedRate(

@Unique(requires= "Virgin" ,   
guarantee=" TLocal"
returned= false )

@Share(guarantee=" TShare"
returned= false ) 

TimerTask task, long delay, long period)
... 

}



ÁEach subclass can map fields into appropriate 
dimensions

ÁIf all fields are in TLocal, no synchronization 
necessary

ÁDownsides

ÁMost specifications will mention both dimensions, 
unwieldy

ÁNot a direct encoding

ÁOnly works for subclassing



gᶅ. nᶅ. zᶅ.
public abstract class TimerTask {

@Perm(requires= "access( this,n,g,z,n G)
public abstract void run();

}

gᶅ. nᶅ. zᶅ.
public class Timer {

@Perm(requires= "access( task,n,g,z,n G)
public void scheduleAtFixedRate(

TimerTask<g,n,z > task, 
long delay, long period)

... 
}



public class TwineGUIextends 
TimerTask<{alive - >1},alive,1> {

public void init(
Timer<{alive - >1},alive,1> timer) {
timer. scheduleAtFixedRate( this ,

REFRESH_INTERVAL,
REFRESH_INTERVAL);

}  

@Unique
public void run() { ... }

}



ÁAllows class to be used in different aliasing 
contexts

ÁWorks without subtyping

ÁAn obvious extension to any type system

ÁEnables other useful patterns

ǐE.g., collections generic over permission kinds

ÁLikely to be included in my thesis work



ÁGood case study

ÁTimer often used in concurrent applications

ÁSimple protocol

ÁBut we learned a lot

ǐUsed in different sharing contexts

ÁMotivates some extensions

ǐȰ5ÎÉÑÕÅ ÄÉÍÅÎÓÉÏÎÓȱ

ǐPermission polymorphism



ÁTest class from JGroups
ÁA middleware for writing distributed applications

ÁUses the Channel interface
ǐAbstracts a network connection

ǐDefines a simple protocol (Unconnected, connected, 
closed)

ÁWe cannot verify the correct use of Channel!
ǐ-ÁËÅÓ ÕÓÅ ÏÆ *ÁÖÁȭÓ ȰÓÈÕÔ-ÄÏ×Î ÈÏÏËȱ

ǐ2ÅÑÕÉÒÅÓ ÍÏÄÉÆÙÉÎÇ ÐÅÒÍÉÓÓÉÏÎ ÂÕÔ ÄÏÅÓÎȭÔ ÕÓÅ ÉÔ ÕÎÔÉÌ 
end of process



@Unique
public void run() {

Object obj ;
Message msg;
Random r = newRandom();

try {
channel = newJChannel( props);
channel.connect ( " CausalGroup" );

Runtime.getRuntime(). addShutdownHook(
newThread("Shutdown cleanup thread" ) {

public void run() {
listAlphabet ();
channel.disconnect ();
channel.close ();

}
});

while( true ) { ...
channel.send( newCausalMessage( nextChar, next));

...
}

Shutdown 
thread needs 

modifying 
access

"ÕÔ ×ÏÎȭÔ ÂÅ 
run until all 

other threads 
are dead

Requires channel be 
Connected but share 
permission was given 

away! Our system 
assumes concur. mod.



ÁClassic concurrency challenge problem
ÁMade quite simple with atomic blocks

Á(So NIMBY, rather than Sync or Swim)

ÁBut verification is tricky

ÁPunch line: We cannot effectively track two 
shared objects

Á.ÏÔÅȡ $ÉÄÎȭÔ ÆÉÎÄ ÔÈÉÓ ÏÎÌÉÎÅȣ

ÁBut wanted to see if I could prove it correct



@States({ "Available" , "Taken"})
@ClassStates ({
@State(name="Available" , inv= "available == true" ),
@State( name=" Taken" , inv =" available == false" )
})
class Fork {

@In( "alive" )
private boolean available ;



@Perm(ensures="unique( this!fr ) in 
Available" )

public Fork()



@Share(requires= "Taken", 
ensures="Available" )

void put()

put()



@Share(requires= "Available" , 
ensures="Taken")

void get()

put()
get()



@Pure
@TrueIndicates ( "Available" )
@FalseIndicates ( "Taken")
boolean isAvailable ()

put()
get()

isAvailable() / return true

isAvailable() / return false



@ClassStates ( @State(name="alive" , 
inv= "share( leftFork ) * 
share( rightFork )" ))

class Philosopher extends Thread {
Fork leftFork ;
Fork rightFork ;

@Perm(ensures="unique( this!fr " )
public Philosopher(
@Share(returned= false ) Fork leftFork ,
@Share(returned= false ) Fork rightFork )


