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Abstract

Developersandoperatorof distributedsystemgodayfacea dif cult choice. To provide for the
evolution of their systemsthey caneitherrequirethatthe softwarerunningon all nodesbeinter
operable,or they canshutdown the entire systemwhen an upgradeis required. Requiringin-
teroperabilitycomplicateghe life of systemdeveloperswhile shuttingdown the systemanngs
usersWe proposesimultaneougxecution amiddlegroundbetweertheseapproachesanupgrade
methodologythatreduceghe extentof supportrequiredfor interoperability while alsoproviding
systemavailability during upgradesWe demonstratehe bene ts of our approachby applyingit
to two widely differentdistributed systems:the Cooperatie File System[1], andIRISLOG [2].
Our proposalenableseasyupgradeof thesesystemswhile maintainingsystemavailability, and
requiringonly minimal supportfor interoperability
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1 Intr oduction

Many networking researcherbave bemoanedhatthe dif culty of upgradingthe Internetinfras-
tructurehasleadto theossi cation of bothInternetresearctandinternetfunctionality[3]. Several
promisingtechnologiessuchasIP Multicast, IntSery DiffSery RED, andFair Queuing,have all
failed to be widely deployed at leastpartly dueto the dif culty of changingor upgradingrouter
functionality.

Recentlyresearchertave proposedh numberof new application-layeinfrastructuregor dis-
tributedapplicationg4, 5], distributedstorag€1, 6, 7], andsensorsystemg?2]. However, these
infrastructuresmay sharethe Internets weaknessincefew (if ary) of theseinfrastructuresac-
commodateasyupgradesin this paperwe presentechniqueshatsimplify the upgradeof mary
distributedapplicationsjncludingthesecritical application-layeinfrastructures.

With respecto upgradabilitythefundamentatiesignchoicefacedby developersof distributed
applicationss whetherto requireversiondo inter-operatedirectly, or to requirethattheapplication
be shutdown as part of the upgradeprocess. However, we believe that a betteralternatve is
available for mary cases:one that maintainssystemavailability, while minimizing the support
requiredfor interoperability

In our simultaneougxecutionapproachye executemultiple versionsof anapplicationsimul-
taneouslyon the samehardware. We thentreatthesedifferentversionsasseparataeployments.
Two versionof anoverlaynetwork service for example,aretreatedasseparat@verlay networks.

To enablemultiple applicationversionsto run on the samephysicalinfrastructure we must
preventinterferencebetweemmultiple versionson a singlenode,andcarefully managecommuni-
cationbetweemodes.We preventinterferenceawithin a nodethroughthe useof virtual machines
(VMs). With respecto internodecommunicationwe isolateversions sothatonly nodesof the
sameversioncommunicatavith eachother We managanessagebetweerclientsandthe appli-
cationusingapplicationproxies,which mediateclientaccesso the service maskingthe existence
of two versions.

In this paper we amguefor the generalapplicability of our approachby describinghow a pro-
totypeimplementatiorof our design,calledthe VersionManager supportsgwo recentlyproposed
distributed infrastructureghat differ substantiallyin their designs:the CFS distributed storage
system[1] andthe IRISLOG distributedinfrastructuremonitoringsystem[8]. As anexampleof
their differencesCFSrelieson anunderlyingDHT to organizeandstorewrite-oncedata,whereas
IRISLOG usesanunderlyingtree-basedtructureto storeread-writesensodata.Our experimental
resultswith this prototypeshow thatwith our parallelexecutionapproachye areableto upgrade
bothapplicationswithout disruptingavailability.

The VersionManagerdramaticallyreduces but doesnot eliminate interoperabilityrequire-
ments. The speci ¢ componentghat VersionManagerrequiresarethe applicationproxy, anda
tool to copy statefrom oneversionto another Using a proxy framewvork which we provide, along
with existing CFSlibrary routines the applicationproxy for CFSis about500linesof C++ code.
The statecopying tool is another500lines of C++. For IRISLOG, the applicationproxy andstate
copying tool require300linesof C++, and50 linesof scripts(bashandperl) respectiely.

In additionto simplifying the compleity of upgradesandeliminatingdowntime, the Version
Manageris alsoableto propagatenew versionsof softwarerelatively quickly. For example,with
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Figure 1. TagetedApplicationArchitecture

a48 MB softwareupdate VersionManagerupgrades 12 nodelRISLOG systemin 7-8 minutes.
With CFS,anda 6 MB software update,VersionManagercompletesan upgradeof 48 nodesin
under6 minutes.

The primary costof using our systemis the additionaloverheadfrom the virtual execution
ervironment,andfrom inter-positioningon inter-nodecommunication During normalexecution,
whenonly asingleversionis running,CFSandIRISL OG incur overhead®f up to 300%and14%
respectrely. The overheador CFSis, admittedly large. However, we believe this overheadcan
bereducedhroughoptimizationsor architecturathangego theimplementationaswe discussn
Section?.

The remainderof this paperis structuredasfollows: we explain the obstaclego distributed
applicationupgradesn Section2. In Section3, we presenthe designandimplementatiorof our
system. In Section4, we describeour experiencein applyingour methodologyto two existing
applications.Section5 presentexperimentalresultsaboutthe performancenf our system.Sec-
tion6 presentgelatedwork, and Section7 discusseshe bene ts of our system,andpossibilities
for performancemprovements.

2 Upgrade Obstacles

We consideristributedapplicationswith the architecturedepictedin Figurell. Suchapplications
consistof a numberof seners, possiblywidely distributed,which cooperatd¢o implementa ser
vice. Clientsutilize the provided service but do not concernthemseleswith the senerto-sener
interactions.

Upgradingsuchapplicationgs dif cult dueto thenumerousurdlesthatdevelopersandoper
atorsof suchsystemsnustovercome.Themostsigni cant of theseare: designingandimplement-
ing inter-operablesoftware;testingupgradedeforedeployment;planningfor recovery, in casethe
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upgraddails; anddeploying the new software.

Inter operability Thestateof theartpresents starkchoicefor distributedapplicationdevelopers
andoperators.Either developersmustdesignandimplementmechanismsgor interoperability or
the operatorsnustshutdown the systemcompletelywhenupgradesieedto be made.

Givenonly theseoptions,new softwareis generallydesignedo inter-operatewith old software,
whichis replacedn-situ. However, this approacho systemevolution suffersfrom two signi cant
problems.First, it severely constrainghe natureof feasiblechangesSecondjt imposesa heary
implementatiorandmaintenancéurdenon softwaredevelopers.

With respectto precludedchangesrequiringinteroperabilityprohibits changego important
distributedalgorithmssuchasthosethatcontrolmessageouting,load-balancingandcooperatie
caching.With regardto thedevelopers'burden,it maybe possibleto make smallchangesvithout
signi cant dif culty . But for large changesinteroperabilitymay essentiallyequirethe developer
to implementtwo very differentprogramsn asingleprocess.

Testing and recovery The essencef the testingproblemis coverage. While simulationand
testbedtestingmay uncoser someproblems,it is overly optimistic to expectsuchtestingto an-
ticipate problemsthat will occur“in thewild.” The recovery problemconsistsof two parts: re-
placemenbf faulty softwarewith a new version,and“undoing” the consequencesuchasdata
corruption,of the buggy software. This paperdoesnot focuson thesechallenges.However, we
brie y discusshow the VersionManagercouldbeusedto addressheseissuesn Section7.

Deploymentprocess Conceptuallythe deploymentprocessnight be quite simple. An operator
simply logs on to eachmachine downloadsthe new software,andrunssomeinstallationscript.
For large systemshowever, this simple processs complicatedby the reality that, at any given
time, somenodeswill beof ine. Furthermoregivenrecentstudieswhich show thatoperatorerror
is a signi cant sourceof outagedn Internetservices,t is essentiato automatethe deployment
procesg9, 10]. Today automations hinderedoy the complexity of errorhandling.For example:
whatshouldbedoneif a new versionfailsto start,afterthe old versionhasbeenoverwritten?

3 Designand Implementation

Thekey ideabehindour designis simultaneougxecution We borrov andadapttheideafrom the
deploymentof IPv6 (andotherprotocols)in the Internet. Figure2 providesa logical view of si-
multaneougxecution.Theessencef thetechniquas to allow multiple versionsof anapplication
to run simultaneouslyon a singlesener node(without interference)andto routeclienttrafc to
the appropriateversionor versions.The arrons in the diagramindicatethe senerto-sener com-
munication,highlighting the fact that inter-sener routing neednot be consistenin old andnewv
versions.

Simultaneousexecutionaddresseshe interoperabilityproblemby eliminating the needfor
senersto inter-operateamongstversions. This enablesmoreradicalchangesn sener to sener



Figure 2: Logical View of Simultaneougxecution

designs. Simultaneousexecutionsimpli es deploymentaswell. Becausenew versionsdo not
interferewith old ones,an automateddeploymentsystemcan simply kill a failed new version,
without needingto provide elaborateecosery mechanisms.

Figure3lillustratesthe realizationof simultaneousexecutionin the VersionManagerarchi-
tecture.While simultaneougxecutionsimpli es distributedapplicationupgradesit doesrequire
someapplicationspeci ¢ componentssuchasthe Application Proxy. Next, we explain the de-
tails of our VersionManagelimplementationandthe demandst makesof distributedapplication
developers We presentasestudiesthatquantifythe costsof meetingthesedemandsn Section4.

3.1 Isolating Versionson a Nodevia Virtual Machines

In orderto enabledifferent versionsof an applicationto run on a single physicalnode, asin
Figure3, we mustpreventdifferentversionsof the applicationfrom interferingwith eachother

To preventthis interferencea numberof well-known isolationtechniquesrangingfrom the
useof multiple processeso full-blown hypervisors might be used. At one extreme, processes
provide the leastisolation,with the lowestperformancempact. At the other hypervisorgrovide
strongisolation,with a greaterperformanceost.

We believe the morelimited isolationtechniquesuchas multiple processesor chroot()
ervironmentsareinsufcient. The multiple processapproachsuffersfrom the inability to readily
supportapplicationsthat are themselesstructuredas multiple processesMoreover, neitherthe
useof multiple processespor chroot()  supportamultiple userids, which might be neededoy
applicationsthatemploy “privilege separation’to protectagainstmalicioususers. They alsodo
not permit the multiple versionsof an applicationto listen on the sametransportprotocol (e.g.,
TCPor UDP) port.

A more promisingpossibility is to useBSD jail() ervironments,or Linux vserves, as
both of thesefacilities eliminatethe userid andlisteningport limitations. However, bothpreclude
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Figure 3: VersionManagerArchitecture.ColorsdesignatalistinctVirtual Machines.

softwareupgradeghatrequirenew kernels. A new kernelmight be desiredfor example,dueto
improvementsn lesystemor virtual memoryalgorithms.

To supporthebroadessetof possiblechangeswe choosehe Xen hypervisorasourisolation
ervironment.TheXenhypervisorrunsdirectly onthehardware,andprovidesanx86-like interface
to which operatingsystemkernelsareported.

UnderXen, eachkernelis executedn aseparatelomain consistingof resourcesuchasmem-
ory and(possiblyvirtualized)disksandnetwork interfaces.The systemis partitionedinto a root
domain,usedfor managingthe system,anda numberof userdomains,which hostapplications.
Typically, physicaldevicesaremanagedy theroot domain,while userdomainsseevirtual disks
andnetwork interfaces.

We run eachapplicationversionin a separateXen domain,with a privatevirtual disk (bacled
by storagein theroot domain),anda virtual network interfaceconnectedo a counterparin the
rootdomain.Theuserdomainsarecon guredwith uniqueprivatelP addressesl hey areprovided
with accesdgo the public network via the network addresgranslationfeatureof theroot domain.

This approachsolatesheapplicationversionsoy providing nearcompletesolationof names-
paces. Oneremainingresource however, is not isolated: communicationchannelsusedby the
application. Speci cally, theseare the channelsusedfor inter-sener, and client-serer commu-
nication. Our internodeisolation stratgy, implementedoy the versionrouter (Section3.2) and
applicationproxy (Section3.3), provide isolationfor theseresources.

3.2 Routing Inter-Server Messagesvith a Version Router

Theneedto manageanter-sener communicatiorarisesfrom the factthatthe senerto-sener pro-
tocolsfor new versionsof an applicationare likely to usethe sameTCP or UDP port as prior
versions. Thus,whena paclet arrivesfrom a remotesystemfor the applications port, it is not
clearto which versionof the applicationthe paclet oughtto be delivered.



To resolethis contentiorfor transport-layeports,weinterposea transparenproxy, whichwe
callaversionrouter onthecommunicatiorbetweeranapplicationandits peersonothernodes.To
guaranteghatapplicationtraf c is routedto correctversionsat peerstheVersionRouterprepends
a headerto eachoutboundrequestjdentifying the versionnumberof the sender This headeris
examinedandstrippedby the proxy on the peernode,which routesthe requesto the appropriate
applicationversion. To accommodatehe fact that the applicationmay also communicatewith
servicesthat do not useversionmanagemenfe.g. public web seners, mail seners, etc.), the
proxy doesnotinterposeon suchservices.

In orderto facilitatethis differentiatedreatmenbf managed@ndunmanagettaf c, werequire
theapplicationto registerthe network portsusedto implementthe applications protocols.This s
accomplishedvith a simpleprotocol,similar to portmap We provide atool thatis run aspart of
thebootstrapprocessn theisolationernvironment,which acceptghe applicationport numbersas
acommand-lineargumentandregistersthe applicationwith the versionrouter

3.3 Mediating Client Accessthr ough an Application Proxy

Therole of the applicationproxy is two-fold. First, if the client protocolhaschangedthe proxy
may needto translateclient-to-serer andsenerto-clientmessagesSecondthe proxy mustpro-
vide auni ed view of the systento clients,maskingthe existenceof multiple versions.

The translationof requestsand responsesvill necessarilybe applicationspeci c. We hope
that separatingnessagéranslationandthe implementatiorof the new sener will simplify both.
However, we acknavledgethattherequiremenfor translatiorwill discouragehangeso theclient
protocols.

Thetaskof makingmultiple independensystemsappeaito behae asa singleconsistensys-
temseemsat rst blush,to be quite arduous.To provide this illusion, we mustsolve threesub-
problems.First, ary dataavailablein the systemat the time the upgrades initiated mustremain
availableto all clientsduringandafterthe upgraderegardlesof which versionof the systemthey
accessSecondarny changesnadeto the client-visible statemustbe madeto all versions.Third,
despitethe fact that statemay be changingeven during the upgrade clients of the old and new
versionsshouldbe ableto agreeon whatthe systenstateis.

As dauntingasall this seemsfor the applicationswe have studied,we have accomplished
thesetasksusingvery simpleapproachesTo provide accesgo old datain new versionswe have
written migratorsthatcopy datafrom old versionsto nen?. To ensurethatclientsof new versions
canaccesghis databeforemigrationis complete we have the applicationproxy resubmitfailed
readsto older versions. To guaranteghatall changesarevisible in all versions,the application
proxy submitswritesto all versionsyeturningsuccesso theclientif (andonly if) all runningver-
sionsreturnsuccessTo provide meaningfulsemanticacros<lientsaccessinglifferentversions,
we exploit the self-certifying natureof the resultsreturnedby the applications. We discussthe
implementatiorcostsof thesesolutionsin Section4.

Thesearerun from the upgradescriptdescribedn Section3.5.



typedef int (*data_cb t)
(vers_t, databuf&, conn_handler&);

struct  proxy_callbacks {
data cb_t handle_request;
data_cb t handle_reply;

3
Figure 4. Framavork/applicationinterface

3.4 Supporting Application Developerswith a Proxy Framework

Developingan applicationproxy is a non-trivial task, particularlyfor streamprotocols(suchas
TCP) thatdo not presere messagdraming. To assistthe developer we provide a proxy frame-
work in C++, whichmanagesetwork communicationganddatabuffering, callinginto application
speci ¢ codefor messagéranslationanddispatch.

Speci cally, the framenvork manage®achclient connectionandits associatederner connec-
tions, usinga connectiorhandler The connectiorhandlerinterfaceswith the applicationspeci ¢
codevia two callbacks:handle_request() , andhandle_reply() . Theformeris called
whenamessagés recevedfrom aclientconnectionthelatteris invokedonreceiptof datafrom a
senerconnectionTheagumentsuppliedn thesecallbacksaretheversionnumberof thesender
abuffer containingthe data,andareferenceo theinvoking connectiorhandler Figure4 givesthe
C++ declaratiorfor this callbackinterface.

In additionto the standardeadandwrite operationsgdatabuf supportsapeek() operation.
This operationreturnsdatafrom the buffer, without consumingt. Subsequentallsto peek()
will returnthe datafollowing the peeleddata.Peeleddatais consumedvhenthe handlerreturns,
with thereturnvalueof the handlerindicatingthe numberof bytesto be consumedThe effectsof
interminglingread() andpeek() callsareunde ned.

Themotivationfor peekablduffersis to supporparsershatneedo examinearbitraryamounts
of databeforethey candeterminaf the messagés complete Without peekablduffers,the parser
would have to supportincrementaparsing. With peekablebuffers, if the messagés incomplete,
we cansimply discardthe parserstate andtry againwvhenmoredatais available. Figure5 details
the buffer API.

The last agumentto the callbackis a referenceto the connectionhandler The connection
handlerprovides calls for enqueuingdataeitherto a sener (by specifyingthe protocol version
implementedy thesener), or to aclient. Ownershipof enqueuedufferspasseso theconnection
handler The connectionhandleralso providesthe applicationcodeaccesgo a list of running
versions We list the connectiorhandlerinterfacein Figure6.

Theversionlist is requiredsothatthe applicationcodecandecidewhereto dispatcharequest,
andwhattranslation(if any) is necessarysimilarly for replies).Theversiondist providesmin()
andmax() methods,which return pointersto the leastand greatestavailable sener versions.
vers_list alsoprovidesthe usualcalls (e.g. operator++()  , operator--() , etc.) used



class databuf {
public:
databuf(const databuf& orig);
databuf(const databuf& orig,
size t len);

int read(char  *buffer, int len);
int  peek(char *buffer, int len);
void reset_peek();

void append(char *buffer, int len);

Figure 5: Buffer API

class conn_handler  {
public:
void enqueue(vers_t version,
databuf  *buf);
void enqueue_client(databuf *buf);

vers_list& versions();

h
Figure 6: ConnectiorHandlerAPI
to iterateover lists.

3.5 Upgrade Discovery, Distrib ution, and Installation

As part of the upgradeprocessnodesmustlearnthata new versionis available,andthey must
retrieve the softwarefor the new version.We solve the rst problemby usingthe VersionRouter
to piggybackversionadwertisemenimessagesn serner-to-sener communicationand solve the
secondoroblemusingtheBitTorrent le transferprotocol.

To supportupgradediscovery, the VersionRouteraddsa secondeld to theheadeiit prepends
on outgoingsenerto-sener messagesWhereagshe rst eld of theheadelidenti es the sending
applicationversion,thesecondeld adwertisesary oneof the otherversions(randomlyselected)
runningon the samehostasthe senderThis enableghe VersionRouteron othernodeso learnof
new versionsrom the senderor to inform the sendethatoneof its runningversionss obsolete.

Whenareceving VersionRouterlearnsof a new version,it executesan upgradescript. The
script's agumentsncludethe addresof the VersionRouterthatadvertisedthe new version. The
scriptis responsibldor retrieving the new software,andcreatinga new domainto hostthe new
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applicationversion.Thespeci ¢ stepstakenby the upgradescriptareasfollows:

Download Thescriptcopiesa.torrent le from thenodead\ertisingthennew version,and
startsa BitTorrentclientto transferthe le.

PrepFS Thescriptcreatesa lesystemimagefor the new applicationversion.

CreateVM Thescriptcreatesa Xendomainto hostthe new version.

A boot-timescriptexecutedn thenew VM manageshe remainingtasks:

Copy to VM Copiesnew softwarefrom root domainto applicationdomain.

Con g app Unpackthesoftwareandrun ary installationprocedure.

Running Runtheapplication.

4 CaseStudies

In this section,we describeour experiencein applying our VersionManagermethodologyand
toolsto two applications:CFSandIRISLOG.

4.1 Cooperative File System(CFS)
4.1.1 Application Overview

CFSimplementsa distributed lesystem overthe ChordDHT. Conceptuallywhena userwritesa
le into CFS,the le is brokeninto blocks?. Eachblockis storedin the DHT, with thehashof the
block's contentusedasthe storagekey. The lesystemdirectoryis alsostoredin the DHT.

2Physically blocksarefurtherbrokeninto fragmentswhich areactuallystoredon the DHT nodes.Thefragmen-
tationof blocksimprovesfaulttolerancd11].



Figure 7| illustratesthe structureof the CFS lesystem in more detail. All blocks (whether
belongingto a le or adirectorynode)arepointedatvia contenthasheswith the exceptionof the
rootblockfor a lesystem. A lesystemrootis namedusinga publickey from apublic/privatekey
pair. Therootblockis signedusingtheprivatekey correspondingo thepublickey undemwhichthe
root block is storedin the DHT. The useof content-hasheandpublic-key cryptographyprovides
a self-certifying lesystem. Note thatbecausery modi cation of a lesystemrequireschanging
meta-dataall the way up to the root block, only a holderof the private-ley for a lesystem can
modify the lesystem's content.

As illustratedin Figure8, a nodeparticipatingin CFStypically runstwo daemonsithe CFS
userspaca\FSsener, andthe CFSblock sener (Isd). Additionally, thenoderunsanNFSclient,
to mountthe lesystem. The operationof the completesystemis as follows: whena process
attemptdo reada le from CFS,thekernel's NFSclientissuesRPCsto the CFSuserspace\FS
sener. The NFS sener, in turn, requestdblocksfrom Isd. Isd issuesRPCsto its Chord peers,
to retrieve the requestedlock from the DHT. After Isd recevesthe block, it returnsthe resultto
the NFS sener, which repliesto the NFS client. The kernelthenreturnsthe requestediatato the
readingprocess.

Figure8/diagramghe protocolinteractionsbetweerisd andotherentities.Fromthis diagram,
we notethatIsd communicatesvith the NFS sener usingthe dhashgateray protocol, which is
implementedasRPCsover eithera Unix socket or a TCP soclet. Isd communicatesvith its peers
usingthe chord, ngers, dhash and merkle_syngrotocols,typically as RPCsover UDP. The
chord and ng ers protocolsimplementChordrouting, while the dhashandmerkle _syngrotocols
frovide block insertion/retrigal andblock availability maintenancén the faceof nodejoin/leave
3

With thisunderstandingf CFSin hand,we proceedo describenow we applyourmethodology
to CFS.

4.1.2 Applying Version Manager to CFS

For CFS,we chooseto provide versionmanagementor the protocolsimplementedoy CFS, but
notfor the NFS protocol,asit is expectedio remainstableover differentversionsof CFS.Below,
we describehetasksrequiredto useVersionManageifor CFS.

Application Proxy As describeckarlier the applicationdevelopermustprovide a proxy which
mediatesclient accesduring simultaneousexecution. Using our proxy framework, andlibrary
routinesfrom the CFS sourcecode, we have written a proxy which implementsthe mediation
stratgy describedn Section3.3 This proxyis approximately500linesof C++code.

Statemigration To useVersionManagefadevelopermustalsoprovide amechanisnior copy-
ing statefrom old versionsto new. To meetthis requirementfor CFS,we have implementeda
simpleprogramto copy theblocksfrom oneversionto another Theprogramuseshemerkle_sync

3In practice theseprotocolsareencapsulateth CFS'transportprotocol,whichmultiplex/demultiplex--esmessages
betweervirtual nodes.We omit this detailin furtherdiscussion.

10



protocolto querythe old versionof the applicationfor a list of blocksstoredlocally. The copy
programthenattemptsto readthe sameblock from the new version. If the readfails, the copier
readsthe block from the currentversion,andwritesthe block to the new version.This programis
alsoabout500linesof C++ code , makinguseof the CFSlibrary routines.

Consistency As notedin Section3.3, clientsof old andnew versionsshouldbe ableto agreeon
the systenstate eventhoughthe statemay be changing.Giventhatclientsmay be modifying the
lesystem at the sametime that our statemigrationtool copiesblocksfrom the old versionto the
new, it would seemthatinconsistenciemightarise.

Fortunately CFSalreadyhasmechanism$or dealingwith write con icts. Namely thecontent
of ary block written (excepta lesystem root block) musthashto the samevalue asthe name
(DHT key) underwhich the block is written. Thus,two writes to the sameblock with different
contentare highly unlikely. For root block changesCFS requiresthat the root block include a
timestampandthatthetimestamgs greaterthanthatof the existing block.

4.2 |RISLOG
4.2.1 Application Overview

IRISLOG is adistributednetwork andhostmonitoringservicethatallows usergo ef ciently query
thecurrentstateof the network anddifferentnodesin aninfrastructurelt is built on IRISNET [2],
awide areasensingserviceinfrastructure.Currently IRISLOG runson 310 PlanetLalnodesdis-
tributedacrossl50sites(clusters)spanning ve continentsandprovidesdistributedqueryon dif-
ferentnode-and slice-statisticé (e.g., CPU load, per node bandwidthusage per slice memory
usageetc.) of thosenodes.

At eachPlanetLabnode, IRISLOG usesdifferent PlanetLabsensord12] to collect statistics
aboutthe nodeandstoresthe datain alocal XML databaselRISLOG organizesthe nodesasa
logical hierarchyof country  (e.g., USA), region (e.g., USA-East),site (e.g., CMU), and
node (e.g., cmu-nodel)A typical queryin IRISLOG, expressedn the XPATH languageselects
datafrom a setof nodesforming a subtredn the hierarchy

IRISLOG routesthe queryto theroot of thesubtreeselectedy thequery IRISNET, theunder
lying infrastructurethenprocessethe queryusingits genericdistributed XML queryprocessing
mechanismslUponreceving a query eachlRISNET nodequeriesits local databasedetermines
which partsof the answercannotbe obtainedfrom the local databaseandrecursvely issuesad-
ditional sub-queriego gatherthe missingdata. Finally, the datais combinedandthe aggreate
answeris sentto theclient. IRISNET alsousesin-network aggreationandcachingto make the
gueryprocessingnoreef cient [13].

Both IRISLOG andIRISNET arewritten usingJava.

4A sliceis ahorizontalcutof globalPlanetLalresourcesA slicecompriseof anetwork of virtual machinespan-
ning somesetof physicalnodeswhereeachvirtual machine(VM) is boundto somesetof local pernoderesources
(e.g., CPU,memory network, disk).
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4.2.2 Applying Version Manager to IRISLOG

At a high level, IRISLOG consistsof two independentomponentsthe modulethatimplements
thecorelRISLOG protocol,anda third-partylocal XML databaseWe chooseto provide version
managemerfor the rst componentsincethelatteris expectedo bestableover differentversions
of IRISLOG. In thissectionwe highlightthechangedRISL OG requireso incorporateour Version
Manager

Application proxy The IRISLOG applicationproxy processegjueriesby submittingthemin
parallelto all versions,andreturningthe longestresult. The longestresultis chosenin orderto
maskdatathatis missingfrom a new versionduring the interval betweenthe new versionbeing
broughtonline,andthe time whenall old datahasbeencopiedto the new version. Dataupdates
areprocessedy issuingthe updateto all versionsandreturningsuccessf andwhenall versions
returnsuccessThelRISLOG applicationproxy is approximately300lines of C++, makinguseof
our proxy framework.

State migration IRISLOG usesa database-centriapproachand henceall its persistentstate
is storedin its local XML database.Thus, statemigrationinvolvestransferringthe local XML
databasef the old versionto the new version. IRISLOG providesAPIs for an IRISLOG hostto
copy or moveaportionof thelocaldatabaséo aremotehostwhereit getsmeigedwith theexisting
local databas¢usedmainly for replicationandload-balancingurpose).

To copy thelatestpersistenstatefrom anold version,we startthe new versionwith anempty
databasendusethe IRISLOG command-lineclient to copy the whole local databasef the old
versionrunning on the samehostto the new version. The migrationtool is implementedwith
about50 linesof shellandperl codethatcallsthe command-lineclient.

Consistency Unlike CFS,we do notneedto handlethe consisteng issuedor IRISLOG. Thisis
becauséRISLOG's datahassinglewriter (the correspondingensor)and,thus,thereareno write
con icts.

5 PerformanceEvaluation

In this section we examinethreekey aspect®f the performancef our system:

How long doesan upgradetake to complete,and how doesthis scalewith the numberof
nodesn thesystem?

How muchoverheadioesour systemmposeduringnormalexecution(i.e.,whennoupgrade
isin progress)?

How muchdisruptionis causedluringanupgrade?

We rst describeour experimentaketup,andthenanswereachquestionposed.
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5.1 Experimental Setup

We conductedall our experimentson Emulab[14] usinga setof 850 MHz Pentiumlll machines
with 512MB of RAM, and100Mbit EthernetNICs. The operatingsystemis FedoraCore2.

Our IRISLOG experimentsusea hierarchyof the samedepthasthe original IRISLOG run-
ning on PlanetLab,but consistingof only a subsetof the PlanetLabnodes. Speci cally, our
hierarchy part of which is shawvn in Figurel9, representshreeregions (USA-East , USA-Mid ,
andUSA-West) of the USA. Undereachregion, we have two PlanetLabsites(CMUandMIT in
USA-East , Univ. of Texas andUIUCin USA-Mid, Stanford andUniv of Washington
in USA-West). Finally, eachsite hastwo PlanetLalmodes.

We createda topology in Emulabto representhis hierarchy The latenciesof the links in
the topologyare assignedaccordingto the expectedlatenciesbetweenthe of correspondingeal
PlanetLamodes.The bandwidthof links betweemodesin the samesiteis 100 Mbps, while that
for thewide arealinks is 5 Mbps. Figure 10illustratesthe mappingof theIRISLOG datahierarchy
to thenodetopology

SSincedifferentnodesat the sameevel of the hierarchyprocessaqueryin parallel,responsg¢imesmostlydepend
onthedepthof thehierarchy Thereforetheresponséimesin our simplesetuparevery similarto thosein theoriginal
IRISLOG.
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Our experimentsvith CFSfocusonaLAN topologyof 16 nodes.Thelinks have abandwidth
of 100 Mb/sec,anda delayof <1 ms. Thelsd daemonsrecon gured to run onevserver
each.For le readsandwrites,ablocksizeof 2 KB is used.

5.2 Timeto CompleteUpgrade

In this sectionwe presenthetime requiredfor a system-wideupgradeaswell asa break-daevn of
the costsof the upgradeprocedurdor a singlenode.We studythetime to upgradeboth IRISLOG
andCFS.Both IRIsLoG andCFSusea 2 GB lesystemimagefor theapplicationVMs. Thesize
of the softwaredownloadis 48 MB for IRISLOG, and6 MB for CFS.

IRISLOG. To measurdhe time requiredto completea system-wideupgradeof IRISLOG, we
starta new versionof IRISLOG on theroot nodeof the datahierarchy We thenexecutea series
of queriesanddataupdatedrom our client node.Querieshat passthroughnodeshaving the new
versioncausechildrenof thosenodesto initiate upgrades.

We presenthetime to completean IRISLOG upgraden Figurell Theverticalaxisdenotes
the stepsin theupgradeprocessasdescribedn Section3.5. Eachseriegepresentthe progresof
a singlenodethroughthe upgradeprocess.The progresf the IRISLOG root node,which seeds
theupgradejs distinguishedvith a heary dashedine. A subtletyto noteis that, for the seeding
node theDownload stagerepresenttimetakenin house-kepingtasksratherthandownloading
theupgrade.

The IRISLOG upgradeexperimentwas conducted ve times, andthe resultpresenteds the
worst caseamongsttheseruns. The time to upgradelRISLOG in this caseis 489 seconds.This
compareso amaximumof 434secondsnaximumin theotherfour runs.Comparisorof Figure 11
with graphsfor the otherexperimentgnot shavn) shows thatthe differencearisesfrom the large
time spentfor the lastnodein Figure'11 to learnof the availability of a new version. Thetime
takenin this case however, is within the expectedvariationfor our benchmarkvorkload.

Acrosstheruns,the preparatiorof the lesystem for the new versionconsistentlydominates
the upgradetime. Evenin the casepresentedyith a higherthantypical time spentwaiting to
learnof anupgradethe lesystem preparatiorstageaccountdor 210 secondf the 489 second
upgradeprocessor about40%.

Thetimerequiredto preparea lesystemfor thenew versionis dueto our simplisticapproach,
which simply createsa new copy of a baseline lesystem on demand.Shouldit be necessaryo
completeupgradesnorequickly, thetime spentpreparinghenew lesystem couldbe eliminated
throughary numberof techniqguessuchaskeepinga spare lesystemimagearound,or by using
copy-on-write,or stackablelesystems.

CFS. To measurehe global upgradetime of CFS,we rst bootlsd on all the nodesin the
system.We monitor the routing tablesof the nodesto determinewhenall the nodeshave joined
theChordring. We startanew versionof Isd ononeof thenodesn thesystemWe thenmeasure
thetime until thenew versionof Isd hasstartedexecutionon eachnode.Throughoutheprocess,

14
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Figure 11: Time requiredto upgradelrisLoG. Thethick dashedine denoteghe progressof the sener
seedingheupgrade Otherlineseachrepresenbneothernodein IRISLOG.
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Figure 12: Time requiredto upgradeCFS.Thethick dashedine denotegheprogresof the sener seeding
theupgrade Otherlineseachrepresenbneothernodein CFS.

aseparatelientnodewritesto CFSusingthe seednodeto accesCFS®

Figure12 presentghe time requiredto upgradea sixteennode CFSsystem.This experiment

was run once. As with IRISLOG, the dominantcostin this upgradeis the time to preparethe
lesystemfor thenew version’ Thesamedechniqueproposedo accelerateipgradesor IRISLOG
would applyfor CFS.

To determinethe scalingbehaior of upgradesye have conductedhe CFSupgradewith 32,
48,64,and80nodes Theresultsareshavnin Figure13. We nd thattheupgradeimeis constant
betweerl6and48nodesandalsobetweer64 and80nodes.Thedominantifferencebetweerthe
smallerandlargerexperimentss thetime takento downloadtheupgrade Recenstudieqd 15] have
shown thatthe meandownloadtime for BitTorrentclients(in a swarm)is dependenbnly on the
meanuploadbandwidthof all theclients,andis independentf thenumberof clientsin theswarm.
This leadsusto speculatéhatthe larger experimentg64 and80) force Emulabto usenodesthat
are separatedy one or more switches,while the smallerexperimentsusenodesconnectedo a
singleswitch. The bottleneckbetweerthe clusterdeadsto longertransfertimes.

SEvenwhenclienttraf ¢ is absentCFSnodescommunicatevith eachotherperiodicallyto accomplishtaskslik e
Chordring maintenanceThus,theclienttraf ¢ is notnecessaryn orderto propagatehe upgrade.However, we use
theclienttraf c to measurehe performanceluringanupgradewhichis presentedn Sectior5.4.

"The differencein time requiredto preparethe new lesystem betweenlRrisLoG and CFSis dueto a slight
changen theprocedurdor preparinghe lesystem. Ratherthancopying abaselesystemdirectly, we decompresa
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Figure 13: CFSUpgradeScaling

Scalingin number of nodes. Althoughtheresultsabore arebasedon relatively small deploy-
ments,we arguethat our approachhasgoodscalingpropertyandthereforeis feasiblefor large-
scaledistributedsystems.This is dueto the obsenationthatthe time requiredfor a system-wide
upgradeis proportionalto the diameter(in numberof hops)of the systemtopology® andalmost
all large distributedsystemausesmall-diametetopologyfor scalability For example,diameters
of CFSand DNS (examplesof structuredtopologies)and gossip-basedystems(exampleof a
randomtopology) are logarithmicto the numberof nodesin the systemandthe diameterof the
Gnutella(exampleof anunstructuredopology)network consistingof around400,000nodeshas
beenmeasuredo be20[16]. Ourapproacltanupgradealargedistributedsystemin areasonable
amountof time aslong asit hasareasonablymalldiameter

5.3 Virtualization Overhead

IRISLOG To measurehe overheadmposedby our systemwhenrunninglRISLOG, we bench-
markthelateng to executeupdateandqueryoperationsvith andwithout our system.For queries,
wevarythesizeof thequery in termsof thenumberof senersthatmustbecontactedo answeithe
guery This numbervariesfrom one,for aNode query to twelve, for aCountry query Update

compressedopy.
8The upgradetime alsodependson trafc pattern,but mostsystems(e.g., CFS) useperiodicbackgroundraf ¢
thatwe canuseto triggeranodes upgrade.
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Figure 14: Overheadf runninglrisL OG with our system.

operationsin contrastalwaysinvolve only a singlenode,asIRISLOG permitswritesonly at leaf
nodes.

Eachoperationtype, suchasanupdate,or Nodequery is executeda minimum of 150times.
Figurel4 presentshe averagesand95%con denceintervalsof theresponsdimesfor eachoper
ation. For mostoperationsye obsere a modestincreasdn lateng of 8% or less. However, for
Countryqueriesthis risesto about14%.

CFS To evaluatethe overheadof VersionManagerfor CFS,we benchmarkthe readandwrite

throughputachievedby a singleclientaccessingt CFSserviceof 16 nodes.In theseexperiments,
1 MB of datais readfrom or written to the le systemusingthe dbm programfrom the CFS
distribution. The datais writtenin 2KB blocks,with a concurreng level of 0.° Eachoperationis

repeatedt least25times.

To determingheperformanceandsource®f overheador CFSunderVersionManageywe run
ourbenchmarlunder ve differentconditions asillustratedin Figure15. In the Native con gura-
tion, CFSis runningon a standard.inux kernel,with the kernelrunningdirectly onthe hardware.
In the Xen con guration, we run CFSinside a single Linux domainatop of Xen. Xen 2D in-
troducesa secondLinux domain. In this con guration, CFSrunsinsidethe seconddomain,and
communicatesvith peernodesby passingraf ¢ througha NAT runningin therootdomain.In the

9Theconcurreny level is the maximumnumberof outstandingeadof write requests.
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Figure 15: Machinecon gurationsfor CFS overheadexperiments.Colorsdesignatalistinct Virtual Ma-
chines.

VersionRoutercon guration, we replacethe NAT with our VersionRouter Finally, the Version
Managercon gurationincludestwo Xen domainsthe VersionRouter andthe Application Proxy:.
Figure16 presentshe meanand95% con denceinterval for readandwrite throughpuiachieved.
We nd thatrunningCFSunderXenreduceseadthroughputy 18%andwrite throughputy
8%. Introducinganotherdomainreducegeadthroughputoy 50%, andwrite throughputoy 25%,
bothrelative to native execution. The additionof the versionrouterandapplicationproxy causes
afurther50%reductionin readthroughputand40%reductionin write throughput. As compared
with native execution,we seea 72% reductionin readthroughputanda 52% reductionin write
throughputWe believe theseoverheads€anbereducedaswe explainin Section?.

5.4 PerformanceDegradation During Upgrade

We now examinehow the normaloperationanapplicationis disruptedoy anongoingupgrade.

IRISLOG Tomeasurgheimpactof anupgradeonIRISLOG performanceywe executeourbench-
markworkload(of Section5.3) before,during,andafteranupgrade.

During an upgradethe IRISLOG applicationproxy processesjueriesby submittingthemin
parallelto all versions,andreturningthe longestresult. The longestresultis chosenin orderto
maskdatathatis missingfrom a new versionduring the interval betweenthe new versionbeing
broughtonline, andthe time whenall old datahasbeencopiedto the new version. Dataupdates
areprocessedy issuingthe updateto all versionsandreturningsuccessf andwhenall versions
returnsuccessWe do not terminatethe old versionin this experiment. Hence,during the “post
upgrade”period,bothversionsareexecuting.

Theexperimentis repeated times. Figure 17 presentshe averagequeryandupdatelatencies
duringandafteranupgrade.The gure repeatghe Native executionandVersionManager(non-
upgrade)datafrom Figure 14, for easeof comparison.Resultsfor the upgradeperiodincludea
total of 24 countryqueriesand72 region queries. All otherbarsincludeatleast140trials'®.

As expectedthe gure shaws thatperformancealoesdegradewhentwo versionsarerunning
(i.e.,duringandpostupgrade) Therelatve overheadduringandafterupgrades relatively similar.
The overheadduring the post-upgradeeriod rangesfrom 15% for updatesto 51% for country

0Thedifferencan numberof operationss dueto our choiceof workload,andthefactthatthenumberof operations
executedduringtheupgradeperioddepend®n thelengthof theupgradeprocess.
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gueries. We believe that the larger queriesincur more overheadfor simultaneougjueriessince
therearefewer idle resources the systemfor executingthe secondnstanceof the system.

6 RelatedWork

Severalresearchebave looked at the problemof upgradinglarge-scaleistributedsystems.The
mostrelevantof theseare: (a) work on upgradingthe Internetrouting infrastructurg 17], and(b)
work onupgradingclassesn object-orientedlatabasefgl .

The Internetrouting infrastructurecanbe viewed asa large distributedapplication. As mary
networking researchersave bemoanedthedif culty of upgradingor incorporatingnew function-
ality into the Internetinfrastructurehassigni cantly limited the deploymentof new techniques.
This dif culty is theresultof botha designthatdoesnot accommodatautomaticdeploymentof
new functionalityandthedistributedownershipof the Internet(makingit dif cult to reachconsen-
susaboutupgrades)TheActive Network [17] communityspentmary yearsattemptingio address
theseshortcomingsvith, unfortunatelylittle successHowever, we believe someof theimportant
lessondrom this work andthe deploymentof new protocolsin the Internetdo carry over to the
areaof upgradingdistributedapplications.

A varietyof work hasfocusedon upgradingclassesn object-orientedystemsA commonap-
proachto this problemrelieson eitherstoppingthe systemnto applytheupgraddq 19] or by limiting
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thetypesof changeshatcanbemade[20, 21, 22]. More recently Boyapatietal.swork [18], on
the Thor system,denti es a key setof propertiedor objectupgraderansformshatallow object
upgradego be postponeduntil the objectis accessed Assumingthat this objectis accessedh-
frequently suchupgradesnight be processedh the backgroundvithoutinterruptingservice.Our
work differsin someimportantways. First, we do not requirean object-orienteddesign. Sec-
ond, we try to hide serviceinterruptionsregardlessof the services accesgattern. In addition,
while their systermplacegestrictionson thetype of upgradespur systenplacesestrictionsonthe
type of applicationghatwe cansupport. However, our systemlikely incurshighercomputation
overheadhanThor sincewe rely on simultaneougxecution. Thesedifferencesuggesthatboth
systemsareusefulin differentcontets. The focusof eachsystemmight be the resultof the fact
that our designwas motivatedby the challengesof maintainingthe distributed systemssuchas
thosedeployedon PlanetLabywhile Boyapati's work seemsnoremotivatedby the object-oriented
databaseommunity

7 Discussion

In this paperwe have proposedhe useof simultaneougxecutionin orderto easethe challenging
taskof upgradingadistributedapplicationservice.We usedourimplementatiorof theconceptthe
VersionManagerto upgradeCFSandlrisLog, two distributedapplicationsvhich aresubstantially
differentin theirdesign.

While we have nottackledtestingor recovery from failedupgradesn this paper simultaneous
executioncaneasehesetasksaswell. Simultaneougxecutioncanimprovethecoverageof testing
by enablingthetestingof new softwareunder eld conditions.To do so,the softwaretestingteam
would write anapplicationproxy thatsendsequestso boththe currentversion,andtheversionto
be tested. The proxy would comparerepliesfrom theseversions providing developersfeedback
on possibleerrors.Sucha proxy would be similar to recentwork for NFStesting[23].

Simultaneousexecutionalso offers a straightforvard approachto handlingbuggy upgrades.
During the simultaneousexecutionperiod, arny operationmodifying the stateof the systemis
routedto all runningversions. If a bug is found in the versionbeforethe old versionhasbeen
retired,we recover by simply retiring the new version.Notethatevenif thebugis foundonly after
theold versionhasbeenretired,somerecovery is possibleby revertingto a“known good” state.

While simultaneousxecutionpromiseghesebene ts,theperformancef our prototypeimple-
mentationis limiting. In additionto typical pro ling andoptimization,a numberof possibilities
exist for improving the performanceof our system. First, we believe our heary useof a non-
congestion-controlletransportprotocol (UDP) for relayingtrafc betweenmultiple domainsis
unusualpnewhich Xenis notexplicitly tunedfor. Secondgiventhewell-de ned functionality of
the VersionRouter it could bere-writtenasa kernelmodule. A third possibilityis to run the ap-
plicationin the samedomainasthe VersionRouterand Application Proxy, eliminatingcross-VM
communicatiorcosts. Finally, asthe Application Proxyis only requiredwhenmultiple versions
areexecuting,the proxy couldbeloadedaspartof theupgradeprocess.
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8 Conclusion

In this paperwe have describedhesimultaneougxecutionapproacho upgradindargedistributed
systemsThis approachrelieson: 1) viewing differentversionsof a distributedapplicationassep-
aratedeployments,and?2) usingvirtual machinetechnologyto effectively sharea commoninfras-
tructurebetweenthe differentactive versions. We describeda prototypeimplementationof our
design,calledthe VersionManager This prototypeincorporatesa numberof techniquego help
developersresole ary applicationspeci ¢ processinghatmustbe doneaspartof usingsimulta-
neousexecution. Finally, to demonstratehe practicality of the simultaneousgxecutionapproach
to upgradesye adaptedhe VersionManagerto supportupgrade®f boththe CFSdistributed le
systemandtheIRISLOG monitoringsystem.Our experiencewith theseapplicationsndicatesthat
theVersionManagemeedgelatively little newv codeto supportnew applicationsandthatthe Ver
sionManageitis effective at propagatingipdatedo differentnodesn thesystem We alsoobsened
thatthe VersionManagerdoesdegradeperformancen somescenariosHowever, we believe that
theadditionalfunctionality provided by the systenfar outweighsts overheadn mostsituations.
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