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Abstract

Developersandoperatorsof distributedsystemstodayfacea dif�cult choice. To provide for the
evolution of their systems,they caneitherrequirethat thesoftwarerunningon all nodesbeinter-
operable,or they canshutdown the entiresystemwhenan upgradeis required. Requiringin-
teroperabilitycomplicatesthe life of systemdevelopers,while shuttingdown the systemannoys
users.Weproposesimultaneousexecution, amiddlegroundbetweentheseapproaches:anupgrade
methodologythatreducestheextentof supportrequiredfor interoperability, while alsoproviding
systemavailability duringupgrades.We demonstratethebene�ts of our approachby applyingit
to two widely differentdistributedsystems:the Cooperative File System[1], and IRISLOG [2].
Our proposalenableseasyupgradeof thesesystemswhile maintainingsystemavailability, and
requiringonly minimal supportfor interoperability.
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1 Intr oduction

Many networking researchershave bemoanedthat thedif�culty of upgradingthe Internetinfras-
tructurehasleadto theossi�cationof bothInternetresearchandInternetfunctionality[3]. Several
promisingtechnologies,suchasIP Multicast,IntServ, Dif fServ, RED,andFair Queuing,have all
failed to be widely deployedat leastpartly dueto the dif�culty of changingor upgradingrouter
functionality.

Recently, researchershaveproposedanumberof new application-layerinfrastructuresfor dis-
tributedapplications[4, 5], distributedstorage[1, 6, 7], andsensorsystems[2]. However, these
infrastructuresmay sharethe Internet's weaknesssincefew (if any) of theseinfrastructuresac-
commodateeasyupgrades.In thispaper, wepresenttechniquesthatsimplify theupgradeof many
distributedapplications,includingthesecritical application-layerinfrastructures.

With respectto upgradability, thefundamentaldesignchoicefacedby developersof distributed
applicationsis whetherto requireversionsto inter-operatedirectly, or to requirethattheapplication
be shut down as part of the upgradeprocess. However, we believe that a betteralternative is
available for many cases:one that maintainssystemavailability, while minimizing the support
requiredfor interoperability.

In oursimultaneousexecutionapproach,weexecutemultipleversionsof anapplicationsimul-
taneously, on thesamehardware. We thentreatthesedifferentversionsasseparatedeployments.
Two versionsof anoverlaynetwork service,for example,aretreatedasseparateoverlaynetworks.

To enablemultiple applicationversionsto run on the samephysicalinfrastructure,we must
preventinterferencebetweenmultiple versionson a singlenode,andcarefullymanagecommuni-
cationbetweennodes.We preventinterferencewithin a nodethroughtheuseof virtual machines
(VMs). With respectto inter-nodecommunication,we isolateversions,so thatonly nodesof the
sameversioncommunicatewith eachother. We managemessagesbetweenclientsandtheappli-
cationusingapplicationproxies,whichmediateclientaccessto theservice,maskingtheexistence
of two versions.

In this paper, we arguefor thegeneralapplicabilityof our approach,by describinghow a pro-
totypeimplementationof our design,calledtheVersionManager, supportstwo recentlyproposed
distributed infrastructuresthat differ substantiallyin their designs: the CFS distributedstorage
system[1] andthe IRISLOG distributedinfrastructuremonitoringsystem[8]. As an exampleof
theirdifferences,CFSreliesonanunderlyingDHT to organizeandstorewrite-oncedata,whereas
IRISLOG usesanunderlyingtree-basedstructureto storeread-writesensordata.Ourexperimental
resultswith this prototypeshow thatwith our parallelexecutionapproach,we areableto upgrade
bothapplicationswithout disruptingavailability.

The VersionManagerdramaticallyreduces,but doesnot eliminateinteroperabilityrequire-
ments. The speci�c componentsthat VersionManagerrequiresarethe applicationproxy, anda
tool to copy statefrom oneversionto another. Usingaproxy framework which we provide,along
with existing CFSlibrary routines,theapplicationproxy for CFSis about500linesof C++ code.
Thestatecopying tool is another500linesof C++. For IRISLOG, theapplicationproxy andstate
copying tool require300linesof C++,and50 linesof scripts(bashandperl) respectively.

In additionto simplifying thecomplexity of upgradesandeliminatingdowntime,theVersion
Manageris alsoableto propagatenew versionsof softwarerelatively quickly. For example,with
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Figure 1: TargetedApplicationArchitecture

a 48 MB softwareupdate,VersionManagerupgradesa 12 nodeIRISLOG systemin 7-8 minutes.
With CFS,anda 6 MB softwareupdate,VersionManagercompletesan upgradeof 48 nodesin
under6 minutes.

The primary cost of usingour systemis the additionaloverheadfrom the virtual execution
environment,andfrom inter-positioningon inter-nodecommunication.During normalexecution,
whenonly asingleversionis running,CFSandIRISLOG incuroverheadsof up to 300%and14%
respectively. Theoverheadfor CFSis, admittedly, large. However, we believe this overheadcan
bereducedthroughoptimizationsor architecturalchangesto theimplementation,aswediscussin
Section7.

The remainderof this paperis structuredasfollows: we explain the obstaclesto distributed
applicationupgradesin Section2. In Section3, we presentthedesignandimplementationof our
system. In Section4, we describeour experiencein applyingour methodologyto two existing
applications.Section5 presentsexperimentalresultsaboutthe performanceof our system.Sec-
tion 6 presentsrelatedwork, andSection7 discussesthebene�ts of our system,andpossibilities
for performanceimprovements.

2 UpgradeObstacles

We considerdistributedapplicationswith thearchitecturedepictedin Figure1. Suchapplications
consistof a numberof servers,possiblywidely distributed,which cooperateto implementa ser-
vice. Clientsutilize theprovidedservice,but do not concernthemselveswith theserver-to-server
interactions.

Upgradingsuchapplicationsis dif�cult dueto thenumeroushurdlesthatdevelopersandoper-
atorsof suchsystemsmustovercome.Themostsigni�cant of theseare:designingandimplement-
ing inter-operablesoftware;testingupgradesbeforedeployment;planningfor recovery, in casethe
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upgradefails; anddeploying thenew software.

Interoperability Thestateof theartpresentsastarkchoicefor distributedapplicationdevelopers
andoperators.Eitherdevelopersmustdesignandimplementmechanismsfor interoperability, or
theoperatorsmustshutdown thesystemcompletelywhenupgradesneedto bemade.

Givenonly theseoptions,new softwareis generallydesignedto inter-operatewith old software,
which is replacedin-situ. However, thisapproachto systemevolutionsuffersfrom two signi�cant
problems.First, it severelyconstrainsthenatureof feasiblechanges.Second,it imposesa heavy
implementationandmaintenanceburdenon softwaredevelopers.

With respectto precludedchanges,requiring interoperabilityprohibitschangesto important
distributedalgorithmssuchasthosethatcontrolmessagerouting,load-balancing,andcooperative
caching.With regardto thedevelopers'burden,it maybepossibleto makesmallchangeswithout
signi�cant dif�culty . But for largechanges,interoperabilitymayessentiallyrequirethedeveloper
to implementtwo verydifferentprogramsin asingleprocess.

Testing and recovery The essenceof the testingproblemis coverage. While simulationand
testbedtestingmay uncover someproblems,it is overly optimistic to expectsuchtestingto an-
ticipateproblemsthat will occur“in the wild.” The recovery problemconsistsof two parts: re-
placementof faulty softwarewith a new version,and“undoing” the consequences,suchasdata
corruption,of the buggysoftware. This paperdoesnot focuson thesechallenges.However, we
brie�y discusshow theVersionManagercouldbeusedto addresstheseissuesin Section7.

Deploymentprocess Conceptually, thedeploymentprocessmight bequitesimple.An operator
simply logs on to eachmachine,downloadsthe new software,andrunssomeinstallationscript.
For large systems,however, this simpleprocessis complicatedby the reality that, at any given
time,somenodeswill beof�ine. Furthermore,givenrecentstudieswhichshow thatoperatorerror
is a signi�cant sourceof outagesin Internetservices,it is essentialto automatethe deployment
process[9, 10]. Today, automationis hinderedby thecomplexity of errorhandling.For example:
whatshouldbedoneif a new versionfails to start,aftertheold versionhasbeenoverwritten?

3 Designand Implementation

Thekey ideabehindourdesignis simultaneousexecution. Weborrow andadapttheideafrom the
deploymentof IPv6 (andotherprotocols)in the Internet. Figure2 providesa logical view of si-
multaneousexecution.Theessenceof thetechniqueis to allow multipleversionsof anapplication
to run simultaneouslyon a singleserver node(without interference),andto routeclient traf�c to
theappropriateversionor versions.Thearrows in thediagramindicatetheserver-to-server com-
munication,highlighting the fact that inter-server routing neednot be consistentin old andnew
versions.

Simultaneousexecutionaddressesthe interoperabilityproblemby eliminating the needfor
serversto inter-operateamongstversions.This enablesmoreradicalchangesin server to server
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Figure2: LogicalView of SimultaneousExecution

designs. Simultaneousexecutionsimpli�es deploymentas well. Becausenew versionsdo not
interferewith old ones,an automateddeploymentsystemcansimply kill a failed new version,
withoutneedingto provideelaboraterecoverymechanisms.

Figure3 illustratesthe realizationof simultaneousexecutionin the VersionManagerarchi-
tecture.While simultaneousexecutionsimpli�es distributedapplicationupgrades,it doesrequire
someapplicationspeci�c components,suchasthe Application Proxy. Next, we explain the de-
tails of ourVersionManagerimplementation,andthedemandsit makesof distributedapplication
developers.Wepresentcasestudiesthatquantifythecostsof meetingthesedemandsin Section4.

3.1 Isolating Versionson a Nodevia Virtual Machines

In order to enabledifferent versionsof an applicationto run on a single physicalnode,as in
Figure3, wemustpreventdifferentversionsof theapplicationfrom interferingwith eachother.

To prevent this interference,a numberof well-known isolationtechniques,rangingfrom the
useof multiple processesto full-blown hypervisors,might be used. At oneextreme,processes
provide theleastisolation,with thelowestperformanceimpact.At theother, hypervisorsprovide
strongisolation,with agreaterperformancecost.

We believe the morelimited isolationtechniquessuchasmultiple processes,or chroot()
environmentsareinsuf�cient. Themultiple processapproachsuffersfrom the inability to readily
supportapplicationsthat arethemselvesstructuredasmultiple processes.Moreover, neitherthe
useof multiple processes,nor chroot() supportsmultiple userids, which might beneededby
applicationsthat employ “privilege separation”to protectagainstmalicioususers.They alsodo
not permit the multiple versionsof an applicationto listen on the sametransportprotocol(e.g.,
TCPor UDP)port.

A morepromisingpossibility is to useBSD jail() environments,or Linux vservers, as
bothof thesefacilitieseliminatetheuserid andlisteningport limitations.However, bothpreclude
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Figure3: VersionManagerArchitecture.ColorsdesignatedistinctVirtual Machines.

softwareupgradesthat requirenew kernels.A new kernelmight bedesired,for example,dueto
improvementsin �lesystemor virtual memoryalgorithms.

To supportthebroadestsetof possiblechanges,wechoosetheXenhypervisorasour isolation
environment.TheXenhypervisorrunsdirectlyonthehardware,andprovidesanx86-likeinterface
to which operatingsystemkernelsareported.

UnderXen,eachkernelis executedin aseparatedomain, consistingof resourcessuchasmem-
ory and(possiblyvirtualized)disksandnetwork interfaces.Thesystemis partitionedinto a root
domain,usedfor managingthe system,anda numberof userdomains,which hostapplications.
Typically, physicaldevicesaremanagedby theroot domain,while userdomainsseevirtual disks
andnetwork interfaces.

We run eachapplicationversionin a separateXen domain,with a privatevirtual disk (backed
by storagein the root domain),anda virtual network interfaceconnectedto a counterpartin the
rootdomain.Theuserdomainsarecon�guredwith uniqueprivateIP addresses.They areprovided
with accessto thepublicnetwork via thenetwork addresstranslationfeatureof therootdomain.

Thisapproachisolatestheapplicationversionsby providing near-completeisolationof names-
paces.Oneremainingresource,however, is not isolated: communicationchannelsusedby the
application. Speci�cally, theseare the channelsusedfor inter-server, andclient-server commu-
nication. Our inter-nodeisolationstrategy, implementedby the versionrouter(Section3.2) and
applicationproxy (Section3.3), provide isolationfor theseresources.

3.2 Routing Inter -Server Messageswith a Version Router

Theneedto manageinter-server communicationarisesfrom thefact thattheserver-to-server pro-
tocols for new versionsof an applicationare likely to usethe sameTCP or UDP port asprior
versions.Thus,whena packet arrivesfrom a remotesystemfor the application's port, it is not
clearto whichversionof theapplicationthepacketoughtto bedelivered.
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To resolvethiscontentionfor transport-layerports,we interposeatransparentproxy, whichwe
call aversionrouter, onthecommunicationbetweenanapplicationandits peersonothernodes.To
guaranteethatapplicationtraf�c is routedto correctversionsatpeers,theVersionRouterprepends
a headerto eachoutboundrequest,identifying the versionnumberof the sender. This headeris
examinedandstrippedby theproxy on thepeernode,which routestherequestto theappropriate
applicationversion. To accommodatethe fact that the applicationmay alsocommunicatewith
servicesthat do not useversionmanagement(e.g. public web servers, mail servers, etc.), the
proxydoesnot interposeon suchservices.

In orderto facilitatethisdifferentiatedtreatmentof managedandunmanagedtraf�c, werequire
theapplicationto registerthenetwork portsusedto implementtheapplication'sprotocols.This is
accomplishedwith a simpleprotocol,similar to portmap. We provide a tool that is run aspartof
thebootstrapprocessin theisolationenvironment,which acceptstheapplicationport numbersas
acommand-lineargument,andregisterstheapplicationwith theversionrouter.

3.3 Mediating Client Accessthr ough an Application Proxy

Therole of theapplicationproxy is two-fold. First, if theclient protocolhaschanged,theproxy
mayneedto translateclient-to-server andserver-to-clientmessages.Second,theproxy mustpro-
videa uni�ed view of thesystemto clients,maskingtheexistenceof multipleversions.

The translationof requestsandresponseswill necessarilybe applicationspeci�c. We hope
that separatingmessagetranslationandthe implementationof thenew server will simplify both.
However, weacknowledgethattherequirementfor translationwill discouragechangesto theclient
protocols.

Thetaskof makingmultiple independentsystemsappearto behave asa singleconsistentsys-
temseems,at �rst blush,to be quitearduous.To provide this illusion, we mustsolve threesub-
problems.First, any dataavailablein thesystemat thetime theupgradeis initiatedmustremain
availableto all clientsduringandaftertheupgrade,regardlessof whichversionof thesystemthey
access.Second,any changesmadeto theclient-visiblestatemustbemadeto all versions.Third,
despitethe fact that statemay be changingeven during the upgrade,clientsof the old andnew
versionsshouldbeableto agreeonwhatthesystemstateis.

As dauntingasall this seems,for the applicationswe have studied,we have accomplished
thesetasksusingvery simpleapproaches.To provide accessto old datain new versions,we have
written migratorsthatcopy datafrom old versionsto new1. To ensurethatclientsof new versions
canaccessthis databeforemigrationis complete,we have theapplicationproxy resubmitfailed
readsto older versions.To guaranteethat all changesarevisible in all versions,the application
proxysubmitswritesto all versions,returningsuccessto theclient if (andonly if) all runningver-
sionsreturnsuccess.To provide meaningfulsemanticsacrossclientsaccessingdifferentversions,
we exploit the self-certifyingnatureof the resultsreturnedby the applications.We discussthe
implementationcostsof thesesolutionsin Section4.

1Thesearerun from theupgradescriptdescribedin Section3.5.
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typedef int (*data_cb_t)
(vers_t, databuf&, conn_handler&);

struct proxy_callbacks {
data_cb_t handle_request;
data_cb_t handle_reply;

};

Figure4: Framework/applicationInterface

3.4 Supporting Application Developerswith a Proxy Framework

Developingan applicationproxy is a non-trivial task,particularly for streamprotocols(suchas
TCP) thatdo not preserve messageframing. To assistthedeveloper, we provide a proxy frame-
work in C++,whichmanagesnetwork communicationsanddatabuffering,calling into application
speci�c codefor messagetranslationanddispatch.

Speci�cally, theframework manageseachclient connection,andits associatedserver connec-
tions,usinga connectionhandler. Theconnectionhandlerinterfaceswith theapplicationspeci�c
codevia two callbacks:handle_request() , andhandle_reply() . The former is called
whenamessageis receivedfrom aclientconnection,thelatteris invokedonreceiptof datafrom a
serverconnection.Theargumentssuppliedin thesecallbacksaretheversionnumberof thesender,
abuffer containingthedata,andareferenceto theinvokingconnectionhandler. Figure4 givesthe
C++ declarationfor this callbackinterface.

In additionto thestandardreadandwrite operations,databuf supportsapeek() operation.
This operationreturnsdatafrom the buffer, without consumingit. Subsequentcalls to peek()
will returnthedatafollowing thepeekeddata.Peekeddatais consumedwhenthehandlerreturns,
with thereturnvalueof thehandlerindicatingthenumberof bytesto beconsumed.Theeffectsof
interminglingread() andpeek() callsareunde�ned.

Themotivationfor peekablebuffersis tosupportparsersthatneedtoexaminearbitraryamounts
of databeforethey candetermineif themessageis complete.Withoutpeekablebuffers,theparser
would have to supportincrementalparsing.With peekablebuffers, if themessageis incomplete,
we cansimply discardtheparserstate,andtry againwhenmoredatais available.Figure5 details
thebuffer API.

The last argumentto the callbackis a referenceto the connectionhandler. The connection
handlerprovidescalls for enqueuingdataeither to a server (by specifyingthe protocolversion
implementedby theserver),or to aclient. Ownershipof enqueuedbufferspassesto theconnection
handler. The connectionhandleralso provides the applicationcodeaccessto a list of running
versions.We list theconnectionhandlerinterfacein Figure6.

Theversionlist is requiredsothattheapplicationcodecandecidewhereto dispatcharequest,
andwhattranslation(if any) is necessary(similarly for replies).Theversionslist providesmin() ,
and max() methods,which return pointersto the leastand greatestavailable server versions.
vers_list alsoprovidestheusualcalls (e.g. operator++() , operator--() , etc.) used
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class databuf {
public:

databuf(const databuf& orig);
databuf(const databuf& orig,

size_t len);

int read(char *buffer, int len);
int peek(char *buffer, int len);
void reset_peek();

void append(char *buffer, int len);
};

Figure5: Buffer API

class conn_handler {
public:

void enqueue(vers_t version,
databuf *buf);

void enqueue_client(databuf *buf);

vers_list& versions();
};

Figure6: ConnectionHandlerAPI

to iterateover lists.

3.5 UpgradeDiscovery, Distrib ution, and Installation

As part of the upgradeprocess,nodesmust learnthat a new versionis available,andthey must
retrieve thesoftwarefor thenew version.We solve the�rst problemby usingtheVersionRouter
to piggybackversionadvertisementmessageson server-to-server communication,andsolve the
secondproblemusingtheBitTorrent�le transferprotocol.

To supportupgradediscovery, theVersionRouteraddsasecond�eld to theheaderit prepends
on outgoingserver-to-server messages.Whereasthe�rst �eld of theheaderidenti�es thesending
applicationversion,thesecond�eld advertisesany oneof theotherversions(randomlyselected)
runningon thesamehostasthesender. ThisenablestheVersionRouteronothernodesto learnof
new versionsfrom thesender, or to inform thesenderthatoneof its runningversionsis obsolete.

Whena receiving VersionRouterlearnsof a new version,it executesanupgradescript. The
script's argumentsincludetheaddressof theVersionRouterthatadvertisedthenew version.The
script is responsiblefor retrieving the new software,andcreatinga new domainto hostthe new
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Figure 8: CFSsoftwarearchitecture.Verticallinks arelocalAPIs;horizontallinks areRPCAPIs.

applicationversion.Thespeci�c stepstakenby theupgradescriptareasfollows:
Download Thescriptcopiesa.torrent �le from thenodeadvertisingthenew version,and

startsaBitTorrentclient to transferthe�le.
Prep FS Thescriptcreatesa �lesystemimagefor thenew applicationversion.
CreateVM Thescriptcreatesa Xendomainto hostthenew version.
A boot-timescriptexecutedin thenew VM managestheremainingtasks:
Copy to VM Copiesnew softwarefrom root domainto applicationdomain.
Con�g app Unpackthesoftwareandrunany installationprocedure.
Running Runtheapplication.

4 CaseStudies

In this section,we describeour experiencein applyingour VersionManagermethodologyand
toolsto two applications:CFSandIRISLOG.

4.1 CooperativeFile System(CFS)

4.1.1 Application Overview

CFSimplementsadistributed�lesystemover theChordDHT. Conceptually, whena userwritesa
�le into CFS,the�le is brokeninto blocks2. Eachblock is storedin theDHT, with thehashof the
block'scontentusedasthestoragekey. The�lesystemdirectoryis alsostoredin theDHT.

2Physically, blocksarefurtherbrokeninto fragments,which areactuallystoredon theDHT nodes.Thefragmen-
tationof blocksimprovesfault tolerance[11].
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Figure7 illustratesthe structureof the CFS �lesystem in moredetail. All blocks (whether
belongingto a �le or adirectorynode)arepointedat via contenthashes,with theexceptionof the
rootblockfor a�lesystem.A �lesystemroot is namedusingapublickey from apublic/privatekey
pair. Therootblockis signedusingtheprivatekey correspondingto thepublickey underwhichthe
root block is storedin theDHT. Theuseof content-hashesandpublic-key cryptographyprovides
a self-certifying�lesystem. Notethatbecauseany modi�cation of a �lesystemrequireschanging
meta-dataall the way up to the root block, only a holderof the private-key for a �lesystem can
modify the�lesystem'scontent.

As illustratedin Figure8, a nodeparticipatingin CFStypically runstwo daemons:the CFS
user-spaceNFSserver, andtheCFSblock server (lsd). Additionally, thenoderunsanNFSclient,
to mount the �lesystem. The operationof the completesystemis as follows: when a process
attemptsto reada �le from CFS,thekernel's NFSclient issuesRPCsto theCFSuser-spaceNFS
server. The NFS server, in turn, requestsblocks from lsd. lsd issuesRPCsto its Chordpeers,
to retrieve therequestedblock from theDHT. After lsd receivestheblock, it returnstheresultto
theNFSserver, which repliesto theNFSclient. Thekernelthenreturnstherequesteddatato the
readingprocess.

Figure8 diagramstheprotocolinteractionsbetweenlsd andotherentities.Fromthis diagram,
we notethat lsd communicateswith the NFS server usingthe dhashgateway protocol,which is
implementedasRPCsovereitheraUnix socketor aTCPsocket. lsd communicateswith its peers
using the chord, �ngers, dhash, and merkle_syncprotocols,typically as RPCsover UDP. The
chord and�ngersprotocolsimplementChordrouting,while thedhashandmerkle_syncprotocols
provide block insertion/retrieval andblock availability maintenancein thefaceof nodejoin/leave
3.

With thisunderstandingof CFSin hand,weproceedtodescribehow weapplyourmethodology
to CFS.

4.1.2 Applying VersionManager to CFS

For CFS,we chooseto provide versionmanagementfor the protocolsimplementedby CFS,but
not for theNFSprotocol,asit is expectedto remainstableoverdifferentversionsof CFS.Below,
wedescribethetasksrequiredto useVersionManagerfor CFS.

Application Proxy As describedearlier, theapplicationdevelopermustprovide a proxy which
mediatesclient accessduring simultaneousexecution. Using our proxy framework, and library
routinesfrom the CFS sourcecode,we have written a proxy which implementsthe mediation
strategy describedin Section3.3. Thisproxy is approximately500linesof C++ code.

Statemigration To useVersionManager, adevelopermustalsoprovideamechanismfor copy-
ing statefrom old versionsto new. To meetthis requirementfor CFS,we have implementeda
simpleprogramto copy theblocksfrom oneversionto another. Theprogramusesthemerkle_sync

3In practice,theseprotocolsareencapsulatedin CFS' transportprotocol,whichmultiplex/demultiplex-esmessages
betweenvirtual nodes.We omit this detail in furtherdiscussion.
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protocolto querythe old versionof the applicationfor a list of blocksstoredlocally. The copy
programthenattemptsto readthesameblock from thenew version. If the readfails, thecopier
readstheblock from thecurrentversion,andwritestheblock to thenew version.Thisprogramis
alsoabout500linesof C++ code,makinguseof theCFSlibrary routines.

Consistency As notedin Section3.3, clientsof old andnew versionsshouldbeableto agreeon
thesystemstate,eventhoughthestatemaybechanging.Giventhatclientsmaybemodifying the
�lesystemat thesametime thatour statemigrationtool copiesblocksfrom theold versionto the
new, it wouldseemthatinconsistenciesmight arise.

Fortunately, CFSalreadyhasmechanismsfor dealingwith write con�icts. Namely, thecontent
of any block written (excepta �lesystem root block) musthashto the samevalueas the name
(DHT key) underwhich the block is written. Thus,two writes to the sameblock with different
contentarehighly unlikely. For root block changes,CFSrequiresthat the root block includea
timestamp,andthatthetimestampis greaterthanthatof theexistingblock.

4.2 I RI SL OG

4.2.1 Application Overview

IRISLOG is adistributednetwork andhostmonitoringservicethatallowsusersto ef�ciently query
thecurrentstateof thenetwork anddifferentnodesin aninfrastructure.It is built on IRISNET [2],
a wide areasensingserviceinfrastructure.Currently, IRISLOG runson 310PlanetLabnodesdis-
tributedacross150sites(clusters)spanning� ve continentsandprovidesdistributedqueryon dif-
ferentnode-andslice-statistics4 (e.g., CPU load, per nodebandwidthusage,per slice memory
usageetc.)of thosenodes.

At eachPlanetLabnode,IRISLOG usesdifferentPlanetLabsensors[12] to collect statistics
aboutthe nodeandstoresthe datain a local XML database.IRISLOG organizesthe nodesasa
logical hierarchyof country (e.g., USA), region (e.g., USA-East),site (e.g., CMU), and
node (e.g., cmu-node1).A typical queryin IRISLOG, expressedin theXPATH language,selects
datafrom a setof nodesformingasubtreein thehierarchy.

IRISLOG routesthequeryto therootof thesubtreeselectedby thequery. IRISNET, theunder-
lying infrastructure,thenprocessesthequeryusingits genericdistributedXML queryprocessing
mechanisms.Upon receiving a query, eachIRISNET nodequeriesits local database,determines
which partsof theanswercannotbeobtainedfrom the local database,andrecursively issuesad-
ditional sub-queriesto gatherthe missingdata. Finally, the datais combinedandthe aggregate
answeris sentto theclient. IRISNET alsousesin-network aggregationandcachingto make the
queryprocessingmoreef�cient [13].

Both IRISLOG andIRISNET arewrittenusingJava.

4A sliceis ahorizontalcutof globalPlanetLabresources.A slicecomprisesof anetwork of virtual machinesspan-
ning somesetof physicalnodes,whereeachvirtual machine(VM) is boundto somesetof local per-noderesources
(e.g., CPU,memory, network, disk).
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4.2.2 Applying VersionManager to I RI SL OG

At a high level, IRISLOG consistsof two independentcomponents:themodulethat implements
thecoreIRISLOG protocol,anda third-partylocal XML database.We chooseto provide version
managementfor the�rst component,sincethelatteris expectedto bestableoverdifferentversions
of IRISLOG. In thissection,wehighlightthechangesIRISLOG requiresto incorporateourVersion
Manager.

Application proxy The IRISLOG applicationproxy processesqueriesby submitting them in
parallel to all versions,andreturningthe longestresult. The longestresult is chosenin orderto
maskdatathat is missingfrom a new versionduring the interval betweenthenew versionbeing
broughtonline,andthe time whenall old datahasbeencopiedto thenew version.Dataupdates
areprocessedby issuingtheupdateto all versions,andreturningsuccessif andwhenall versions
returnsuccess.TheIRISLOG applicationproxy is approximately300linesof C++,makinguseof
ourproxy framework.

State migration IRISLOG usesa database-centricapproach,and henceall its persistentstate
is storedin its local XML database.Thus,statemigration involvestransferringthe local XML
databaseof the old versionto the new version. IRISLOG providesAPIs for an IRISLOG hostto
copy or moveaportionof thelocaldatabaseto aremotehostwhereit getsmergedwith theexisting
local database(usedmainly for replicationandload-balancingpurpose).

To copy thelatestpersistentstatefrom anold version,we startthenew versionwith anempty
databaseandusethe IRISLOG command-lineclient to copy the whole local databaseof the old
versionrunningon the samehost to the new version. The migration tool is implementedwith
about50 linesof shellandperl codethatcallsthecommand-lineclient.

Consistency UnlikeCFS,we do not needto handletheconsistency issuesfor IRISLOG. This is
becauseIRISLOG's datahassinglewriter (thecorrespondingsensor),and,thus,thereareno write
con�icts.

5 PerformanceEvaluation

In this section,weexaminethreekey aspectsof theperformanceof oursystem:

� How long doesan upgradetake to complete,andhow doesthis scalewith the numberof
nodesin thesystem?

� How muchoverheaddoesoursystemimposeduringnormalexecution(i.e.,whennoupgrade
is in progress)?

� How muchdisruptionis causedduringanupgrade?

We �rst describeourexperimentalsetup,andthenanswereachquestionposed.
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5.1 Experimental Setup

We conductedall our experimentson Emulab[14] usinga setof 850MHz PentiumIII machines
with 512MB of RAM, and100Mbit EthernetNICs. Theoperatingsystemis FedoraCore2.

Our IRISLOG experimentsusea hierarchyof the samedepthas the original IRISLOG run-
ning on PlanetLab,but consistingof only a subsetof the PlanetLabnodes5. Speci�cally, our
hierarchy, part of which is shown in Figure9, representsthreeregions(USA-East , USA-Mid ,
andUSA-West ) of theUSA. Undereachregion, we have two PlanetLabsites(CMUandMIT in
USA-East , Univ. of Texas andUIUC in USA-Mid , Stanford andUniv of Washington
in USA-West ). Finally, eachsitehastwo PlanetLabnodes.

We createda topology in Emulabto representthis hierarchy. The latenciesof the links in
the topologyareassignedaccordingto the expectedlatenciesbetweenthe of correspondingreal
PlanetLabnodes.Thebandwidthof links betweennodesin thesamesiteis 100Mbps,while that
for thewidearealinks is 5 Mbps.Figure10 illustratesthemappingof theIRISLOG datahierarchy
to thenodetopology.

5Sincedifferentnodesat thesamelevel of thehierarchyprocessaqueryin parallel,responsetimesmostlydepend
onthedepthof thehierarchy. Therefore,theresponsetimesin oursimplesetupareverysimilar to thosein theoriginal
IRISLOG.
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Ourexperimentswith CFSfocusonaLAN topologyof 16 nodes.Thelinks haveabandwidth
of 100 Mb/sec,anda delayof < 1 ms. The lsd daemonsarecon�gured to run onevserver
each.For �le readsandwrites,ablocksizeof 2 KB is used.

5.2 Time to CompleteUpgrade

In thissection,wepresentthetimerequiredfor asystem-wideupgrade,aswell asabreak-down of
thecostsof theupgradeprocedurefor a singlenode.We studythetime to upgradebothIRISLOG

andCFS.Both IRISLOG andCFSusea 2 GB �lesystemimagefor theapplicationVMs. Thesize
of thesoftwaredownloadis 48 MB for IRISLOG, and6 MB for CFS.

I RI SL OG. To measurethe time requiredto completea system-wideupgradeof IRISLOG, we
starta new versionof IRISLOG on the root nodeof the datahierarchy. We thenexecutea series
of queriesanddataupdatesfrom ourclient node.Queriesthatpassthroughnodeshaving thenew
versioncausechildrenof thosenodesto initiateupgrades.

We presentthetime to completean IRISLOG upgradein Figure11. Theverticalaxisdenotes
thestepsin theupgradeprocess,asdescribedin Section3.5. Eachseriesrepresentstheprogressof
a singlenodethroughtheupgradeprocess.Theprogressof the IRISLOG root node,which seeds
theupgrade,is distinguishedwith a heavy dashedline. A subtletyto noteis that, for theseeding
node,theDownload stagerepresentstimetakenin house-keepingtasks,ratherthandownloading
theupgrade.

The IRISLOG upgradeexperimentwasconducted� ve times,and the resultpresentedis the
worst caseamongsttheseruns. The time to upgradeIRISLOG in this caseis 489 seconds.This
comparesto amaximumof 434secondsmaximumin theotherfour runs.Comparisonof Figure11
with graphsfor theotherexperiments(not shown) shows that thedifferencearisesfrom the large
time spentfor the last nodein Figure11 to learnof the availability of a new version. The time
takenin this case,however, is within theexpectedvariationfor ourbenchmarkworkload.

Acrossthe runs,thepreparationof the �lesystem for thenew versionconsistentlydominates
the upgradetime. Even in the casepresented,with a higher than typical time spentwaiting to
learnof anupgrade,the �lesystem preparationstageaccountsfor 210secondsof the489second
upgradeprocess,or about40%.

Thetimerequiredto preparea �lesystemfor thenew versionis dueto oursimplisticapproach,
which simply createsa new copy of a baseline�lesystem on demand.Shouldit be necessaryto
completeupgradesmorequickly, thetime spentpreparingthenew �lesystemcouldbeeliminated
throughany numberof techniques,suchaskeepinga spare�lesystem imagearound,or by using
copy-on-write,or stackable�lesystems.

CFS. To measurethe global upgradetime of CFS,we �rst boot lsd on all the nodesin the
system.We monitor the routing tablesof thenodesto determinewhenall thenodeshave joined
theChordring. Westartanew versionof lsd ononeof thenodesin thesystem.Wethenmeasure
thetimeuntil thenew versionof lsd hasstartedexecutiononeachnode.Throughouttheprocess,
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Figure 11: Time requiredto upgradeIRISLOG. The thick dashedline denotesthe progressof the server
seedingtheupgrade.Otherlineseachrepresentoneothernodein IRISLOG.
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Figure12: Timerequiredto upgradeCFS.Thethick dashedline denotestheprogressof theserver seeding
theupgrade.Otherlineseachrepresentoneothernodein CFS.

aseparateclient nodewritesto CFSusingtheseednodeto accessCFS.6

Figure12 presentsthetime requiredto upgradea sixteennodeCFSsystem.This experiment
was run once. As with IRISLOG, the dominantcost in this upgradeis the time to preparethe
�lesystemfor thenew version.7 Thesametechniquesproposedto accelerateupgradesfor IRISLOG

wouldapplyfor CFS.
To determinethescalingbehavior of upgrades,we have conductedtheCFSupgradewith 32,

48,64,and80nodes.Theresultsareshown in Figure13. We�nd thattheupgradetimeis constant
between16and48nodes,andalsobetween64and80nodes.Thedominantdifferencebetweenthe
smallerandlargerexperimentsis thetimetakento downloadtheupgrade.Recentstudies[15] have
shown that themeandownloadtime for BitTorrentclients(in a swarm) is dependentonly on the
meanuploadbandwidthof all theclients,andis independentof thenumberof clientsin theswarm.
This leadsusto speculatethat the largerexperiments(64 and80) forceEmulabto usenodesthat
areseparatedby oneor moreswitches,while the smallerexperimentsusenodesconnectedto a
singleswitch.Thebottleneckbetweentheclustersleadsto longertransfertimes.

6Evenwhenclient traf�c is absent,CFSnodescommunicatewith eachotherperiodicallyto accomplishtaskslike
Chordring maintenance.Thus,theclient traf�c is not necessaryin orderto propagatetheupgrade.However, we use
theclient traf�c to measuretheperformanceduringanupgrade,which is presentedin Section5.4.

7The differencein time requiredto preparethe new �lesystem betweenIRISLOG and CFS is due to a slight
changein theprocedurefor preparingthe�lesystem.Ratherthancopying abase�lesystemdirectly, wedecompressa

16



16 32 48 64 80

Number of Nodes

0

100

200

300

400

500

C
um

ul
at

iv
e 

T
im

e 
(s

ec
)

Discover upgrade
Download
Prep FS
Create VM
Copy to VM
Config app

CFS Upgrade Time Scaling

Figure13: CFSUpgradeScaling

Scaling in number of nodes. Althoughthe resultsabove arebasedon relatively small deploy-
ments,we arguethat our approachhasgoodscalingpropertyandthereforeis feasiblefor large-
scaledistributedsystems.This is dueto theobservationthat thetime requiredfor a system-wide
upgradeis proportionalto thediameter(in numberof hops)of thesystemtopology,8 andalmost
all largedistributedsystemsusesmall-diametertopologyfor scalability. For example,diameters
of CFS and DNS (examplesof structuredtopologies)and gossip-basedsystems(exampleof a
randomtopology)arelogarithmicto the numberof nodesin the systemandthe diameterof the
Gnutella(exampleof anunstructuredtopology)network consistingof around400,000nodeshas
beenmeasuredto be20 [16]. Ourapproachcanupgradea largedistributedsystemin a reasonable
amountof timeaslongasit hasa reasonablysmalldiameter.

5.3 Virtualization Overhead

I RI SL OG To measuretheoverheadimposedby our systemwhenrunningIRISLOG, we bench-
markthelatency to executeupdateandqueryoperationswith andwithoutoursystem.For queries,
wevarythesizeof thequery, in termsof thenumberof serversthatmustbecontactedto answerthe
query. This numbervariesfrom one,for a Node query, to twelve, for a Country query. Update

compressedcopy.
8The upgradetime alsodependson traf�c pattern,but mostsystems(e.g.,CFS)useperiodicbackgroundtraf�c

thatwe canuseto triggeranode'supgrade.
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Figure14: Overheadof runningIRISLOG with oursystem.

operations,in contrast,alwaysinvolveonly a singlenode,asIRISLOG permitswritesonly at leaf
nodes.

Eachoperationtype,suchasanupdate,or Nodequery, is executeda minimumof 150times.
Figure14 presentstheaveragesand95%con�denceintervalsof theresponsetimesfor eachoper-
ation. For mostoperations,we observe a modestincreasein latency of 8% or less.However, for
Countryqueries,this risesto about14%.

CFS To evaluatethe overheadof VersionManagerfor CFS,we benchmarkthe readandwrite
throughputachievedby asingleclientaccessinga CFSserviceof 16 nodes.In theseexperiments,
1 MB of datais readfrom or written to the �le systemusing the dbm programfrom the CFS
distribution. Thedatais written in 2KB blocks,with a concurrency level of 0.9 Eachoperationis
repeatedat least25 times.

To determinetheperformanceandsourcesof overheadfor CFSunderVersionManager, werun
ourbenchmarkunder� vedifferentconditions,asillustratedin Figure15. In theNativecon�gura-
tion, CFSis runningonastandardLinux kernel,with thekernelrunningdirectlyon thehardware.
In the Xen con�guration, we run CFS insidea singleLinux domainatop of Xen. Xen 2D in-
troducesa secondLinux domain. In this con�guration, CFSrunsinsidetheseconddomain,and
communicateswith peernodesby passingtraf�c throughaNAT runningin therootdomain.In the

9Theconcurrency level is themaximumnumberof outstandingreadof write requests.
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Figure 15: Machinecon�gurationsfor CFSoverheadexperiments.ColorsdesignatedistinctVirtual Ma-
chines.

VersionRoutercon�guration, we replacetheNAT with our VersionRouter. Finally, the Version
Managercon�gurationincludestwo Xendomains,theVersionRouter, andtheApplicationProxy.
Figure16 presentsthemeanand95%con�denceinterval for readandwrite throughputachieved.

We �nd thatrunningCFSunderXenreducesreadthroughputby 18%andwrite throughputby
8%. Introducinganotherdomainreducesreadthroughputby 50%,andwrite throughputby 25%,
bothrelative to native execution.Theadditionof theversionrouterandapplicationproxy causes
a further50%reductionin readthroughput,and40%reductionin write throughput.As compared
with native execution,we seea 72%reductionin readthroughput,anda 52%reductionin write
throughput.Webelieve theseoverheadscanbereduced,asweexplain in Section7.

5.4 PerformanceDegradationDuring Upgrade

Wenow examinehow thenormaloperationanapplicationis disruptedby anongoingupgrade.

I RI SL OG To measuretheimpactof anupgradeonIRISLOG performance,weexecuteourbench-
markworkload(of Section5.3) before,during,andafteranupgrade.

During an upgrade,the IRISLOG applicationproxy processesqueriesby submittingthemin
parallel to all versions,andreturningthe longestresult. The longestresult is chosenin orderto
maskdatathat is missingfrom a new versionduring the interval betweenthenew versionbeing
broughtonline,andthe time whenall old datahasbeencopiedto thenew version.Dataupdates
areprocessedby issuingtheupdateto all versions,andreturningsuccessif andwhenall versions
returnsuccess.We do not terminatetheold versionin this experiment.Hence,during the “post
upgrade”period,bothversionsareexecuting.

Theexperimentis repeated5 times.Figure17 presentstheaveragequeryandupdatelatencies
duringandafteranupgrade.The �gure repeatstheNative executionandVersionManager(non-
upgrade)datafrom Figure14, for easeof comparison.Resultsfor the upgradeperiodincludea
total of 24countryqueries,and72 regionqueries.All otherbarsincludeat least140trials10.

As expected,the �gure shows thatperformancedoesdegradewhentwo versionsarerunning
(i.e.,duringandpostupgrade).Therelativeoverheadduringandafterupgradeis relatively similar.
The overheadduring the post-upgradeperiodrangesfrom 15% for updates,to 51% for country

10Thedifferencein numberof operationsis dueto ourchoiceof workload,andthefactthatthenumberof operations
executedduringtheupgradeperioddependson thelengthof theupgradeprocess.
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queries. We believe that the larger queriesincur moreoverheadfor simultaneousqueriessince
therearefewer idle resourcesin thesystemfor executingthesecondinstanceof thesystem.

6 RelatedWork

Several researcheshave lookedat theproblemof upgradinglarge-scaledistributedsystems.The
mostrelevantof theseare: (a) work on upgradingtheInternetrouting infrastructure[17], and(b)
work onupgradingclassesin object-orienteddatabases[18].

The Internetrouting infrastructurecanbeviewedasa largedistributedapplication.As many
networkingresearchershavebemoaned,thedif�culty of upgradingor incorporatingnew function-
ality into the Internetinfrastructurehassigni�cantly limited the deploymentof new techniques.
This dif�culty is theresultof botha designthatdoesnot accommodateautomaticdeploymentof
new functionalityandthedistributedownershipof theInternet(makingit dif�cult to reachconsen-
susaboutupgrades).TheActiveNetwork [17] communityspentmany yearsattemptingto address
theseshortcomingswith, unfortunately, little success.However, we believesomeof theimportant
lessonsfrom this work andthe deploymentof new protocolsin the Internetdo carry over to the
areaof upgradingdistributedapplications.

A varietyof work hasfocusedonupgradingclassesin object-orientedsystems.A commonap-
proachto thisproblemreliesoneitherstoppingthesystemto applytheupgrade[19] or by limiting
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thetypesof changesthatcanbemade[20, 21, 22]. More recently, Boyapatiet al.'s work [18], on
theThor system,identi�es a key setof propertiesfor objectupgradetransformsthatallow object
upgradesto be postponeduntil the object is accessed.Assumingthat this object is accessedin-
frequently, suchupgradesmightbeprocessedin thebackgroundwithout interruptingservice.Our
work differs in someimportantways. First, we do not requirean object-orienteddesign. Sec-
ond, we try to hide serviceinterruptionsregardlessof the service's accesspattern. In addition,
while theirsystemplacesrestrictionsonthetypeof upgrades,oursystemplacesrestrictionsonthe
type of applicationsthat we cansupport.However, our systemlikely incurshighercomputation
overheadthanThor sincewe rely on simultaneousexecution.Thesedifferencessuggestthatboth
systemsareusefulin differentcontexts. Thefocusof eachsystemmight be theresultof the fact
that our designwasmotivatedby the challengesof maintainingthe distributedsystemssuchas
thosedeployedonPlanetLab,while Boyapati'swork seemsmoremotivatedby theobject-oriented
databasecommunity.

7 Discussion

In thispaper, wehaveproposedtheuseof simultaneousexecutionin orderto easethechallenging
taskof upgradingadistributedapplicationservice.Weusedourimplementationof theconcept,the
VersionManager, to upgradeCFSandIrisLog, two distributedapplicationswhicharesubstantially
differentin theirdesign.

While wehavenot tackledtestingor recovery from failedupgradesin thispaper, simultaneous
executioncaneasethesetasksaswell. Simultaneousexecutioncanimprovethecoverageof testing
by enablingthetestingof new softwareunder�eld conditions.To doso,thesoftwaretestingteam
wouldwrite anapplicationproxy thatsendsrequeststo boththecurrentversion,andtheversionto
be tested.Theproxy would comparerepliesfrom theseversions,providing developersfeedback
on possibleerrors.Suchaproxy wouldbesimilar to recentwork for NFStesting[23].

Simultaneousexecutionalsooffers a straightforward approachto handlingbuggy upgrades.
During the simultaneousexecutionperiod, any operationmodifying the stateof the systemis
routedto all runningversions. If a bug is found in the versionbeforethe old versionhasbeen
retired,werecoverby simplyretiringthenew version.Notethatevenif thebug is foundonly after
theold versionhasbeenretired,somerecovery is possibleby revertingto a “known good”state.

While simultaneousexecutionpromisesthesebene�ts,theperformanceof ourprototypeimple-
mentationis limiting. In additionto typical pro�ling andoptimization,a numberof possibilities
exist for improving the performanceof our system. First, we believe our heavy useof a non-
congestion-controlledtransportprotocol(UDP) for relayingtraf�c betweenmultiple domainsis
unusual,onewhichXen is notexplicitly tunedfor. Second,giventhewell-de�ned functionalityof
theVersionRouter, it couldbere-writtenasa kernelmodule.A third possibility is to run theap-
plicationin thesamedomainastheVersionRouterandApplicationProxy, eliminatingcross-VM
communicationcosts.Finally, astheApplication Proxy is only requiredwhenmultiple versions
areexecuting,theproxy couldbeloadedaspartof theupgradeprocess.
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8 Conclusion

In thispaper, wehavedescribedthesimultaneousexecutionapproachtoupgradinglargedistributed
systems.Thisapproachrelieson: 1) viewing differentversionsof adistributedapplicationassep-
aratedeployments,and2) usingvirtual machinetechnologyto effectively sharea commoninfras-
tructurebetweenthe differentactive versions. We describeda prototypeimplementationof our
design,calledtheVersionManager. This prototypeincorporatesa numberof techniquesto help
developersresolve any applicationspeci�c processingthatmustbedoneaspartof usingsimulta-
neousexecution.Finally, to demonstratethepracticalityof thesimultaneousexecutionapproach
to upgrades,weadaptedtheVersionManagerto supportupgradesof boththeCFSdistributed�le
systemandtheIRISLOG monitoringsystem.Ourexperiencewith theseapplicationsindicatesthat
theVersionManagerneedsrelatively little new codeto supportnew applicationsandthattheVer-
sionManageris effectiveatpropagatingupdatesto differentnodesin thesystem.Wealsoobserved
thattheVersionManagerdoesdegradeperformancein somescenarios.However, we believe that
theadditionalfunctionalityprovidedby thesystemfaroutweighsits overheadin mostsituations.
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