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Abstract summary, oconditional confidentiality policyfrom source

code. Since confidentiality is closely related to inforroati

Sensitive information, such as medical records, should flow, our tool is more general: it performs conditional in-
be kept reasonably confidential. How do we determine whatformation flow analysis.
confidentiality policy a given program enforces? To address
such questions, we present a static analysis that extract:
from a program’s source code a sound approximation of
the most restrictive conditional confidentiality policyath
the program obeys. To formalize conditional confidentjalit
policies, we present a modified definition of noninterfeeenc
that accommodates runtime information. We implement our
analysis and experiment with the resulting tool on C pro-
grams.

While we focus on using our analysis for policy extrac-
tion, the process can more generally be used for information
flow analysis. Unlike traditional information flow analy-
sis that simply states what flows are possible in a program,
our tool also states what conditions must be satisfied by an
execution for each flow to be enabled. Furthermore, ou
analysis is the first to handle interactive I/O while being
compositional and flow sensitive.

SMotivating Example. Consider a doctor’s office where
the doctor takes a digital X-ray of a patient. The doctor
stores the X-ray and the bill for the procedure in a computer
system. At this point, the patient becomes worried about
the confidentiality of his X-ray and asks the doctor how the
system will protect it. That is, the patient wants to know
what confidentiality policy the system obeys.

Given that the system runs legacy code, neither the doc-
tor nor his system administrator are exactly sure how the
system treats X-rays. To answer this question, the admin-
istrator looks at the relevant part of the program (shown in
Figure 1) and reasons as follows: First, the code loads a
database that assigns roles to user logins. Then it loads the
r X-ray and the bill. Next it receives the login of the user

via st di n. If the roles database lists the login as one of a
doctor, the program will store the bill and the X-ray in the
variableout ; otherwise, just the bill is stored. Finally, the
program prints the contents ofit to the userviat dout .
1. Introduction Sinceout holds the X-ray only if the user provides a doc-
tor's login, the administrator concludes that program only

On-line banking, databases of electronic medical allows the doctor access to the X-ray and notifies the patient
records, and social networking sites all store large ansunt that the confidentiality of his X-ray is protected. (Proving
of sensitive information. Many of these systems run legacy that only doctors login as doctors is an issueothentica-
code written without a systematic means of specifying or tion, notauthorization and outside the scope of this paper.)
enforcing confidentiality policies. Instead, these progsa Information flow analysis formalizes the administrator’s
attempt to protect confidentiality usireyl hocapproaches reasoning. He followed the flow of the X-ray from the input
such as conditional statements that check if the user is aufile xr ay. j pg to the variablexr ay to the variableut to
thorized to access sensitive information. Since such check the output buffest dout . However, his reasoning differed
are spread throughout the program, determining the confi-from standard information flow analysis in one important
dentiality policy that a program enforces is a difficult task ~ aspect: he noted that the flow froxm ay to out is only

Users should be wary of these programs. With no spec-possible if the conditiomol es[ | ogi n] == "doc" is
ification of how the program protects confidentiality, the true. Thatis, his information flow analysis kept track of the
user would benefit from a summary of the conditions un- conditions that enabled the flow.
der which the program will release his information. We While the administrator can reasonably run such a condi-
have developed a tool that automatically produces such ational information flow analysis by hand on the small frag-



read(rol es, ) "roles. db) ; we provide more examples of such systems.
read(xray, "xray.jpg"); Motivated by these examples, we present a weakened

read(bill, "bill.txt"); form of noninterference that protects only the contents of
read(login, stdin); inputs. We call this weakened confidentiality requirement
if(roles[login] == ) doc") incident-insensitive noninterferens@nce untrusted users
out := append(bill,xray); are allowed to learn of the incident of the input. Likewise,
el Seout = bill - we call the original noninterference requirement of Goguen

_ and Meseguencident-sensitive noninterference
wite(out, stdout);

Conditional Confidentiality. As shown in our motivat-
ing example, the presentation of certain inputs, such as a
doctor’s login, can change the access rights of a user. Ex-
pressing such scenarios requioesditional confidentiality

ment of code shown in Figure 1, he would rather have a tool 'équirements Such a requirement is equivalent tcan-
to automate the process as much as possible. Unfortunatelyitional information flow a flow of information that only
while many tools for information flow analysis exist, none ©ccurs when some condition is met at runtime. Along with

keep track of the conditions that enable each flow of infor- Noninterference, Goguen and Meseguer introduced a form
mation that is relevant to confidentiality. of conditional confidentiality requirement [7]. Our defini-

tion, presented in Section 3, generalizes theirs.

Figure 1. Code Snippet for the Doctor’s Office

In this paper, we present such a tool. Given the
above programxr ay. j pg as the source, ansit dout
as the sink, our tool will find all flows of information P0||Cy Extraction by Conditional Information Flow
from xray.jpg to stdout and report which condi-  Analysis. Using our formalization of confidentiality, we
tions must hold to enable each flow. In this case, it develop a static analysis for finding all the conditional in-
would report thakr ay. j pg only flows tost dout when  formation flows in a program. Equivalently, we extract from
roles[login] == "doc" holds. the program the conditional confidentiality requirements i
Before we can describe our approach to extracting con-obeys. We call these requirements collectivelpdalicy.
fidentiality policies as conditional information flows, we Thus, we say our analysis performpslicy extraction
must first consider what it means for a user’s information  The algorithm presents the user with the key conditional
to remain confidential or, equivalently, what it means for statements of the program that affect whether an informa-
information to flow from an input to an output. tion flow will occur during program execution. The algo-
rithm tracks the flow of information through the program
in @ manner similar to type systems that track information
flow [14]. However, our approach is flow sensitive allowing
the same variable to carry both sensitive and nonsensitive
information without considering the nonsensitive informa
tion sensitive. While this feature matters little in the taxi
of writing a program with type analysis in mind, it becomes
important while extracting policies from legacy code.

Confidentiality Requirements. Confidentiality requires
that sensitive information does not flow to untrusted users.
What exactly “flow to” means varies from context to con-
text. We call each possible meaning a differeanfiden-
tiality requirement

One of the most well known and earliest confidentiality
requirements isioninterferences defined by Goguen and
Meseguer [7]. Informally, this confidentiality requirenmen
holds if the outputs the program provides to untrusted usersRoad Map and Contributions. To mirror the develop-
remain the same whether the program received sensitive iniment of this introduction, we first motivate and present
formation as input or not. incident-insensitive noninterference in Section 2. Then w

Such arequirementis often too stringent, that is, it places provide our formulation of conditional confidentiality in
so much emphasis on privacy that it prevents some systemssection 3. Using this formulation, we formally describe
from achieving a reasonable level of functionality. In many our conditional information flow analysis for a small pro-
realistic systems, allowing an untrusted user to learn thatgramming language in Section 4. In Section 5, we discuss
sensitive information has entered the system is acceptableur implementation for a subset of C and our experiments
as long as the untrusted user does not learn about the conwith it on C programs. We discuss the application of our
tents of the input. For example, the patient from the dostor’ algorithm to computing the difference between programs in
office example would not mind if the billing department of Section 6 and related work in Section 7. We end with direc-
the doctor’s office learns that he had an X-ray taken: it is tions for future work.
the image of the X-ray he wants protected. In Section 2.1, Our work provides two novel contributions:



e We have identified the problem of policy extrac-
tion and formalized it using conditional incident-
insensitive noninterference.

e We provide a static analysis for policy extraction with
an implementation.

Our algorithm is the first to our knowledge to handle in-
teractive 1/0 and be compositional while also being flow

e The simple example above may be extended to a re-
alistic one: Consider a web server for on-line bank-
ing that upon startup receives financial records from
a secure database before answering any queries from
users. Even if the outputs that the unauthenticated
users see reveal nothing about the contents of the finan-
cial records, noninterference is violated because the
unauthenticated users know that the server has loaded

sensitive. It is the first to extract the conditions that en- sensitive financial records.

able both direct flows (from assignments) and indirect flows

(from conditional statements) of information. Extracting ® The motivating example in Section 1 provides another
both types of flows is crucial for policy extraction. The only example: If a clerk from the billing department logs in
other work to extract the conditions that enable informatio and is not a doctor, he will never see the X-ray. How-

flows does so only for direct flows of information [9]. ever, he will learn that the doctor has stored one in the
system.

2. Confidentiality Policies e Consider a student who is applying for graduate school

on-line. Both the student and a professor recommend-
ing him must enter information into the application
database. Once the professor has finished, the student
receives a notice stating that the graduate school has
received his recommendation. The applicant is not al-
lowed access to his recommendation, but simply learn-
ing that the professor has entered the sensitive recom-
mendation is enough to violate noninterference.

Before we can formalize the idea of conditional infor-
mation flows, we must formalize what counts as a flow of
information. Since the primary application of our analysis
confidentiality policy extraction, we start with a well knaw
formalization of confidentiality and introduce adjustrment
as needed.

2.1. What is Confidentiality?
These examples make clear that often simply learning

Goguen and Meseguer introdugazhinterferencéo for- that some sensitive input has entered the system does not
malize when a sensitive input to a system with multiple provide the untrusted users enough information to coristitu
users is protected from untrusted users of that system [7].a violation of confidentiality. However, not just Goguen and
Intuitively, noninterference requires that the systemav@s ~ Meseguer’'s noninterference, but most confidentiality re-
identically from the perspective of untrusted users regard quirements €.g, generalized noninterference [10], restric-
less of any sensitive inputs to the system. tiveness [10], and separability [11]) aircident sensitive

This requirementis so strong that an untrusted user is notthey prohibit untrusted users from learning that any sensi-
allowed to know if the system has received any sensitive in- tive input has taken place.
puts. For example, consider the following program: What we desire aréncident-insensitiveequirements,
. " _ N ones that allow untrusted users to learn that sensitivetinpu
b0.0| ! n .:,,l oad("secret-file.db"); has taken place while protecting tbententf these sensi-
print("hi®); tive inputs. Intuitively, a system obeys incident-insési
The first line reads in the contents of a secret file as input, "oninterference if the contents of sensitive inputs have no
The second line simply prints “hi” to the untrusted user. effect on the outputs that an untrusted user sees. That is,
This program fails to meet the requirements of noninter- @n untrusted user must see the same outputs regardless of
ference as defined by Goguen and Meseguer. The reason i¢hich sensitive inputs the system received. The untrusted
that the untrusted user does not see the output “hi” unlesgUser is, however, allowed to learn that sensitive inforomati

the system has received the sensitive input, which allowsN@s entered the system. _
thel oad statement to stop blocking and terminate. Thus, ~ While incident-insensitive requirements have appeared
the untrusted user has leamned that the system has receivelefore [23, 13], we are the first, to our knowledge, to dis-
sensitive information. This violation occurs even though tinguish them from incident-sensitive requirements and ex
the untrusted user clearly does not learn anything about theP@in their benefits.
contents ofecret-fil e. db.

We believe that in many cases allowing an untrusted user2.2. Noninterference Formalized
to know that sensitive information has entered the systemis
acceptable as long as the untrusted user does not learn the First, we present a formal model of systems.
contents of this information. For example:

Then,
to make the differences clear, we present formalizations



of both Goguen and Meseguer’s incident-sensitive nonin- stop blocking and ther i nt statement to execute. How-
terference and our strictly weaker yet still safe incident- ever,i, would result in no output since it contains no high-
insensitive noninterference. For simplicity we limit our- level inputs to allow thd oad to stop blocking. Thus,
selves to deterministic systems with only two sensitivity i; andi, demonstrate that this program violates incident-
levels (high and low). In a related technical report, we pro- sensitive noninterference. Yet, as argued earlier, we avoul
vide a presentation not subject to these restrictions [21].  not consider this program to leak high-level information.
Thus, we relax the noninterference requirement by rais-
System Model. When modeling a system, we focus on ing the bar on how two input sequences must be similar be-
the program Contromng the System. The program is mod- fore we require them to result in identical low-level Outﬁlut
eled as a deterministic transducer. The program accepts in\Ve now require that not only do the two input sequences

puts from some set. Each inputis marked with eithétfor have the same low-level inputs, but also the same number
high-level (sensitive) ok for low-level (nonsensitive). The ~ and interleaving of high- and low-level inputs. .
system provides outputs from a €2to a high-level trusted We formalize this notion with thelur operator]-f. Like

user and a low-level untrusted user. A high-level user ie fre the purge operatof-], blur takes an input sequence and
to enter low-level information as when a high-level doctor '€aves the low-level inputs unchanged. However, rather
enters a low-level bill. However, the system will only pro- than removing the high-level inputs, it “blurs” them. That
tect information entered at the high-level. is, it replaces them with a symbel that only carries the
Given a System and an inter|ea\/ing of h|gh- and low- information that a high-level input was there. For example,
level inputsi in T*, we represent the behavior sfoni as ~ both{[a", b"]§ and][c", b4§ blur to [+", b'] while 1[b4]§
[s](i). The behavior ofs is an interleaving of the input ~ blurs to [bL]. We will define incident-insensitive noninter-

sequenceé with high- and low-level outputs fror®. Thus,  ference to reqUirthh?t a program produce the same low-
[s] is a function fromI* to A* where A is the set of I/0  level outputs ora", b~} and[c", b"] while being free to
actions, that isA = I U O. produce different outputs ob"]. Formally,
Incident-Sensitive Noninterference. Forain A*,let|ad| U;Zg = i:HUS? i Ievel@ =L
represend restricted to only those actions that are low level. «': i otherwise
That s, it “purges” all high-level actions. Formally, s =1
la:@) = a:|@] if level(a) =L Definition 2. A systems obeys incident-insensitive nonin-
' || otherwise terference iff for every two input sequenéesindis in I*,
L) =1 i) = iz § implies|[s](51)] = |[s](52)]

wherelevel(a) is the level ofq, || is the empty sequence,

: . _ The following theorem shows that incident-sensitive
anda:a is the sequenc@ with a prepended to it. g

noninterference is a strictly stronger property than ieaid
Definition 1. A systems obeys incident-sensitive noninter-  insensitive noninterference.

ference iff for every two input sequencesndis in I*, Theorem 1. If a system obeys incident-sensitive noninter-

L71J — @J implies[[[s]}(fl)J - L[[Sﬂ(zz)J ference, then it will obey incident-insensitive nonirgerf
ence; the converse is not true.
Intuitively, this definition says that if the same low-level ) ) - - o o
inputs are provided to the system, then the same low-levelProof. By induction, for alli; andis, 11§ = 142§ implies
outputs should result from the system with complete dis- [i1] = [i2]. Thus, incident-sensitive noninterference re-
regard for what if any high-level inputs were provided to Juires at least as many input sequences to look the same.
the system. Thus, the low-level user can determine nothingT "€ €xample program at the beginning of this section pro-

about the high-level inputs, not even their existence. vides a counterexample to the converse. (See [21] for a
more formal proof.) O

Incident-Insensitive Noninterference. The requirement . o
that any two input sequencés andi, produce the same 3. Conditional Policies
outputs providedi; | = |i2] is too strong. Consider when

i1 = [aH] andi, = [] wherea" is a high-level input with the While the above formulation of incident-insensitive non-
contentsa. ¢; provided to the two-line program showed in interference is sufficient to formalize standard inforroati
Section 2.1 would result in the output bf" sincei; con- flow analysis, we desire to formalizmonditionalinforma-

tains a high-level input that allows tHeoad statement to  tion flow analysis to extraaonditionalpolicies.



3.1. Motivation 4. Policy Extraction

We motivate the need for conditional confidentiality by ~ Now that we have formalized conditional confidential-
referring to the doctor example from the introduction. As ity policies in terms of conditional incident-insensitiven-
described before, the system should allow access to the Xinterference, we can formally present an analysis that ex-

ray only if the user is a doctor. tracts them from source code. Our analysis finds informa-
To model this program, letr ay. j pg be a high-level  tion flows and the conditions that determine whether each

input. Let all other inputsr(ol es. db, bi | | . t xt, and flow may occur during an execution.

the login fromst di n) be low-level. Lesst dout send out- Given two policiesP; and P, such thatP, C P, P,

put to a low-level user. Since the program allows the con- would be more restrictive (allow fewer flows of informa-
tents ofxr ay. j pg to affect the value printed tet dout tion) thanP,. Since obeying®; would imply obeyingP,
whenever a doctor’s login is provided, it does not obey ei- we would rather extrad?; . Indeed, our goal is to extract the
ther form of noninterference. most restrictive (smallest) policy that the program obeys.
Despite not obeying noninterference, the program doesHowever, because of undecidability, we must settle for a
not violate confidentiality by only allowing doctors to sound over-approximation of the most restrictive policy.
view the X-ray. To capture such situations, Goguen  Rather than extract the polick directly, we provide a
and Meseguer provided a conditional version of incident- syntactic policy?. P describes what paths though the con-
sensitive noninterference [7]. Informally, it allows a hig  trol flow graph may yield information flows. 1P does not
level input to be accessible to the low-level user if the ispu  include a description of a path, then flows cannot occur dur-
that precede it satisfy some predicate. We generalize theiring executions taking that path and the program will main-
definition to allow this predicate to depend on inputs that tain the confidentiality of high-level information.
occur after the high-level input. The program must protect P resembles approximately the weakest precondition for
the high-level input until this predicate is satisfied. leth the postconditiomn information flow existsHowever, our
future inputs never satisfy the predicate, the high-lerel i analysis differs from analyses for standard weakest precon
put will always be protected. Our generalization allows the ditions since the postconditioan information flow exists
high-level inputxr ay. j pg to be released to the low-level cannot be directly expressed in standard Hoare logic since
user if that user provides a doctor’s login, an event that hap it requires comparing the behavior of a program across two

pens aftexr ay. j pg is loaded. executions [1].
In our motivating example from Section 1, only execu-
3.2. Formalization tions that take thé hen branch result in information flows

from the high-levekr ay. j pg to the low-levelst dout .

We first model the predicates used to determine if a high- Thus, the extracted syntactic polid? for that program
level input should be protected pslicies A policy repre- states that the key conditiom! es[ | ogi n] == "doc"
sents a predicate by being the set- I* that contains each  must hold for an information flow to be possible.
and every input sequence that satisfies that predicate. If an  After describing a programming language over which
input sequence is i, then that input sequence enables the the analysis will soundly work and formalizing the idea of
low-level user to gain access to the high-level inputs. &inc a syntactic policy, we give a formal description of our anal-
eachi in P represents an exception to a low-level user not ysis as a set of inference rules and demonstrate them on our
gaining access to the high-level inputs, the largieis, the  motivating example. In Section 5, we discuss the actual im-
more permissive? is. plementation for a subset of C.

Definition 3. A systens obeys a conditional incident-in-
sensitive noninterference under the poliyiff for every
two input sequences andis in I*, eitheri; € P or

4.1. WhilelO

. ~ ~ . Due to the many complex behaviors of C, to explain the
lin§ = Uiz § implies|[s](i1)] = [[s](i2)] theoretical aspects of our algorithm, we instead use the sim
ple language WhilelO. WhilelO offerghi | e loops,i f
statements, and operators for input and output. The syntax
of WhilelO consists of statementswith side effects and
expressions without side effects:

Wheni, is not in P, the requirement of unconditional
incident-insensitive noninterference must hold. However
wheni; is in P, then the low-level user is allowed to learn
what inputs the high-level user has produced.

If nontermination cannot be observed, thel](7,)] su=vize|wite(e, £) |read(v, 0) |s;s
may deviate from equality and merely be a prefix of . .
| [s](¢2) | without posing a risk to confidentiality as we ex- [TCe) {s}Hs} [whiTe(e) {s}
plain elsewhere [22]. ex=v|nlete| -



wherev ranges over a set of variable namesover a set  that P, is more restrictive thar®,. We denote by((s))(7),
of numbers, and over a set of confidentiality levels. A the most restrictive control constraint that the executbn
program is just a single statement. s oni satisfies. Intuitively,((s))(i) records every branch
A program goes though a sequenceredfiuctionsthat taken by the execution afon .

produce outputs and consume inputs while altering the con-  Given a syntactic policy? and programs, we may
tents of memory. We call a finite sequence of reductions aidentify the input sequences that result snsatisfying
trace. We denote byfs](7) the I/O actions found in order P. We denote that policy? as [P]* where [P]* =
in the trace generated bygiven the input sequende The {iel|{{s))@) = P}. Aprogram obeys a syntactic pol-
appendix of our related technical report provides a more de-icy P if it obeys the policy[[]f’]]S under Definition 3. For

tailed semantics for WhilelO [22]. example, ifs, obeys the syntactic polic¥,, then informa-
tion will not flow from H to L unless the input is such that
4.2. Syntactic Policies either the loop body is never entered, or the loop body is en-

tered and both the branches of thie statement are taken.

A syntactic policyP describes a set of paths through the
control flow graph (CFG) of a program. A normal policy 4-3. Algorithm Specification
P may be recovered from a syntactic poli¢yby finding
those input sequences that result in the program taking one  We now present an inference system that produces
of these paths. a syntactic pollcyP such that [[P]]S is a sound over-
Since a program with loops may have an infinite number approximation of the most restrictive polidy that a given
of paths, a syntactic policy does not describe these paths diprograms obeys as a conditional incident-insensitive non-
rectly. Rather, it provides a logical formula that consigi  interference policy.

which branches of control statemenid (andwhi | e) the We call variables and confidentiality levels collectively
paths include. To describe only those paths that take theidentifiers For simplicity of presentation, we add a distin-
t hen branch of somé f statement, we useantrol con- guished identifient to the set of identifiers. We use to

straintc. Lete be the expression that controls which branch track when the value of a sensitive input can result in non-
of thei f statement is taken. Using for true, the con-  termination. We assume that shows up nowhere in the
trol constraintc is represented as—T. (We assume that ~analyzed program.

each controlling expressianoccurs only once in each pro- Let ref(e) be the set of identifiers referenced by an ex-
gram. Thus, they uniquely identify tHef statement that ~ pressione: ref(n) = 0, ref(v) = {v}, ref(eites) =

it controls.) If instead we are interested in only paths that ref(ei) U ref(ez), and so forth. Letdef(s) be the set of
take theel se branch, we would use the control constraint identifiers defined by a statement

e—F with F standing for false. Likewise forahi | e loop

with the controlling expressios, we usee—T for the case def(v: =¢) = {v}
where the body is entered ane-F for the case where body def(read(wv, £) ) = {v, ¢}
is Tt entered. P i = boolean o I def(write(e, ) = {{}
syntactic policyP is a boolean formula over contro _
constraints. The policy describes those paths in the CFG def(s1; 52) = def(s1) U def(s2)
that satisfies it. For example, given the program def(i f (e) {s1}{s2}) = def(s1) U def(sz)
def(whi | e(e) {s1}) = def(s1) U {nt}

whi | e(x>0) {

if(y<3){ ... }{ ... } Bothv and? are indef (r ead( v, ) ) since the first element
} of the input buffer used by is removed and assigned

. ] affecting both¢ andv. We addnt to def(whi | e(e) {s1})

the syntactic policy sincewhi | e statements can bring about nontermination.

We use the judgmem[s]Py wheres is a statement?
a syntactic policy, and: andy are identifiers. Informally,

identifies those paths in which either the loop body is never z[s]”y means that the value of before the execution of
entered, or the loop body is entered and bothtthen and s May affect the value of after the execution of if P
el se branches of thef statement are taken. Taking both is satisfied by the execution &f In particular, z[s]""nt
branches makes sense sinceitfiestatement lies withina  means that the value of befores may affect whethes
loop body. ¢—F is notthe negation 0é—T.) will terminate. On the other handt[s]”y means that non-
We wntePl = P, ifany path sa'usfylnng also satisfies  termination befores is called {.e., s not getting a chance
P,. If Py logically implies P, thenP, = P, and we say  to execute) may result ip having a different value than if

P, = x>0—F Vv (x>0-T A y<8—T A y<3—F)



x € ref(e) T F v x € ref(e)

x[v: =e]Tv(1) zlv: =e]z zwite(e, £)]7¢

(3) ()

zwite(e, 0)]z ) ntwrite(e, £)]"¢

T AV x[51]p12 2[52]p2y I[Sl]py

7 — =
x[r ead( v, ) ]TCC( ) I[Sl; 52]Pl/\sz x[l f(e) {Sl}{SQ}]P/\eHTy

dread(v, £)]"v (©)

2ls2)"y " wls)’y  als)y

(10) x € ref(e) y € def(s;)
zli f () {s1}{s2}]7 "y 2li f(e) {s1}{s2)]"y

zfi f(e) {s1}{s2}]"y

11)

(12)

xlsi]Va

zwhi | e(e) {s1}]Pz

z[s1) 0y
z[whi | e(e) {s1}]7"Ty

(13)

zwhi | e(e) {s1}]° 15)

x € ref(e) y € def(s1)

: 25y z[s]”y
z[whi | e(e) {81}]Ty &

x € ref(e)
7 — 8
zwhi | e(e) {s1}] nt 1 a[s| P2y " z[s]Vy

(16)

o[s)Py  als]Pry

(20)

Table 1. Analysis Inference Rules

s did get to execute. In Table 1, we provide the inference of s whereP holds, thenr[s]py will definitely hold.
rules forz[s]Fy. The syntactic policy that we extractis the logically weak-

The rules fori f andwhi | e statements constrain the est P such thatH[s]”L. That is, P is the disjunction of
extracted policy by adding control constraints. Forexamp! all P’ such thatH [s]P’L. Since the rules find every pos-
rule (9) adds the control constraint->T to indicate that  sible flow, [P]* will contain every input sequence that re-
flows of information from the hen branch only execute if ~ sults inL gaining access to a input froshunder the condi-
the conditiore is true at this execution point at least once.  tional incident-insensitive noninterference formalieatof

The rules fori f andwhi | e statements also track in- access. The absenceidfom [P]* implies that inputs from

direct flows of information. For example, rule (12) adds a H will surely not flow toL when the program receives as
flow from a variablez referenced by the conditionto a  input (thereby preserving the confidentialitytd}.
variabley defined by a statement within either theen or
el se branch. Such indirect flows of information are key to 4.4. Example
confidentiality as the following program demonstrates:
if(x){y:=11y:=0} We now demonstrate these inference rules on our mo-

) ) ) ) tivating example from Section 1. We build the policies
Thei f statement copies the valuexoftoy withoutusing  of composite statements from the policies of their sub-

a direct flow of information froAm either assignment. statements making our analysis compositional. Our imple-
Intuitively, the rules forz[s]Zy unroll the loop in which ~ mentation proceeds in a similar manner. To save space we
s is found an unbounded number of times. useeqo. as shorthand forol es[ | ogi n] == "doc".
A reference from the condition of ahi | e statement We start withwr i t e(out, stdout), the last state-
will by rule (17) flow to the pseudo-identifiert. This ref- ~ ment. We apply rule (3) to learn thatit flows tost dout
erence is carried byt to the written bufferl of anywr i t e and rule (4) to learn that for alf, z flows to:

statement that follows thehi | e statement by rule (5).
These inference rules admit spurious flows. That is,

x[s]py does not imply that the value afwill definitely af-
fect the value ofy during an execution of whereP holds. (4)
However, ifz does affect the value gfduring an execution z[write(out, stdout) ]Tx

out € ref(out)
out [write(out, stdout)] stdout

(3)




Indeed, thenr i t e statement copies the value @fit into to the function’s actual arguments are composed with the
the bufferst dout without overwriting any data. All of  stored flows from the formal arguments to the return value
these flows are under the true poli€y which means they  in a manner similar to sequential composition. The algo-

may always be possible. Alsayt flows to st dout by rithm uses the resulting flows for any identifier that depends

rule (5) meaning that nontermination may be noticed by on the return value.

st dout if thiswr i t e statement fails to execute: The algorithm distinguishes between pointers to arrays
(5) and the memory locations within an array. If information

flows to a pointey, then an assignmentyolater in the pro-
¢ gram will terminate that flow since the value wpfis over-
written (as in rule (2) of our inference system). Since
would also now point to a different memory location, flows
to the memory location to whicly used to point would
also be terminated. However, a write into an array, such as
y[z] := 0, will not terminate any flows since the value
of y is unchanged and other locations in the array may con-
tinue to hold information from a flow to the memory loca-
tions to whichy points. Furthermore, we model that the
value ofz flows to these locations. This flow arises because
the zth entry ofy changes t® while the other entries re-
main the same. If every entry starts with a value other than
0, the location of this change reflects the value of

First, we experimented with our implementation on C
programs that exercise the subset of C our implementation
accepts. The mostinteresting one is based on the motivating
doctor example. The program includes three helper func-
tions, command-line arguments, file operations, and loops.
. . . After parsing by CIL [12], it has 93 atomic and compos-
. We implemented a poll_cy extraction tool based ON OUr 40 statements using 23 variables, four files, and two output
!nference rules. The_ aIg_onthm worl_<s on programs _wrl_tten streams. The analysis extracted the correct policy in 2.68
in a subset of C, which includes pointers (but no aliasing), seconds. It used 3MB of RAM on top of a 250MB baseline

non-recursive functions, loops, and file operations. We do for the runtime (DrScheme [5]) and the operating system.
not model flows from runtime errors, unstructured control To test the scalability of our analysis, we ran our

rovI;, orlpomters accessmtg arbtlltrary Egmo;y_lc;cattll\?ns. f. implementation on 757 statements of the Sparse C
€al programs are not neatly partitioned into two confi- parser yww. ker nel . or g/ pub/ sof t war e/ devel /

dentiality Ievetlsd,l__ and Hd Thtus,tw_e Extracttf(()jr ea:ch tirr]lput spar se/ ). The analysis took 510 seconds and used 95MB
source €., stdi n) and output sink&.g, st dou .)’ € of RAM. We also tested our analysis on a 3137 statement
policy that governs flows from the source to the sink. part of the Privoxy web proxyww. pr i voxy. or g/ )

The algorithm rgcurswely olperateslonthe abstract syntax o analysis took 78 seconds and 60MB of RAM. These
tree of a program in a depth-first fashion. It represents Syn'programs use unmodeled features of C allowing for un-
tactic policies as binary decision diagrams (BDDs) [2] gsin soundness
thE." CUI.D.D pagkage [%9.]' ABDD s requireq for ?".“Ch pair The analysis ran on a computer with two 1.2GHz AMD
of identifiers since policies between any two identifiersfor Athlon processors and 757MB of RAM. Our implemen-

sub-statementmayaffeqthe pqlicyofasource and Sinkfortation and the analyzed programs may be downloaded
the program. Although this requires a number of BDDs that from ht t p: / / waw. cs. cmu. edu/ ~nt schant /

is quadratic in the number pf identifiers_, they share isqmor- pol i cy- ext racti on/

phic sub-trees. BDDs provide a canonical form for policies

making policy analysis efficient [6]. .
The algorithm computes the non-reflexive transitive 6- Change-Impact Analysis

closure z[s]{y for whi | e statements using the Floyd-

Warshall algorithm. This require@(v?) steps where is The policies extracted by our tool are often too large to

the number of variables in the program. examine by hand. However, change-impact analysis is still
The implementation computes the policy of a function possible. Given application code before and after some set

only once. It finds the flows from the function’s formal ar- of edits, one can compare the policies extracted from both

guments to the return value. At an application site, the flows versions of the application to ensure that the program edits

ntfwri te(out, stdout)] stdout

Henceforth, we will only discuss those rules that contgbu
to proving thatxr ay. j pg may flow tost dout under the
conditionegec—T.

Now consider the conditional statement. The assignment
in thet hen branch introduces a flow fromr ay to out
by rule (1). This flow implies thakr ay may flow toout
wheneg..—T by rule (9) as shown in Figure 2.

We use rule (8) to link the flow fronxray to out
arising from thei f statement with the flow fronout to
st dout arising from thear i t e statement. This produces
a flow fromxr ay tost dout under the conditionge.—T.

Continuing this compositional reasoning and treating
read statements in a manner similar to assignment, we pro
duce the syntactic policyy..— T governing the flow of in-
formation fromxr ay. j pg to st dout as expected.

5. Implementation



xray € ref(append(bill, xray))
xrayfout := append(bill, xray)]Tout
xrayli f (eqc) {out := append(bill, xray) }{out := bill}]"<"Tout

(9)

Figure 2. xr ay may flowto out when egoc—T

have not introduced any unintended consequences. Information-flow type systems for declassification use
We have implemented a change-impact analysis algo-conditional confidentiality policies, ateclassification poli-
rithm. The comparison process relies on a BDD differ- cies Of the many type systems for declassification (see [15]
encing algorithm previously presented for comparing poli- for an overview), the work of Chong and Myers most resem-
cies [6]. The time it takes to compare two policies is negli- bles ours [3]. They use a type system to ensure that sensitive

gible relative to the time it takes to extract them. information is only released to a untrusted user (is declas-
sified) if some condition annotating the code holds. Rather
7. Related Work than ensuring that conditions annotating the code hold be-

fore declassification, our analysis finds these conditions i
unannotated code.

Extracting Data Models. Data model extraction attempts Model checking can verify that a given policy is

to infer from untyped codee(g, COBOL), the data model obeyed [1]. However, this method requires the intended pol-

that the programmer had in mind. Typically this model is icv as inout whereas our analvsis produces a polic
presented as a class hierarchy explaining how the analyzed y P ysISp pocy.

rogram uses buffers to store multiple types of data.
prog bewp Ruling Out Infeasible Flows: Path Conditions. Pro-

Although this problem is very different from ours, the k
g P 4 gram dependence graphs (PDGSs) represent how informa-

information required to solve it is similar to the infor- 2 f| ¢ . 4
mation we extract. Komondoor and Ramalingam extract tion flows from statement to statement In a program [4].
However, some of these flows might require statements

from source code data flows and the conditions that enable . . ..
them [9]. Their analysis differs from ours in that it does along an infeasible path to execute. Path conditions rule

not consider indirect flows of information from conditional out sqme oftgese_ |rr]n‘eai|ble f:qu.vs [17]. id q
statements. While such flows are irrelevant to their goals, Using PDGs with path conditions provides a sound way

they matter greatly to ours. Also, their analysis is not com- to determine if uncond_itional noninterferenc_e_ holds [1.8]'
positional like ours and uses a very different algorithmic However, they do not directly extend to. co_ndmonal_ nhonin-
approach based on lattices terference. PDGs do not show the passive information flows

that happen when statements am executed. This does

) ) ) ] not affect the soundness of PDGs or path conditions for un-
Enforcing a Given Policy. The problem most related in  ¢qndjtional noninterference because every missing passiv
motivation to ours is the problem of ensuring that a program ¢,y is paired with a present active flow from the assign-
will obey a specified policy. While we build on the theory - ment peing executed. In the conditional case, we need both
underlying this work, our approach differs from those taken {5, of information to maintain soundness. Furthermore,

in this area. _ N our approach is compositional unlike PDGs.
Conditional information flow analysiss a method

of preventing undesired information flows at runtime Extracting Business Logic. Just as a confidentiality pol-
(e.g, [20]). If these methods detect an undesired flow at . 9 gic. yp

runtime, the execution must be aborted. We instead offer a'Cy may be.come buried within the che of a large program,
static analysis. the operating procedures of a business may also become

. . : .. hidden within a program. Thus, others have created tools to
Many type systems for information flow analysis exist. extract these business rules from source code [8, 16]. These
(For a survey, see [14].) Most of these uséatch-job o

model of systems: systems take a set of inputs before eX_tools use program slicing to track information, but they do

. L not provide the conditions that enable them.
ecution and produce a set of outputs upon termination. We
use arinteractivemodel of systems where the program may
interact with the user throughout the execution. O’'Netll 8. Summary and Future Work
al. provide the only type system of which we know for in-
teractive programs [13]. However, their work assumes a  After presenting a formalization of conditional noninter-
unconditional confidentiality policy. ference, we presented a sound method to extract from appli-



cation source code an approximation of the most restrictive [9] R. Komondoor and G. Ramalingam. Recovering data mod-
policy the program obeys. This is the first policy extraction
algorithm proposed and also the first conditional informa-
tion flow analysis that finds both direct and indirect flows
of information. Moreover, our analysis is flow sensitive and
composition while handling interactive 1/O.

Possible future work includes handling additional lan-
guage features of C. Any standard alias analysis could runy11]
before our algorithm runs to conservatively handle aligsin

However, an analysis that tracks the conditions that esable
aliasing would provide more accurate results. An analysis

for partitioning data structures into separate confiddititia

levels based on the data placed in each field or array location
would make our analysis more accurate. Such an addition

would complicate theef anddef functions but not substan-
tially change the algorithm. Adding unstructured control [13]
flow such agjot o statements, on the other hand, may make

our compositional approach no longer possible. However, a

more standard iterative approach should still be possible.

We would also like to present policies to the user in an [14]
interactive manner with a query engine to verify properties
of the policy. Lastly, we would like to explore further uses
for the extracted policies such as refactoring.
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