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"WITH GREAT POWER COMES
GREAT RESPONSIBILITY"
-- Uncle Ben, Spider-Man



Responsible ML

Potentially dangerous products are out there

• Why are these products out in the world?

• How can we justify releasing them?
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Example: Child Trafficking

3https://www.thorn.org/blog/generative-ai-principles/

https://www.thorn.org/blog/generative-ai-principles/


Example: Child Trafficking

4https://www.thorn.org/blog/generative-ai-principles/

https://www.thorn.org/blog/generative-ai-principles/


Example: Character.AI

5https://www.nytimes.com/2024/10/23/technology/characterai-lawsuit-teen-suicide.html

https://www.nytimes.com/2024/10/23/technology/characterai-lawsuit-teen-suicide.html


Example: Medical Imaging Systems

CT scanner without it's covers on
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https://www.youtube.com/watch?v=2CWpZKuy-NE

https://www.youtube.com/watch?v=2CWpZKuy-NE


Managing Risk

• Design Controls

• ML Model Cards

• Full-cycle Accountability
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RESPONSIBLE ENGINEERING:
DESIGN CONTROLS



Responsible Engineering

Design controls

▪ Documentation

▪ Verification/Validation

▪ FMEA

▪ CAPA

https://www.ecfr.gov/current/title-21/chapter-I/subchapter-H/part-820/subpart-C?toc=1

https://www.ecfr.gov/current/title-21/chapter-I/subchapter-H/part-820/subpart-C?toc=1
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Responsible Engineering

FMEA (Failure Modes & Effects Analysis)
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What is the process 

step, change or 

feature under 

investigation?

In what ways 

could the step, 

change or feature 

go wrong?

What is the impact 

on the customer if 

this failure is not 

prevented or 

corrected?

What causes the 

step, change or 

feature to go wrong? 

(how could it occur?)

What controls exist 

that either prevent or 

detect the failure?

https://goleansixsigma.com/failure-modes-effects-analysis-fmea

https://goleansixsigma.com/failure-modes-effects-analysis-fmea
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https://goleansixsigma.com/failure-modes-effects-analysis-fmea


Responsible Engineering

Design controls

▪ Documentation

▪ Verification/Validation

▪ FMEA

▪ CAPA

https://www.ecfr.gov/current/title-21/chapter-I/subchapter-H/part-820/subpart-J/section-820.100

https://www.ecfr.gov/current/title-21/chapter-I/subchapter-H/part-820/subpart-J/section-820.100


Managing Risk

• Design Controls

• ML Model Cards

• Full-cycle Accountability
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ML MODEL CARDS



ML Model Cards

• Mitchell, Margaret, et al.

• "Model cards for model reporting.“

• Proceedings of the conference on fairness, accountability, and 
transparency. 2019.



ML Model Cards



Exercise: ML Model Card Hunt
• Search the web to find the 

model card for a real-world 
model

• What models don't seem to 
have a model card?



REMOVING HARMFUL TRAINING DATA



FULL-CYCLE ACCOUNTABILITY



AI Accountability

• Slide from Alex London, CMU
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