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Abstract

Throughout my career, advances in technology and global communications
have enabled larger and more dispersed groups worldwide, new services and
products that make groups more efficient, effective, and cohesive. As well, we
see new threats and harms to group members and others: online harassment
and hate speech, invasions of privacy, financial crimes, cyberbullying, Al-created
false information, and threats to vulnerable group members. More than half of
young women and girls survey state they have been harassed online and a quarter
reported feeling unsafe (https://planusa-org-staging.s3.amazonaws.com/public/
uploads/202 1/04/Freedom_Online_2020_State_Of The_Worlds_Girls_PIUSA.
pdf). Health misinformation spread by online groups, such as that HIV does not
cause AIDS, may have killed thousands in Africa. Misinformation promulgated
by anti-vaccine groups has encouraged millions in the U.S. to forgo life-saving
vaccines. Cyberspace today spills over into the physical world and all forms of
telecommunication, furthering fraudulent services and goods, polarization of the
electorate and distrust in elections, threats to journalism, misleading science,
and real-world violence. High quality research and investigative journalism has
made some gains in understanding and mitigating the tsunami of accidental and
intentional harms online, but opposing lies and threats with truth can feel like a
losing arms race. Understanding what causes these harms enabled by technology
and tech-company business models, will rest in fundamental principles of group
member psychology, group dynamics, and intergroup conflict. Ongoing and
future group research could help us understand the benefits of new technology
and counter negative group behaviors in the online world.

Keywords
knowledge management, social media, online groups, benefits and harms in
cyberspace

'Carnegie Mellon University, Pittsburgh, PA, USA

Corresponding Author:

Sara Kiesler, Human Computer Interaction Institute, School of Computer Science, Carnegie
Mellon University, Pittsburgh, PA 15213, USA.

Email: kiesler@andrew.cmu.edu


https://us.sagepub.com/en-us/journals-permissions
https://journals.sagepub.com/home/sgr
https://planusa-org-staging.s3.amazonaws.com/public/uploads/2021/04/Freedom_Online_2020_State_Of_The_Worlds_Girls_PIUSA.pdf
https://planusa-org-staging.s3.amazonaws.com/public/uploads/2021/04/Freedom_Online_2020_State_Of_The_Worlds_Girls_PIUSA.pdf
https://planusa-org-staging.s3.amazonaws.com/public/uploads/2021/04/Freedom_Online_2020_State_Of_The_Worlds_Girls_PIUSA.pdf
mailto:kiesler@andrew.cmu.edu
http://crossmark.crossref.org/dialog/?doi=10.1177%2F10464964251318625&domain=pdf&date_stamp=2025-04-29

470 Small Group Research 56(3)

When I was a child, our nation’s capital was segregated. My family lived in a
whites-only apartment complex in northeast Washington D.C. Many black
families lived in our neighborhood, shut out of apartment rentals and living
in dank basements of the complex, huddled near the furnaces. I used to roam
the complex and visit with the children of these families, but they were not
allowed to visit me. These experiences, and many others like them, were a
big reason I ended up a graduate student in social psychology.

The 1960s was an exciting time to study group research, especially to read
about group beliefs and conflict: Sherif et al.’s (1961) work on young camp-
ers he separated and then brought together (demonstrating in-group solidarity
vs. out-group hostility); Asch’s (1956) experiments (demonstrating confor-
mity with false judgements in groups), and Tajfel et al.’s (1971) seminal
research on the power of group identify. In the 1950s, Professor Leon
Festinger and his colleagues had carried out an ethnographic study of a small
self-named group, the “Seekers,” that predicted a great flood and the end of
the world on December 21st. When the date arrived and the world did not
end, the strongest believers redoubled their proselytizing. I was Leon’s grad-
uate student at Stanford and never forgot this example and his fascination
with false beliefs in groups.

When I began teaching at Carnegie-Mellon University, 99% of the world’s
population had never used a computer, much less to communicate with
another person, but my university was at the forefront of the emerging tech-
nology. Two researchers, Hiltz and Turoff (1978), had recently published a
seminal book called Network Nation: Human Communication via Computer.
Their description of what they called “computer conferencing” prompted my
first experiments in online group communication. I quote from my descrip-
tion of what ensued:

[Our undergraduate assistant, Mina’s] face-to-face sessions were fine but her
computer chat sessions were a mess. One of her first groups was not able to
reach consensus until 2am in the morning. Subjects were getting upset with each
other, refusing to reach consensus. . .I asked Mina to follow a strict protocol and
to wear more formal clothes so subjects would “take the experiment seriously.”
We continued to see problems in reaching consensus when participants used
[online] chat. My colleague, Lee llll, suggested I talk with [computer science
professor] Allen Newell. He told me, smiling, “Oh, that’s just flaming.” Jane
[Siegel, my graduate student] decided to run the experiments herself, and we
began to document carefully the processes that ensued when people had to reach
consensus using the computer to communicate. (Kiesler, 2007, p. 5).

With those early experiments began a new program of research, and our
concerns about the emerging unintended consequences of online group
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communication (e.g., Kiesler et al., 1984; McGuire et al., 1987). Early on, we
attributed disinhibited online communication to the absence of in-person social
context cues (Sproull & Kiesler, 1986), a theory that perhaps may have some
merit but certainly does not explain everything that has ensued since.

Skip to today, and I am working at the National Science Foundation, man-
aging projects in the (recently renamed) Secure and Trustworthy Cyberspace
research grants program. We receive proposals from researchers in disci-
plines as disparate as communication, political science, and computer science
who bring concepts from groups research to bear on societal challenges.?

Research on Cyberspace

Today’s research environment contrasts with the situation, years ago, when to
study groups, we were mostly confined to observing small numbers of people
(often students) in “the lab.” Or we might visit a factory floor or a company
in person, observe a crowd, or interview members of the public. After the
internet arrived, we could conduct online email or web surveys or experi-
ments (some of them embedded in surveys). Technologies like email and
texting on small devices became everyday tools for group research. Later it
became possible to collect observational data on the interactions of online
groups and teams and gather thousands of posted communications from a
myriad of platforms such as Twitter (now X), Facebook, and Instagram.
These technological and methodological breakthroughs have helped us
understand, if incompletely, the nature of groups encountered in today’s
world, among them teams who share their work no matter their location,
families, friends, and neighborhoods connected online, and huge online
crowds following online influencers and comments posted on current events.
Cyberspace supports online groups and organizations with a myriad of differ-
ent common interests ranging from sports and games, fashion, gambling, por-
nography, education and training, hobbies like sewing and dog rescue and
snake collecting, political change and advocacy, and a mix of criminal
enterprises.

Computational technologies and advanced statistical methods today can
be used to describe and predict online group behavior through crowd-sourced
reports and observations of behavior in online social media. Remote sensors
can be used to track such disparate phenomena such as people’s travel, health,
and street protests along with their online interactions. Machine learning,
deep learning, and generative Al can be used to collect multimodal data on
both online and offline group behavior over time. Researchers can track plat-
form-supported social media and even interactions on the dark web; they can
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use new methods, such as data fusion, data interoperability, and differential
privacy for sharing data while maintaining individual privacy. Network sci-
entists and computational linguists use ever-improving machine learning
approaches, such as deep neural network models, to track the evolution and
spread of manipulated information across social media. These methods also
allow for creating synthetic data and simulations for training and testing the
predictive computer models. Modern computational modeling and analysis
techniques have brought about a greater interest by researchers in detecting
and predicting behavior alongside methods for testing the mechanisms that
explain social behavior (Yarkoni & Westfall, 2017).

Unfortunately, most studies of online behavior are based on biased sam-
ples of publicly available data. A major barrier to research on manipulated
information and online maliciousness is that researchers lack access to
important data that are protected by corporations and platforms’ proprietary
algorithms. This limitation is a key problem for research because a major
way information spreads today is thought to be significantly influenced by
these platforms’ unobservable proprietary algorithms. Researchers who
work outside platform organizations must use workaround methods with
publicly available data.’ The situation is slowly improving with European
regulation and international efforts to require, and guide, researchers’ access
to platform data.

Misinformation in Groups

The wide distribution of misinformation through social media, and advances
in the computational and social sciences, have motivated considerable
research on misinformation in groups worldwide.* Information threat models
and theories of abuse aim to detect and describe the sources of misinforma-
tion in cyberspace, and its recipients, strategies, and harms, including mis-
leading claims intended to influence the public that are hidden in ordinary
news and pseudo-scientific publications. The spread of false information car-
ries through time, platform, social networks, and groups. Although the
sources of misinformation are often hard to detect, computationally enabled
investigative methods have identified hundreds of fabulist, extremist, and
state-sponsored groups that originate misinformation. Emerging detection
methods can identify false claims and misrepresentations of people in text,
audio, images, video, or even virtual reality, and that spread through social
networks and across groups. Advances in natural language processing and
computational linguistics have led to better detection and understanding of
the use of in-group code words,” humor, and symbolic visualizations to
manipulate information in all languages. New methods are emerging for
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ground truth evidence and cross-validation in studies of false news and
rumor, manipulated information, and harmful outcomes (e.g., Jiang et al.,
2021). This work has the potential to explain, predict, and perhaps prevent
serious harms from manipulated information, such as hate crimes, consumer
fraud, and suicide (Ophir et al., 2022).

In cyberspace, the flow of misinformation to new individuals and groups
is often far out of proportion to the size of the originating group. Falsehoods
may emerge first within a small online group, then spread rapidly to others.
False claims that millions see have, in some cases, originated with a single
group propagandist who posted hateful and conspiratorial narratives.® A story
in the Washington Post describes a California woman who originated a social
media account she called “Libs of TikTok.” She gathered a huge audience
(2.8 million on Twitter/X in February 2024), first by denying COVID, invent-
ing stories of child sex trafficking, doubting the 2020 presidential election
results, and urging the firing of gay teachers. Encouraged by online responses,
she urged Oklahomans (a state she had visited just once) to pull books featur-
ing LGBTQ people from school libraries. She has been “blamed for sparking
bomb threats, property damage, shooting threats, written and verbal harass-
ment and other forms of violence against individuals, hospitals and schools
across the country.”’

Some writers assert that only a small percentage of all information on
television, radio, and online is false, but digital information architectures and
algorithms encourage the rapid spread of false claims within groups and then
to huge numbers of individuals, who in turn spread them further to members
of other groups. Often a false claim refers to “we” in trying to attract a collec-
tive response, for example, “@Wendys, your beef is frozen and we know it.
Y’all know we laugh. . .” Humor, sarcasm, and making fun of others can
make these messages more sensational and entertaining, which in turn aids
platforms’ business models. During the 2016 presidential campaign, a theory
that Podesta’s hacked email contained coded messages of human trafficking
and a child sex ring spread almost immediately through 4chan, 8chan, Reddit,
and Twitter. Even when people do not believe such fictions, misinformation
online can lead to public concern about the truth of what is available on TV,
radio, and the internet. Perhaps it also leads to malaise, or a general feeling of
“I give up trying to figure it out” such that significant portions of the public
take whatever information they get at face value (Figure 1).

Disinformation

Some groups have been formed for the express purpose of spreading online
propaganda and reinforcing conspiracy mindedness in online group members
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Figure 1. Tweets (blue) and retweets by RU-IRA (Russian) trolls that encourage
polarization.
Source. From Stewart et al. (2018, Figure 2).

and vulnerable public audiences. These so-called disinformation campaigns
use social engineering, including sophisticated advertising techniques and
falsified content such as deepfakes and rumors hidden within correct news of
real events, taking advantage of a distracted and uncritical public. In a longi-
tudinal study of Twitter/X posts on reproduction, tweeted misinformation
evolved to fit changes in the rest of the information environment. Pre-
vaccines, tweets voiced conspiratorial and anti-vax rhetoric. When vaccines
were imminent, tweets more frequently included fears about threats to preg-
nancy and fertility. After vaccines were distributed, first-person tweets
reported menstrual cycle disruption (a real phenomenon that was harmless
but not broadly addressed by public health authorities). These accounts were
exploited in disinformation campaigns (Diamond et al., 2022; L. Palen, per-
sonal communication, 2024). It may be that sensational lies spread further
and faster than truth, in part because surprising or emotionally charged news
drives audience traffic, advertising, and sponsors (Silverman, 2015).
Detecting disinformation campaigns early enough to stop them before their
messages spread across online platforms, and rapidly countering false narra-
tives and providing trustworthy information, is challenging and, in some
cases, has proved impossible. Researchers are studying the effectiveness of
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fact checking and content moderation groups, artificial intelligence for anom-
aly detection, internet measurement to track diffusion, digital forensics to
identify, expose and explain information manipulation campaigns, and label-
ing and nudging to flag inauthentic content (e.g., Kozyreva et al., 2020). There
are ongoing efforts to make these techniques more scalable, interoperable,
well-integrated, and applicable in multi-modal contexts. But often they are
ineffective or arrive too late to halt false narratives and correct beliefs, as in
the now long-standing certainty among many in the U.S. that the 2020 U.S.
presidential election was stolen and that even the measles vaccine is harmful.

Group ldentity and Members’ Beliefs

The science of information manipulation is aimed in part at explaining and
predicting group member beliefs in false information, especially when these
beliefs lead to sustained social norms and behaviors that harm people’s health
and welfare or damage critical social institutions, as with fears of fraudulent
elections and rejection of public health messages. There is a growing litera-
ture in the human structure of group beliefs, enabled by significant advances
in methodologies for robust, reproducible science, computational tools, data
science, and brain sciences. For example, neuroscientists have identified
brain regions activated by misinformation that appeals to group moral val-
ues—the precuneus, medial prefrontal cortex (MFPC), and inferior parietal
lobes, interconnected brain regions, often referred to as the Default Mode
Network or DMN (Raichle, 2015). Analyses of huge datasets also point to
cognitive dispositions that predict ideological, moralistic, and dogmatic pref-
erences in groups (Zmigrod et al., 2021).

Controlled online experiments and large-scale data collection of informa-
tion spread across online social networks suggest that partisanship and group
loyalty are a major predictor of group members’ misinformed beliefs. False
beliefs can strengthen rather than weaken group ties; members copy the
beliefs and behaviors of others in their group and those common beliefs, even
if under attack, reinforce group allegiance (Mosleh et al., 2021). In one of our
own studies, members of groups accepted the word of a collaborator, even if
it was clearly wrong—a phenomenon we called “inaccuracy blindness”
(Kane et al., 2018). Group identity can swamp other factors such as fact
checking and source credibility. In one online game involving 540 people,
members of an arbitrarily composed online group copied the preferences of
their assigned group, overriding the effects of the reliability, warmth, or com-
petence of others (Montrey & Shultz, 2022). The authors of this paper argue
that such tendencies comprise fundamental processes that have, over centu-
ries, reinforced cultural divergence and cumulative social evolution.
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Cognitive and psychological scientists have been studying how long peo-
ple remember false information, whether or not they have rejected it, and
how sustained this rejection is (often, not very long). We still do not entirely
understand why a considerable minority of the public (globally, not just in the
U.S.) shares information they know is false, promulgates false information
from questionable sources, and mistrusts the findings of science, medicine,
and high-quality news sources. The reasons for these phenomena probably
reside in many factors related to group identity: “facts” diverging from group
ideology, vested group interests (including financial and reputational), and
group-encouraged fear (e.g., Hornsey, 2020).

Polarization and Outgroup Hostility

Polarization of groups, including groups separated by political differences,
socioeconomic status, or personal circumstance, has increased with the
advent of online algorithms that point people to like-minded groups regard-
less of information quality. Platform algorithms and greater in-group similar-
ity amplify the impact of poor information content and create more extreme
and less politically diverse audiences (Bhadani et al., 2022; Kim et al., 2021).
Researchers have begun to study the incentives and strategies of news orga-
nizations and platforms that increase polarization and poor-quality, divisive
content (e.g., Acemoglu et al., 2021).

State-sponsored trolls have been used to polarize the electorate (Stewart
et al.,, 2018; Zannettou et al., 2019). False claims sometimes reference
strongly held moralized group beliefs that motivate allegiance and spread
rapidly across sympathetic online social networks (e.g., Hoover et al., 2021;
Moorijman et al., 2018). The strategy includes hiding polarizing content
while seeming only to reinforce what people want to hear. False news cre-
ators, including teens, may be hired by organizations (foreign governments,
unethical businesses, politicians). These individuals profit through monetary
rewards and reputational benefits and do so with minimum effort or risk of
punishment (Kshetri & Voas, 2017). The woman described above who spread
falsehoods about LGBTQ people was given financial support by a like-
minded sponsor, and was able to quit her job as a realtor and spend full time
as an influencer. She told her interviewer that her online activism made her
feel important.

A related phenomenon linked to polarization is the strengthening of so-
called extremist groups that promulgate hatred, conspiracy theories, and
dehumanization of other groups (see Harris & Fiske, 2006). Some research-
ers have studied how societal upheavals such as the 911 attacks on the World
Trade Center, the recession in 2008, the 2019 viral pandemic, demographic
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change, and increasing automation has encouraged out-group hostility and
conspiracy theories that help explain people’s anxiety and anger, and fix
blame on other groups (Douglas et al., 2017; van Prooijen & Douglas, 2017).
Moral rhetoric used in social media surrounding political demonstrations has
been associated with violent protests (Gallacher et al., 2021; Hassan et al.,
2018; Moorijman et al., 2018).

Changing Group Structures

With the advent of computer networking, group structures became more fluid
than when groups mostly interacted in geographic proximity. At first, it was
simply that groups of all kinds, including families and work teams and activ-
ists, were able to connect more easily with members who were geographi-
cally dispersed, thus including more peripheral members into their core
functions (e.g., Hesse et al., 1993). As more people used internet communica-
tion, they could form dispersed groups, and larger teams and collaborations.
Distributed teams could make teamwork more inclusive but also more chal-
lenging, such as for arranging meetings across time zones (e.g., Balakrishnan
et al., 2011; Hinds & Mortensen, 2005). More recently, mass participation in
social media and the internet globally seems to have encouraged the intercon-
nection of small and large groups in overlapping spheres, embedding them in
larger ideological, political, and cultural domains.

Many large organizations have one or more headquarters overseeing many
online and geographically dispersed offices or teams that perform much of
the core business of the organization. For instance, I belong to an organiza-
tion that raises, trains, and gives service dogs to people with disabilities.
Canine Companions (canine.org) is a nonprofit organization headquartered in
California—with a mission and history, policies and leaders, but it is hierar-
chically connected, much through the internet, to regional and local groups
all over the U.S. that carry out the mission. These groups are ideologically
tied to the top but with local cultures and practices that influence how top-
down guidelines and requests are met. Changes in the local environment can
exert reverse influence on headquarters. Scholars have begun to study these
kinds of organizational structures (e.g., Dolata & Schrape, 2016), raising
many questions for group researchers, such as how different these structures
are from one another, how they interact with, or threaten, traditional struc-
tures, how leadership maintains control, how groups change with challenges
in the organizational environment, and effects on group members.

Changes in group structure online have had both beneficial and harmful
effects. An example of the latter is described by historian, Belew (2018,
2023), who documents the spread of the white power movement with the
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founding of Liberty Net in 1983 to 1984. Activists connected through Liberty
Net distributed stolen funds and resources to white power groups around the
U.S. About group structure, she says:

We might consider these in concentric circles. Scholars who have attempted to
estimate the size of the movement in the 1980s broadly agree that the innermost
circle would include only 25,000 people but this inner ring would be quite
dedicated. . . Outside this dedicated center, we would find another 150,000-
175,000 activists: those who attend public actions, subscribe to movement
literature, and similar actions. Then there is a larger circle of some 450,000
people who would not themselves subscribe to movement literature but who
regularly read that literature all the same. (p. 257)

Belew argues that disagreement about which groups did what at the insurrec-
tion January 6, 2021 ignores that many of the groups that participated—the
Proud Boys, Oath Keepers, Three Percenters, The Base, Boogaloo Boys, and
Atomwaffen Division, among others—were part of the same white power
movement, with years of experience organizing and connecting diverse and
geographically dispersed groups, with Jan 6th aimed not just at exerting vio-
lent power in that moment in history, but also as a means to radicalize and
draw in more groups.

Group Complacency (Groupthink, Social Loafing,
and Free Riding)

We know that groups often reject, and defend against, outsiders’ attacks on
their practices and beliefs. But group members also sometimes resist dia-
logue and debate within their own group, particularly arguments that chal-
lenge group norms and comfortable social interactions, jeopardize members’
social standing in the group, or threaten group leadership (Janis, 2008;
McCauley, 1989). Perhaps it is merely that, in the online environment, group
members are not paying sufficient attention to notice or counter false infor-
mation (Kane et al., 2018; Kang et al., 2014).

With the advent of artificial intelligence (AI) that may take over some
group tasks or supervision, whether, when, and why online group (or team)
members fail to challenge misinformation inside the group becomes a new
research challenge. Researchers are already speculating that social loafing
(Latané et al., 1979) will increase when automated agents are considered
teammates (Liu et al., 2023). Al can seriously interfere with group delibera-
tions when the automated system fails, for example, when it mislabels a
member as unproductive, or decides that the group is inefficient or is failing
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to comply with requirements or recommends discriminatory decisions (e.g.,
Rosenthal-von der Piitten & Abrams, 2020). The data that Al used to generate
these recommendations may consist of thousands (or millions) of data points
that cannot be interpreted. For instance, imagine a court system where the
judges rule unjustly that a defendant deserves incarceration or a large fine
because of the predictions of a biased Al analyses of past records. These pre-
dictions may not be easily (or at all) interrogated. Al systems are meant to be
autonomous, and if there are errors in design, or if the system experiences
security breaches, or has software or hardware faults, these systems can have
unforeseeable effects. Their recommendations cannot be made transparent in
same way that human or traditional software decision making is transparent
because Al models are always learning and adapting to new data. Thus, it
may be impossible to reverse engineer the system to discover what mecha-
nisms or factors led to the unforeseen or undesirable consequences. And
because of this unpredictability and lack of transparency and explainability,
the contestability of decisions may absent, as might blame and redress for
harm (see Scherer, 2016).

Interventions

Platforms and news organizations can remove misinformation before it is
made public, or soon after, but few researchers have had access to this pro-
cess. Once misinformation is made public, fact checkers and fact checking
websites may be helpful to the public for evaluating the quality of informa-
tion (Porter & Wood, 2021), but fact checking is an effortful task and con-
sumes time during which manipulated information can spread widely. Recent
research projects are aimed at aiding the early detection of false information
and its provenance to increase the efficiency and value of fact checking and
corrections of false information. A serious challenge to fact checking, how-
ever, is that even when it improves the accuracy of people’s knowledge, it
may have much less influence on people’s beliefs, actions, and long-term
reasoning ability. A standing research question is whether correcting false
information aids misguided beliefs in the long run.

Two strategies that researchers are exploring are pre-emptive intervention
(prebunking) and reactive intervention (debunking). Prebunking seeks to
help individuals recognize and resist subsequently encountered misinforma-
tion, even if it is novel. For example, they might be warned to think about the
accuracy of incoming information. Debunking responds to misinformation
after exposure to demonstrate why it is false. The effectiveness of these cor-
rections seems to depend on such factors as how quickly and well social
media enable them, and which groups people belong to. In one study of



480 Small Group Research 56(3)

Facebook groups, Zollo et al. (2017) found that groups that discussed science
(the so-called science echo chamber) commented positively on misinforma-
tion debunking posts, but groups inclined to entertain misinformation paid
little attention to debunking: . . . “[O]nly few users usually exposed to unsub-
stantiated claims actively interact with the corrections. Dissenting informa-
tion is mainly ignored.” It seems clear that more must be done to understand
and improve the impact of corrections, especially as applied to interactions in
online groups globally and in different cultures (Ecker et al., 2022). Some
researchers argue that information reliability is also a platform responsibility,
and their algorithms ought to factor audience diversity (and thus higher news
reliability) into their decisions to reinforce higher journalistic standards
(Bhadani et al., 2022).

Informed and engaged citizens also need cognitive tools and knowledge to
consider information critically. Several factors make this a challenge in the
U.S. and internationally: the demise of local newspapers, the negative impact
on schooling of the pandemic, the absence or poor quality of formal cognitive
training (critical thinking skills), and formal civics, health, and science edu-
cation in K-12 schools. New research strategies, using a range of evaluation
approaches including high-quality random control experiments, are being
created to teach people to reject false information, or to resist attempts at
radicalization and violent extremism (Bilali, 2022). Other research examines
better ways to communicate evidence and facts through easily comprehended
visualizations (Franconeri et al., 2021) and “gist” communications connected
to people’s core values and groups (Reyna, 2021).

Conclusion

I have never forgotten a talk on technological change that Neil Postman gave
in Denver in 1998, although I have indeed forgotten how I learned of it. The
gist was that technological change is always sought in our society but comes
with tradeoffs—benefits to some but costs to others—and carries with it cul-
tural and ecological change, not just gains in productivity. It becomes mythic,
as though technological progress arises naturally rather than is socially con-
structed. T highly recommend this talk in its entirety.” (See also the Wikipedia
page on Neil Postman.) Postman didn’t get everything right back in 1998, but
he did understand that technological advance arrives not only with its
intended improvements but also with unintended, sometimes indirect, conse-
quences. | have focused in this brief essay on some of the unintended conse-
quences of what we today experience as cyberspace. I have not been
comprehensive, but it is my hope that group researchers join other scientists,
professionals, journalists who are trying to tackle the challenges presented by
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a cyberspace that is global and impactful, with spillover effects on the rest of
our society. The aim we want is a world in which groups online and offline
flourish while adhering to a system that allows people to express themselves
while honoring the welfare and freedom of others.
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Notes

1. The reason I ended up at third-choice Stanford? Harvard wrote that I was too
young and a distinguished professor at Yale said the department did not accept
women as graduate students or faculty, which partly explains my interest in
perceptions and norms about women (e.g., Kiesler, 1975; Kiesler et al., 1985;
Pheterson et al., 1971).

2. This article results in part from my participation in a U.S. interagency working
group for “information integrity,” which led in 2022 to a roadmap for future
research (Information Integrity Interagency Working Group, 2022; Networking
and Information Technology Research and Development Subcommittee, (2022).
The working group was “sunsetted” in December 2024.

3. For an example of the difference access can make, see Kell et al. (2023).

See, for example, a special issue of Enserink (2022).

5. Some code words: aliens, big-pharma, black ops, bioengineering, chemtrails,
corporate media, deep state, fake science, flat earth, false flag, George Soros,
globalist, GMO, illuminati, media, New World order Cabal, nutritional supple-
ments, pedophile rings, Rothchilds, vax, woke, Zionist, 9-11 truther, DEI hire.

6. “A QAnon con: How the viral Wayfair sex trafficking lie hurt real kids.” Jessica
Contrera, Washington Post, December 16, 2021.

7.  Lorenz, T. How “Libs of TikTok” became a powerful presence in Oklahoma
schools. Washington Post, February 4, 2024.

8. One recent example: A “fully-automated” Tesla crashed due to the system failing
to see a stop sign, but the driver failed to collect damages in court because he
was impaired (and that’s why he was leaving the driving to the car). The system
designers apparently did not consider the contexts in which drivers are likely to
leave the driving to the car, and did not have a mechanism for assessing driver
attention or competence.

9.  https://www.cs.ucdavis.edu/~rogaway/classes/188/materials/postman.pdf

>
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