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Cyberspace - the good and the bad

* Trolls, from the beginning
* Deceptive advertising

: nyg vs your beef is frozen and we all
* False complaints - <\ . know it. Y'all know we laugh at your

slogan "fresh, never frozen" right? Like
you're really a joke.

BNl Thuggy-D @NHride - 5h

* Scams & ransomware

* Hate crimes

* Lies by celebs, politicians
e Conspiracy theories




Rumors and conspiracy theories are not
new

The great fire of Rome

* Rumor - “Nero
purposely caused the
fire”

* Nero’s rumor -
“Christians responsible”

* Many Christians killed




Today, conspiracy theories spread quickly
online — MUCH faster than truth

“Pizzagate”
When: 2016 U.S. presidential campaign

What: Claim Podesta’s hacked email
contains coded messages of human
trafficking and child sex ring

How: Spread via 4chan, 8chan, Reddit, &
Twitter
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Worried Citizens

“Thinking about
online news, | am
concerned about what
is real and what is fake
on the internet.”

Agree or partly agree,

2021 survey ‘
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Disinformation
* Intentional falsehoods

* Disguised sources Retweets using Starbucks logo claims the

* Spread assisted by Al | coffee chain is hosting a "Dreamer Day" and
architectures and offering free drinks to undocumented
algorithms immigrants.

Starbucks is forced to reply:

Replying to @01ProudAmerican

This is completely false. Starbucks is not sponsoring any
such event. Where did you get this information?



Disinformation campaign — Black Lives
Matter

Retweets of
the rest of the
graph (blue).

R Retweets of known
R X Russian-IRA
accounts (orange)




Why do people believe and share even
patently false claims online? Such as..

SLAP (Secret Large-scale

Atmospheric Program)
Condensation from aircraft

consist of toxic agents
Secret government policies!




Our top-down biases @

 Limited, selective attention
&

* Expectations and beliefs

Create bias

Down



75% nonfat

25% fat
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30% protein

/0% carbohydrates & sugars
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Top-down bias online

e Creates tunnel vision
. Search leads people to believe what they searched for.

* Anchors new information
Most people think they can spot fake news. They can’t.

e Creates overconfidence
Most people think others are biased but they are not.

People who say they understand computer concepts
(even fake ones like “spindle transformations”) are
vulnerable to phishing



Bottom-up biases
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Raise your hand if you think this might be
an accurate headline...

Brooms can stand up by themselves when
the earth's gravitational pull is just right
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Raise your hand if you think this might be
an accurate headline...

Brooms can stand up by themselves when
the bristles are spread just right
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True?

Many of the recent wildfires in California,
U.S. are caused by bad forest management.
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rue’?

Many wildfires in California, U. S. are
caused by downed electric power lines.
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A test

I’'m going to ask half of you to close your eyes while | show
the first half something. DON’T SAY WHAT IT IS! (It’s a
secret from the folks with their eyes closed.)

Then I’'m going to ask the first half to close their eyes and the

second half to open their eyes, and I'll show them something.
DON’T SAY WHAT IT IS! (It’s a secret from the folks with

their eyes closed.)






Those with eyes open, now close.
Those with eyes closed, now open.






OK, New Rules

* Everybody open your eyes
* Now I'll show you all something and | want you
to shout out what it is






What’s going on?

* What we believe is influenced by our past experience with
the world

* The line between memory and perception is blurry!
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What Group 1 saw What all saw attest \What Group 2 saw




Social biases

“I've never trusted cows.”

We distrust others
unlike ourselves

$

We seek people like
ourselves

+

Platform algorithms

Polarization online
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Why do people spread misinformation?

* Personal experience
* Dissatisfactions

*Slights

*Interpersonal
* Group identity

-un, novelty
Reputation

Profit

Burger King briefly becomes McDonalds
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The hack of Burger King’s Twitter feed
plastered unpleasant tweets all over the
Burger King feed, & announced Burger King
was sold to McDonald’s

“because the whopper flopped,”

and even changed the logo to that of
McDonald’s.




Collective motivations

* Moral convictions

Anti-vaccine
Anti-abortion

Climate denial

Defense of religion
Defense of country
Defense of partisanship

If v@ccines are truly safe, then how
is it that the Supreme Court declared O
them unavoidably unsafe?

®

@ informedandthriving « Follow

informedandthriving Unavoidably
unsafe= inherently dangerous.

tshel18
https://www.hutchnews.com/story/o
pinion, /letters/2016/09/22/supreme-
court-rules-vaccines-
are/20986870007/

https://mediabiasfactcheck.com/the-
hutchinson-new vs-bias/
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Yes. |It's called summer.

As temperatures cool this fall,
it's important to remember
that climate change will be

Tweet w. 949

°[likes in less

than a day

TikTok post
of false CNN
headline

back next summer
By Amanda Davies and Ben Morse, CNN
Updated 4:25 AM EDT, Sun September 04, 2022
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Corporate & state motivations
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* Disparage competitors
* Stave off regulation

e State sponsored - global

* Create uncertainty, chaos
around elections and

The Mainichi o

Okinawa Gov.'s 'China

fo reign pOhCy connection' nothing but ‘fake
PR oy - news,' but spreads via internet
Japan ministry told school operator
to lie about land June 18, 2017 (Malnichi Japan) Bl Japanese version

denazification of
gl;:::::;‘(]m\ Takeshi (ug;\ U k r a i n e .II

which reveals a darker side of the

hinzo Abe faces widening scandal as bureaucrat testifies over With the sclf-cxplanatory phrasc 0
n " " . o
fake news" recently entering the G W t t h
L 4 public's consciousness across the 7 e Wa n e
f world, the Mainichi Shimbun . K . .
in decided to look at an apparent 9 demlllta rlzatlon and
,” case of fake news in Japan -- 9
(5
@

S . world wide web.
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If misinformation is fundamental to human nature,
what can be done?

Improving
Improving Better data debunking
technology from and
platforms inoculations
RERIE Legal or Educatin
scientific market D <
the public

publishing solutions
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Improving technology: Advances in
detection and labeling

Better detection = earlier labelling

Target Deepfake Caricature

. -

Example: Debunking by distorting the deepfake
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Detecting conspiracy theories, modeling
code words

Aliens False flag Pedophile rings
Big-pharma George Soros Rothchilds
Bio-engineering Globalist Vax

Chemtrails GMO Zionist
Corporate media lHluminati 9-11 truther
Deep State Media

Fake science New World order Cabal

2+ Follow

Flat earth Nutritional supplements e iene

Al @JohnnyReb1970

BOSTON BOMBING SMELLS LIKE A CIA
BLACK OPS FALSE FLAG SET UP! AGAIN!

Don't be fooled by the mainstream media lies!

2:42 AM - 16 Apr 2013




Debunking

wildfires in
caused by bad
ent.”

“Many of t
California, U.
forest

€C
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Checked by independent fact checkers
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Inoculation %§

f;*. Donald J. Trunp
S/ 45th Président of the United States
of America

After long deliberation

with my generals, I have
decided to declare war on
North Korea. #KimJongDone

Don't tweet this Tweet this!

Landing page of bad news game
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Improving the scientific
information ecoysystem

e Scientific rewards based on timeliness and
excitement
* In China, prizes and bonuses
* In U.S,, tenure and grants

e Predatory publishing

* Authors pay
* Encourages shaky results

* News articles do not cite sources or questions
 Media attention given to “breakthroughs”
 News headlines appeal to emotion and hope

\\_;‘_/



Solving scientific error and misinformation

* Change the system of rewards
* fewer papers
 higher quality

01| B

* |[dentify errors, misuse of statistics, and biases in analysis
* Do not reward scientists for publishing in predatory journals
* Educate and pay more science writers



Legal solutions?

* Bans on content may
threaten free speech, art,
education, and state
security.

e Civil liability difficult and
costly

e Sue the platform?
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Market solutions

* Private sector likely to sell services to prevent harms—Ilike the identity
protection, location verification, and virus prevention services of

o

today.
* Immutable life logs or authentication trails.

d

* Proofs of your authorship M

* Incentivized certification programs %

 Platform speech accountability policies reform and misinformation
tracking




Conclusion

* The bad and harmful in
cyberspace reflects human
nature

* Technological fixes will help

* Legal and market solutions
will help those who care
How do we get people to care?

* Dire need for education of
all ages and cognitive tools
to aid critical thinking

Factshala in India
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Researeh Challenges to
Humanizin berspace

Research Challenges towards
Civilizing Cyberspace

The End
Sara Kiesler
kiesler@cs.cmu.edu
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