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Abstract

A Content Discovery System (CDS) enables content consumers to discover contents available in the
system provided by content providers via a set of content resolvers. CDS systems are an essential
component in a wide spectrum of applications including service discovery systems, peer-to-peer
object sharing systems and sensor networks.

Existing solutions to CDS systems have difficulties in achieving both rich functionality and scala-
bility. At one end, they may be able to scale to the Internet level but offer limited functionality,
e.g., they support exact content name lookup only, or the search of strictly hierarchical content
names. At the other end, they may offer powerful functionality such as searching of general content
names, but at the expense of scalability, since often system-wide query broadcasting or full content
name duplication is required.

In this thesis, I propose a distributed and scalable approach to content discovery system that can
support flexible search of content names efficiently. Content names in our system are independent
from each other, do not necessarily display a hierarchical property, and can be dynamic. Content
resolvers form a peer-to-peer general graph of overlay network. Each content name is registered
at a small set of resolver nodes, known as the Rendezvous Points (RPs). Queries are directed
to the corresponding RP nodes for resolution. The RP-based scheme avoids message flooding in
the overlay network and full duplication of contents at all nodes. The CDS dynamically balances
load across the resolver nodes in the system to optimize system performance such as response
times observed by content registration and query resolution. Qur CDS utilizes existing hash-based
algorithms for associating names with resolver nodes and routing within the overlay network, and
the overlay infrastructure also provides system robustness.

Our CDS is designed as a generic software layer such that higher level applications can be built on
top of it. I propose to implement the designed system and demonstrate the proclaimed properties
of the system via simulation evaluation and Internet experimentation.



1 Introduction

Figure 1: Content Discovery System. S: content providers, C: content consumers, R: content
resolvers.

A Content Discovery System (CDS) (Figure 1) is a distributed system that typically consists
of three types of entities: Content providers or servers, content consumers or clients and content
resolvers. Content providers publish and provide contents. Content consumers issue queries to the
content resolvers to locate content. Content resolvers connect to each other to form an infrastruc-
ture, and they jointly determine the set of content providers that have content that matches content
consumers’ queries. There is a wide spectrum of distributed applications that either themselves are
a CDS or use a CDS as one of their major components. Content is often represented with a high
level name, and depending on the context of the application, a content name may refer to different
objects, e.g., the name of a file, the description of a device, or the URL of a web page. We use the
term “content” and its corresponding “content name” interchangeably, and in this sense, “content
discovery” means the discovery of content names.

As a first example, service discovery system is one type of CDS system. With the growing
popularity of pervasive computing, service discovery systems, which allow users to discover and
utilize the abundance of devices and sensors running on the Internet, are becoming increasingly
important. In such a system, clients are looking for services by issuing queries that describe the
search criteria. Devices or the proxies of the devices advertise their descriptions as content names,
and the discovery system returns clients the list of devices(e.g., their IP addresses) that match their
search criteria.

In recent years, we have witnessed one of the fastest growing applications in the computing
history, peer-to-peer applications. The core component of a peer-to-peer (p2p) application, e.g.,
p2p file sharing , is a content discovery system. Peers can act as clients, servers or resolvers in that
they may provide content to share with other peers, can discover other contents on other peers,
and can also help to resolve other peers’ queries.

Publication subscription systems (pub/sub) also employ CDS. Publishers are servers that ad-
vertise the descriptions of their publications. Subscribers are clients that submit their subscriptions
or queries. The CDS in a pub/sub system must match subscriptions with advertisements.

Some other conventional Internet applications, e.g., web search engines and the DNS service,
can also be viewed as CDS systems. Search engines are content resolvers that determine the set



of URLs published by web servers that match Internet users’ interests expressed in their queries.
Domain Name Service (DNS) is another type of CDS, in that DNS servers resolve domain names
to their corresponding IP addresses.

The primary task of a CDS is to efficiently locate the set of contents that match a client’s query.
As with the wide range of applications that use CDS systems, there are a variety of solutions to the
CDS system. However these existing solutions often display one of the following deficiencies: (1) The
CDS may provide powerful functionalities, e.g., supporting flexible searching, but the mechanism
does not scale to the wide area, in that when the amount of contents and queries increases, the
computation, storage and network bandwidth requirement grow quickly to exceed the capacity of
the system; (2) Some CDS systems can scale to wide area, but they typically are designed with a
specific application in mind, and therefore their functionalities are limited and their techniques can
not be used by other applications. For example, search engines deal with static and inter-linked
web pages. DNS deals with hierarchical and well-administered domain names.

1.1 An example: a Highway Monitoring Service(HMS)

Suppose we would like to build a nation-wide highway traffic monitoring service. Devices like
cameras and sensors are installed along the road side of highways. Cameras are used to monitor
road conditions, such as incidents, constructions, weather(rain, snow, fog etc). Sensors are used
to measure speed, and maybe other conditions like temperature and humidity. The system also
includes mobile cameras and sensors that may be mounted on police cars. Cameras and sensors must
frequently update their information to the system to accurately reflect the status of the highways.
Users of the service may send queries like the following to the system to gather information.

e Find out the measured speed at a particular location.
e Find out the speed on all parts of the highway in a particular area to build a “speed map”.

e Find a camera at a particular location and can accept new connections, so that the user can
connect to it to receive live images.

o Identify the roads in an area where the observed speed is slower than 35mph or the condition
is icy, so that the user can avoid them.

To build such a service, the CDS system must be able to support a large number (on the order
of hundreds of thousands) of devices, high registration load due to both the number of devices and
the frequent updates from these devices, and high query load because of the population scope that
the service is targeting.

1.2 Proposed work
In this thesis, we propose to build a CDS system that possesses the following properties.

e Content properties

— Searchable content
Content stored in the CDS system must be searchable. A client can locate content via
the CDS without having to specify the exact canonical name of the content. Instead,
it can find the content by specifying some combinations of attributes and values that
describe the content.



— Dynamic content
Our CDS must support search for dynamic or frequently changing content. For example,
a device, may come and go frequently as the device is turned on and off. Further, a
content name itself may also change overtime, e.g., when the content name contains
dynamic attributes whose values change frequently.

— Independent content
Content names are typically independent from each other. They do not link to each other
in any way, e.g., like web links. They do not necessarily display hierarchical properties,
e.g., like domain names.

e Scalable

Most importantly our CDS system must scale to the Internet level. By scalability we mean
the performance of the CDS should remain or does not degrade significantly as the amount
of available contents, the rate of content registration and the rate of queries increase. The
performance metrics include: response time for registrations and queries, network and storage
resource consumptions.

e Fully distributed and robust infrastructure

The proposed CDS takes on a distributed approach. Nodes in the CDS system, clients,
resolvers, or servers, join or leave at their will and no centralized administration is needed.
They form a general graph type of overlay network to ensure system robustness.

e Generic software layer

We observe that many applications, including service discovery, file sharing, pub/sub systems,
require the functionality of a CDS, therefore we view CDS as a generic layer which applications
can be built on. The CDS we design must provide a flexible interface so that different
applications can utilize it.

We plan to achieve the above properties via exploring the following techniques.

e To offer flexible searchability, we represent content names and queries with attribute and
value pairs. The CDS allows clients to search contents along any combination or subsets of
attributes and values of the content names. To deal with the dynamic aspect of the content,
content providers in our system actively register and refresh their contents.

e To ensure scalability, we propose a Rendezvous Point (RP) based scheme for registrations
and queries to avoid flooding, which is the main cause of non-scalability in a general graph
type of approach.

e To ensure performance, we deploy dynamic load balancing mechanisms that will automatically
balance query and registration load among all the nodes in the system to maximize the system
performance.

e We organize nodes in the CDS into a peer-to-peer overlay network. The CDS operates on
top of existing hash-based peer-to-peer lookup schemes, where high level content names are
associated with node addresses and routing within the overlay network address space is done
efficiently. The system is fully distributed and no central administration is needed. The
peer-to-peer network also offers robustness.



While we focus on the content discovery system in our work, we note the separation of two
closely related functionalities in these applications: content discovery and content delivery. Some
applications, e.g., publication subscription system and peer-to-peer file sharing systems, may em-
ploy both of these functionalities, whereas some other applications are only a content discovery
system, e.g, service discovery systems. Due to the close relationship, we must understand how
these two functionalities may interact within one application. Content discovery typically occurs
before content delivery. Once a query is resolved and the desired content is discovered by the CDS,
the mechanism for actual content retrieval or transmission may vary in different applications. There
are several possibilities: (1) The resolvers may return the addresses of the content providers, and
the content consumers subsequently contact the providers directly to retrieve the actual content in
a peer-to-peer fashion. This mechanism is often used in the peer-to-peer file sharing applications.
(2) The content resolvers may store the consumers’ information, and act also as content routers:
they receive actual content from the providers and relay them to the proper consumers. Pub/sub
systems typically deploy this mechanism. (3) The third choice is that the resolvers can forward the
queries to the corresponding providers, and the providers may then transfer content directly to the
consumers.

1.3 Document organization

The rest of the proposal is organized as follows. We present related work in Section 2, where
we survey existing solutions to the CDS system in various applications, and point out why these
solutions do not satisfy all of our desired goals. We present an overview of the proposed CDS
system in Section 3. We present the design of the basic CDS system in Section 4 and we discuss in
details in Section 5 how we use Load Balancing Matrices (LBM) to address the load concentration
problem encountered in the basic design. We present a brief analysis of the system in Section 6.
We outline the proposed work in Section 7, which includes the implemenation and evaluation plan,
and research directions to improve the proposed system’s performance and expand its functionality.
We conclude with Time line (Section 8) and Expected contributions (Section 9).

2 Related Work

We survey the CDS solutions in a range of existing applications. Based on how the resolvers
are organized, we classify the solutions into two categories: centralized and distributed. We first
describe the general mechanisms of each of the solution and then discuss specific systems that use
these mechanisms. We compare them with our proposed system.

2.1 Centralized solutions

In the centralized solution, the resolver or the cluster of resolvers form a central data repository. The
resolvers are typically administered by one organization and are co-located in the same geographical
location.

Resolvers may build their database using different mechanisms: (1) Servers actively register
with the central resolver, e.g., Elvin [10] in pub/sub system, and Napster [18] in file sharing; (2)
Central resolvers go look for servers, e.g., a search engine like [15] typically finds web contents via
periodical crawling.

Clients submit their queries to the central resolvers. The resolvers resolve queries by examining
their database. This type of systems typically can support powerful functionalities, such as flexible
search.



Since the central resolver must maintain all the content information in the system and also
process each and every content registration and query request, the centralized solution typically
does not scale well as the amount of content and the number of queries increase.

Some common techniques, such as deploying a cluster of well-connected machines as the re-
solvers, and using load balancing mechanisms to balance load across these resolvers, are used to
make such a solution scale better. Even with these mechanisms, it is still hard for centralized solu-
tions to address the type of applications that we have in mind, where content names are dynamic
and do not link to each other and must actively register themselves. For example, it would certainly
bring down Google, if the 2 billion pages must register themselves every 10 seconds.

In addition to the scalability problem, the robustness of such a system is another prominent
concern. If the resolver(s) is down or being attacked (e.g. by DDoS attack), or the links near the
central site are congested or down, the CDS system will not be functional.

2.2 Distributed solutions

In a distributed solution, resolvers form an application level overlay network and content providers
and content consumers both connect to some content resolvers. The resolver network topology may
be a peer-to-peer general graph or a hierarchical tree.

2.2.1 Graph-based without hashing support

In this type of systems, content resolvers are organized into a general graph. Based on the way
content is distributed/replicated in the CDS network, we examine two types of mechanisms.

e Content flooding solution

A content provider publishes its content (name) to the resolver that it connects to. When a
resolver receives such information, it inserts it into its local database, and then broadcasts to
all its neighbor resolvers. Mechanisms like DVMRP [23] are typically used to avoid message
looping. In this solution, content names are effectively replicated at all resolvers. A client
sends its query to the resolver that it connects to, and the resolver compares the query with
its database and resolves the query.

This type of mechanism is used in many systems, e.g, INS [1] for service discovery, and
Siena [3] for pub/sub. The main problem with this solution is also scalability: (1) each
resolver must store all the content in the system; (2) each new content will cause waves of
broadcast messages throughout the network. This approach therefore does not scale with the
amount of content.

Siena [3] tries to improve scalability by exploring the relationship between registrations (sub-
scriptions), e.g., a resolver when receives a new content, broadcasts it only if the new content
is not “covered” by some previous content that has been broadcast before. However, the
problem is that the degree of aggregation that can be done is often limited, since the names
(i) do not necessarily relate to one another, and (ii) may not display a hierarchical nature.
Gryphon [2] improves the resolver’s local matching algorithm by constructing a matching tree
off-line.

We observe that the main reason behind the full duplication is the “default membership”
assumption: a client connecting to any resolver may be interested in any content in the
system. By replicating at all resolvers, the client can get its query resolved at the resolver
that it connects to. However this assumption is generally not true in the wide area, therefore



the majority of the flooding messages to replicate content are unnecessary. In our CDS,
content providers do not flood the whole network, instead they only send their content names
to a small set of nodes, known as Rendezvous Points (RPs).

e Query broadcasting solution

In this type of solution, content providers do not actively register their content with the
resolver network. Resolvers therefore do not maintain a large database of content as in the
above approach. Queries are sent to the resolvers. Resolvers, as they can not resolve queries
locally, employ some kind of broadcast searching mechanisms, e.g., BFS or DFS. A query is
propagated throughout the network, and eventually it will be resolved by some resolver or
received by the content provider. Example systems include Gnutella [12] and Freenet [11].

The sheer number of broadcast messages clearly makes this scheme unscalable. In addition,
the client may experience long delay in resolving one query, since the client does not have a
good idea on where the potentially matched content would be. To improve scalablity, caching
is often used. However caching works well only if queries in the system display temporal and
spatial correlation. Further caching does not work well for dynamic content. In our CDS,
queries are sent directly to the proper RPs for quick resolution.

2.2.2 Tree-based systems

In this type of systems, resolvers are organized into a hierarchical infrastructure. The main advan-
tage of a tree topology is that routing in the tree can be done efficiently. It is possible for each
node to maintain a relatively small content database to avoid the full replication of all the content,
therefore to limit the scope of registration and searching.

Hierarchical infrastructure works best for applications in which content names display a hier-
archical nature. In DNS [16], hierarchical domain names allow a hierarchical organization of DNS
servers, which makes the system scale to the Internet level.

Yu et al [24] designed a system for pub/sub applications, where a resolver node maintains only
contents that are provided by its children nodes. For queries that the node can not resolve, it
will forward them to the parent, which is effectively the default route for all other contents. In
SDS [6], registrations at resolver nodes are propagated to their parents, and Bloom filters are used
to compress the amount of data to be transferred. The Service Location Protocol(SLP) [13], is also
based on a hierarchical organization.

However tree type of hierarchical topology has some fundamental shortcomings. Nodes high in
the tree, the root node in particular, will experience high load since all queries that can not be
resolved will have to go up the hierarchy. Robustness is another concern: each node could be a
potential point-of-failure, in that the crash of any node will cause the partition of the tree.

The CDS we are designing is targeted for a more general set of applications, where content
names are not necessarily hierarchical. We prefer a general graph type of resolver network to
ensure the fully distributed nature of the system, and to achieve robustness.

2.2.3 Hash-based schemes

One reason that causes the scalability problem in above systems is that the content names generally
do not have any relationship with the resolvers who host them, therefore broadcasting or flooding
is often needed.

Recent hash-based lookup systems (Chord [22], CAN [19], Pastry [21], Tapestry [25]) address
this problem by associating content names with the resolver nodes that will host them. Thus



system-wide flooding or broadcasting is avoided. There have been some recent works that are built
on top of the above-mentioned scalable peer-to-peer look up systems, e.g., CFS [7] (file sharing
system) on top of Chord [22], Scribe [4] (pub/sub system) on top of Pastry [21]. However, these
systems typically work only for locating fixed content names, and do not support searchability. For
example, a client must know the exact name of the content it is looking for before hand, and can
not locate a content that it is interested but does not know the exact name.

There are a flurry of on-going works that are trying to support content search by building on
top of the hash-based schemes. Due to the “on-going” nature, we have only limited knowledge on
the specifics of these projects. But a quick read of the related websites reveals that the focus of
these projects are different from ours, e.g., [14] focuses on handling complex queries in hash-based
peer-to-peer networks, and [20] focuses on efficient keyword searching in peer-to-peer networks.

Our proposed system utilizes the hash-based schemes as a substrate for routing in the overlay
networks. Our CDS focuses on how to support flexible search of dynamic content names, and we
concentrate on how to balance load across all the resolver nodes in the CDS network to optimize
performance.

3 System Overview

The proposed CDS system provides a distributed solution to the content discovery problem: nodes
in the system organize themselves into a peer-to-peer overlay network. Content names are published
to this network and queries are also resolved by the network. In this section we give an overview of
our proposed CDS system. We first explain the node architecture from a software system’s point of
view. We then present how we leverage the existing hash-based work to manage our CDS overlay
network. We then define the exact meaning and representation of content names and queries used
in the CDS. We lastly highlight the RP-based registration and query scheme.

3.1 Node architecture

Nodes participating in our CDS connect to each other in a peer-to-peer fashion to form an overlay
CDS network. There are two different models of using CDS in applications. In the first model, the
three types of entities, namely the providers, consumers, and resolvers, are a logical separation. A
node can be a content provider when it provides content, and it can also be a consumer in that it
can issue queries to look for other contents. Nodes also receive and store content registrations from
content providers and resolve clients’ queries. In the second model, nodes in the CDS are dedicated
resolver nodes for storing registrations and resolving queries. Content providers and consumers are
true end systems, in that they only submit contents and queries, and are not responsible for hosting
contents and resolving queries.

As discussed earlier, our CDS system is designed as a flexible module that high level applications,
such as service discovery, file sharing, can use as a building block. The software architecture of a
CDS node is shown in Figure 2. The programming interface (API) that the CDS provides to the ap-
plication must include at least the following two methods: publish(content) and locate(query).
A node can publish its content by invoking the first method, and a node can invoke the second
method to search for content.

The CDS system utilizes existing hash-based overlay network management system for overlay
network related functionalities, e.g., the construction of the overlay, and the routing in the overlay,
etc. For example, when the CDS layer’s publish method is invoked by the application, the CDS
module will then decide the set of nodes in the overlay network that should receive this content,
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Figure 2: Node architecture

and then issue the proper commands to the overlay layer. The overlay layer subsequently sends
the content to the selected destinations.

3.2 Hash-based CDS overlay network

Our CDS utilizes the recent hash-based content lookup algorithms ([22], [19], [21], [25]) to
organize the resolver network and to route messages within this network. Due to the large degree
of similarity in these schemes, in the following discussions, we use Chord as an example for the
overlay management layer. We summarize some properties of the hash-based algorithms that are
important to the CDS system.

e Addressing

Each node in the overlay network is assigned an overlay address, the node ID, which is
computed via hashing. For example, a node in Chord computes its own ID by applying a
consist hash function to its IP address.

e Topology forming

The neighbors of a node are determined once the ID is known. For example, in Chord, based
on the node’s newly computed ID, a node is logically inserted into a unit circle, and its
neighbors are then determined based on the relative positions of other nodes already existing
in the circle. Other systems use similar techniques.

e Routing and forwarding

Hash-based overlay networks use a form of topological routing, and do not require to run
IP-like network-wide routing protocols. Each node maintains a relatively small routing table,
e.g., the size of the routing table is O(logn) in Chord, where n is the number of nodes in the
network.

Forwarding in such a network is solely based on node ID. A node knows which outgoing
overlay link to use to forward a message by simply examining the destination ID. The length
of a path between any two nodes in the overlay network is O(logn) in terms of overlay hops.

e Support for name lookup

Unlike the traditional IP network, where the contents can be arbitrary on a given IP host,
i.e., content and address do not relate to each other, in the hash-based systems, a content
name is also hashed to get a node ID, and the content, or the content name will be stored



on that node. Therefore once a content name is known, its location, or which node has it, is
also known. By associating content names with node IDs, locating a content is equivalent to
compute the content’s hash.

A node may join or leave the overlay at any time and may crash. At those times only a small
portion of the names in the system need to be shifted.

3.3 Attribute-Value pairs

To enable flexible search, content names and queries are represented with attribute-value pairs
(AV-pairs). AV-pairs describe the multiple aspects of contents. For example, AV-pairs can be used
to describe a service in a service discovery system; AV-pairs can be used to represent events and
subscriptions in a pub/sub system; and AV-pairs can be used to represent files in an object sharing
system. Such a naming scheme is searchable in that clients can find a content by specifying partial
description of the content. AV-pairs enable more powerful searches than just keywords. This type
of naming scheme, or similar schemes have appeared in other works, e.g., in INS, SDS, Siena, etc.

3.3.1 Content name representation

In the following discussion, we use service discovery system as our example application. The
mechanisms can be readily applied to other applications. A server may have one or multiple
services to offer and each service is described with a service description (SD), which is represented
with AV-pairs. Service descriptions are “content names” in this type of applications, and they are
in the following format:

a1 =
ail; = 011
a2 = V12
a9 = V9
ap = Up

where a;’s are attributes and v;’s are values. We use the following format to represent an SD:
SD : {{a1 = vi,a11 = v11,a12 = vi2},a2 = V2;...,an =V}, or SD : {{av1, avi1,avi2}, ave, ..., av, },
where av; represents a; = v;. Note that in the initial system, we only consider the case where
attributes take on exact values, and we will consider inequality assignment of values to attributes
in the future. An example service description for a camera in our highway monitoring service may
be like the following:

Camera Number = 5562

Camera Type = quick cam

Connection Status = available

Highway Number = 279 S
Exit Number = 4

State = PA

City = pittsburgh

Speed Measured = 45mph

Road Condition = dry




There are two types of relationships between attributes: orthogonal or dependent. In the above
example, a1 and ay are orthogonal attributes, and a11; and a9 are dependent attributes of a;. Two
attributes are orthogonal to each other if they can independently exist in one name. In comparison,
dependent attributes do not exist by themselves. They must co-exist with their parent attributes,
e.g., a content name may have attribute a1 only if it has attribute a;. An attribute is defined
to be the dependent attribute of some other attribute if in the system we do not allow queries to
use that attribute individually as a search criteria. For example, “Exit Number” is a dependent
attribute of “Highway Number”, since we define that it is not meaningful to search for cameras
based on the exit number only.

There are two types of attributes in describing a device: static attributes and dynamic at-
tributes. For a particular device, the value of a static attribute does not change during the life time
of the device, e.g., in the above example, Camera, Number and Camera Type are static attributes.
On the other hand, values of dynamic attributes may change frequently for a device. For example,
the speed observed at a section of the road is constantly changing, the road condition may be dry
or wet. Even the location related attributes may take on different values if we consider that cam-
eras mounted on vehicles. The dynamic aspect of content names requires names to be frequently
refreshed with the system.

3.3.2 Queries and Subset Matching

Queries are issued by clients, and they also consist of AV-pairs, and the matched content must
simultaneously satisfy all the AV-pairs presented in the query. For example, a query may be
Q@ : {avi,avs}, which means the matched content must satisfy a; = v; AND a9 = ve. If a
query contains dependent attributes, it must also contain the corresponding parent attributes. For
example, @ : {{av1,avi1},ava} is a valid query, but @ : {avi1;av2} is not a valid query.

A query matches a content if and only if the set of AV-pairs in the query is a subset of the set
of AV-pairs in the content name. For example, all the descriptions that have a; = v1 and a2 = vy
will be matches of @). It is possible that the content description may have other components in it.
The AV-pairs that are in the content name but not in the query are considered as “don’t care” by
the clients.

We now compute the number of possible matched subsets given a content name. Suppose the
content name consists of n orthogonal AV-pairs only, then the number of subsets (excluding the
empty set), or the total number of different queries that can be matched by this content name is

()+++(2)- (-

Since we consider a dependent AV-pair and its parent AV-pair(s) together as one “combined”
AV-pair, if the name contains dependent AV-pairs in the set, the actual number of matched subsets
will be smaller, e.g., we would not have {av1, {avi,avi1}} as a possible subset, instead we would
only have {av1, avi;}.

3.4 RP-based registration and query scheme

One of the fundamental problems in designing the CDS is where to store the content names such
that when the system is stable, content in the system can be discovered. Existing broadcast search
or content flooding solutions may work well in a local area setting when the load is low, however
they do not scale to the wide area.
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This phenomenon has been observed in another application: IP multicast. In the original design
of multicast protocol [8], the group information is pushed to every router with the concern that a
host connecting to that router may join the group. This leads to the explosion of group states that
must be maintained on every router. The PIM-SM [9] wide area extension to the original protocol
distributes the group information only to a small set of routers, called Rendezvous Points, and the
assumption is that clients are not interested in the groups by default, and a client who wants to
join a group must do so by explicitly contacting the RP points.

In the CDS system, we believe that using RP points is also a scalable approach for distributing
content names. In our CDS, content providers actively register contents with selected sets of nodes
in the system, known as the Rendezvous Points (RPs). RPs are the resolvers for the contents that
are registered with them. Content consumers (clients) direct their queries to the proper RPs to
get them resolved. Nodes in the CDS also act as message routers to propagate registration and
query messages within the CDS network. This approach has two benefits: (1) contents will not be
replicated at all resolvers, thus no flooding of content names; (2) clients in search of content can
wisely visit the RP nodes, instead of blindly sending broadcasting searching messages through the
whole network, thus no broadcast searching.

In RP-based system, it typically requires a separate RP discovery mechanism to locate the
RP points, e.g., PIM-SM uses bootstrap configuration mechanism. The use of hash-based lookup
mechanism as the substrate of the CDS system further helps the RP-based system. We select the
set of RPs for each content based on the content’s name. We assign content names to the set of RPs
using the hash-based lookup algorithm. Therefore a client immediately knows the corresponding
RPs for a given query. This way we do not need to establish a separate RP discovery mechanism.

4 Basic CDS system

In this section, we explain the operations in the CDS.

4.1 Registration mechanism

Content providers actively register their contents with RP resolvers in the CDS. They first must
determine the addresses/IDs of the RPs, and then send the full content names to the RPs. The
resolvers maintain the names in a soft state fashion, thus the providers must refresh their registered
contents periodically.

There are two goals in the registration process: (1) The content must be registered at nodes in
a way that no matter what the queries are, the matched content must be found; (2) We must limit
the number of RP nodes used for one content name.

4.1.1 Determine the RP set

Suppose a provider must register the following name: SD : {{avi,avi1,avi2},ave,...,avy}. The
provider determines the IDs of the nodes where it should send the registration to by applying the
system-wide hash function , to the AV-pairs in the description. For the first level attributes, a;,
for ¢ = 1,n, the provider computes

H(a; = v;) = N;.

For a dependent attribute, the hash function is applied to it and its parent AV-pairs together.
For example, in the above example, attribute a; has two dependent attributes a1; and a9, which
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take on values v1; and w19 respectively. The following computation is carried out:
H({a1 = vi;a11 = v11}) = N11.

H({a1 = v2;a12 = v12}) = Nia.

N;’s are node IDs in the network. For an SD that has n AV-pairs (including dependent AV-
pairs), the hashing computation is carried out n times, which will yield n different node IDs, when
we assume no hash collisions. These n nodes constitute the RP set for this SD. Therefore the size
of the RP set is n for an SD that has n AV-pairs.

As an example, suppose we have the following two devices:

SD1 SD2
Location = WeH7110 Location = WeHT7110
Device = Digital Camera Device = Digital Camera
Make = Canon Make = Minolta
Model = PowerS30 Model = S304
Owner = jg Owner = lw

By applying the hashing technique to SD1, we get:

‘H(Location = WeHT7110) = N;

‘H(Device = DigitalCamera) = No

‘H(Device = DigitalCamera; Make = Canon) = N3

‘H(Device = DigitalCamera; Make = Canon; Model = PowerS30) = Ny

H(Owner = jg) = Nj

Thus, the RP set for SD1, RP; = {N;, Ny, N3, Ny, N5}. Similarly, for SD2, we have RP, =
{N1, N, N4, N7, Ng}. Notice that RP; and RP, share two nodes N; and Ny, since two of the
AV-pairs in SD1 and SD2 are the same. Once the node IDs of the RP set are determined, the
service provider sends the full content name to each node in the RP set (Figure 3).

Figure 3: Registration with RP set

Content providers must refresh their registrations for several reasons: (1) the resolver node
keeps names in a soft state fashion, therefore without timely refreshing, the names will expire; (2)
since content names have dynamic attributes whose values may be changing frequently, it is then
necessary for the service to register frequently to update its information. Note that in this case,
when the value of an attribute changes, the hash function will generate a different RP node ID; (3)
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a resolver node may leave or crash, and in this case, the refresh message will allow the content to
go to a node that is alive in the system.

4.1.2 Discussions

We justify the design decisions we make in the registration process.

e Hash attribute and value together

In our system, attribute and its corresponding value are hashed together to determine the set
of RP nodes. An alternative way may be hashing the attribute only to decide the rendezvous
nodes. The primary reason that we hash attribute and value together is to reduce the database
size on the RP node and therefore the computation (insertion and search) overhead on the RP
node, since many names may contain the same attributes but they take on different values,
e.g., the attribute “location”. In addition, queries are in the form of attribute = value,
and search is carried out on the combination not attribute alone.

One main downside is that hashing AV-pair together adds difficulty to range search. We will
explain how we handle range search in the proposed work section.

e Hash each AV-pair individually

By registering with nodes that correspond to each individual AV-pair in the name, it is
guaranteed that any query that consists of at least one of the AV-pair of the content name
can find it. The compromise in our scheme is that since a node is only specialized in one
AV-pair, when it receives a query, it must compare the rest of the AV-pairs in the query with
the names in its database.

We treat dependent AV-pair together with its parent AV-pairs as one entity and hash them
as a whole. The system remains correct in terms of resolving queries, since as we have defined
earlier, queries do not contain solely dependent AV-pairs.

As a comparison, if we map the combination of some orthogonal AV-pairs together onto one
node, the node becomes more specialized and that will improve the efficiency of a query
resolution. However the trade off is: it is possible that some query may not be able to find
the content. For example, if the name is registered at a node that corresponds to the hash of
avy and avy together, query that has only av; will not be able to find it, as the hash of avy
and avs is different from the hash of av; alone.

One extreme way of ensuring that a content can be found by any query that is a subset of
the name is to register the content at nodes that correspond to the all combination of the
AV-pairs. As shown earlier, the total number of RP nodes that will be involved will then be
2™ — 1. In this approach, the client can simply hash the whole query to get the RP node ID,
and on that RP node, no further comparison of AV-pairs is needed. However in this scheme,
the number of RP nodes grows exponentially with respect to the number of AV-pairs, n, in
the name. For a name that has 10 AV-pairs, it would need 1023 RP nodes.

We plan to explore how we may combine AV-pairs intelligently to improve the system’s
performance in the proposed future work.
e Registering the full name with RP node.

The reason that the full name is registered at a RP node is that when the node receives a
query, it can resolve it completely. In comparison, if the resolver node only has part of the
full content name, a client must send a query to multiple nodes to get it resolved.
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4.2 Query mechanism

Clients in the CDS issue queries to locate content. As we discussed earlier, our CDS system allows
subset matching, a name should be a match for queries that include any selection or combination
of the AV-pairs in this name. We illustrate the client mechanisms again by using the example
SD : {{av1,avi1,aviz},avs, ...,av, }.

In order to have their queries resolved, clients must determine based on their queries the set of
RPs that may contain the potentially matched content. Suppose the query is Q : {{avi,avi1},avs}.
As we discussed in the registration section, content names that contain av; (and maybe other AV-
pairs) are stored in the node that corresponds to avi, content names that contain ave (and maybe
other AV-pairs) are stored in the node that corresponds to avs, and content names that contain
{av1,avi;} are stored at another node that corresponds to {avi,avi1}. Thus the query that contains
all of its AV-pairs can be sent to any one of these nodes to get it resolved. The client computes the
three RP nodes’ IDs as follows:

Ny = H(avy)
N11 = H(avl, a’l)11)
N2 = H(a’Ug)

The clients must choose a RP node that has a good performance, e.g., small response time. In
selecting a RP node, client uses the following strategies:

e (Client prefers nodes corresponding to dependent attributes.

The client can send to any one of these three nodes to get its query resolved. However, it is
clear that node Ni; must contain a smaller database (assuming no other AV-pair maps onto
this node) than the one N; has, since all the names Ni; has must also appear in N;. With
the assumption that with a smaller database, the query will be resolved faster, between N7y
and N, client would choose Ni;.

e In determining whether to use N1; or Ny, client has several possibilities:

— Query one node

A client may select a node randomly. For example, it may choose N1 or No. The client
may pick one node that has good performance in the history, e.g., it may be the case
that the client received query resolution back faster from Ni; than No before, and the
client may continue to send its query to Ny;.

In the above example, suppose a query is { Location = WeH7110; Device = Digital
Camera }. If the client chooses to hash the first AV-pair, it will get the ID of Ny, and it
then sends its query to Ni. N; finds two SDs, SD1 and SD2, in its database that match
the other AV-pair (Device = Digital Camera) in the query. (Figure 4)

— Query multiple nodes
The client may select a node using a two-pass algorithm: it first probes the related RP
nodes to get a count of how many content names they each hold and then sends its
query to the node that has the least amount of names. For example, if N has less
content names than N, the client will send its query to N;. Alternatively, the client
may use a parallel mechanism, in that it can concurrently send query messages to all
the corresponding nodes and wait for the first node that replies.
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Figure 4: Query resolution

4.3 Resolver mechanism

A resolver node is responsible for receiving name registrations and resolving queries. A node stores
all the content names that share the AV-pair that the node is responsible for. As different AV-pairs
may have the same hash value, one node may be the host of multiple AV-pairs. A node becomes
specialized in the particular AV-pair that it gets mapped onto in that it will host all the contents
that have this AV-pair in their names. In our previous example, N; becomes the specialized node
for {Location = WeH7110}. We also observe that for some common AV-pairs that are shared by
many names, these names will end up being mapped onto the same node. In the above example,
N7 and N> will host both SD1 and SD2. A RP node logically stores a database as the following;:

AV — pairs | Content name | Provider Attribute list
a1 = U1 aj (ag | az | aa
SD1 S1 V1 | V2 | U3 -
SDy S2 vy | vg | v3' | g
U1
a; = V; ap | G2 | ag | G4

In this example, the RP hosts two AV-pairs: a; = v; and a; = v; (assuming H(av1) = H(av;)).
In this type of data organization, a new name can be inserted into the database efficiently. To
resolve a query, the node must perform pair-wise comparison between the AV-pairs in the query
and the AV-pairs in each of the name in the database. To speed up the matching computation, by
taking advantage of the fact that we are only considering exact matching in the basic design, we
use a fast algorithm based on hashing to manage the content name database.

A RP node organizes content names according to their AV-pairs. When RP receives a registra-
tion message for a new name, it hashes (unrelated to hash function #) each AV-pair in the name,
and inserts it into corresponding slots in the hash table. For example, SD1 is inserted into two
places, h(ag = v2) and h(ag = v3) and SD2 is inserted into three places (Figure 5).

When the RP node Nj receives a query, it first makes sure that it is responsible for the AV-pair
of which the client used to locate this RP node. The node then hashes the rest of the AV-pairs
in the query and merge the corresponding lists in the hash table. If matches are found, the RP
node can reply to the client with the results. In the basic system, the resolver may just return the
matched name’s IP address to the client. In a more sophisticated system, the resolver may behave
more like a general-purpose database, e.g., client may specify the desired attribute values of the
matched content. We will address this aspect in the proposed future work.
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Figure 5: Data structure for matching based on hashing

5 System with load balancing

5.1 The load concentration problem

One problem with basic RP-based approach is that the system performance will degrade if the RP
points are overloaded, e.g., getting too many registrations or queries. To maximize the performance
of the system, we must make sure that it is not the case the some nodes in the system are overloaded
while other nodes remain idle.

The basic system tries to split registrations (and queries) among nodes in the network by using
a different set of RP points for different content names. However these sets may still overlap if the
names share some common AV-pairs, or with a smaller chance that two different AV-pairs have
the same hash value. Similarly, for two queries that share one common AV-pair, they may be both
sent to the node that corresponds to the common AV-pair. Therefore, it is still possible that some
nodes may get (1) lot of registrations if it corresponds to a popular AV-pair shared by many content
names, (2) lot of queries if the AV-pair it is responsible for appears in many queries.

We first explain the three factors that determine “load” in the CDS system.

1. Number of content names.

A common AV-pair may be contained in a large number of content names. The result is that
the node that corresponds to this pair must maintain a large database. Large database causes
large computation(matching) overhead.

The distribution of AV-pairs in content names is likely to be skewed. At one extreme, for
attributes that have only 2 possible values, on average there are half of the names in the
system will take one of the two values, e.g., for attribute “road condition”, which can be
either dry or wet, As another example, it is possible that most of the cameras in the system
observe (speed=45mph). At the other extreme, for some rare values, only a few names contain
those AV pairs, e.g., the pair (speed=100mph).

For the node who is responsible for an extremely popular AV-pair, it must host a large number
of names, e.g., half of the total names in the system. On the other hand, a node may be very
empty if it corresponds to a rare combination of AV-pair.

2. Content registration rate.
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A node may observe higher registration rate than others if it maintains a larger name database.
It is also possible that though the database is small, registration rate may still be high because
the names it is hosting may have to update themselves frequently due to their changing values.
In either case, a RP node may be swamped by the high registration rate.

3. Client query request rate.

AV-pair distribution in queries may also be skewed. Some AV-pairs may be contained in many
queries, which may cause the queries to be sent to the same nodes. The skewed effect may
be a transient phenomenon, e.g. in the case of “flash crowd” effect, or it may be persistent
in that common interests are shared. A node may be overloaded by high query rate, while
other nodes see few queries.

The observation is that while some nodes in the system are overloaded, some nodes may still
be under utilized. The idea to avoid the “hot spot” problem is to spread the load around all nodes
in the system so that one node will not be swamped by service registrations or queries.

5.2 Load Balancing Matrix (LBM)

In this section, we present our mechanism using load balancing matrix (LBM). Unlike in the lightly
loaded case, where registrations and queries can be sent directly to the RP nodes, if the system gets
loaded by the above factors, nodes in the system that are less utilized must be discovered and used
to share the load. In particular, two techniques, partition and replication, are used. The content
names are partitioned among multiple nodes if the supply of content or the content registration
rate is high. We replicate content names at multiple nodes when the query rate is high.

We make sure that a node only holds a limited number of names, and the extra content names
that come to this node will be automatically redirected to other nodes. This also applies to
situations when registration rate is high. Similarly, the content on a node may be dynamically
replicated if it experiences high query rate.

:

| @O

Figure 6: Load balancing matrix

A popular AV-pair may be shared by a large number of content names and may appear in many
clients’ queries. The CDS system may have to use a set of nodes instead of one to store the SDs
that have this AV-pair in their descriptions. This set of nodes are organized into a logical matrix,
and it is specially named the load balancing matrix, since its purpose is to balance load and provide
good performance.
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The matrix has two dimensions: P and R, where P represents Partition, and R represents

Replication. Figure 6 shows the layout of the matrix corresponding to AV-pair av;. A node in the
matrix is denoted by Nz-(p ’r), where p is the column index and r is the row index, and 7 is the index
of the AV-pair that this matrix is responsible for, av;. The IDs of the nodes are determined by:
Ni(p’r) = H(av;, p,r). For each matrix, there is a special “head” node, NZ-(O’O) = H(av;,0,0). Head
node stores the current size of the matrix along the two dimensions, p and r, which are initialized
to be 1 at the system start up time. The first name that contains av; will be registered at node
Nz-(l’l). Each column contains a subset of the content names that has awv;, which is why they are
called partitions. The nodes in each column are replicas of each other, in that they host the same
set of names that contain av;.

The matrix is dynamic in that it grows or shrinks depending on the load along its two dimen-
sions. The matrix may consist of only one node when load is low, as in the basic system. It may also
be in the shape of one row, when registration is high, or one column, when query request is high.
The nodes must maintain the following statistics to grow and shrink the matrix: the total number
of names it has; the rate of name registration, and the rate of client query. In correspondence to

these statistics, nodes must maintain three thresholds.

1. Tsp. A resolver maintains the maximum number of content names it can hold.
2. Treg- The maximum rate of registration the resolver can sustain.

3. Ty. The maximum query rate from clients the resolver can sustain.

We next explain the registration and query operations with matrix and the matrix management
mechanisms.

5.3 Operations with LBM
5.3.1 Registration

SD:{avl, av2, av3}

LBM for av2

&) () (&)
&) ()
o) (o) (&)

LBM for av3

LBM for avl

Figure 7: Registration with Load balancing matrices

In contrast to in the basic scheme where a provider can register with each node that corresponds
to one of the AV-pair in its name, with LBM, a provider must register with corresponding matrices.
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Content providers determine the rendezvous matrices (RM) the same way as they determine the
RP nodes by applying hash function to its AV-pairs. The difference is the content provider must
register its name with one column of nodes in each matrix. It determines which column by first
discovering the current values of p and r. We have the following mechanisms for content provider
to discover p and .

1. Retrieve from the special head node.
The values of p and r are stored at the head node corresponding to the AV-pair in question.

The content provider computes the ID of the head node for pair av; as follows, H(av;,0,0) =

NZ-(O’O), and then retrieves the values of p and r from it.

2. Discovery via binary search

However the above scheme alone may not be sufficient, since the head node may be down or
become a bottleneck. For example, since all the registrations and queries that contain the
same AV-pair will come to the same head node first, it may be overloaded. (Note that no
matching computation is involved on the head node. )

Under these conditions, a provider can still find out the current value of p by sending out
probes to the corresponding matrix. A node when receives such a probe can reply with
whether it can accommodate more names or accept new registrations. The provider will
register its name at the RP node that is available. Since the nodes in the matrix are ordered,
the dimension can be discovered efficiently using binary search.

3. Based on cached values

Content provider may also explore caching mechanisms. This is particularly useful when it
does frequent refreshing. For a particular AV-pair, the content provider caches its correspond-
ing LBM’s p and r values and reuse them without rediscovering them. It must rediscover
these values when its registration fails using the cached values.

Once the size of the matrix is found, registration is sent to the nodes in the last column. There
are two choices for the registration process: (1) it registers with the first node in the last column

"H(ai = v, Di, 1) — Ni(l’i,l)’

for ¢+ = 1,n, where p; is the P dimension value for av;’s matrix. Then the first node propagates
the registration to other nodes in the column; or, (2) it registers with all the nodes in the column

itself, Ni(p "’T), where r varies from 1 to r;.

Content registered at one node will expire after a certain time period, and must therefore be
periodically refreshed. The provider must go through the same discovery and computation period
to re-register the content. Notice that at different times the values of p and r may be different,

thus the set of RP nodes may be different at each registration/refresh time.

5.3.2 Queries

When LBM is being used, a client must determine which matrix it needs to use to send its queries.
As we discussed in the basic system, any matrix that corresponds to the AV-pairs in the query can
be used for query resolution. The clients must choose a RP matrix that has good performance. In
selecting a matrix to send its query, the client may use the same mechanisms that was presented in
the basic system. It may pick a random AV-pair from its query and send to that pair’s corresponding
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matrix. It may send its query to all the matrices. Alternatively, client may probe the head node
of each corresponding matrix to get the size of each matrix and send its query to the one that has
the smallest number of columns.

Once a matrix is selected, suppose the matrix corresponds to av1, the client must send the query
to all the columns of the matrix because nodes in each column contain a partition of all the names
that have av; in them. To do that, client must first discover the size of this matrix. Client does
so by using the same mechanisms used by the content providers as described above. For example,
it applies the same hash function H to av; to get the head node’s ID #H(av1,0,0) = Nl(o,o). Client
then receives the values of p; and r from NI(O’O).

Since the nodes in the same column are replicas of each other, the client’s query needs only to
be sent to one node in each column. To balance the load of the nodes in each column, it picks a
random node as the query resolver. Client computes the following IDs: For each p = 1, p;, choose
a random 7 between 1 and r; (inclusive), and compute H(avi,p,r) = Nl(p ) The client then sends
p1 query messages to these p; nodes.

5.4 Matrix management mechanisms

Each load balancing matrix grows or shrinks based on the system’s load status.

5.4.1 Matrix P-dimension expansion mechanism

There are two possible reasons that the matrix may expand along the P dimension: when the
number of names on a node reaches T'sp or the registration rate at the node reaches ;.

Note that a node receives new registration only if it is a node in the last column. If the amount
of names on the node reaches Tsp, or if it sees the registration rate approaches T;..g4, it will spawn
off a new node by sending a message to the corresponding head node to increase the p value by
1. In fact, if the matrix has multiple rows, a new column of nodes will be recruited for the new
registration. The nodes in the new column have the following IDs: H(avy,p + 1,7) = Nl((pﬂ)’r),
where r is the number of rows(replicas). Thereafter, future registrations will start to fill up the
nodes in this column.

Consider the nodes in the first row of the matrix, each node holds different set of content names,
but they all share the common AV-pair, av;. Therefore the content names that have av; in them
are partitioned among the nodes in the same row.

5.4.2 Matrix R-dimension expansion mechanism

Since each column contains a partition, to guarantee that all the matched content names will be
found, clients’ queries must be sent to all columns. We examine the first column in the matrix to
illustrate the mechanisms. )

Initially all queries will go to N; *, when the query rate reaches T, Ni(l’l) will spawn off a new

node, Nz-(l’Z), and duplicate its content at this node. Ni(l’l) contacts Ni(o,o) to increase the r value

by 1. As explained earlier, since the clients pick a random node in each column to send its query
to, once Ni(l’Q) is created, the queries will be shared by these two nodes. The nodes in each column
observes the same query rate, therefore anyone of them may prompt the birth of a new node. (Note
that when a node is responsible for multiple AV-pairs, it has to spawn off a new replica for each of
the pair.)
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This mechanism brings in new nodes additively. An alternative to the additive increase may be
the multiplicative increase, in that when the nodes in one column decide to expand, they double
the amount of existing nodes, i.e, increase from 1 to 2 to 4, and so on.

From the whole matrix point of view, every query is sent to all the columns, therefore, the
query rate is uniformly observed on all these nodes. To maintain the matrix property, during
transient time, one column may decide to increase the value of r before others. The head node
after increasing r must inform the new nodes in other columns to retrieve data from earlier nodes
in their respect column.

5.4.3 Matrix P-dimension compaction mechanism

The matrix should be kept as small as possible to minimize the number of replicas and partitions,
since a query has to be sent to all the columns and a registration has to be sent to all the nodes in
one row. We use two mechanisms to compact the matrix along P dimension.

e Push

The first node in the last column, Ni(p ’1), probes other first row nodes and if these earlier
nodes can accommodate content names, it will push its content to these nodes.

e Pull
Kl,l) to N'(pflvl)
1

Nodes in the first row except the last one, N; , when they have extra space,

actively probe the last node Ni(p 1) and retrieve content from it.

When the last column is not holding any content, it will remove itself from the matrix. It
informs Ni(o,o) to decrease p by 1. The first row nodes must ensure the consistency in their respective
columns. When they get new content names, or when they remove content names, the first row
nodes send update messages down along its column to keep the replicated data synchronized.

5.4.4 Matrix R-dimension compaction mechanism

Since the query rates observed by the nodes along this dimension are uniform, the last node in each
column when observes the rate below a low threshold, will remove itself. Again due to the uniform
distribution, in fact, the whole last row will be removed. The head node decreases the value of r
by 1.

6 System Analysis

In this section, we present a brief analytical analysis of the proposed CDS system. A comprehensive
performance evaluation based on a real implementation is part of the proposed future work. As we
presented in the design sections, we first examine the system’s properties when no load balancing
matrices are used. We then analyze the system when load balancing matrices are deployed. In
the following analysis, we assume the resolver nodes are homogeneous, in that they have the same
computation, storage and network capacity.

6.1 System performance without LBM

Load to the CDS is determined by three parameters (1) the number of content names, (2) the
registration rate and (3) the query rate. Load balancing matrices are not needed if the load
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observed on each resolver node is the same, i.e., each node receives the same number of name
registrations and queries.

6.1.1 Registration cost

As described earlier, the RP-based scheme allows each content name to be registered with a small set
of RP nodes. For a content name, SD : {av1, ..., av, }, which has n AV-pairs, the content provider
must register it with the n nodes corresponding to the n AV-pairs, which requires n registration
messages. Typically n is a small number (e.g., n = 20) compared to the number of resolvers in the
CDS.

The registration latency is determined by the underlying overlay network and the processing
speed on the resolver nodes. Since the provider can send its registrations out concurrently to all
the n RP nodes, the latency to register one name will be the RTT (O(log N.) in terms of overlay
hops in Chord) to the “furthermost” node.

6.1.2 Query cost

To resolve a query that has m AV-pairs, Q : {avi,...,avy}, the client only needs to send it to
1 RP node that corresponds to one of the m AV-pairs. In the case that the client probes the m
corresponding RP nodes first and then selects one that has the best response time, the total number
of messages needed for one query is then m + 1.

6.1.3 RP node database

Suppose there are N content names in the system. The hash-based scheme tries to distribute these
names to different RP nodes, and each node is only responsible for a subset of the names. The size
of the content name database on a RP node, or the number of content names, is determined by
two factors: (1) the number of AV-pairs that are mapped onto this node, and (2) for each of these
AV-pairs, the number of content names that contain that AV-pair.

Since AV-pairs in our system are the “keys” that are hashed, suppose there are N, different
AV-pairs and N, number of resolver nodes, on average, each node would be responsible for %—‘Z
AV-pairs. Suppose a resolver node, N;, is responsible for k AV-pairs, avi,avs, ...,avg, then the

total number of names, ¢;, on this node is:

t; = ZN(M}ja

where Nm,j is the number of names that contain av;.

6.1.4 System scaling property

When load is balanced, it is relatively straightforward to show the system’s scaling property. Cor-
responding to the three thresholds, Tsp,T}¢4, and T, the system may reach its capacity when on
each resolver node, the number of names, the registration rate or the query rate reaches threshold.

The system can be evaluated from two angles. (1) Suppose the CDS system has a fixed number
of RP nodes, N, we look at how many content names the system can support, how much registration
rate and query rate the system can sustain. (2) Given a fixed load, e.g., the maximum number of
content names, registration and query rate, we look at how many RP nodes we need to satisfy this
load.
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For content names, we have the following condition:
Tsp-Ne> N -n.

On the left hand side, Tsp - N, is the maximum number of names the CDS can support. On
the right hand side, Ny is the number of names that the system receives, since each name must be
registered n times, from the CDS’s point of view, it must store Ny - n names. Directly from above,
we have:

Ne >

and
TSD . Nc

n

N, <

As an example, suppose Tsp = 10,000 and n = 20. To support Ny = 100,000 names, the
system needs at least N, = 200 nodes. Interpreted the other way, a CDS that has N, = 200 nodes
can support up to Ny = 100, 000 names.

Similarly, given a fixed N., the maximum registration rate, R, that the CDS can support is

R = Lreg-Ne

And the maximum query rate, Q, is

6.1.5 A numerical example

In the Highway Monitoring Service (HMS) example, suppose there are 100,000 (N;) cameras, and
on average each camera is described by 20 (n) AV-pairs. Suppose among the 100,000 cameras,
there are collectively 10,000 (Ny) different AV-pairs. Each camera must update its information at
a certain rate, e.g., once every 100 seconds.

Consider the case where each camera is connecting to a computer. These computers form the
CDS network, and each computer can act as a resolver. The number of resolver nodes is 100,000
(N.). Since N, >> Ny, each resolver node will be responsible for at most 1 AV-pair, and only 10,000
(= Ny, assuming no hash collision) nodes will be receiving registrations and queries. Assuming an
even distribution of AV-pairs in names, on average each node who receives registrations will be
responsible for 200 names (= N]f,—;)

In comparison to some basic schemes, our scheme has clear advantages: in a flooding scheme,
each node would host all the 100,000 names, and receive updates from each of these names; in the
broadcast search scheme, each query must reach each of the 100,000 nodes; and in the centralized
scheme, the bandwidth requirement at the central site can easily be on the order of gigabits per
second.

6.2 System properties with LBM

When the load to the system is imbalance, or increases, load balancing matrices will be deployed
for popular AV-pairs. As a result, a name that has n AV-pairs may have to be registered with more
than n nodes, and a query may be sent to more than 1 node to get resolved. We examine how the
system behaves in these situations.
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6.2.1 Analysis of one matrix

To simplify our analysis, we assume that one node is responsible for only one AV-pair. (Note that
this is a reasonable assumption when N, >> Ny, but it is generally not true when N, < Ny, which
we will consider in the future evaluation.)

With that assumption, the number of replicas (rows) for an AV-pair increases linearly as a step
function with respect to the query rate for this AV-pair:

=[]
7 Tq bl

where 7; is the number of replicas, and ()4, is the system-wide query rate for the pair av;.
As an example, when T, = 1000 queries/sec, 1 extra replica is needed for this AV-pair, when the
system observed query rate increases by 1000 queries/sec.

The number of partitions for av;, p;, is a function of (1) N,,, the number of names that contain
the AV-pair av;, and (2) the registration rate of this AV-pair. For simplicity , we first consider
them separately. Suppose the registration rate for this AV-pair is under threshold, and we again
assume each node is responsible for only one AV-pair, p; is simply determined by:

~[3)
p; Tep |-

On the other hand, when the registration rate of this AV-pair is higher than a node’s registration
threshold, the number of partitions is:
o = | Baw
! Treg ’

where R,,, is the system-wide registration rate for the pair av;. The number of partitions
needed for the av; is p; = maz(p;, p})-
The total number of nodes needed for av;, or the size of the matrix for av;, M;, is:

M; =i - pi.

We believe in practice, the system typically will not have matrices that have both large r; and
pi- With the query optimization mechanism, queries are sent to the matrices that have the fewest
number of partitions. With less number of queries arriving at them, the matrices that have a lot
of partitions do not need many replications (rows). With fewer replications, registrations can still
be done quickly. On the other hand, at matrices that have fewer names or registrations, they may
receive large amount of queries, which means more replicas are needed. However, the overhead
associated with replicating these nodes is small since the databases on these nodes are smaller and
they receive less frequent updates.

6.2.2 Registration and query cost

The size of the matrices affects the overhead of name registration and query resolution.

o Registration

The number of nodes who will receive the registration for name SD : {avi,avs,...,av,},
increases from n to > ;- ; r;, where r; is the number of rows that the matrix corresponding to
av; has.
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e Query
Suppose the query is: @ : {av1,avs,...,av,} and the number of partitions for the matrix
corresponding to av; is p;. In our system, client selects the AV-pair, avg, where py, = min(p;),
for i+ = 1,m. If p = 1, the query only needs to be sent to the node that is responsible for
avy, which is the same as in the no LBM case. When p; > 1, the query must be sent to one
node in each of the p partitions. Thus, the total number of nodes that will receive the query

is Pk-

6.2.3 Load balanced

Load to the CDS system is balanced across all resolver nodes in the system to eliminate hot spots
and ensure registration and query processing performance. The system does not reject registrations
or queries when there are nodes in the system that are not fully utilized.

e Content names

Hash function ensures the even distribution of AV-pairs over resolver nodes. However this
mechanism alone is not sufficient, since a skewed distribution of AV-pairs in names will cause
some nodes receive significantly more names than other nodes.

When the number of names on a node reaches threshold, T'sp, the LBM mechanism discovers
nodes in the system that may be still available by applying hash function with different
parameters, and future names will be registered at these nodes. Thus the number of names
on each node is maintained under the desired threshold while the number of names received
by the system increases.

e Registration load

The proposed CDS system also balances the registration load to the system across all the
nodes. The system automatically discovers and redirects registrations to nodes that can still
accept registrations when one node reaches threshold 7}.,. Thus, the registration rate at any
node will remain under its allowed threshold as the registration load to the system increases.

e Query load

Similarly, for the query load, as the query rate observed at a node approaches the threshold,
Ty, new replicas will be utilized to share the queries. Query rate observed at a node is kept
under the threshold.

Given that the load to the CDS system is spread around all the nodes in the system, from a
resolver node’s point of view, since the number of names it hosts, the registration rate and query
rate are all maintained under thresholds, it can process registrations and queries that arrive at it
efficiently.

6.2.4 A numerical example

Again we use the HMS as an example to illustrate how the CDS system may behave when LBM
must be used.
We use a skewed distribution, Zipf distribution, to model the AV-pair distribution in names:

1
Navi:Ns'k'i_aa
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Figure 8: Number of names vs. AV-pair rank

for i = 1, N4, where, i is the rank of AV-pair av; in terms of occurring frequency in names. ¢ = 1
corresponds to the AV-pair that is contained in the most number of names. k& and a are some
constants, and « is close to 1. For simplicity, we choose k = 1,a = 1, with Ny = 100,000, and we
have:

1
Ny, = 100,000 - =
?

Figure 8 shows the distribution on a log-log plot. Suppose in the system, the thresholds for
each node are: Tsp = 10,000, T, = 1,000 queries/sec, and T}.., = 1,000 reg/sec. Given this type
of distribution, it is easy to see that the basic design will not work, since for example, the most
popular AV-pair appears in 100,000 names, no single resolver can host that many names. This pair
will need 10 partitions. The top 10 AV-pairs each is contained in more than 10,000 names, and will
need more than 1 partitions. Also observe that 9000 out of the 10,000 AV-pairs have only less than
100 names, and nodes that are responsible for these pairs will have room to accommodate other
AV-pair’s names.

Similarly, without LBM, the system can only support the maximum registration rate of 1000
reg/sec, and query rate of 1000 queries/sec for any AV-pair. Whereas, with LBM, when rates grow
beyond thresholds, the system will continue to work by spreading the load until all the nodes in
the system become busy.

7 Proposed research

The proposed work includes a full implementation of the CDS system, a comprehensive evaluation
of the system, system performance enhancement, and functionality improvement.
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7.1 Implementation and evaluation plan
7.1.1 Implementation plan

Immediately upon the completion of the thesis proposal, I will start the implementation of the
designed CDS system. I plan to implement two versions of the system: a simulator and an actual
implementation. The simulator implementation will allow us to evaluate the different aspects of
our system in a controlled environment. The actual implementation is expected to be run on the
Internet. As we described earlier, the CDS system will be implemented as a generic software module
so that other applications can be built on top of it. In this regard, we would also develop at least
a couple of real applications, e.g., similar to the highway monitoring application we described, to
test and evaluate the system running in the real world. We expect to release the software to the
research community and the general public.

7.1.2 [Evaluation plan

Since CDS is a distributed and dynamic system, and there are many parameters that can be tuned,
the evaluation of such a system itself is a difficult task. By doing comprehensive evaluation, we
would also gain experience in making design decisions.

The critical piece in evaluating such a system is to generate realistic work load. The following
factors contribute to the work load: distribution of AV-pairs in names and queries, registration and
query rate. To obtain work load, we plan to do the following;:

e Generate synthetic work load based on known distributions, e.g., for the distribution of AV-
pairs in names, we plan to use Zipf distribution as one possibility to model it.

e Use benchmarks. Benchmarks exist for evaluating similar applications, e.g, TPC bench-
marks [5] for databases. Many of these benchmarks can be conveniently converted and used
to test our system. For example, it is reasonable to assume that the query distribution in our
system resembles the query pattern observed by a large database.

e Collect traces from other applications. There exist a wide spectrum of applications that are
also CDS systems in various forms, e.g., Morpheus [17], Gnutella, search engines, and web
caches. Functionality-wise, they may be different from our CDS, but the user load can be
borrowed to evaluate our system. For example, we may translate keyword searches received
by a search engine into AV-pair searches by assigning each keyword a proper attribute.

With the work load, we plan to evaluate the following aspects of the system.

e Scalability

Scalability is the first goal in our designed system. The analytical analysis we presented only
provides a starting point, and we will examine the system’s behavior as load increases and
load balancing matrices are deployed.

e System dynamics

Issues associated with such a dynamic system, such as consistency, stability, and robustness,
must be addressed. For example, data in replicas may be inconsistent with each other in
transient states, which will affect the correctness of query results. System stability is another
concern, since the matrices are expanding and compacting depending on the load status. The
system must avoid oscillation and ensure fast convergence. Further, the system must handle
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node crashes properly. For example, we must evaluate the impact of the “head node” of a
matrix going down or being overloaded.

e System heterogeneity

The analysis we presented does not take into account the fact that nodes are heterogeneous in
network connection, computing power and storage space. To deploy CDS in the real world, we
must take these factors into consideration and see how the system behaves in a heterogeneous
environment.

e Overlay network vs. physical network

We will explore the relationship between the overlay network and the physical network. Since
our CDS layer is decoupled from the underlying overlay management layer, we would like to
see the effects of different overlay mechanisms on the content discovery system.

7.2 System improvement

We plan to extend our system in several directions.

7.2.1 Specialized resolvers

The basic protocol consists of features that allow clients to do query optimization to some degree.
Clients first retrieve the size of each matrix, and then send queries to the smallest matrix. Selecting
the smallest matrix reduces the query resolution time. This scheme is beneficial if there exist small
matrices corresponding to some AV-pairs in the query. However it does not help if all the involved
matrices are large. We plan to improve the system’s performance when this is the case.

As an example, a query may be: @Q : {device = digital camera, location = Wean 7110 }. The
two matrices corresponding to {device = digital camera } and { location = Wean 7110 } are both
large as there are lots of digital cameras in the system, and there are many devices in Wean 7110.
But there are only 2 devices that match both of these criteria. The idea is to store these two devices
in a specialized node, and queries that contain these two AV-pairs can go directly there without
having to go through either one of the big matrices. The benefits include: (1) reduced load on big
matrices; (Since they are big, it is likely that they get more registrations and queries.) and (2)
reduced resolution time for queries. If the queries hit the specialized nodes, they can be resolved
faster.

Registering at nodes corresponding to all possible combinations of the AV-pairs in one name
would provide a solution to this problem. However this is not practical when the number of AV-
pairs in the name is large. As we discussed earlier, when the name has 10 AV-pairs, there will be
210 _ 1 = 1023 different combination of AV-pairs.

If the system has some knowledge, either based on statistics or a priori, on the query pattern,
then it may be possible to actively combine some AV-pairs and register them together. For example,
if we know that queries always contain two or more AV-pairs, it makes sense to actively register all
the combinations of two AV-pairs together instead of registering each individual AV-pair.

The set of names corresponding to some combination of AV-pairs may be small, as in the
example above. However, if no queries are interested in this combination, there would be no point
of combining them and registering them at a separate node. In other words, whether a “combination
node”, or a specialized resolver, should be used should be dependent on the query load.

Based on the above observations, we now sketch out an algorithm that dynamically introduces
specialized resolvers. As discussed in the basic system, a node monitors the rate of queries. We
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Figure 9: Register and query with specialized node

extend this scheme such that the node not only monitors the overall query rate, but also monitors
the rate of each individual AV-pair being queried. For example, for the node that corresponds to av1,
it maintains a counter for each additional AV-pair in the query, e.g., for query Q : {avi, ave,avs},
the node would increase the counter for ave and the counter for avz. It computes the rate of each
AV-pair being queried. The node declares a particular AV-pair “popular” if its rate of being queried
reaches a threshold. For example, if many queries contain {avi,avs}, the node will decide that
{av1, avs} is a popular query. From then on, when future registrations (including refreshments) that
contain both av; and avy arrive at this node, in addition to accepting them locally, the node will also
send them to a new node that corresponds to the hash of {av1,avs} together, N(j o) = H(av1, av2)
(Figure 9).

In this scheme, clients with queries that include {avi,av;} would send queries to node N(;
first. If it does not exist, clients can fall back to the original scheme by sending queries to the first
level nodes.

A specialized node may remove itself under the following conditions: when it observes low query
rate, or when the amount of names on it drops to a certain level. The master node may probe the
specialized node to retrieve its observed query rate. If it is low, the master node may decide not
to forward new names to it and this will eventually lead to the removal of the node. A specialized
node corresponding to 2 AV-pairs may further create more specialized node that corresponds to 3
AV-pairs.

7.2.2 Improve search efficiency within an LBM

The problem is that if the matrix’s P-dimension is large, sending queries from the client to all
the columns in the matrix may create problems. For example, the client may experience “reply
implosion”, when all the nodes reply with matched contents. We explore the following mechanism
to remedy this aspect.

We organize the columns in a matrix into a set of logical trees. Suppose there are p columns
in the matrix. Nodes in the first column are root nodes, and for nodes in column %, their children
are nodes in column 27 and 2i + 1. The node in one column picks a random node from its children
columns as its children. For example, node N(") may pick a random 75 and rs from 1 to r, to
determine its children, N(172) N(1rs),

In this scheme, a client sends its query to a node in the first column, which is the root node of
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a search tree. This node then sends the query to its two children, and the children nodes forward
along, until the query reaches the leaf nodes. At that time, the leaf nodes resolve the query and
send their results to their parents. When a node receives the resolutions from its children, it will
resolve the query locally and add its results to the received results and forward to its parent. This
will go on until all the results reach the root node. The root node then sends the summary of the
results to the client (Figure 10).

Some further optimization can be done to the above basic scheme. For example, a node may ter-
minate the propagation of queries and resolutions “early” when enough results have been collected.
This is particularly useful for queries that may have a large set of matches.

Query

Reply

Figure 10: Search tree within a matrix

7.2.3 Support range search

Hashing AV-pair together fundamentally makes range search difficult. In our design, to resolve a
query @ : {a; > v1,a2 = v}, since there is no node in the system that corresponds to the hash of
{a1 > v1}, the client must hash {as = v2}, and then sends the query to the node that corresponds
to {a2 = va}. However system can not handle the case in which all the AV-pairs in the query are
inequalities.

The reason that hashing AV-pair together does not work is because the resulting nodes do not
know each other, even when they share the same attribute. For example, the node Ny = H(a1 = v1),
is not related to N{ = H(a; = v}) in any way.

10 20

b

Figure 11: Example B-tree for range search

1

There are different ways of making the hash-based scheme to work for range search. We consider
the following scheme. We introduce an auxiliary indexing data structure to link nodes that share
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‘ Tasks

the same attribute together. We use a B-tree (or B+ tree) for this purpose, and the B-tree is stored
on one node that corresponds to the hash of the attribute that allows inequality tests.

Consider the attribute a;. We use N = #H(a1) to store the data structure. As in the basic
system, the registration message of a new service, e.g., SD : {a; = v1}, is sent to node N, which
corresponds to the hash of AV-pair, a; = v1. In addition to this, in the new scheme, the registration
is also sent to Node N. Node N uses the value v; as the key to insert the node ID, Ny, in this case,
into the B-tree it maintains. For another name that has the same value vy, it will be registered at
N1, but at N, no action will take place, since this value has already been inserted before.

Exact queries that contain a; will still be hashed and sent to the nodes normally. Queries that
contain range search, e.g., @ : {v; < a; < v},ay = vo}, will be sent to N. Node N will use vy, v}
as search keys and then return the client all the corresponding node IDs. Client will then send its
query to those IDs to get the query resolved (Figure 11).

We plan to address problems brought in by this approach, e.g., the node that is holding the
data structure may become a bottleneck and point-of-failure.

7.2.4 CDS as a distributed database

We plan to extend our CDS from a simple name resolution service to a system that allows more
sophisticated database-type of operations. For example, the CDS should be able to not only return
the address of a matched device, but also some other aspects of the device depending on the need
of the client. Operations like “select” or “projection” will be incorporated into the CDS.

8 Timeline

| Summer’02 | Fal1’°02 | Spring’03 | Summer’03 | Fall’03

Basic CDS simulator
implementation

Incorporate load
balancing mechanisms

Synthetic load and
benchmark evaluation

Actual implementation

Collect traces and
comprehensive evaluation

System improvement

Internet evaluation

Writing

9 Expected Contributions
I expect the following contributions upon the completion of the thesis.

e From a system’s point of view, we will demonstrate via implementation and evaluation that
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the proposed CDS provides an important solution to the distributed content discovery prob-
lem, which has become one of the most important applications on the global Internet.

e From an architecture’s point of view, we will show that content discovery is a critical layer in
building a wide range of distributed applications.

e From a software’s point of view, we will release our CDS software and the applications asso-
ciated with it to the research community and general public. We hope to see it being used in
building real Internet applications.
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