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The encryption option format as it leaves the sender and enters the first router
(At most 2 routers can do encryption in this example)
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Normal IP Header

o|o0|0o Nonce Sender Addr
C F

-
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OC: Option Code (1 byte)

OL: Option Length (1 byte)
OF: Option Offset (1 byte)

The encryption option format as it leaves first router and reaches second router.

Normal IP Header

O | O | O |K1(nonce,sender addr) Address of
C F router R1
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The decryption option format as it leaves the sender and enters the first router
Let the packet be transmitted to mobile host x. Let the Binding Cache Entry
for x be such that r=BCE(x).lastrouter; s=BCE(x).route.
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Normal IP Header Encrypted Route (s)
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OC: Option Code (1 byte)
OL: Option Length (1 byte)
OF: Option Offset (1 byte)

The decryption option format as it leaves first router and reaches second router.
Let s yield s1||r1 on decryption
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