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Abstract

Internetsensornetworks, including honeypots and log
analysiscenterssuchasthe SANS InternetStorm Cen-
ter, are usedas a tool to detectmaliciousInternettraf-
c. For maximumeffectivenesssuchnetworks publish
publicreportswithoutdisclosingsensotocations sothat
the Internetcommunitycantake stepsto counteracthe
malicioustraf c. Maintainingsensoranorymity is crit-
ical becausef the setof sensords known, a malicious
attacler could avoid the sensorsentirely or could over
whelmthe sensorsvith errantdata.

Motivatedby the growing useof Internetsensorasa
tool to monitor Internettrafc, we showv that networks
thatpublicly reportstatisticsarevulnerableto intelligent
probingto determinethe locationof sensorsin particu-
lar, we developanew “proberesponseattacktechnique
with a numberof optimizationsfor locatingthe sensors
in currentlydeployedinternetsensonetworksandillus-
trate the techniquefor a speci ¢ casestudy that shavs
how theattackwould locatethe sensor®f the SANSIn-
ternetStormCenterusingthe publisheddatafrom those
sensors.Simulationresultsshav thatthe attackcande-
terminethe identity of the sensorsn this andothersen-
sor networks in lessthana week, even undera limited
adwersarialmodel. We detail critical vulnerabilitiesin
severalcurrentanorymizationschemesnddemonstrate
thatwe canquickly andefciently discover the sensors
evenin the presencef sophisticateénorymity preserv-
ing methodssuchas pre x-preservingpermutationsor
Bloom lters. Finally, we considerthe characteristicef
anInternetsensomwhich make it vulnerableto probere-
sponseattacksanddiscusgotentialcountermeasures.

1 Intr oduction

The occurrenceof widespreadnternetattackshasre-
sultedin the creationof systemdor monitoringandpro-
ducing statisticsrelatedto Internettrafc patternsand
anomaliesSuchsystemsncludelog collectionandanal-
ysiscenterd1, 2, 3, 4, 5], collaboratie intrusiondetec-
tion systemg6, 7], honeypots[8, 9], Internetsinks[10],

andnetwork telescope$ll]. Theintegrity of thesesys-
temsis baseduponthecritical assumptiorthatthe IP ad-
dressesf systemghatsene assensoraresecret.If the
setof sensordor a particularnetwork is discovered,the
integrity of the dataproducedby thatnetwork is greatly
diminished,asa maliciousadwersarycanavoid the sen-
sorsor skaw the statisticshy poisoningthe sensors data.

Distributed Internet sensorsaid in the detectionof
widespreadnternetattacks[12, 13] which might other
wise be detectablenly within the re wall andIDS logs
of anindividual organizationor througha forensicanal-
ysisof compromisedystemsln addition,systemssuch
asAutograph[14], Honeycomb[15], andEarlyBird [16]
which rely on Internetsensorgo captureworm paclet
contentdor usein theautomatiggeneratiorof wormsig-
naturesnvould be unableto defendagainstwormswhich
avoid their previously mappedmonitoringpoints.

Of primary concerrto the securitycommunityareln-
ternetsensorghat enablecollaboratve intrusion detec-
tionthroughawide areaperspectie of thelnternet.Such
systemsarein their infangy, but have beenproposedn
systemdike DOMINO [6] andhavebeenpartiallyimple-
mentedn securitylog analysiscenterdikethe SANSIn-
ternetStormCenter{1]. OtherexamplesncludeSyman-
tec's DeepSight[17], myNetWatchman[18], the Uni-
versity of Michigan Internet Motion Sensor[19, 20,
CAIDA [2], andiSink [10]. In most cases,sources
submitlogsto a centralrepositorywhich thenproduces
statisticsandin somecasesprovidesa query interface
to a database.In suchsystemsthe probe attacksde-
velopedin this papercancompromisethe anorymity of
thosewho submitlogsto theanalysiscenterandthusen-
ablean attacler to avoid detection.Similarly, the probe
attacksdevelopedn this papercancompromiseheiden-
tity of systemghatareusedashoneypotsthatreportsim-
ilar kindsof attackstatistics.In this casethe sensomnet-
work might still detectmaliciousactvity from worms
thatproberandomly[21, 22] or dueto backscattefrom
spoofedaddressessedin denialof serviceattackg23],
but mary new attackscould be designedo avoid detec-



DateandTime | SubmitteriD |

SourcelP | SourcePort |

Dest.IP | Dest.Port

1/04/0510:32:15 384 | 209.237.231.200| 1956 64.15.205.183 132
1/04/0510:30:41 1328 | 216.187.103.168 4659 169.229.60.105 80
1/04/0510:30:02 1945 24.177.122.32 3728 | 216.187.103.169 194
1/04/0510:28:24 879 24.168.152.10 518 | 209.112.228.20 1027

Tablel: Examplepaclet Iter log thatmight besubmittecto thelSC.

tion by thesensors.

A variety of methodsfor maintainingthe privacy of

organizationssubmittingsensorogs to analysiscenters
have beenproposedr arein use. The simplestmethod
is to remove potentially sensitve elds (typically those
containinglP addressesf sensomhostswithin the orga-
nization)from thelogsbeforethey aretransmittedo the
analysiscenteror from thereportsproduceddy theanal-
ysis centerbeforethey are published. This widely used
methodis sometimeseferredto asthe blackmarker ap-
proach. A lessdrasticmethodof anorymizing IP ad-
dressess to truncatethem, giving only the subnetor
some other numberof upper bits. This approachal-
lows the resultingreportsto containmore useful infor-
mationwhile still not revealingwhole addressesilt has
beenusedin someof the CAIDA logs andin the re-
ports of myNetWatchman.Anotherpracticesometimes
employed is hashingthe sensitve data. This approach
allows anotherpersonwho hashashedhe sameinfor-
mation (e.g., the IP addressof a potentially malicious
host)to recognizethe matchbetweentheir anorymized
logs andthoseof another A more sophisticatedech-
niguefor anorymizing IP addressess the useof Bloom
Iters [24, 25, 7]. The Bloom lIters arenormally used
to store setsof sourcelP addressesvith the intention
of makingit dif cult to enumeratehe addressewvithin
thatsetbut easyto performsetmembershifestsandset
unions.All of thesetechniquedail to preventthe probe
responseattacksdiscussedn this paper In fact,eachof
thesemethodsof obscuringa eld (apartfrom the black
markerapproachwhich completelyomitsit) leaksinfor-
mationusefulin carryingouttheattack.

Several other methodsof anorymizing sensorlogs
have beenproposed. One methodis to apply a keyed
hashor MAC to IP addressedAlternatively, onemayap-
ply arandompermutatiorto theaddresspacgor equiv-
alently, encryptthe IP addresselds with a secretkey).
In particulay much attentionhasbeengiven to pre x-
preservingpermutationg26, 27, 28], which allow more
meaningfulanalysisto be performedon theanorymized
logs. Although thesetechniqueddo in fact preventthe
elds to which they areappliedfrom beingusedto en-
able proberesponsettacks,the attacksare still possi-
ble if other elds arepresent.As will be shavn in Sec-
tion 6.1, nearlyary usefulinformationpublishedby the
analysiscentercanbe usedto mountanattack.

Themaincontributionsof this paperincludetheintro-
ductionof a new classof attackscapableof locatingIn-
ternetsensorghat publicly displaystatistics.This gives

insightsinto thefactorswhich affectthesucces®f probe
responseattacks. We alsodiscusscountermeasuretat
protecttheintegrity of Internetsensorsandstill allow for
an openapproacho datasharingandanalysis.Without
public statisticsthe bene ts of awidely distributednet-
work of sensorsarenotfully realizedasonly asmallset
of peoplecanutilize the generatedtatistics.

The remainderof this paperis organizedas follows.
We discussrelatedwork in Section2 and the Internet
StormCenterin Section3. We give a fully detailedex-
ampleof a proberesponsattackin Section4. In Sec-
tion 5, we describethe resultsof simulationsof the ex-
ampleattack. In Section6, we generalizethe example
to anentireclassof proberesponsenappingattacksand
discusgheir commontraits. We discusspotentialcoun-
termeasurem Section7 andconcludein Section8.

2 RelatedWork

Guidelinesfor the designof a Cyber Centerfor Dis-
easeControl, a sophisticatedinternet sensornetwork
andanalysiscenter have beenpreviously proposed29].
Stanifordet al. mentionthatthe setof sensorsnustbe
eitherwidespreadr secretin orderto preventattaclers
from avoiding thementirely They assesshe openness
with which a Cyber CDC shouldoperateand conclude
thatsuchsucha systemshouldonly make subsetof in-
formationpublicly available. Their contributionincludes
a qualitative analysisof trade-ofs but not a quantitatve
analysisof the natureof the threat. In this paper we
developanalgorithmthat senesto delineatethe precise
factorsthatneedto be consideredvhendesigninginter-
net analysiscentersfor securityand privacy. In addi-
tion, we investigatehow quickly thealgorithmcandeter
mine sensolidentitiesthrougha casestudyon the Inter-
net StormCenter aswell asfor more generallocations
of the sensomodes.Lincoln et al. [30] prototypea pri-
vagy preservingsystemwith live sensorandanalyzethe
systems performanceput do not analyzemappingat-
tacksor defenses.Grosset al. [25] describea system
which usesBloom Iters to presere the privagy of the
sensorsln Section7.1we describenow proberesponse
techniquesouldef ciently sulbvertBloom lters.
Inadequacieshave been previously pointed out in
the measuredaken to ensurethe privagy of organiza-
tions that sendtheir logs to suchanalysiscenters[31].
However, previous work has focusedon attackson
anorymizationschemeghat are only possibleif the at-
tackeris capableof interactingwith thenetwork sensors.
As the location of the network sensords kept secret,it



Port Reports | Sources| Tamets
325 99321 65722 39
1025 269526 51710 | 47358
139 875993 42595 | 180544
3026 | 395320 35683 | 40808
135 | 3530330 | 155705 | 270303
225 | 8657692 | 366825 | 268953
5000 202542 36207 | 37689
6346 | 2523129 | 271789 2558

Table2: Exampleexcerptfrom anISC portreport.

is not possibleto carry out suchattacks.Little to no at-
tentionhasbeengivento the problemof discoveringthe
location of the sensors.We provide techniqueghat ac-
complishthis. In addition,little attentionhasbeengiven
to the factthat the identity of the organizationsaandthe
speci c addressethey monitormustremainsecreto en-
surethe integrity of the statisticsproducedby the anal-
ysis center particularlyif the statisticsare meantto be
employedin stemmingmaliciousbehaior. By demon-
stratingthatit is possibleto foil the currentmethodgor

maintainingthe secrey of the sensottocations we shav

theimportanceof thisissue.

For example,PangandPaxson[32] considerthe pos-
sibility of “indirect exposure”allowing attaclersto dis-
cover the valuesof anorymized data elds by consid-
ering other partsof the availableinformation. They do
not, however, considerhow or whetherone might be
ableto mapthe locationsof Internetsensorsa prereg-
uisite to interactingwith them. Similarly, Xu et al. [28]
describea pre x-preservingpermutationbasedmethod
for anorymizing IP addressethatis provably assecure
asthe TCPdpriy schemg?27] andconsiderthe extentto
which additionaladdressnappingamaybediscoreredif
someare alreadyknown. They also mentionactive at-
tacksin passingandpoint out that defenseagainsthese
attacksis tricky. We develop in depthan actve map-
ping attackthatis effective even on reportsthat subject
IP addresse$o pre x-preservingpermutationsand fur-
therdiscusscountermeasures.

3 Background: the Inter net Storm Center

3.1 Overview

ThelnternetStormCenterof the SANSInstituteis oneof
the mostimportantexisting examplesof systemswhich
collectdatafrom Internetsensorsandpublishpublic re-
ports. Furthermoreijt is a challengingnetwork to map,
aswill beshowvn in Section5.5, dueto its large number
of sensorswith non-contiguoudP addresses.Thus,in
orderto demonstrateéhe possibility of mappingsensors
with proberesponsattacksin generalwe describeand
evaluatethe algorithminitially usingthe ISC andthen
generalizethe algorithmandsimulationresultsto other
sensometworks. In this way, the ISC sernesasa case
studyin thefeasibility of mappingsensotiocations.

The ISC collects re wall andIDS logs from approxi-

mately2,0000rganizationsrangingfrom individualsto
universitiesandcorporationg33]. This collectiontakes
placethroughthe ISC's DShield project[34]. ThelSC
analyzesand aggreyatesthis informationand automati-
cally publishesseveraltypesof reportswhich canbere-
trievedfrom thelSCwebsite.Theseeportsareusefulfor
detectingnew wormsandblacklistinghostscontrolledby
malicioususers,amongotherthings. Currently thelogs
submittedthrough the DShield project are almost en-
tirely paclet lter logslisting failedconnectiorattempts.
They are normally submittedto the ISC databasewuto-
maticallyby client programgsunningontheparticipating
hosts typically onceperhour. Thelogs submittedareof
theform depictedn Tablel. Theselogsareusedto pro-
ducethereportspublishedby the ISC, includingthe top
tendestinatiornportsandsourcelP addressem the past
day, a “port report” for eachdestinationport, a “subnet
report; autonomousystenreportsandcountryreports.

3.2 Port Reports

In general,mary typesof information collectedby In-
ternetsensorsand publishedin reportsmay be usedto
conductproberesponsattacks,aswill be discussedn
Section6. For our casestudyusingthelSC, we will pri-
marily concernourseheswith theISC's port reports,as
thesearerepresentatie of thetype of statisticghatother
Internetsensometworks may provide andaregeneraln
nature. A ctional excerptof a port reportis givenin
Table2. A full listing all of the 216 possibledestina-
tion portsthathad ary actiity in a particularday may
be obtainedfrom the ISC website. For eachport, the
reportgivesthreestatisticsthenumberof (unfortunately
named)reports; thenumberof sourcesandthenumber
of targets. The numberof sourcess the numberof dis-
tinct sourcdP addresseappearinggmongthelog entries
with the givendestinatiorport; similarly, the numberof
tagetsis thenumberof distinctdestinatiorlP addresses.
The numberof “reports” is the total numberof log en-
tries with that destinationport (generally one for each
paclet). Althoughthe port reportsare presentedy day
andnumbersin the port reportre ect the totalsfor that
day, the port reportsare updatedmore frequentlythan
daily. One may gain the effect of receving a port re-
portfor amore ne-grainedtime interval by periodically
requestingthe port reportfor the currentday and sub-
tractingoff thevalueslastseenin its elds.

4 Example Attack

We now presenta detailed algorithm which usesa
straightforvard divide and conquerstratgy alongwith
someless obvious practicalimprovementsto map the
sensolocationsusinginformationfoundin the ISC port
reports.In Section6 we outline how thealgorithmcould
be appliedto mapthe sensorsn othernetworks (includ-
ing SymantecDeepSightand myNet\Watchman)using
informationin thosesensometwork reports.
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Figurel: The rst stageof theattack.

4.1

Thecoreideaof theattackis to probean|P addressvith
activity thatwill bereportedto the ISC if the addresses
areamongthosemonitored,thencheckthe reportspub-
lished by the network to seeif the actiity is reported.
If the activity is reported the hostprobedis submitting
logs to the ISC. Sincethe majority of the reportsindi-
catean attemptto make a TCP connectiorto a blocked
port (which is assumedo be part of a searchfor a vul-
nerableservice),a single TCP paclet will be detected
asmaliciousactiity by the sensat To distinguishour
probefrom otheractivity on that port, we needto send
enoughpacletsto signi cantly increasethe actiity re-
ported.As it turnsout, a numberof portsnormally have
little activity, sothis is not burdensomeThis issuewill
be furtherdiscussedn Section4.3. This probingproce-
dureis thenusedfor every possibldP addressit is quite
possibleto sendseveral TCP/IPpacletsto everyaddress;
thepracticalissueselatingto suchataskareconsidered
in Sectionb.

The simplestway to nd all hostssubmittinglogsto
the ISC is thento sendpacletsto the rst IP address,
checkthe reportsto determineif that addresds moni-
tored, sendpacletsto the secondlP addresscheckthe
reportsagain,andso on. However, sometime mustbe
allowed betweensendingthe paclets and checkingthe
reports.Participantsn thelSC network typically submit
logs every hour, and additionaltime shouldbe allowed
in casesomeparticipantdake alittle longer, perhapdor
a total wait of two hours. Obviously, at this rateit will
take fartoolongto checkevery IP addres®neby one.

In order for a sensorprobing attackto be feasible,
we needto testmary addresseat the sametime. Two
obsenationswill help us accomplishthis. First, the
vastmajority of IP addressegither do not correspond
to any host,or correspondo onethatis not submitting
logs. With relatively few monitoredaddressesherewill
necessariloe large gapsof unmonitoredaddresspace.
Hence,we may be ableto rule out large numbersof ad-
dressesitatime by sendingpacletsto eachthencheck-
ing if any actwity is reportedat all. If no actvity is
reported,none of the addressesire monitored. Send-
ing pacletsto blocksof addresseaumericallyadjacent

Intr oduction to the Attack

is likely to be especiallyeffective, since monitoredad-
dressesarelikely to be clusteredto someextent, leav-

ing gapsof addresseshat may be ruled out. Second,
sincemaliciousactiity is reportedby port, we canuse
different portsto conducta numberof testssimultane-
ously Theseconsiderationfedtheauthorgo themethod
describedin the following section. It is worth noting
thatthe problemsolved by this algorithmis very similar
to the problemsof group blood testing[35]. However,

much of theoreticalresultsfrom this areafocuson op-

timizing the solutionsin a differentway thanwe would

like to andthusarenot directly applicableto this prob-
lem.

4.2 BasicProbeResponseéilgorithm
First Stage

We begin with 0;1;2;:::2%2 1 asour (ordered)ist of
IP addresse$o check. As a preprocessingtep,we |-
teroutall invalid, unroutablepr “bogon” addressef36].
Approximately 2.1 billion addressesemainin the list.
Supposen portspy; pz;:::pn canbeusedin conducting
probes. To simplify the descriptionof the basicalgo-
rithm, we assumen this sectionthat theseportsdo not
have ary other attackactvity; we relax this restriction
in Section4.3. In the rst stageof the attack, we di-
vide thelist of addressemto n intervals,S1;S,;:::S,.
Fori 2 f1;:::ng, we senda SYN paclet’ on portp; to
eachaddressn S;, asdepictedn Figurel. We thenwait
two hoursandretrieve a port reportfor eachof theports.
Note that we now know the numberof monitoredad-
dressesn eachof theintervals, sincethe reportstell not
only whetheractivity occurred put alsogive thenumber
of tamgets. All intervalslackingary activity maybedis-
cardedithe remainingintervals are passedo the second
stageof the attackalongwith the numberof monitored
addressem each.

SecondStage

The secondstageof the attackrepeatauntil the attackis
complete.In eachiteration,we take the k intervalsthat
currentlyremain,callthemR; : : : Ry, anddistributeour
n portsamongthem,assigningy to each® Thenfor each
i 2 f1;:::kg, wedothefollowing. DivideR; into § + 1
subintenals, as shavn in Figure 2. We senda paclet
onthe rst portassignedo this interval to eachaddress
in the rst subintenal, a paclet on the secondport to
eachaddressn thesecondsubintenal, andsoon, nally
sendinga paclet on the last port to eachaddressn the
rthsubintenal, whichis thenext to last. We donotsend
anythingto theaddressem thelastsubintenal. We will
insteaddeducehenumberof monitoredaddresses that
subintenal from the numberof monitoredaddressem
the other subintenals. After this processs completed
for eachof the subintenalsof eachof the remainingin-
tervals,we wait two hoursandretrieve areport. Now we
aregiventhe numberof monitoredaddresses eachof
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Figure2: Subdiiding anintenal R; within the
secondstageof the attack.

the subintenalsexceptthelastin eachinterval. We then
determinethe numberin the last subintenal of eachin-
tenal by subtractinghenumberfoundin theothersubin-
tervalsfrom thetotalknown to bein thatinterval. At this
point, empty subintenals may againbe discarded.Ad-
ditionally, subintenalswith a numberof monitoredad-
dressegqualto the numberof addressn the subintenal
may be discardedhfteraddingtheir addressew alist of
monitoredaddressefoundsofar. Theremainingsubin-
tervals,which containboth monitoredaddresseandun-
monitoredaddressesmay now be consideredur new
setof remainingintenalsRY; : : : RY, andwe repeathe
procedure.

By continuingto subdvide intervalsuntil eachis bro-
ken into piecesfull of monitoredaddressesr without
ary monitoredaddressesye eventuallycheckevery IP
addressaindproduceallist of all thataremonitored.This
processnaybevisualizedasin Figure3, which givesan
exampleof the algorithmbeingappliedto a smallnum-
ber of addresses.The rst row of boxesin the gure
representhe initial list of IP addresse$o be checled,
with monitoredaddresseshaded.Six portsare usedto
probetheseaddressegyiving the numbersof monitored
addresseabove therow. Threeintervalsareruledoutas
beingempty andtheotherthreearepassedo thesecond
stageof thealgorithm. The six portsareusedin the rst
iterationof thesecondstageo eliminatethreesubregions
(of two addressesach) andmarkonesubragionas lled
with monitoredaddresses.The seconditeration of the
secondstageof thealgorithmterminateshaving marked
all addressess eithermonitoredor unmonitored. One
caveatof thealgorithmthatdid notarisein this example
is thatthe numberof remainingintervals at somestage
mayexceedn, thenumberof availableports. In thiscase
it is notpossibleo divideall thoseintervalsinto subinter
valsin onetime period,sinceat leastoneportis needed
to probeeachinterval. Whenthis casesariseswe simply
selectn of the subintenalsto probe,andsave the other
subintenalsfor the next iteration.

4.3 DealingWith Noise

We now turn to a practical problemthat must be ad-
dressedf theattackis to functioncorrectly Theproblem
is that sourcetherthanthe attacler may alsobe send-
ing paclketsto monitoredaddressewith the samedesti-

nationportsthatthealgorithmis using,in ating thenum-
berof targetsreported.This cancausehealgorithm

to producebothfalsepositivesand
false negatives. This background

ports

reports

activity may be considerednoise =~ 19364 10
thatobscureshesignaltheattacler gi: gg; ég
needdgo readfrom theportreports. 56 305 25

For a large numberof ports, how-
ever, this noiseis typically quite
low, as shovn by Table 3. Each
row in the table givesthe approx-
imate numberof portsthat typically have lessthanthe
given numberof reports. The numberswere produced
by recordingwhich ports had lessthanthe given num-
berof reportsevery dayover a periodof tenconsecutie
days.

A simpletechniqueallows the algorithmto toleratea
certainamountof noiseat the expenseof sendingmore
paclets. If therearenormally, say lessthan vereports
for agivenport p, we may useport p to performprobes
in our algorithm by sending ve paclets whenever we
would have otherwisesentone. Thenwhen reviewing
the publishedport report,we simply divide the number
of reportsby ve androunddown to the nearesinteger
to obtainthe actualnumberof submittinghostswe hit.
We subsequentlyeferto this practiceasusinga “report
noisecancellationfactor” of ve. Thusby sending ve
timesasmary paclets,we mayensurghatthealgorithm
will functioncorrectlyif thenoiseonthatportis lessthan

ve reports. Similarly, by usinga reportnoisecancella-
tion factorof ten, we mayensurethe algorithmoperates
correctlywhenthe noiseis lessthantenreports.By ex-
aminingpastportreportswe maydetermingheleastac-
tive portsandthe numberof paclketsnecessaryo obtain
accurataesultswhenusingthemto performprobes.

4.4 Improvements

FalsePositivesand Negatives

Table3: Portswith
little activity.

The attackmay potentiallybe spedup by allowing some
errorsto occur If it is acceptabléo theattaclerto merely
nd somesupersebdf (i.e., a setcontaining)the set of
hostssubmittingtheir logs to the ISC, they may simply
alterthe terminationconditionsin the algorithm. Rather
thancontinuingto subdvide intervals until they arede-
terminedto consistentirely of either monitoredor un-
monitoredaddressesheattaclermaymarkall addresses
in anintenval asmonitoredanddiscontinuework on the
interval whenit is determinedo consistof at least,say
10 percentmonitoredaddressesin this way, whenthe
algorithm completes,at most 90 percentof addresses
determinedto be monitoredare false positives. Even
thoughthatis alargeamountof error, thevastmajority of
theaddressesn the Internetwould remainavailablefor
theattaclerto attemptto compromisefreefrom thefear
of beingdetectedy thelSC. Alternatively, if theattacler
is willing to acceptsomefalsenegatives(i.e., nd asub-
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Figure3: lllustration of the sensoprobingalgorithm.

setof the hostsparticipatingin the network), they may

discardaninterval if thefractionof theaddressethatare

monitoredwithin it is lessthana certainthreshold again

speedingiptheattack.In Section5 we provide quantita-
tive resultson the speeduprovided by thesetechniques
in the caseof mappingtheISC.

Using Multiple Source Addresses

Speedmprovementsnayalsobe obtainedby takingad-
vantageof thesourceseld of theportreports.By spoof-
ing sourcelP addressewhile sendingout probesanat-
taclker may encodeadditionalinformationdiscerniblein
this eld. If in the courseof probinganinternval of ad-
dresseswith a single port, the attacler sendsmultiple
pacletsto eachaddresgrom variousnumbersof source
IP addresseandtakesnoteof the numberof sourcege-
ported,they may learnsomethingaboutthe distribution
of monitoredaddressewithin theinterval in additionto
the numberof monitoredaddressesThe following is a
methodfor accomplishinghis.

Multiple Source TechniqueBeforeprobinganinterval
of addressesn someport, we furtherdivide theintenal
into somenumberof piecesk, hereafterreferredto as
the“multiple sourcefactor” To theaddressem the rst
piece,we sendpacketsfrom a singlesource.To eachof
theaddressem the seconcdpbiece,we sendpacletsfrom
two sources.For the third piece,we sendpacletsfrom
four sourceaddresseso eachaddress. In general,we
sendpacletsfrom 2' ! sourceaddresse® eachaddress
in theith piece.Note thatwe alreadyare sendingmulti-
ple pacletsto eachaddressn orderto dealwith thenoise
describedn Section4.3. If 2¢ 1 is lessthanor equal
to the reportnoisecancellationfactor thenwe canem-
ploy this techniquewithout sendingany more paclets;
otherwise more bandwidthis requiredto sendall 2¢ 1
pacletsto eachaddress.

Whenthe port reportis receved, we may determine
whetherary of the piecedackedmonitoredaddressely
consideringhe numberof sourcegeported. For exam-
ple,supposé&k = 3 (i.e.,wedivide ourintervalinto three
piecesland vesourcesrereported.Thenwe know that
thereare monitoredaddresseén the rst andthird in-

tervals, andthatthereareno monitoredaddresses the
secondinterval. This additionalinformation increases
theef ciency of the probingalgorithmby oftenreducing
thessizeof theintenvalsthatneedto be consideredn the
next iteration,atthe expenseof potentiallyincreasinghe
bandwidthusage.Of course this techniquds only use-
ful to a limited degree,dueto the exponentialincrease
in the numberof pacletsnecessaryo useit moreexten-
sively. Dependingonthelevel of noiseontheport, using
a multiple sourcefactorof two or threeachiezesanim-
provementn probingef ciency with little to noincrease
in the bandwidthrequirements.

Noiseln orderfor this techniqueto performaccurately
we mustdealwith noiseappearingn thesourceseld of
the port reportsin additionto thereports eld. If even
a single sourceaddrestherthanthosespoofedby the
attacler is countedin the reportednumberof sources,
theattacler will have a completelyinaccuratepictureof
which piecesareempty This problemmay be solved
in amannersimilar to the methodfor toleratingnoisein
thenumberof reports.Ratherthansendingsetsof pack-
etswith 1;2;4;::: and2* ! differentsourceaddresses
to thek piecesywe mayuselm; 2m; 4m;:::and2k m
sourceswherem is a positive integer hereaftereferred
to as the “source noise cancellationfactot” Thenthe
reportednumberof sourcesmay be divided by m and
roundeddown, ensuringaccurateresultsif the noisein
the numberof sourceswvaslessthanm. For example,
if a particularport normally haslessthanthreesources
reported(whenthe attacler is not carrying out their at-
tack) andthe attacler is dividing eachinterval into four
pieces,they may sendsetsof pacletswith 3; 6; 12; and
24 sources.If seventeersourcesarethenreported they
divide by threeandround down to obtain ve, the sum
of oneandfour. Theattacler maythenconcludethatthe
secondandfourthintervalshave nomonitoredaddresses,
andthatthe rst andthird intervals do have monitored
addresses.

EgressFiltering Thereis anotherpracticalconcernre-
lating to this technique,and that is egress lItering of
IP pacletswith spoofedsources. The careful attacler



shouldbe ableto avoid runninginto any problemswith

this by selectingsourceaddressesimilar to actualones
thatarethenlikely to bevalid addressewithin the same
network. Not mary suchaddresseareneededsincethis

techniquewill likely only be employedto a limited de-
greefor the aforementionedeasonf bandwidth),and
it is a simpletaskto verify whetherpacletswith a given
spoofedaddresawill be Itered beforeleaving the net-
work. All thatis necessarys to sendoneto anavailable
machineoutsidethe network andseeif it arrives.

5 Simulation of the Attack

In thefollowing sectionwe describeheresultsof several
simulatedproberesponsettackson the ISC, assuming
the setof ISC sensorocationsaswell asvariousother
possiblesetsof sensotocations.For eachattack,we de-
tail the resultsincludingthe time requiredandthe num-
ber of pacletssent,alongwith a descriptionof how the
attackprogressesindervariouslevels of resourcesand
with optimizationgto our algorithm.

In the rst scenario,we determinethe exact set of
monitoredaddressesWhile this attackis the mostac-
curate,it is alsothe mosttime consuming. Depending
ontheintentionsof the attacler (seeSection5.6),it may
not be necessaryo nd the exact setof monitoredad-
dressesThus,we alsosimulate nding a superseanda
subsebf the monitoredaddressesThesescenariosnay
be more practically useful sincethey requirelesstime
andresources.

In eachcase we examinethe interactionbetweerthe
accurag, time, andresourcesiecessaryo undertale our
attack. We demonstratehat the proposechattackis fea-
sible with limited resourcesandundertime constraints,
anddiscusgsheimpacton theintegrity of the sensomet-
work reports. Sincean attacler canobtainan accurate
map of the sensorsn lessthana week, the integrity of
thesensometwork reportsis atrisk. Section6 discusses
how to applythealgorithmusingreportsfrom othersen-
sor networks, and Section7 discussegossiblecounter
measureshat sensometworks canuseto improve their
vulnerabilityto suchattacks.

5.1 Adversarial Models

Available Bandwidth

In orderto examinea broadrangeof scenariosye pro-
vide the resultsof simulationsunderthreedistinct ad-
versarialmodels,the primary differencebetweenmod-
elsbeingthe resource®f theattacler. Our rst attacler
has1.544Mbpsof uploadbandwidth.equivalenttoaT1
line andhereaftemwill be referredto asthe T1 attacler.
Our secondattacler hassigni cantly moreuploadband-
width, 38.4 Mbps, and hereafterwill be referredto as
thefractional T3 attacler or, for brevity, the T3 attacler.
Finally, we examinethe rate at which an attacler with
384 Mbps of bandwidthcould completeour attack. This
adwersarywill bereferredto asthe OC6attacler.

While eachattacler is denotedby a speci ¢ Internet
connectionour algorithmis not dependentipona par
ticular Internetconnectioror attaclkercon guration. Our
algorithmcanbe executedon a distributed collection of
machinesor a singlemachine with the time requiredto
completeour attackdependenonly ontheaggreateup-
load bandwidth. Neitherthe numberof machinesnor
theirspeci c con gurationsareimportantaslongasthey
canbecoordinatedo actin unison.In addition,because
ourattackdoesnotrequirearesponsé¢o berecevedfrom
a probeor ary signi cant amountof stateto be main-
tained,we canignore downloadbandwidth,network la-
teng/, andcomputingresources.

Botnets

One potentialway to acquirethe necessanpandwidth
is to usea “botnet; or collectionof compromisedna-
chinesactingin unison. The technologyrequiredto co-
ordinatesucha collection of machinesfor a probere-
sponseattackis currently available and is undersome
estimationccommonlyused. The mostubiquitousfam-
ilies of botnetsoftwarearereportedto be Gaobot,Ran-
dex, andSpybot. Therequireduploadbandwidthfor the
T1 attacler could easily be achiesed by a dozencable
modemsaverysmallbotnet.Similarly, theuploadband-
width for thefractional T3 attaclerandthe OC6attacler
couldbe achieved by usingaround250and2,500cable
modemsrespectiely. Botnetsof thesescalesarenotun-
common[37].

It shouldbe notedthatthe bandwidthrequiredfor the
swift completionof the attackvarieswidely basedupon
thenoisecancellatiorfactorsandthemultiple sourcefac-
tor. In all of ourattackscenariosywe have con guredthe
parametersf our algorithmto bestmatchthe resources
of the attacler, resultingin a nearoptimal outcomefor
eachattacler. Sincethe only factorsthataffect thetime
requiredfor our attackto completearethe uploadband-
width and parametergo the algorithm, it is reasonably
easyto nd anearoptimalsetof parameterfor ary given
bandwidth. In addition, the numberof portsthat have
sufciently low noiseto be usedin our attackcaneas-
ily be calculatedfrom pastport reportsandis foundto
remainsteadythroughouthe durationof the attack.

Variation in Performance

Eachof ourattaclersis representatie of aclassof adver
sariesrangingfrom the mostbasicattacler with adozen
machineso a sophisticatedand resourcefulgroup with
thousandof machinesat their command. Using these
classeof attaclers,we shav the tradeofs betweenac-
curagy, time, andresourcesvhile providing concretere-
sultsincluding the time requiredto completethe attack
andtherateatwhichthe attackprogresses.

Whatmay not beimmediatelyobviousis the factthat
almostary level of resourcess sufcient to mapthead-
dressesnonitoredby alog collectionandanalysiscenter
in a few months. For instance while not a likely case,



anattaclerequippednly with aDSL line could nd the

exactsetof addressesonitoredby thelSCin underfour

months. Log collectionprojectswith fewer participants
thanthelSC couldbe mappedn evenlesstime.

5.2 Finding the Set of Monitored Ad-
dresses

First, we detail the resultsof our simulationof the fully
accurateattack,which nds the exact setof monitored
addressesTwo useful statisticsthat will help usto ex-
plain the speci cs of anattackarethe numberof probes
sentandthe fraction of monitoredaddresse&nown at
aparticulartime. We explain the signi cance of eachof
thesestatisticsandthenusethemto highlight similarities
anddifferencesn the simulationsunderdifferentadver-
sarialmodels.

Number of ProbesSent

As previously explainedin Section4.2, our attack uti-
lizesrepeategbrobingof IP addressewith SYN paclets.
Sincewe mustprobeapproximately2.1billion addresses
with atleastonepacleteach thenumberof pacletssent
by anattackis signi cant. While thespeci csvarybased
on the optimizationsused,when nding the exactsetof
monitoredaddressesyur algorithmmay sendfrom nine
billion to twenty seven billion SYN pacletsover a sev-
eraldayto severalweekperiod. As aresultof this hefty
requirementpurthreeattaclers,with theirwidely differ-
entuploadbandwidthsareableto completetheattackin
widely differingtimes. For instancethetime requiredto
nd thesetof monitoredaddressesxactly rangesfrom
around3 daysfor the OC6 attacler to approximately34
daysfor theT1 attacler. While thetime requiredto com-
pleteanattackis notdirectly proportionalto the number
of probessent,asuploadbandwidthincreasesthe time
requiredto completeanattackmonotonicallydecreases.
Figure4 shavsthespeci c numberof pacletssentper
attaclerandtherateatwhich pacletsaresentwhen nd-
ing theexactsetof monitoredaddressesThebendin the
curve representshe point at which the attacler's band-
width is sufcient to sendall the pacletsrequiredfor a
particulartwo hourinterval within the sametwo hourin-
tenal. Beforethebend theattacler's progresss limited
by therateat which they cansendout paclets. This pe-
riod generallycorrespondso the rst stageof theattack,
thatis, theinitial probingof theentirenon-bogoraddress
space.Thebandwidthusedin this stageaccountdor the
majority of thetotal bandwidthused aslarge portionsof
theaddresspaceareruledoutin this rst pass.After the
bend,the attacler's progresds limited by the two hour
wait betweensendinga setof probesand checkingthe
correspondingport reports. This situationis generally
the casethroughoutmostof theiterationsof the second
stageof the algorithm. For the remainderof our analy-
sis,we will focuson the secondstatistic,the fraction of
monitoredaddresseknown ata particulartime.
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Figure5: The attacler's progressin discovering
monitoredaddresses.

Attack Progress

Figure5 shows the fraction of monitoredaddressethat
areknownthroughoutheexecutionof theattackfor each
of our threespeci ¢ simulations.While in eachcasethe
endresultis alwaysthe same the time requiredandthe
rateatwhich addressearediscovered,a statisticwe call
the attackprogressyarieswidely. Onemay noticethat
thelinesin Figure5 are similar in shape. This is a re-
sult of similaritiesin the sizesof intervals usedin the
algorithmandtheparticulardistribution of monitoredad-
dressesn IP addresspace.Discussionof this distribu-
tion of addressesappearsn Section5.5. We will con-
tinue to usethe attackprogressstatisticthroughoutour
analysisasa way to provide insightinto the speci cs of
ouralgorithm.

T1 Attacker Analysis

When bandwidthis highly limited asin the caseof the
T1 attacler, the numberof pacletssentin the rst stage
of the attackandthe rst several iterationsof the sec-
ondstagearethe primarytime constraint.As aresult,it
makessenseo reducethe numberof pacletssentby us-
ing portswith lessnoiseandavoiding theuseof the mul-
tiple sourcetechnique Thisin turn allows anattaclerto
usealower reportnoisecancellatiorfactor howeverthis
alsoresultsin fewer availableports. We have foundthat
whenonedoublesthe numberof portsavailablefor use
by the attacler, they in turn reducethe numberof inter
vals requiredto completethe attackby a factorof two.
However, thisis only bene cial whentheattacleris able
to sendthe numberof pacletsrequiredin eachinterval.
Sincethisis notalwayspossiblen the caseof low band-
width attaclers,it makessenseo reducethe numberof
pacletsrequiredandin turn usefewer portsfor the at-
tack. Speci c detailsfor anearoptimalsetof parameters
for the T1 attacler and other low bandwidthattaclers
follow.

Whensimulatingour algorithmwith an uploadband-
width equialentto that of a T1, we determinedthat a
reportnoisecancellationfactorof two andavoiding the
useof the multiple sourcetechniquewasoneof the best
options.As aresultof the T1 attacler's inability to send
a sufcient amountof pacletsin the rst stageof the
algorithm and the majority of the iterationsof the sec-
ondstagethe T1 attacktakessigni cantly moretime to
runthanthe T3 attackor OC6attack.A T1 line canonly
sendroughly28million SYN pacletsin atwo hourinter-
val, thusthe T1 attacler requiresseveraldaysto run the

rst stageof the attack. Similar resultsfollow for most
of the iterationsof the secondstageof the attack. This
slow progressesultsin the completelack of monitored
addresses$ound within the rst 15 daysof the attack.
However, afterthe T1 attacleris ableto sendthenumber
of probesrequiredfor a particularinterval, which hap-
pensaroundday 27, the remaining60 percentof moni-
toredaddressearefoundin only 7 days.In theend,the
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Figure 6: The T1 adwersary nding a subsetof
themonitoredaddresses.

T1 attacler requires33 daysand17 hoursandthetrans-
missionof approximatelyd.5 billion pacletsto nd the
exactsetof monitoredaddresseby thelSC.

T3 Attacker Analysis

As canbe seenfrom Figure5(b), the T3 attacleris able
to quickly sendthenumberof probesrequiredby the rst
stageof theattackandthefollowing iterationsof thesec-
ondstage.With a maximumuploadthroughputof about
626 million SYN pacletsin a two hour period,the T3
attacler cancompletethe rst stageof the attackin 23
hours. Sincethe rst stageof the attackrequiresover
8 billion paclets, the T3 attacler hasalreadysentthe
majority of the 14 billion pacletsrequiredfor the entire
attackandis well aheadof wherethe T1 attacler wasat
thesametime.

By theendof the30thhour, the T3 attaclerhasalready
found about30 percentof the monitoredaddresseand
is ableto sendthe numberof probesrequiredby all suc-
cessve intervals within the interval itself. Correspond-
ingly, the remaining65 percentof monitoredaddresses
arefoundin thefollowing threedays.Theseresultswere
achieved with a reportnoisecancellationfactor of two,
a multiple sourcefactorof two, anda sourcenoisecan-
cellationfactorof two. The time requiredfor the com-
pletionof this simulatedattackwas4 daysand16 hours.
This representgreaterthana factorof 7 reductionfrom
theT1 attacler's 33 daysand17 hours,howeverthiswas
obtainedwith analmost2,500percentincreasen band-
width.

OC6 Attacker Analysis

While the OC6 attacler hassufcient uploadbandwidth
to undertale a fasterattackthanboth otheradwersaries,
the differencebetweenthe time requiredfor the T3 ad-
versaryandthe OC6 adwersaryis only a fraction of the
differencebetweenthe T1 and T3 adwersaries. Even
thoughthe OC6 attacler has10 timesthe bandwidthof
the T3 attacler, anincreasean the multiple sourcefactor

(the only remainingoptimizationpossible)is not feasi-
ble becaus®f the correspondingxponentialincreasen
the numberof probesrequired. We determinedthat a
nearoptimal setof parameter$or the OC6 attacler was
amultiple sourcefactorof two with asourcebasechoise
cancellationfactor of four and a report noisecancella-
tion factorof eight. This not only balanceghe number
of pacletsrequiredby themultiple sourceechniquewith
thenumbemrequiredby thereportnoisecancellatiorfac-
tor, but alsoallows for 25 percentmoreportsto be used
for the OC6 attackthanwereusedfor the T3 attack.

Under theseparametersthe OC6 attacler can nd
the exact setof monitoredaddresseso the ISC in 70
hours. If we were to continueconsideringincreasing
bandwidths,we would continueto notice diminishing
marginal returns.This is aresultof thefactthattheonly
remainingoptimizationpossibles the usageof the mul-
tiple sourcetechniqueand,aspreviously statedthis re-
sultsin anexponentialincreasen the numberof paclets
sentwhile only reducingthe time requiredto complete
our attackby afew hours?

5.3 Finding a Superset

By settinga con gurablethresholdn ouralgorithm(see
Section4.4), an attacler is capableof acceptingsome
numberof falsepositives,while avoiding falsenegatives.
As aresult,anattaclerthatis interestedn simply avoid-
ing detectiormayfurtherimprove upontheresultsgiven
above by nding a supersebf the monitoredaddresses.
We detailtheresultsof suchanattackwith the T3 adwer-
sarialmodel.

In orderto comparewith previousresults,we usethe
sameparameteras were usedwhenthe T3 adwersary
foundtheexactsetof monitoredaddressegxceptin this
case,we specify a maximumpercentagef false posi-
tivesto allow on a perinterval basis. With a maximum
falsepositiverateof .94(i.e.,thenumberof possiblefalse
positives over the total numberof IP addresses)a re-
port noisecancellationfactorof four, a multiple source
factor of two, and a sourcenoisecancellationfactor of
two, we areableto reducetheruntimeof our attackfrom
112 hoursto 78 hours. However, this reductionin time
requiresus to acceptaround3.5 million falsepositives
along with our set of monitoredaddresses.Allowing
thesefalse positives had little effect on the numberof
probes. It wasreducedby lessthanone percent. This
phenomenaccurshecaus¢he nal iterationsof thesec-
ondstageof thealgorithmrequirefewer andfewer pack-
etsto probethe smallintervalsthatremain.Thisfactcan
alsobeseenin Figure4, wherethelines atten out near
theendof theattack.Althoughthe modesimprovement
in timein this casds likely notworththedecreasén ac-
curagy, in othercasef proberesponsenappingattacks
acceptindgalsepositvesmaybe moreuseful.



type of | bandwidth data false false | correctly mapped
mapping available sent | positives | negatives addresses time to map
exact OC6 | 1,300GB 0 0 687,340 2days,22hours
exact T3 687GB 0 0 687,340 4days,16hours
exact T1 440GB 0 0 687,340 | 33days,17 hours
superset T3 683GB | 3,461,718 0 687,340 3days, 6hours
subset T1 206GB 0 182,705 504,635 | 15days,18 hours

Table4: Time to mapsensoiocations.(ISC sensoistribution)

5.4 Finding a Subset

Having examinedthe casesof nding an exactsetand
nding asupersetywe now examinea situationwherean
attaclermaybeinterestedn nding asubsetfthemon-
itored addresses While an attacler with a T3 or OC6
mayattemptto nd theexactsetof monitoredaddresses,
animpatientattacler or an attacler with lessresources,
suchasthe T1 attacler, may be contentwith nding a
subsetof the monitoredaddresses a reducedamount
of time. By allowing falsenegatives,anattacler mayre-
ducethetime andbandwidthnecessaryo undertale the
attack,but still discover alarge numberof monitoredIP
addressesAn attacler who is interestedn ooding the
monitoredaddressesvith spuriousactvity ratherthan
avoiding themmay be especiallyinterestedn allowing
falsenegatives. In additionto saving time, an attacler
nding a subseimay potentiallyavoid detectionof their
attackby sendingsigni cantly fewer probesoverall.

Sincethe differencebetweernthetime requiredto nd
the exact set of monitoredaddressesnd the time re-
quiredto nd asubsebf monitoredaddressess lesspro-
nouncedathigh bandwidthswe only detailtheresultsof
nding a subsetwith the T1 adwersary Onceagainwe
usethesameparameterghatwereusedwhenthe T1 ad-
versaryfound the exact setof monitoredaddressesgx-
ceptthis time we setthe maximumfalse negative rate
(i.e.,thenumberof possiblefalsenegativesoverthetotal
numberof IP addresses)With a reportnoisecancella-
tion factorof two, a single sourceaddressand a max-
imum falsenegative rate of .001, we areableto reduce
the runtime of our attackfrom 33 daysand17 hoursto
15daysand18hours.In addition,we reducethenumber
of probessentfrom around9.5 billion to 4.4 billion, a
reductionof over 50 percent.However, thesereductions
comeat the cost of missing26 percentof the sensors.
The progresf this scenarids depictedn Figure6.

5.5 General Setsof Monitor ed Addr esses

The preceding scenarios (summarizedin Table 4)
demonstrat¢hata proberesponsettackis practicalfor
mappingthe IP addressesnonitoredby the ISC. They
do not, however, revealhow dependenthe runningtime
of the attackis on this particular set of addresses.A
key factorthat determineghe dif culty of mappingthe
addresse®f a sensornetwork is the extent to which
the sensorsare clusteredtogetherin the spaceof IP ad-

dresses As mentionedn Section4.1, the morethe ad-
dressesareclusteredogetherthemorequickly they may
bemappedThisfactis easilyseenn Figure3.

To determinehow well the algorithm works more
generallyagainstvariouspossiblesetsof sensorP ad-
dresseswe generatedandomsetsof IP addressebased
onamodelof theclustering.More speci cally, the sizes
of “clusters; or setsof sequentiabensolmddressesyere
drawvn from a Paretodistribution,® and the sizesof the
gapsin addresspaceetweerthemweredravn from an
exponentialdistribution. With the parametersf thetwo
distributions setto t the actualaddressesf the ISC,
the times to map variousrandomsetsof IP addresses
are similar to the timesreportedin Table 4. By vary-
ing the parameterof the distributions, setsof IP ad-
dressesvith variousaverageclustersizeswereproduced
while holding the total numberof sensorgoughly con-
stantat 680,000, the approximatenumberin the ISC
set. For averageclustersizesof 10 or more, the at-
tacktypically takesjust overtwo daysto completeunder
the T3 attacler model previously described(compared
to the 4 days, 16 hoursto completethe attackfor the
actuallSC). For smalleraverageclustersizes,the run-
ning time increases.Below the averageclustersize of
thelSC( 1:9), typical runningtimesincreaseapidly,
with abouteight days(abouttwice the time to mapthe
ISC sensorsht averageclusterssize of about1.6. Note
that smallersensometworks arefasterto map; the ISC
network is amongthe mostchallengingnetworksto map
dueto its large numberof sensorsvith widely scattered
IP addresses.

As anextremecaseanumberof simulationsverealso
runonsetsof IP addressethatpossessedo speciaklus-
tering, againusingthe T3 attaclker model. Speci cally,
the setswere producedby picking one IP addressafter
anotheralwayspicking eachof the remainingoneswith
equalprobability. This canbe considereda worst case
scenariosinceary real life sensometwork is likely to
displaysomedegreeof clusteringin its setof addresses.
The attackremainedquite feasiblein this case,taking
betweentwo to threetimesaslong asin the ISC case
whenworking on a set of addressesf the samesize.
This scenariovastestedfor setsof IP addressesf vari-
oussizes.Therunningtime rangedinearly from about3
daysto map100,000addresse® about21 daysto map
2,000,000.



5.6 Summary and Consequences

Perhapghe mostinterestingresultsof the simulations
using the addressesnonitoredby the ISC presentedn
Table4 arethe case®f discoveringtheexactsetof mon-
itored addressefn abouta monthwith low bandwidth
andin aboutthreedayswith high bandwidth.Theconse-
guence®famalicioususersuccessfullynappingasetof
sensorgresevere. Armedwith alist of theIP addresses
monitoredby alog collectionandanalysiscenter anat-
tacker couldavoid the monitoredaddressem ary future
suspiciousactiities (suchas port scanning). It would
evenbepossibleto includethelist in any wormsthey re-
leased allowing thewormsto avoid scanningary mon-
itored addresseasthey spread.Suchattackswould go
undetectedat leastby the analysiscenterin question).
Sinceorganizationssuchas the ISC are often the rst
to discover the spreadof new worms, a worm avoiding
theaddressethey monitormaygo undetectedor along
time. Anothertechniquean attacler armedwith alist of
monitoredaddressemightemploy isto ood monitored
addressewith actiity, causingvalid alertsto belostin
thenoise.

The mostimportantthing to realize when consider
ing the consequencesf an adwersaryhaving obtained
a list of monitoredaddressesés that the damagedone
to the distributedmonitoringeffort is essentiallyperma-
nent.If thelist werepublicly releasedfuture alertsaris-
ing from thosemonitoredaddressesouldnot be consid-
eredanaccurateictureof themaliciousactiities occur
ring within the Internet. Sinceorganizationgannoteas-
ily changethe IP addresseavailableto them,andsince
distributed monitoring projectscannotarbitrarily select
who will participate accumulatinga new setof secretly
monitoredIP addressesould be anextremelytime con-
sumingtask.

6 Generalizingthe Attack

We returnnow to thefactthatour examplealgorithmfor
mappinga setof sensorss highly tailoredto our exam-
ple, thelSC, andits portreports.It is certainlyconcev-
ablethat somechangemay be madeto the way this in-
formationis reportedhatwill confoundthealgorithmas
it is given. But given sucha change,howv may we be
surethatall attackssimilar to the onegivenmay be pre-
vented?To addresghis problem,we needto understand
whatessentiallyallows the exampleattackto work.

6.1 Covert Channelsin Reports

By sendingprobeswith differentdestinatiorportsto dif-
ferentlP addresseandconsideringvhich portshave ac-
tivity reportedtheattacleris ableto gainsomeinforma-
tion aboutthesetof IP addressethatcouldhave possibly
recevedthe probes.In this way, the destinatiorport ap-
pearingin apaclketsentoutandlaterin theportreportsis
usedby theattaclerasacovertchanne[38] in amessage
to themseles. Thecovertchannektoregartialinforma-

tionaboutthelP addres$o whichthe probewasdirected.
Similarly, (and herewe are consideringthe “probe” to
be all the pacletssentto a particularaddressn a single
round of the secondstageof the algorithm)we seethat
the numberof paclkets sentand the numberof distinct
sourcelP addressethey containarecovertchannelghat
may be usedto storeadditionalinformation.

Viewedin thislight, it is clearthatmany possibleelds
of informationonemayimagineappearingn thereports
publishedby a sensomlnalysiscenteraresuitablefor use
ascovertchannelsn proberesponsettacks.Character
istics of attacksor probesthat may be reportedinclude
thefollowing.

Time/ date

SourcelP

Sourcenetwork

Sourceport

Destinationnetwork’
Destinationport

Protocol(TCPor UDP)
Pacletlength
Capturedpayloaddataor signature

Our casestudyattackusesthetime a probewassentout,
its destinatiornport, andits setof sourcelP addresseas
the covert channels The possibility of characteristicof
paclets beingusedasa covert channelhasbeenprevi-

ouslymentionedby Xu, etal. [28].

6.2 Other Inter net SensorNetworks

To demonstratéhe generalityof our algorithm,we out-
line how anattacler couldmapthe SymantedeepSight
Analyzerandthe myNetWatchmansensometwork. Ta-
ble 5 summarizeshe essentiamappinginformationfor
SymantecDeepSight,myNetWatchman,ISC, and the
modeled SC distribution.

SymantecDeepSight

Besideghe SANS InternetStormCenter thelargestin-
ternetsensometwork that publicly displaysstatisticsis
Symantecs DeepSightnetwork. Designedmuch like
the ISC, DeepSightprovides a sensorclient called the
DeepSighExtractorwhich,onceinstalled forwards re-
wall andIDS logsfrom a monitoredaddresgo a central
log analysiscenternamedthe DeepSightAnalyzer The
DeepSighAnalyzerthenproducesummariesndstatis-
ticsrelatedto the speci ¢ securityeventsseerby thepar
ticular client. After installingthe client software,a par
ticularclientcanlog into the DeepSighsystemandview
statisticsconcerningthe attacksseenin their own logs.
This differentiateghe reportsof the DeepSightsystem
from thoseof the ISC sincethe DeepSightsystemdoes
not provide a global reportof the actvity sensedy all
clients,but ratherprimarily a view of the eventsseenby
aspeci c client.



Despitethe factthat DeepSightprimarily providesin-
formationconcerningsecurityeventsseenn aparticular
client'slogs,they arestill vulnerableto a proberesponse
attack. In orderto seehow an attacler would mapthe
DeepSightnetwork, we rst needto analyzethe output
provided by DeepSight.DeepSightprovideseachclient
with a detailedreport of the attacksseenin their logs
including the time and date, sourcelP addresssource
port,destinatiorport, andthe numberof otherclientsaf-
fectedby a particularattack. Eachreportlisted contains
roughly forty-two to seventy-four bits usableto the at-
tacker asa covert channel. Thereare aboutten in the
time eld, sixteenin eachport eld, andzeroto thirty-
two in the sourceaddresseld (dependingon whether
the attacler needsto worry aboutegress Itering when
spoo ng sourceaddresseandto whatextentif so). With
this information,an attacler could map DeepSightwith
afew simplemodi cationsto our algorithm.

First, insteadof using strictly the time, destination
port, and setof sourcelP addresse$o encodethe des-
tinationaddresasin thelSC example,anattacler could
encodethe destinatioraddressn the sourcelP, destina-
tion port,sourceport,andtime elds. SincethesourcdP
addressiloneprovidessufcient spaceo encodghedes-
tination IP addressencodinginformationin the source
anddestinatiorportsandtime eld is not strictly neces-
sarybut could be usefulfor noisereductionpurposesor
if egress ltering is anissue. Second,for eachunique
combinationof elds which the attacler usesto encode
the destinationaddressthe attacler will have to submit
alog to DeepSightwhich containsthesespeci ¢ elds.
Thiswill allow anattaclerto view therequiredresponse
statisticsfor that probein the DeepSightsystem,most
importantly the numberof other clients that receved
the probe. Using thesetwo simple modi cations to our
example algorithm, an attacler should be able to en-
codesufcient informationin eachprobesuchthatthe
DeepSighhetwork could be mappedn a singlepassof
probes.

myNetWatchman

Anotherimportantexample of an Internet Sensornet-

work that displayspublic statisticsis myNet\Watchman.
The myNetWatchmansensometwork groupsthe events
of the past hour by sourcelP and lists them in the

“Largestincidents: Last Hour” report. For eachsource
IP, this reportlists the time, target subnet,sourceport,

and destinationport of the mostrecentevent. The ad-

dressesnonitoredby myNetWatchmarcouldbediscov-

eredin a single passof probesusingthis or otheravail-

ablereports.

6.3 Other Typesof Reports

Necessityof Event Counts

It is importantto note that it is not even strictly nec-
essaryfor the reportsto include the numberof events

network | bandwidth | probessent | time to map

DeepSigh 2.1billion | singlepassof probes
myNetWatchman| -| 2.1billion | singlepassof probes
SANSISC T3 14 billion 4 days16 hours
ModeledISC T3 20 billion 6 days6 hours

Tableb5: Essentiamappingresults.

matchingsomecriteria, but only their presenceor ab-
sence.In termsof the algorithmof the exampleattack
asgivenin Section4.2, it would no longerbe possible
to avoid sendingprobesto the lastaddresses eachin-

tenal. Instead,probeswould alwayshave to be sentto

all the subintenals. Also, a differentschemewould be
neededo overcomethenoiseproblemdescribedn Sec-
tion 4.3 (probablysendingseveral probesto aninterval

andonly markingit ascontaininga submittingaddressf

the correspondingport consistentlyreportsactivity), but

theattackcouldstill be madeto work.

Top Lists

Onetype of reportcommonlyproducedby log analysis
centerds the “top list” or “hot list,” essentiallya list of

the mostcommonvaluesof a eld within the reports.
For example,the “Top 10 Ports”reportproducedoy the
ISCis alist of the mostfrequentlyoccurringdestination
portsamongeventsin thepastday Thenumberof values
listed on the reportmay be a x ed humber(in this case
ten),or it may vary asin the caseof reportsthatlist all

valuesoccurringmore often thansomethreshold. Such
toplist reportstendto belessusefulfor conductingorobe
responseattacksfor a couplereasons. Reportswith a
x edlengthtypically reportvery little totalinformation.
A proberesponseattackbasedonly onthe ISC “Top 10

Ports"reportwouldtakefartoolongto befeasible.Also,

it may be necessaryo generatea very large amountof

actiity to appearon a top list, also making the attack
infeasible. Neverthelesspther suchreportsstill merit

a critical look to determineif they may be sufcient to

launchaproberesponsattack.Suchreportsarelikely to

be moredangerousf they may be requestedor various
criteria (e.g.,top ten portsusedin attacksdirectedat a

particularsubnetatherthanjusttop tenports).

7 Countermeasures
7.1 Current Methods

Several methodsare in useor have beenproposedfor
preventinginformation publishedin reportsfrom being
misused.

Hashing and Encryption

One commontechniqueis to hashsomeor all of the
above elds. However, in generalthis doesnot impair
the attack as the attacler (having generatedhe origi-
nal probes)hasa list of the possiblepreimageswhich
allows for an ef cient dictionary attack. However, en-
cryptinga eld with akey not publicly available(or us-



ing a keyed hashsuchasHMA C-SHA1) would prevent
the useof that eld in a covert channel. Unfortunately
it would alsopreventnearlyary useof the information
in that eld by thosewho readthe publishedreportsfor
legitimatepurposesPre x-preservingoermutation$28]
have beenproposecmethodfor obscuringsourceP ad-
dressesvhile still allowing usefulanalysisto take place.
ObscuringsourcelP addressewith encryption(whether
or notit is pre x-preserving)doesnot, however, prevent
proberesponsattacksasary of theothercharacteristics
listedin Section6.1 maybeused.

Bloom Filters

The Bloom Iters popularfor storinga setof sourcelP
addressef?5, 7] suffer from similar problems.In gen-
eral,aBloom lIter storingasetof IP addressess in fact
safefrom dictionaryattacksdueto thefalsepositve fea-
ture of Bloom lters. Evenwith arelatively low rate of
falsepositives,say0.1percentthe numberof falseposi-
tivesresultingfrom checkingall non-bogornP addresses
againstthe Iter is on the order of two million (likely
muchmorethanthe numberof addresseactuallystored
in the Iter). However, Bloom Iters do not standup
to the iterationsof a proberesponseattack. As an ex-
ample,supposesomeanalysiscenterreceveslogs from
monitoredaddresseandatthe endof eachtime interval
publishesa Bloom lter containingthe sourceaddresses
obsened. Sendingprobesto all non-bogonaddresses
with the destinationaddressencodedn the sourcead-
dressthencheckingfor thoseaddressem theresulting
Bloom Iter would produceon the orderof two million
falsepositives (alongwith the true positives). Sending
a secondsetof probesto all positveswould reducethe
numberof falsepositivesto abouttwo thousandandaf-
ter re-probingthosepositives, approximatelytwo false
positveswould remain. One more roundwould likely
eliminate all remainingfalse positives, an accurateset
of monitoredaddressebaving beendeterminedn four
proberesponsédterations. Thereare of coursethe ad-
ditional complicationsof noiseand egress ltering, but
this exampleillustratesthatthe numberof falsepositives
decreaseeaxponentiallywith respecto the numberof it-
erationsof the proberesponseattack.

7.2 Information Limiting

Private Reports

Themostimmediatelyapparentvay to preventattaclers
from mappingthe locationsof the sensorss to limit the
information publishedin the reports. The most heary
handedimplementationof this stratey is to eliminate
public reportsentirely and only provide reportsto per
sonsandorganizationghat canbe trustedto not attempt
to map the sensorocationsand not disclosereportsto
others.Clearly, suchanapproactsererelylimits theutil-
ity of the network. Only a selectfew obtainary bene t
atall from theinformationcollectedandtheanalysiger

formedonthatinformation.
Top Lists

The stratgy of producingno public reportsis proba-
bly overly cautious. It is likely possibleto publish a
variety of the “top list” style reportsdescribedn Sec-
tion 6.3 without disclosingenoughinformationto enable
fastproberesponseattacks provided somecareis used.
However, suchlists do not provide anythingapproaching
a completepictureof the activity within the Internet. In
particular publishingonly toplist stylereportsallows at-
tackersto ensureheir continuedsecreg by intentionally
limiting their activity to the extentnecessaryo stay off
thelists.

Query Limiting

Alternatively, alog analysiscentemrmayprovide full pub-
lic reportsor queriesof all kinds, but limit the rate
at which they can be downloaded. This may be ac-
complishedby requiringpaymentfor eachreportdown-
loaded. The paymentmay be monetary or it may take
a morevirtual form. Suchvirtual paymentsmay be the
computationaéffort requiredto solve apuzzleor the hu-
maninteractionnecessaryo answera CAPTCHA [39].

Thesetransactionahetworks are similar to thosepro-
posedby researchersvho are attemptingto stem the
ood of spamemail. This may be usedin conjunction
with providing completereportsfree of paymentto ary

organizationghatarecompletelytrusted.

Sampling

Anotherstratagyy in limiting the informationavailableto
an attacler attemptingto mapthe sensorocationsis to
samplethe logs cominginto the analysiscenterbefore
generatingeportsfrom them. For example the analysis
centermay discardevery log it receveswith probabil-
ity %. Large scalephenomenauchasworm outbreaks
andportscanningshouldremainclearlyvisiblein there-
ports[10], but a proberesponseattackwould be more
dif cult. Theprobabilityof asingleprobesentby anat-
tackerto amonitoredaddressesultingin afalsenegative
would be %; to reducethis, the attacler would needto
sendmultiple probes.If the attacler wishedto reduceit
to, say 1 percentthey would needto sendwentyprobes.
A twenty-fold increasen bandwidthis substantialand
alargenumberof falsenegativeswould still likely result
if theattaclerattemptedo mapanetwork with hundreds
of thousand®f monitoredaddresses that manner Of
course,this techniqueof samplingthe incoming alerts
doesreduceheusefulinformationproducedy theanal-
ysiscenter It hasanadvantageover the strateyy of only
publishingtop list style reports,however. In this case
thereis noway for anattaclerto be certainthey will not
appeatin a reportby limiting their activity. Evensmall
amountf maliciousactiity have a chanceof beingre-
ported.



7.3 Other Techniques

ScanPrevention

An additionalcountermeasurerhich effectively renders
our currentalgorithmuselesss thewidespreaddoption
of IPv6. With a searchspaceof 128 hits, IPv6 greatly
reducesthe feasibility of TCP/UDP scanningand pre-
ventsthe rst stageof our attack from completingin
a reasonableamountof time. Mechanismdor reduc-
ing the searchspacerequiredfor scanningn IPv6 such
asexploiting dual-stackd networks, compiling address
lists, and mining DNS have beenpreviously addressed
in [40]. While IPv6 is an effective countermeasurehe
widespreadadoptionof IPv6 is out of the control of a
sensometwork andhencels animpracticalcountermea-
sure.

Delayed Reporting

By waitingto publishpublicreportsfor a periodof time,
an Internetsensometwork canforce an attacler to ex-
pendmoretime andbandwidthin mappinganetwork. To
undertale a proberesponsattackin the faceof delayed
reporting, an attacler hastwo primary options: either
wait to recevetheresponseffom themostrecentprobes
or continueprobingusinga nonadaptie proberesponse
algorithm. Nonadaptie probe responsealgorithmsdo
notrely onthe responsesf the previousround's probes
to selectthe next intervalsto probe,ratherthey continue
probingandpartitioningalik ely largersearctspacehan
necessarynderthe assumptiorthatareportwill bepro-
ducedatsomepointin time andthatthisreportwill allow
for a muchlarger searchspacereductionthan a single
round of proberesponsesvould have. However, since
nonadaptie algorithmsdo not reducethe searchspace
after eachround of probes,they require signi cantly
moreprobego besentandhenceincreasehebandwidth
necessaryor anattackto complete.We deferafull dis-
cussiorof nonadaptie probingto futurework. Theother
alternatve of waiting for reportsto be publisheds likely
only possibleif the delayis small. Of course,if a net-
work canbeprobedin asingleroundthenawaitingtime
of one week before publishingreportsis not an effec-
tive countermeasureHence, delayedreporting should
beusedin conjunctionwith anothertechniquewhichre-
ducesthe amountof informationleakage.lt shouldalso
be notedthat the utility of a network designedto pro-
ducenearrealtime noti cations of new attackds greatly
reducedby delayedreporting.

Eliminating Inadvertent Exposure

Our nal countermeasuris moreof a practicalsugges-
tion ratherthana generalcountermeasurdnternetsen-
sor networks andlog analysiscentersshouldavoid pub-
lishing informationaboutthe speci ¢ distribution of ad-
dresseshey monitor. A simpleexampleshouldseneto
highlight the primary typesof informationthat mustbe
eliminatedfrom log analysiscenterdescriptions. Take

for examplea log analysiscenterthat publicly provides
their completesensordistribution, perhapsmonitoring
a single /8. In this case,we cansimply probeall /8's

and wait for a single probeto shav up in the statis-
tics reportedby the sensometwork. The singularfact
that the log analysiscentermonitorsa /8 network pro-

videsuswith enoughinformationto reducethe number
of probessentby our attackfrom severalbillion to 256!

Evenmorecomplicatedistributionslik e thoseprovided
in [20] shouldbe eliminatedasthey provide very little

usefulinformationandmalketheattacler'sjob mucheas-
ier. It shouldbenotedthatsystemdik e honeypots,iSink,

andnetwork telescopesvhich often monitor contiguous
addressspaceare particularly vulnerableto this sort of

inadwertentexposure.

8 Conclusion

In this paperwe developeda generalattacktechnique
called probe responsewhich is capableof determin-
ing thelocationof Internetsensorghatpublicly display
statistics. In addition, throughthe useof the probere-
sponsealgorithm, we demonstratedritical vulnerabili-
tiesin several anorymizationand privacy schemesur-
rentlyin usein Internetanalysiscenters We simulateda
proberesponseattackonthe SANS InternetStormCen-
ter, aswell ason variousdistributions of sensomodes
thatcouldoccurin othersensometworks,andwereable
to determinghe setof monitoredaddressewithin afew
dayswith limited resourcesFinally, we outlinedthecon-
sequencesf a successfumappingof Internetsensors,
alternative reportingschemesand countermeasurgbat
defendagainstheattacks.

Our currentmappingalgorithmis an adaptve probe
responsealgorithm as eachround dependson the out-
put of the previous round. On-goingand future work
includesdeveloping and evaluating a nonadaptre ap-
proachfor ef ciently mappinginternetsensometworks
thatinfrequentlyprovide datasetsor delayreports.Such
networks include the University of Michigan Internet
Motion Sensoff19, 20], CAIDA [2], andiSink [10]. An-
otherissueto beinvestigatedn futurework is the effec-
tivenesof proposectountermeasures.
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Notes

1Theauthorsveri ed this by sendinga numberof pacletsto exter-
nal hostssubmittingto ISC andverifying thatthe actvity appearedn
theportreportsasexpected.

2We do not botherwaiting to completea TCP handshaé, asthisis
notnecessaryor actvity to bereported.

3Brie y, we round % to the nearesinteger, adjustingasnecessary
to ensurethetotal numberof portsusedis n.

4The minimumtime encounteredo determinethe exact setof ad-
dressesnonitoredby the ISC wasfoundto be 2 daysand8 hours,but
the bandwidthrequiredmakesthis caseunreasonable.

5The sizesof clustersof sensoraddresseén the ISC are t ex-
tremelywell by a power law, motivating the useof the Paretodistri-
bution for clustersizesin themodel.

6At four bytesper addressa list of 700,0001P addressess only
about2.7MB, andmaybe compressetb anevensmallersize.

"We assuméhewholedestinatiorlP addresss never reported pth-
erwisethe attackis trivial.



