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Abstract
Internetsensornetworks, including honeypots and log
analysiscenterssuchasthe SANS InternetStormCen-
ter, areusedasa tool to detectmaliciousInternettraf-
�c. For maximumeffectiveness,suchnetworks publish
publicreportswithoutdisclosingsensorlocations,sothat
the Internetcommunitycantake stepsto counteractthe
malicioustraf�c. Maintainingsensoranonymity is crit-
ical becauseif the setof sensorsis known, a malicious
attacker could avoid the sensorsentirely or could over-
whelmthesensorswith errantdata.

Motivatedby thegrowing useof Internetsensorsasa
tool to monitor Internettraf�c, we show that networks
thatpublicly reportstatisticsarevulnerableto intelligent
probingto determinethelocationof sensors.In particu-
lar, wedevelopanew “proberesponse”attacktechnique
with a numberof optimizationsfor locatingthe sensors
in currentlydeployedInternetsensornetworksandillus-
trate the techniquefor a speci�c casestudy that shows
how theattackwould locatethesensorsof theSANSIn-
ternetStormCenterusingthepublisheddatafrom those
sensors.Simulationresultsshow that theattackcande-
terminethe identity of thesensorsin this andothersen-
sor networks in lessthana week,even undera limited
adversarialmodel. We detail critical vulnerabilitiesin
severalcurrentanonymizationschemesanddemonstrate
that we canquickly andef�ciently discover the sensors
evenin thepresenceof sophisticatedanonymity preserv-
ing methodssuchas pre�x-preservingpermutationsor
Bloom �lters. Finally, we considerthecharacteristicsof
anInternetsensorwhich make it vulnerableto probere-
sponseattacksanddiscusspotentialcountermeasures.

1 Intr oduction

The occurrenceof widespreadInternetattackshas re-
sultedin thecreationof systemsfor monitoringandpro-
ducing statisticsrelatedto Internet traf�c patternsand
anomalies.Suchsystemsincludelog collectionandanal-
ysiscenters[1, 2, 3, 4, 5], collaborative intrusiondetec-
tion systems[6, 7], honeypots[8, 9], Internetsinks[10],

andnetwork telescopes[11]. The integrity of thesesys-
temsis baseduponthecritical assumptionthattheIP ad-
dressesof systemsthatserve assensorsaresecret.If the
setof sensorsfor a particularnetwork is discovered,the
integrity of thedataproducedby thatnetwork is greatly
diminished,asa maliciousadversarycanavoid thesen-
sorsor skew thestatisticsby poisoningthesensor'sdata.

Distributed Internet sensorsaid in the detectionof
widespreadInternetattacks[12, 13] which might other-
wisebedetectableonly within the�re wall andIDS logs
of anindividual organizationor througha forensicanal-
ysisof compromisedsystems.In addition,systemssuch
asAutograph[14], Honeycomb[15], andEarlyBird [16]
which rely on Internetsensorsto captureworm packet
contentsfor usein theautomaticgenerationof wormsig-
natureswould beunableto defendagainstwormswhich
avoid their previouslymappedmonitoringpoints.

Of primaryconcernto thesecuritycommunityareIn-
ternetsensorsthat enablecollaborative intrusiondetec-
tion throughawideareaperspectiveof theInternet.Such
systemsarein their infancy, but have beenproposedin
systemslikeDOMINO [6] andhavebeenpartiallyimple-
mentedin securitylog analysiscentersliketheSANSIn-
ternetStormCenter[1]. OtherexamplesincludeSyman-
tec's DeepSight[17], myNetWatchman[18], the Uni-
versity of Michigan Internet Motion Sensor[19, 20],
CAIDA [2], and iSink [10]. In most cases,sources
submitlogs to a centralrepositorywhich thenproduces
statisticsand in somecasesprovidesa query interface
to a database.In suchsystems,the probeattacksde-
velopedin this papercancompromisetheanonymity of
thosewhosubmitlogsto theanalysiscenterandthusen-
ableanattacker to avoid detection.Similarly, theprobe
attacksdevelopedin thispapercancompromisetheiden-
tity of systemsthatareusedashoneypotsthatreportsim-
ilar kindsof attackstatistics.In this case,thesensornet-
work might still detectmaliciousactivity from worms
thatproberandomly[21, 22] or dueto backscatterfrom
spoofedaddressesusedin denialof serviceattacks[23],
but many new attackscouldbedesignedto avoid detec-



DateandTime SubmitterID SourceIP SourcePort Dest.IP Dest.Port
1/04/0510:32:15 384 209.237.231.200 1956 64.15.205.183 132
1/04/0510:30:41 1328 216.187.103.168 4659 169.229.60.105 80
1/04/0510:30:02 1945 24.177.122.32 3728 216.187.103.169 194
1/04/0510:28:24 879 24.168.152.10 518 209.112.228.200 1027

Table1: Examplepacket �lter log thatmightbesubmittedto theISC.

tion by thesensors.
A variety of methodsfor maintainingthe privacy of

organizationssubmittingsensorlogs to analysiscenters
have beenproposedor arein use. Thesimplestmethod
is to remove potentiallysensitive �elds (typically those
containingIP addressesof sensorhostswithin theorga-
nization)from thelogsbeforethey aretransmittedto the
analysiscenteror from thereportsproducedby theanal-
ysis centerbeforethey arepublished.This widely used
methodis sometimesreferredto astheblackmarkerap-
proach. A lessdrasticmethodof anonymizing IP ad-
dressesis to truncatethem, giving only the subnetor
someother numberof upper bits. This approachal-
lows the resultingreportsto containmoreuseful infor-
mationwhile still not revealingwholeaddresses.It has
beenusedin someof the CAIDA logs and in the re-
portsof myNetWatchman.Anotherpracticesometimes
employed is hashingthe sensitive data. This approach
allows anotherpersonwho hashashedthe sameinfor-
mation (e.g., the IP addressof a potentially malicious
host)to recognizethe matchbetweentheir anonymized
logs and thoseof another. A more sophisticatedtech-
niquefor anonymizing IP addressesis theuseof Bloom
�lters [24, 25, 7]. The Bloom �lters arenormally used
to storesetsof sourceIP addresseswith the intention
of makingit dif�cult to enumeratethe addresseswithin
thatsetbut easyto performsetmembershiptestsandset
unions.All of thesetechniquesfail to preventtheprobe
responseattacksdiscussedin this paper. In fact,eachof
thesemethodsof obscuringa �eld (apartfrom theblack
markerapproach,whichcompletelyomitsit) leaksinfor-
mationusefulin carryingout theattack.

Several other methodsof anonymizing sensorlogs
have beenproposed. One methodis to apply a keyed
hashor MAC to IP addresses.Alternatively, onemayap-
ply arandompermutationto theaddressspace(or equiv-
alently, encryptthe IP address�elds with a secretkey).
In particular, much attentionhasbeengiven to pre�x-
preservingpermutations[26, 27, 28], which allow more
meaningfulanalysisto beperformedon theanonymized
logs. Although thesetechniquesdo in fact prevent the
�elds to which they areappliedfrom beingusedto en-
able proberesponseattacks,the attacksare still possi-
ble if other�elds arepresent.As will beshown in Sec-
tion 6.1,nearlyany usefulinformationpublishedby the
analysiscentercanbeusedto mountanattack.

Themaincontributionsof thispaperincludetheintro-
ductionof a new classof attackscapableof locatingIn-
ternetsensorsthatpublicly displaystatistics.This gives

insightsinto thefactorswhichaffectthesuccessof probe
responseattacks.We alsodiscusscountermeasuresthat
protecttheintegrity of Internetsensorsandstill allow for
anopenapproachto datasharingandanalysis.Without
public statistics,thebene�ts of a widely distributednet-
work of sensorsarenot fully realizedasonly a smallset
of peoplecanutilize thegeneratedstatistics.

The remainderof this paperis organizedas follows.
We discussrelatedwork in Section2 and the Internet
StormCenterin Section3. We give a fully detailedex-
ampleof a proberesponseattackin Section4. In Sec-
tion 5, we describethe resultsof simulationsof the ex-
ampleattack. In Section6, we generalizethe example
to anentireclassof proberesponsemappingattacksand
discusstheir commontraits. We discusspotentialcoun-
termeasuresin Section7 andconcludein Section8.

2 RelatedWork
Guidelinesfor the designof a Cyber Center for Dis-
easeControl, a sophisticatedInternet sensornetwork
andanalysiscenter, havebeenpreviouslyproposed[29].
Stanifordet al. mentionthat the setof sensorsmustbe
eitherwidespreador secretin orderto preventattackers
from avoiding thementirely. They assessthe openness
with which a CyberCDC shouldoperateandconclude
thatsuchsucha systemshouldonly make subsetsof in-
formationpublicly available.Theircontributionincludes
a qualitative analysisof trade-offs but not a quantitative
analysisof the natureof the threat. In this paper, we
developanalgorithmthatservesto delineatetheprecise
factorsthatneedto beconsideredwhendesigningInter-
net analysiscentersfor securityand privacy. In addi-
tion, we investigatehow quickly thealgorithmcandeter-
minesensoridentitiesthrougha casestudyon theInter-
net StormCenter, aswell asfor moregenerallocations
of thesensornodes.Lincoln et al. [30] prototypea pri-
vacy preservingsystemwith livesensorsandanalyzethe
system's performance,but do not analyzemappingat-
tacksor defenses.Grosset al. [25] describea system
which usesBloom �lters to preserve the privacy of the
sensors.In Section7.1we describehow proberesponse
techniquescouldef�ciently subvertBloom�lters.

Inadequacieshave been previously pointed out in
the measurestaken to ensurethe privacy of organiza-
tions that sendtheir logs to suchanalysiscenters[31].
However, previous work has focused on attacks on
anonymizationschemesthat areonly possibleif the at-
tacker is capableof interactingwith thenetwork sensors.
As the locationof the network sensorsis kept secret,it



Port Reports Sources Targets
325 99321 65722 39

1025 269526 51710 47358
139 875993 42595 180544

3026 395320 35683 40808
135 3530330 155705 270303
225 8657692 366825 268953

5000 202542 36207 37689
6346 2523129 271789 2558

Table2: Exampleexcerptfrom anISCport report.

is not possibleto carryout suchattacks.Little to no at-
tentionhasbeengivento theproblemof discoveringthe
locationof the sensors.We provide techniquesthat ac-
complishthis. In addition,little attentionhasbeengiven
to the fact that the identity of the organizationsandthe
speci�c addressesthey monitormustremainsecretto en-
surethe integrity of the statisticsproducedby the anal-
ysis center, particularly if the statisticsaremeantto be
employed in stemmingmaliciousbehavior. By demon-
stratingthat it is possibleto foil thecurrentmethodsfor
maintainingthesecrecy of thesensorlocations,weshow
theimportanceof this issue.

For example,PangandPaxson[32] considerthepos-
sibility of “indirect exposure”allowing attackersto dis-
cover the valuesof anonymized data �elds by consid-
ering otherpartsof the availableinformation. They do
not, however, considerhow or whetherone might be
able to mapthe locationsof Internetsensors,a prereq-
uisite to interactingwith them. Similarly, Xu et al. [28]
describea pre�x-preservingpermutationbasedmethod
for anonymizing IP addressesthat is provably assecure
astheTCPdpriv scheme[27] andconsidertheextent to
whichadditionaladdressmappingsmaybediscoveredif
somearealreadyknown. They alsomentionactive at-
tacksin passingandpoint out thatdefenseagainstthese
attacksis tricky. We develop in depthan active map-
ping attackthat is effective even on reportsthat subject
IP addressesto pre�x-preservingpermutationsandfur-
therdiscusscountermeasures.

3 Background: the Inter net Storm Center

3.1 Overview
TheInternetStormCenterof theSANSInstituteis oneof
themostimportantexisting examplesof systemswhich
collectdatafrom Internetsensorsandpublishpublic re-
ports. Furthermore,it is a challengingnetwork to map,
aswill beshown in Section5.5,dueto its largenumber
of sensorswith non-contiguousIP addresses.Thus, in
orderto demonstratethepossibilityof mappingsensors
with proberesponseattacksin general,we describeand
evaluatethe algorithm initially using the ISC and then
generalizethe algorithmandsimulationresultsto other
sensornetworks. In this way, the ISC servesasa case
studyin thefeasibilityof mappingsensorlocations.

TheISC collects�re wall andIDS logs from approxi-

mately2,000organizations,rangingfrom individualsto
universitiesandcorporations[33]. This collectiontakes
placethroughthe ISC's DShieldproject[34]. The ISC
analyzesandaggregatesthis informationandautomati-
cally publishesseveral typesof reportswhich canbere-
trievedfromtheISCwebsite.Thesereportsareusefulfor
detectingnew wormsandblacklistinghostscontrolledby
malicioususers,amongotherthings.Currently, thelogs
submittedthrough the DShield project are almost en-
tirely packet�lter logslisting failedconnectionattempts.
They arenormally submittedto the ISC databaseauto-
maticallyby clientprogramsrunningontheparticipating
hosts,typically onceperhour. Thelogssubmittedareof
theform depictedin Table1. Theselogsareusedto pro-
ducethereportspublishedby theISC, includingthetop
tendestinationportsandsourceIP addressesin thepast
day, a “port report” for eachdestinationport, a “subnet
report,” autonomoussystemreports,andcountryreports.

3.2 Port Reports
In general,many typesof informationcollectedby In-
ternetsensorsandpublishedin reportsmay be usedto
conductproberesponseattacks,aswill be discussedin
Section6. For our casestudyusingtheISC,we will pri-
marily concernourselveswith theISC's port reports,as
thesearerepresentativeof thetypeof statisticsthatother
Internetsensornetworksmayprovideandaregeneralin
nature. A �ctional excerptof a port report is given in
Table 2. A full listing all of the 216 possibledestina-
tion ports that hadany activity in a particularday may
be obtainedfrom the ISC website. For eachport, the
reportgivesthreestatistics,thenumberof (unfortunately
named)“reports,” thenumberof sources,andthenumber
of targets.Thenumberof sourcesis thenumberof dis-
tinct sourceIP addressesappearingamongthelog entries
with thegivendestinationport; similarly, thenumberof
targetsis thenumberof distinctdestinationIP addresses.
The numberof “reports” is the total numberof log en-
tries with that destinationport (generally, one for each
packet). Although theport reportsarepresentedby day
andnumbersin theport reportre�ect the totalsfor that
day, the port reportsare updatedmore frequentlythan
daily. One may gain the effect of receiving a port re-
port for amore�ne-grainedtime interval by periodically
requestingthe port report for the currentday and sub-
tractingoff thevalueslastseenin its �elds.

4 Example Attack
We now presenta detailed algorithm which uses a
straightforward divide andconquerstrategy alongwith
someless obvious practical improvementsto map the
sensorlocationsusinginformationfoundin theISCport
reports.In Section6 weoutlinehow thealgorithmcould
beappliedto mapthesensorsin othernetworks(includ-
ing SymantecDeepSightand myNetWatchman)using
informationin thosesensornetwork reports.
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Figure1: The�rst stageof theattack.

4.1 Intr oduction to the Attack

Thecoreideaof theattackis to probeanIP addresswith
activity thatwill be reportedto the ISC if theaddresses
areamongthosemonitored,thencheckthereportspub-
lishedby the network to seeif the activity is reported.
If theactivity is reported,the hostprobedis submitting
logs to the ISC. Sincethe majority of the reportsindi-
catean attemptto make a TCPconnectionto a blocked
port (which is assumedto be part of a searchfor a vul-
nerableservice),a single TCP packet will be detected
asmaliciousactivity by the sensor.1 To distinguishour
probefrom otheractivity on that port, we needto send
enoughpacketsto signi�cantly increasethe activity re-
ported.As it turnsout,a numberof portsnormallyhave
little activity, so this is not burdensome.This issuewill
be furtherdiscussedin Section4.3. This probingproce-
dureis thenusedfor everypossibleIP address.It is quite
possibleto sendseveralTCP/IPpacketsto everyaddress;
thepracticalissuesrelatingto sucha taskareconsidered
in Section5.

The simplestway to �nd all hostssubmittinglogs to
the ISC is then to sendpackets to the �rst IP address,
checkthe reportsto determineif that addressis moni-
tored,sendpacketsto the secondIP address,checkthe
reportsagain,andso on. However, sometime mustbe
allowed betweensendingthe packetsandcheckingthe
reports.Participantsin theISCnetwork typically submit
logs every hour, andadditionaltime shouldbe allowed
in casesomeparticipantstake a little longer, perhapsfor
a total wait of two hours. Obviously, at this rateit will
take far too long to checkevery IP addressoneby one.

In order for a sensorprobing attack to be feasible,
we needto testmany addressesat the sametime. Two
observations will help us accomplishthis. First, the
vast majority of IP addresseseither do not correspond
to any host,or correspondto onethat is not submitting
logs.With relatively few monitoredaddresses,therewill
necessarilybe largegapsof unmonitoredaddressspace.
Hence,we maybeableto rule out largenumbersof ad-
dressesata timeby sendingpacketsto each,thencheck-
ing if any activity is reportedat all. If no activity is
reported,noneof the addressesare monitored. Send-
ing packetsto blocksof addressesnumericallyadjacent

is likely to be especiallyeffective, sincemonitoredad-
dressesare likely to be clusteredto someextent, leav-
ing gapsof addressesthat may be ruled out. Second,
sincemaliciousactivity is reportedby port, we canuse
differentports to conducta numberof testssimultane-
ously. Theseconsiderationsledtheauthorsto themethod
describedin the following section. It is worth noting
thattheproblemsolvedby this algorithmis verysimilar
to the problemsof groupblood testing[35]. However,
muchof theoreticalresultsfrom this areafocuson op-
timizing thesolutionsin a differentway thanwe would
like to andthusarenot directly applicableto this prob-
lem.

4.2 BasicProbeResponseAlgorithm

First Stage

We begin with 0; 1; 2; : : : 232 � 1 asour (ordered)list of
IP addressesto check. As a preprocessingstep,we �l-
teroutall invalid,unroutable,or “bogon” addresses[36].
Approximately2.1 billion addressesremainin the list.
Supposen portsp1; p2; : : : pn canbeusedin conducting
probes. To simplify the descriptionof the basicalgo-
rithm, we assumein this sectionthat theseportsdo not
have any other attackactivity; we relax this restriction
in Section4.3. In the �rst stageof the attack,we di-
vide thelist of addressesinto n intervals,S1; S2; : : : Sn .
For i 2 f 1; : : : ng, we senda SYN packet2 on port pi to
eachaddressin Si , asdepictedin Figure1. Wethenwait
two hoursandretrieveaport reportfor eachof theports.
Note that we now know the numberof monitoredad-
dressesin eachof theintervals,sincethereportstell not
only whetheractivity occurred,but alsogive thenumber
of targets.All intervalslackingany activity maybedis-
carded;theremainingintervalsarepassedto thesecond
stageof the attackalongwith the numberof monitored
addressesin each.

SecondStage

Thesecondstageof theattackrepeatsuntil theattackis
complete.In eachiteration,we take thek intervals that
currentlyremain,call themR1; : : : Rk , anddistributeour
n portsamongthem,assigningn

k to each.3 Thenfor each
i 2 f 1; : : : kg, wedothefollowing. DivideR i into n

k + 1
subintervals, as shown in Figure 2. We senda packet
on the�rst port assignedto this interval to eachaddress
in the �rst subinterval, a packet on the secondport to
eachaddressin thesecondsubinterval,andsoon, �nally
sendinga packet on the last port to eachaddressin the
n
k th subinterval,whichis thenext to last.Wedonotsend
anything to theaddressesin thelastsubinterval. We will
insteaddeducethenumberof monitoredaddressesin that
subinterval from the numberof monitoredaddressesin
the other subintervals. After this processis completed
for eachof thesubintervalsof eachof theremainingin-
tervals,wewait two hoursandretrievea report.Now we
aregiventhenumberof monitoredaddressesin eachof
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Figure2: Subdividing an interval R i within the
secondstageof theattack.

thesubintervalsexceptthelast in eachinterval. We then
determinethenumberin the lastsubinterval of eachin-
tervalbysubtractingthenumberfoundin theothersubin-
tervalsfrom thetotalknown to bein thatinterval. At this
point, emptysubintervalsmay againbe discarded.Ad-
ditionally, subintervalswith a numberof monitoredad-
dressesequalto thenumberof addressin thesubinterval
maybediscardedafteraddingtheir addressesto a list of
monitoredaddressesfoundsofar. Theremainingsubin-
tervals,whichcontainbothmonitoredaddressesandun-
monitoredaddresses,may now be consideredour new
setof remainingintervalsR0

1; : : : R0
k 0, andwe repeatthe

procedure.
By continuingto subdivide intervalsuntil eachis bro-

ken into piecesfull of monitoredaddressesor without
any monitoredaddresses,we eventuallycheckevery IP
addressandproducea list of all thataremonitored.This
processmaybevisualizedasin Figure3, whichgivesan
exampleof thealgorithmbeingappliedto a smallnum-
ber of addresses.The �rst row of boxes in the �gure
representthe initial list of IP addressesto be checked,
with monitoredaddressesshaded.Six portsareusedto
probetheseaddresses,giving thenumbersof monitored
addressesabovetherow. Threeintervalsareruledoutas
beingempty, andtheotherthreearepassedto thesecond
stageof thealgorithm.Thesix portsareusedin the�rst
iterationof thesecondstagetoeliminatethreesubregions
(of two addresseseach),andmarkonesubregionas�lled
with monitoredaddresses.The seconditeration of the
secondstageof thealgorithmterminates,having marked
all addressesaseithermonitoredor unmonitored.One
caveatof thealgorithmthatdid notarisein this example
is that the numberof remainingintervals at somestage
mayexceedn, thenumberof availableports.In thiscase
it is notpossibleto divideall thoseintervalsinto subinter-
valsin onetime period,sinceat leastoneport is needed
to probeeachinterval. Whenthiscasesarises,wesimply
selectn of thesubintervals to probe,andsave theother
subintervalsfor thenext iteration.

4.3 Dealing With Noise

We now turn to a practical problem that must be ad-
dressedif theattackis to functioncorrectly. Theproblem
is thatsourcesotherthantheattacker mayalsobesend-
ing packetsto monitoredaddresseswith thesamedesti-

nationportsthatthealgorithmis using,in�ating thenum-
berof targetsreported.This cancausethealgorithm
to producebothfalsepositivesand ports reports

561 � 5
19; 364 � 10
41; 357 � 15
51; 959 � 20
56; 305 � 25

Table3: Portswith
little activity.

false negatives. This background
activity may be considerednoise
thatobscuresthesignaltheattacker
needsto readfrom theport reports.
For a large numberof ports,how-
ever, this noise is typically quite
low, as shown by Table 3. Each
row in the tablegivesthe approx-
imatenumberof ports that typically have lessthan the
given numberof reports. The numberswereproduced
by recordingwhich portshadlessthanthe given num-
berof reportseverydayovera periodof tenconsecutive
days.

A simpletechniqueallows thealgorithmto toleratea
certainamountof noiseat theexpenseof sendingmore
packets. If therearenormally, say, lessthan� ve reports
for a givenport p, we mayuseport p to performprobes
in our algorithm by sending� ve packets whenever we
would have otherwisesentone. Then when reviewing
the publishedport report,we simply divide the number
of reportsby � ve androunddown to thenearestinteger
to obtain the actualnumberof submittinghostswe hit.
We subsequentlyrefer to this practiceasusinga “report
noisecancellationfactor” of � ve. Thusby sending� ve
timesasmany packets,wemayensurethatthealgorithm
will functioncorrectlyif thenoiseonthatportis lessthan
� ve reports.Similarly, by usinga reportnoisecancella-
tion factorof ten,we mayensurethealgorithmoperates
correctlywhenthenoiseis lessthantenreports.By ex-
aminingpastportreports,wemaydeterminetheleastac-
tive portsandthenumberof packetsnecessaryto obtain
accurateresultswhenusingthemto performprobes.

4.4 Impr ovements

FalsePositivesand Negatives

Theattackmaypotentiallybespedupby allowing some
errorsto occur. If it is acceptableto theattackertomerely
�nd somesupersetof (i.e., a set containing)the set of
hostssubmittingtheir logs to the ISC, they may simply
alter theterminationconditionsin thealgorithm.Rather
thancontinuingto subdivide intervalsuntil they arede-
terminedto consistentirely of either monitoredor un-
monitoredaddresses,theattackermaymarkall addresses
in an interval asmonitoredanddiscontinuework on the
interval whenit is determinedto consistof at least,say,
10 percentmonitoredaddresses.In this way, whenthe
algorithm completes,at most 90 percentof addresses
determinedto be monitoredare false positives. Even
thoughthatis alargeamountof error, thevastmajorityof
theaddresseson theInternetwould remainavailablefor
theattacker to attemptto compromise,freefrom thefear
of beingdetectedby theISC.Alternatively, if theattacker
is willing to acceptsomefalsenegatives(i.e., �nd a sub-
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Figure3: Illustrationof thesensorprobingalgorithm.

setof the hostsparticipatingin the network), they may
discardaninterval if thefractionof theaddressesthatare
monitoredwithin it is lessthanacertainthreshold,again
speedinguptheattack.In Section5 weprovidequantita-
tive resultson thespeedupprovidedby thesetechniques
in thecaseof mappingtheISC.

Using Multiple SourceAddr esses

Speedimprovementsmayalsobeobtainedby takingad-
vantageof thesources�eld of theport reports.By spoof-
ing sourceIP addresseswhile sendingout probes,anat-
tacker mayencodeadditionalinformationdiscerniblein
this �eld. If in the courseof probingan interval of ad-
dresseswith a single port, the attacker sendsmultiple
packetsto eachaddressfrom variousnumbersof source
IP addressesandtakesnoteof thenumberof sourcesre-
ported,they may learnsomethingaboutthedistribution
of monitoredaddresseswithin theinterval in additionto
the numberof monitoredaddresses.The following is a
methodfor accomplishingthis.
Multiple SourceTechniqueBeforeprobingan interval
of addresseson someport,we furtherdivide theinterval
into somenumberof piecesk, hereafterreferredto as
the“multiple sourcefactor.” To theaddressesin the�rst
piece,we sendpacketsfrom a singlesource.To eachof
theaddressesin thesecondpiece,we sendpacketsfrom
two sources.For the third piece,we sendpacketsfrom
four sourceaddressesto eachaddress. In general,we
sendpacketsfrom 2i � 1 sourceaddressesto eachaddress
in thei th piece.Notethatwe alreadyaresendingmulti-
plepacketsto eachaddressin orderto dealwith thenoise
describedin Section4.3. If 2k � 1 is lessthanor equal
to the reportnoisecancellationfactor, thenwe canem-
ploy this techniquewithout sendingany more packets;
otherwise,morebandwidthis requiredto sendall 2k � 1

packetsto eachaddress.
Whenthe port report is received, we may determine

whetherany of thepieceslackedmonitoredaddressesby
consideringthe numberof sourcesreported.For exam-
ple,supposek = 3 (i.e.,wedivideour interval into three
pieces)and� vesourcesarereported.Thenweknow that
thereare monitoredaddressesin the �rst and third in-

tervals,andthat thereareno monitoredaddressesin the
secondinterval. This additional information increases
theef�ciency of theprobingalgorithmby oftenreducing
thesizeof theintervalsthatneedto beconsideredin the
next iteration,attheexpenseof potentiallyincreasingthe
bandwidthusage.Of course,this techniqueis only use-
ful to a limited degree,dueto the exponentialincrease
in thenumberof packetsnecessaryto useit moreexten-
sively. Dependingonthelevel of noiseontheport,using
a multiple sourcefactorof two or threeachievesan im-
provementin probingef�ciency with little to no increase
in thebandwidthrequirements.

NoiseIn orderfor this techniqueto performaccurately,
wemustdealwith noiseappearingin thesources�eld of
the port reportsin additionto the reports�eld. If even
a singlesourceaddressotherthanthosespoofedby the
attacker is countedin the reportednumberof sources,
theattacker will have a completelyinaccuratepictureof
which piecesare empty. This problemmay be solved
in a mannersimilar to themethodfor toleratingnoisein
thenumberof reports.Ratherthansendingsetsof pack-
etswith 1; 2; 4; : : : and2k � 1 differentsourceaddresses
to thek pieces,wemayuse1m; 2m; 4m; : : : and2k � 1m
sources,wherem is a positive integerhereafterreferred
to as the “sourcenoisecancellationfactor.” Then the
reportednumberof sourcesmay be divided by m and
roundeddown, ensuringaccurateresultsif the noisein
the numberof sourceswas lessthan m. For example,
if a particularport normally haslessthanthreesources
reported(whenthe attacker is not carryingout their at-
tack)andtheattacker is dividing eachinterval into four
pieces,they may sendsetsof packetswith 3; 6; 12; and
24 sources.If seventeensourcesarethenreported,they
divide by threeandrounddown to obtain� ve, the sum
of oneandfour. Theattackermaythenconcludethatthe
secondandfourthintervalshavenomonitoredaddresses,
and that the �rst and third intervals do have monitored
addresses.

EgressFiltering Thereis anotherpracticalconcernre-
lating to this technique,and that is egress�ltering of
IP packets with spoofedsources. The careful attacker



shouldbe ableto avoid runninginto any problemswith
this by selectingsourceaddressessimilar to actualones
thatarethenlikely to bevalid addresseswithin thesame
network. Not many suchaddressesareneeded(sincethis
techniquewill likely only be employed to a limited de-
greefor theaforementionedreasonsof bandwidth),and
it is a simpletaskto verify whetherpacketswith a given
spoofedaddresswill be �ltered beforeleaving the net-
work. All thatis necessaryis to sendoneto anavailable
machineoutsidethenetwork andseeif it arrives.

5 Simulation of the Attack
In thefollowingsectionwedescribetheresultsof several
simulatedproberesponseattackson the ISC, assuming
the setof ISC sensorlocationsaswell asvariousother
possiblesetsof sensorlocations.For eachattack,wede-
tail theresultsincludingthe time requiredandthenum-
berof packetssent,alongwith a descriptionof how the
attackprogressesundervariouslevels of resourcesand
with optimizationsto ouralgorithm.

In the �rst scenario,we determinethe exact set of
monitoredaddresses.While this attackis the mostac-
curate,it is also the most time consuming.Depending
on theintentionsof theattacker (seeSection5.6),it may
not be necessaryto �nd the exact setof monitoredad-
dresses.Thus,we alsosimulate�nding a supersetanda
subsetof themonitoredaddresses.Thesescenariosmay
be more practically useful sincethey requirelesstime
andresources.

In eachcase,we examinethe interactionbetweenthe
accuracy, time,andresourcesnecessaryto undertakeour
attack. We demonstratethat the proposedattackis fea-
sible with limited resourcesandundertime constraints,
anddiscusstheimpacton theintegrity of thesensornet-
work reports. Sincean attacker canobtainan accurate
mapof the sensorsin lessthana week,the integrity of
thesensornetwork reportsis at risk. Section6 discusses
how to applythealgorithmusingreportsfrom othersen-
sor networks,andSection7 discussespossiblecounter-
measuresthat sensornetworks canuseto improve their
vulnerabilityto suchattacks.

5.1 Adversarial Models

Available Bandwidth

In orderto examinea broadrangeof scenarios,we pro-
vide the resultsof simulationsunderthreedistinct ad-
versarialmodels,the primary differencebetweenmod-
elsbeingtheresourcesof theattacker. Our �rst attacker
has1.544Mbpsof uploadbandwidth,equivalentto a T1
line andhereafterwill be referredto asthe T1 attacker.
Oursecondattackerhassigni�cantly moreuploadband-
width, 38.4 Mbps, and hereafterwill be referredto as
thefractionalT3 attacker or, for brevity, theT3 attacker.
Finally, we examinethe rateat which an attacker with
384Mbpsof bandwidthcouldcompleteour attack.This
adversarywill bereferredto astheOC6attacker.

While eachattacker is denotedby a speci�c Internet
connection,our algorithmis not dependentupona par-
ticular Internetconnectionor attackercon�guration.Our
algorithmcanbeexecutedon a distributedcollectionof
machinesor a singlemachine,with thetime requiredto
completeourattackdependentonly on theaggregateup-
load bandwidth. Neither the numberof machinesnor
theirspeci�c con�gurationsareimportantaslongasthey
canbecoordinatedto actin unison.In addition,because
ourattackdoesnotrequirearesponseto bereceivedfrom
a probeor any signi�cant amountof stateto be main-
tained,we canignoredownloadbandwidth,network la-
tency, andcomputingresources.

Botnets

One potentialway to acquirethe necessarybandwidth
is to usea “botnet,” or collectionof compromisedma-
chinesactingin unison.Thetechnologyrequiredto co-
ordinatesucha collection of machinesfor a probere-
sponseattackis currently available and is undersome
estimationscommonlyused. The mostubiquitousfam-
ilies of botnetsoftwarearereportedto beGaobot,Ran-
dex, andSpybot. Therequireduploadbandwidthfor the
T1 attacker could easily be achieved by a dozencable
modems,averysmallbotnet.Similarly, theuploadband-
width for thefractionalT3 attackerandtheOC6attacker
couldbeachievedby usingaround250and2,500cable
modems,respectively. Botnetsof thesescalesarenotun-
common[37].

It shouldbenotedthat thebandwidthrequiredfor the
swift completionof theattackvarieswidely basedupon
thenoisecancellationfactorsandthemultiplesourcefac-
tor. In all of ourattackscenarios,wehavecon�guredthe
parametersof our algorithmto bestmatchtheresources
of the attacker, resultingin a nearoptimal outcomefor
eachattacker. Sincetheonly factorsthataffect thetime
requiredfor our attackto completearetheuploadband-
width andparametersto the algorithm, it is reasonably
easyto �nd anearoptimalsetof parametersfor any given
bandwidth. In addition, the numberof ports that have
suf�ciently low noiseto be usedin our attackcaneas-
ily be calculatedfrom pastport reportsandis found to
remainsteadythroughoutthedurationof theattack.

Variation in Performance

Eachof ourattackersis representativeof aclassof adver-
sariesrangingfrom themostbasicattackerwith a dozen
machinesto a sophisticatedandresourcefulgroupwith
thousandsof machinesat their command. Using these
classesof attackers,we show the tradeoffs betweenac-
curacy, time, andresourceswhile providing concretere-
sults including the time requiredto completethe attack
andtherateat which theattackprogresses.

Whatmaynot beimmediatelyobviousis thefactthat
almostany level of resourcesis suf�cient to mapthead-
dressesmonitoredby a log collectionandanalysiscenter
in a few months. For instance,while not a likely case,



anattackerequippedonly with aDSL line could�nd the
exactsetof addressesmonitoredby theISCin underfour
months.Log collectionprojectswith fewer participants
thantheISCcouldbemappedin evenlesstime.

5.2 Finding the Set of Monitor ed Ad-
dresses

First, we detail the resultsof our simulationof the fully
accurateattack,which �nds the exact setof monitored
addresses.Two usefulstatisticsthat will help us to ex-
plain thespeci�csof anattackarethenumberof probes
sentand the fraction of monitoredaddressesknown at
a particulartime. We explain thesigni�canceof eachof
thesestatisticsandthenusethemto highlightsimilarities
anddifferencesin thesimulationsunderdifferentadver-
sarialmodels.

Number of ProbesSent

As previously explainedin Section4.2, our attackuti-
lizesrepeatedprobingof IP addresseswith SYN packets.
Sincewemustprobeapproximately2.1billion addresses
with at leastonepacketeach,thenumberof packetssent
by anattackis signi�cant. While thespeci�csvarybased
on theoptimizationsused,when�nding theexactsetof
monitoredaddresses,our algorithmmaysendfrom nine
billion to twenty seven billion SYN packetsover a sev-
eraldayto severalweekperiod.As a resultof this hefty
requirement,ourthreeattackers,with theirwidely differ-
entuploadbandwidths,areableto completetheattackin
widely differingtimes.For instance,thetimerequiredto
�nd thesetof monitoredaddressesexactly rangesfrom
around3 daysfor theOC6attacker to approximately34
daysfor theT1 attacker. While thetimerequiredto com-
pleteanattackis notdirectly proportionalto thenumber
of probessent,asuploadbandwidthincreases,the time
requiredto completeanattackmonotonicallydecreases.

Figure4 showsthespeci�c numberof packetssentper
attackerandtherateatwhichpacketsaresentwhen�nd-
ing theexactsetof monitoredaddresses.Thebendin the
curve representsthe point at which the attacker's band-
width is suf�cient to sendall thepacketsrequiredfor a
particulartwo hourinterval within thesametwo hourin-
terval. Beforethebend,theattacker'sprogressis limited
by therateat which they cansendout packets.This pe-
riod generallycorrespondsto the�rst stageof theattack,
thatis, theinitial probingof theentirenon-bogonaddress
space.Thebandwidthusedin this stageaccountsfor the
majorityof thetotalbandwidthused,aslargeportionsof
theaddressspaceareruledout in this �rst pass.After the
bend,the attacker's progressis limited by the two hour
wait betweensendinga setof probesandcheckingthe
correspondingport reports. This situationis generally
thecasethroughoutmostof the iterationsof thesecond
stageof the algorithm. For the remainderof our analy-
sis,we will focuson thesecondstatistic,the fractionof
monitoredaddressesknown ata particulartime.
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(a) Packetssentby T1 adversary.

 0

 2e+09

 4e+09

 6e+09

 8e+09

 1e+10

 1.2e+10

 1.4e+10

 1.6e+10

 0  0.5  1  1.5  2  2.5  3  3.5  4  4.5  5

pa
ck

et
s 

se
nt

time (days)

(b) Packetssentby fractionalT3 adversary.
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(c) Packetssentby OC6adversary.

Figure4: Numberof packetssentfor eachattack
simulation.
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(a) T1 adversaryprogress.
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(b) T3 adversaryprogress.
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(c) OC6adversaryprogress.

Figure5: The attacker's progressin discovering
monitoredaddresses.

Attack Progress

Figure5 shows the fractionof monitoredaddressesthat
areknownthroughouttheexecutionof theattackfor each
of our threespeci�c simulations.While in eachcasethe
endresultis alwaysthesame,the time requiredandthe
rateatwhichaddressesarediscovered,astatisticwecall
the attackprogress,varieswidely. Onemay noticethat
the lines in Figure5 aresimilar in shape.This is a re-
sult of similarities in the sizesof intervals usedin the
algorithmandtheparticulardistributionof monitoredad-
dressesin IP addressspace.Discussionof this distribu-
tion of addressesappearsin Section5.5. We will con-
tinue to usethe attackprogressstatisticthroughoutour
analysisasa way to provide insight into thespeci�cs of
ouralgorithm.

T1 Attacker Analysis

Whenbandwidthis highly limited as in the caseof the
T1 attacker, thenumberof packetssentin the�rst stage
of the attackand the �rst several iterationsof the sec-
ondstagearetheprimarytime constraint.As a result,it
makessenseto reducethenumberof packetssentby us-
ing portswith lessnoiseandavoiding theuseof themul-
tiple sourcetechnique.This in turn allows anattacker to
usea lower reportnoisecancellationfactor, howeverthis
alsoresultsin fewer availableports.We have foundthat
whenonedoublesthenumberof portsavailablefor use
by theattacker, they in turn reducethenumberof inter-
vals requiredto completethe attackby a factorof two.
However, this is only bene�cial whentheattacker is able
to sendthenumberof packetsrequiredin eachinterval.
Sincethis is notalwayspossiblein thecaseof low band-
width attackers,it makessenseto reducethenumberof
packetsrequiredandin turn usefewer ports for the at-
tack.Speci�c detailsfor anearoptimalsetof parameters
for the T1 attacker and other low bandwidthattackers
follow.

Whensimulatingour algorithmwith anuploadband-
width equivalent to that of a T1, we determinedthat a
reportnoisecancellationfactorof two andavoiding the
useof themultiple sourcetechniquewasoneof thebest
options.As a resultof theT1 attacker's inability to send
a suf�cient amountof packets in the �rst stageof the
algorithmand the majority of the iterationsof the sec-
ondstage,theT1 attacktakessigni�cantly moretime to
run thantheT3 attackor OC6attack.A T1 line canonly
sendroughly28million SYN packetsin atwo hourinter-
val, thustheT1 attacker requiresseveraldaysto run the
�rst stageof the attack. Similar resultsfollow for most
of the iterationsof the secondstageof the attack. This
slow progressresultsin thecompletelack of monitored
addressesfound within the �rst 15 daysof the attack.
However, aftertheT1 attacker is ableto sendthenumber
of probesrequiredfor a particularinterval, which hap-
pensaroundday 27, the remaining60 percentof moni-
toredaddressesarefoundin only 7 days.In theend,the
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Figure6: The T1 adversary�nding a subsetof
themonitoredaddresses.

T1 attacker requires33 daysand17 hoursandthetrans-
missionof approximately9.5 billion packetsto �nd the
exactsetof monitoredaddressesby theISC.

T3 Attacker Analysis

As canbeseenfrom Figure5(b), theT3 attacker is able
to quickly sendthenumberof probesrequiredby the�rst
stageof theattackandthefollowing iterationsof thesec-
ondstage.With a maximumuploadthroughputof about
626 million SYN packets in a two hour period, the T3
attacker cancompletethe �rst stageof the attackin 23
hours. Sincethe �rst stageof the attackrequiresover
8 billion packets, the T3 attacker hasalreadysent the
majority of the14 billion packetsrequiredfor theentire
attackandis well aheadof wheretheT1 attacker wasat
thesametime.

By theendof the30thhour, theT3attackerhasalready
found about30 percentof the monitoredaddressesand
is ableto sendthenumberof probesrequiredby all suc-
cessive intervals within the interval itself. Correspond-
ingly, the remaining65 percentof monitoredaddresses
arefoundin thefollowing threedays.Theseresultswere
achieved with a reportnoisecancellationfactorof two,
a multiple sourcefactorof two, anda sourcenoisecan-
cellationfactorof two. The time requiredfor the com-
pletionof thissimulatedattackwas4 daysand16hours.
This representsgreaterthana factorof 7 reductionfrom
theT1 attacker's33daysand17hours,howeverthiswas
obtainedwith analmost2,500percentincreasein band-
width.

OC6 Attacker Analysis

While theOC6attacker hassuf�cient uploadbandwidth
to undertake a fasterattackthanboth otheradversaries,
the differencebetweenthe time requiredfor the T3 ad-
versaryandthe OC6 adversaryis only a fraction of the
differencebetweenthe T1 and T3 adversaries. Even
thoughtheOC6attacker has10 timesthebandwidthof
theT3 attacker, anincreasein themultiple sourcefactor

(the only remainingoptimizationpossible)is not feasi-
blebecauseof thecorrespondingexponentialincreasein
the numberof probesrequired. We determinedthat a
nearoptimalsetof parametersfor theOC6attacker was
amultiplesourcefactorof two with asourcebasednoise
cancellationfactorof four and a report noisecancella-
tion factorof eight. This not only balancesthe number
of packetsrequiredby themultiplesourcetechniquewith
thenumberrequiredby thereportnoisecancellationfac-
tor, but alsoallows for 25 percentmoreportsto beused
for theOC6attackthanwereusedfor theT3 attack.

Under theseparameters,the OC6 attacker can �nd
the exact set of monitoredaddressesto the ISC in 70
hours. If we were to continueconsideringincreasing
bandwidths,we would continueto notice diminishing
marginal returns.This is a resultof thefactthattheonly
remainingoptimizationpossibleis theusageof themul-
tiple sourcetechnique,and,aspreviously stated,this re-
sultsin anexponentialincreasein thenumberof packets
sentwhile only reducingthe time requiredto complete
ourattackby a few hours.4

5.3 Finding a Superset

By settinga con�gurablethresholdin ouralgorithm(see
Section4.4), an attacker is capableof acceptingsome
numberof falsepositives,while avoidingfalsenegatives.
As aresult,anattacker thatis interestedin simplyavoid-
ing detectionmayfurtherimproveupontheresultsgiven
above by �nding a supersetof themonitoredaddresses.
Wedetailtheresultsof suchanattackwith theT3 adver-
sarialmodel.

In orderto comparewith previousresults,we usethe
sameparametersas were usedwhen the T3 adversary
foundtheexactsetof monitoredaddresses,exceptin this
case,we specify a maximumpercentageof falseposi-
tivesto allow on a per interval basis.With a maximum
falsepositiverateof .94(i.e.,thenumberof possiblefalse
positives over the total numberof IP addresses),a re-
port noisecancellationfactorof four, a multiple source
factorof two, anda sourcenoisecancellationfactorof
two, weareableto reducetheruntimeof ourattackfrom
112 hoursto 78 hours. However, this reductionin time
requiresus to acceptaround3.5 million falsepositives
along with our set of monitoredaddresses.Allowing
thesefalsepositives had little effect on the numberof
probes. It wasreducedby lessthanonepercent. This
phenomenaoccursbecausethe�nal iterationsof thesec-
ondstageof thealgorithmrequirefewerandfewerpack-
etsto probethesmallintervalsthatremain.This factcan
alsobeseenin Figure4, wherethelines�atten out near
theendof theattack.Althoughthemodestimprovement
in time in thiscaseis likely notworth thedecreasein ac-
curacy, in othercasesof proberesponsemappingattacks
acceptingfalsepositivesmaybemoreuseful.



type of bandwidth data false false correctly mapped
mapping available sent positives negatives addresses time to map

exact OC6 1,300GB 0 0 687,340 2 days,22 hours
exact T3 687GB 0 0 687,340 4 days,16 hours
exact T1 440GB 0 0 687,340 33days,17 hours

superset T3 683GB 3,461,718 0 687,340 3 days, 6 hours
subset T1 206GB 0 182,705 504,635 15days,18 hours

Table4: Time to mapsensorlocations.(ISCsensordistribution)

5.4 Finding a Subset
Having examinedthe casesof �nding an exact setand
�nding a superset,wenow examinea situationwherean
attackermaybeinterestedin �nding asubsetof themon-
itored addresses.While an attacker with a T3 or OC6
mayattemptto �nd theexactsetof monitoredaddresses,
an impatientattacker or an attacker with lessresources,
suchas the T1 attacker, may be contentwith �nding a
subsetof the monitoredaddressesin a reducedamount
of time. By allowing falsenegatives,anattackermayre-
ducethetime andbandwidthnecessaryto undertake the
attack,but still discover a largenumberof monitoredIP
addresses.An attacker who is interestedin �ooding the
monitoredaddresseswith spuriousactivity rather than
avoiding themmay be especiallyinterestedin allowing
falsenegatives. In addition to saving time, an attacker
�nding a subsetmaypotentiallyavoid detectionof their
attackby sendingsigni�cantly fewerprobesoverall.

Sincethedifferencebetweenthetime requiredto �nd
the exact set of monitoredaddressesand the time re-
quiredto �nd asubsetof monitoredaddressesis lesspro-
nouncedathighbandwidths,weonly detailtheresultsof
�nding a subsetwith the T1 adversary. Onceagainwe
usethesameparametersthatwereusedwhentheT1 ad-
versaryfound the exact setof monitoredaddresses,ex-
cept this time we set the maximumfalsenegative rate
(i.e.,thenumberof possiblefalsenegativesoverthetotal
numberof IP addresses).With a reportnoisecancella-
tion factorof two, a singlesourceaddress,anda max-
imum falsenegative rateof .001,we areableto reduce
the runtimeof our attackfrom 33 daysand17 hoursto
15daysand18hours.In addition,wereducethenumber
of probessentfrom around9.5 billion to 4.4 billion, a
reductionof over50 percent.However, thesereductions
comeat the cost of missing26 percentof the sensors.
Theprogressof this scenariois depictedin Figure6.

5.5 GeneralSetsof Monitor edAddresses
The preceding scenarios (summarized in Table 4)
demonstratethata proberesponseattackis practicalfor
mappingthe IP addressesmonitoredby the ISC. They
do not, however, revealhow dependenttherunningtime
of the attack is on this particularset of addresses.A
key factorthat determinesthedif�culty of mappingthe
addressesof a sensornetwork is the extent to which
thesensorsareclusteredtogetherin thespaceof IP ad-

dresses.As mentionedin Section4.1, themorethe ad-
dressesareclusteredtogether, themorequickly they may
bemapped.This factis easilyseenin Figure3.

To determinehow well the algorithm works more
generallyagainstvariouspossiblesetsof sensorIP ad-
dresses,we generatedrandomsetsof IP addressesbased
ona modelof theclustering.More speci�cally, thesizes
of “clusters,” or setsof sequentialsensoraddresses,were
drawn from a Paretodistribution,5 and the sizesof the
gapsin addressspacebetweenthemweredrawn from an
exponentialdistribution. With theparametersof thetwo
distributions set to �t the actualaddressesof the ISC,
the times to map variousrandomsetsof IP addresses
are similar to the times reportedin Table 4. By vary-
ing the parametersof the distributions, setsof IP ad-
dresseswith variousaverageclustersizeswereproduced
while holding the total numberof sensorsroughly con-
stant at 680,000,the approximatenumber in the ISC
set. For averagecluster sizesof 10 or more, the at-
tacktypically takesjustovertwo daysto completeunder
the T3 attacker model previously described(compared
to the 4 days,16 hoursto completethe attackfor the
actualISC). For smalleraverageclustersizes,the run-
ning time increases.Below the averageclustersizeof
the ISC (� 1:9), typical runningtimesincreaserapidly,
with abouteight days(abouttwice the time to mapthe
ISC sensors)at averageclusterssizeof about1.6. Note
that smallersensornetworks arefasterto map; the ISC
network is amongthemostchallengingnetworksto map
dueto its largenumberof sensorswith widely scattered
IP addresses.

As anextremecase,anumberof simulationswerealso
runonsetsof IP addressesthatpossessednospecialclus-
tering, againusingthe T3 attacker model. Speci�cally,
the setswereproducedby picking oneIP addressafter
another, alwayspicking eachof theremainingoneswith
equalprobability. This canbe considereda worst case
scenario,sinceany real life sensornetwork is likely to
displaysomedegreeof clusteringin its setof addresses.
The attackremainedquite feasiblein this case,taking
betweentwo to threetimesas long as in the ISC case
when working on a set of addressesof the samesize.
This scenariowastestedfor setsof IP addressesof vari-
oussizes.Therunningtimerangedlinearly from about3
daysto map100,000addressesto about21 daysto map
2,000,000.



5.6 Summary and Consequences
Perhapsthe most interestingresultsof the simulations
using the addressesmonitoredby the ISC presentedin
Table4 arethecasesof discoveringtheexactsetof mon-
itored addressesin abouta monthwith low bandwidth
andin aboutthreedayswith highbandwidth.Theconse-
quencesof amalicioususersuccessfullymappingasetof
sensorsaresevere.Armedwith a list of theIP addresses
monitoredby a log collectionandanalysiscenter, anat-
tackercouldavoid themonitoredaddressesin any future
suspiciousactivities (suchas port scanning). It would
evenbepossibleto includethelist in any wormsthey re-
leased,6 allowing thewormsto avoid scanningany mon-
itored addressesasthey spread.Suchattackswould go
undetected(at leastby the analysiscenterin question).
Sinceorganizationssuchas the ISC are often the �rst
to discover the spreadof new worms,a worm avoiding
theaddressesthey monitormaygoundetectedfor a long
time. Anothertechniqueanattacker armedwith a list of
monitoredaddressesmightemploy is to �ood monitored
addresseswith activity, causingvalid alertsto be lost in
thenoise.

The most important thing to realizewhen consider-
ing the consequencesof an adversaryhaving obtained
a list of monitoredaddressesis that the damagedone
to thedistributedmonitoringeffort is essentiallyperma-
nent.If thelist werepublicly released,futurealertsaris-
ing from thosemonitoredaddressescouldnotbeconsid-
eredanaccuratepictureof themaliciousactivitiesoccur-
ring within theInternet.Sinceorganizationscannoteas-
ily changethe IP addressesavailableto them,andsince
distributedmonitoringprojectscannotarbitrarily select
who will participate,accumulatinga new setof secretly
monitoredIP addressescouldbeanextremelytime con-
sumingtask.

6 Generalizing the Attack
We returnnow to thefactthatourexamplealgorithmfor
mappinga setof sensorsis highly tailoredto our exam-
ple, theISC,andits port reports.It is certainlyconceiv-
ablethat somechangemay be madeto the way this in-
formationis reportedthatwill confoundthealgorithmas
it is given. But given sucha change,how may we be
surethatall attackssimilar to theonegivenmaybepre-
vented?To addressthis problem,we needto understand
whatessentiallyallows theexampleattackto work.

6.1 Covert Channelsin Reports
By sendingprobeswith differentdestinationportsto dif-
ferentIP addressesandconsideringwhichportshaveac-
tivity reported,theattacker is ableto gainsomeinforma-
tion aboutthesetof IPaddressesthatcouldhavepossibly
receivedtheprobes.In this way, thedestinationport ap-
pearingin apacketsentoutandlaterin theport reportsis
usedby theattackerasacovertchannel[38] in amessage
to themselves.Thecovertchannelstorespartialinforma-

tionabouttheIPaddressto whichtheprobewasdirected.
Similarly, (and herewe are consideringthe “probe” to
beall thepacketssentto a particularaddressin a single
roundof the secondstageof the algorithm)we seethat
the numberof packetssentand the numberof distinct
sourceIP addressesthey containarecovertchannelsthat
maybeusedto storeadditionalinformation.

Viewedin thislight, it is clearthatmany possible�elds
of informationonemayimagineappearingin thereports
publishedby a sensoranalysiscenteraresuitablefor use
ascovert channelsin proberesponseattacks.Character-
istics of attacksor probesthat may be reportedinclude
thefollowing.

� Time / date
� SourceIP
� Sourcenetwork
� Sourceport
� Destinationnetwork7

� Destinationport
� Protocol(TCPor UDP)
� Packet length
� Capturedpayloaddataor signature

Ourcasestudyattackusesthetimeaprobewassentout,
its destinationport, andits setof sourceIP addressesas
thecovert channels.Thepossibilityof characteristicsof
packetsbeingusedasa covert channelhasbeenprevi-
ouslymentionedby Xu, etal. [28].

6.2 Other Inter net SensorNetworks
To demonstratethegeneralityof our algorithm,we out-
line how anattackercouldmaptheSymantecDeepSight
AnalyzerandthemyNetWatchmansensornetwork. Ta-
ble 5 summarizestheessentialmappinginformationfor
SymantecDeepSight,myNetWatchman,ISC, and the
modeledISCdistribution.

SymantecDeepSight

BesidestheSANSInternetStormCenter, thelargestIn-
ternetsensornetwork that publicly displaysstatisticsis
Symantec's DeepSightnetwork. Designedmuch like
the ISC, DeepSightprovidesa sensorclient called the
DeepSightExtractorwhich,onceinstalled,forwards�re-
wall andIDS logsfrom a monitoredaddressto a central
log analysiscenternamedtheDeepSightAnalyzer. The
DeepSightAnalyzerthenproducessummariesandstatis-
ticsrelatedto thespeci�c securityeventsseenby thepar-
ticular client. After installing theclient software,a par-
ticularclientcanlog into theDeepSightsystemandview
statisticsconcerningthe attacksseenin their own logs.
This differentiatesthe reportsof the DeepSightsystem
from thoseof the ISC sincethe DeepSightsystemdoes
not provide a global reportof the activity sensedby all
clients,but ratherprimarily a view of theeventsseenby
a speci�c client.



DespitethefactthatDeepSightprimarily providesin-
formationconcerningsecurityeventsseenin aparticular
client's logs,they arestill vulnerableto aproberesponse
attack. In order to seehow an attacker would mapthe
DeepSightnetwork, we �rst needto analyzethe output
providedby DeepSight.DeepSightprovideseachclient
with a detailedreport of the attacksseenin their logs
including the time and date,sourceIP address,source
port,destinationport,andthenumberof otherclientsaf-
fectedby a particularattack.Eachreportlistedcontains
roughly forty-two to seventy-fourbits usableto the at-
tacker as a covert channel. Thereare aboutten in the
time �eld, sixteenin eachport �eld, andzeroto thirty-
two in the sourceaddress�eld (dependingon whether
the attacker needsto worry aboutegress�ltering when
spoo�ngsourceaddressesandto whatextentif so).With
this information,anattacker couldmapDeepSightwith
a few simplemodi�cationsto ouralgorithm.

First, insteadof using strictly the time, destination
port, andsetof sourceIP addressesto encodethe des-
tinationaddressasin theISCexample,anattackercould
encodethedestinationaddressin thesourceIP, destina-
tion port,sourceport,andtime�elds. SincethesourceIP
addressaloneprovidessuf�cient spacetoencodethedes-
tination IP address,encodinginformationin the source
anddestinationportsandtime �eld is not strictly neces-
sarybut couldbeusefulfor noisereductionpurposesor
if egress�ltering is an issue. Second,for eachunique
combinationof �elds which theattacker usesto encode
thedestinationaddress,theattacker will have to submit
a log to DeepSightwhich containsthesespeci�c �elds.
Thiswill allow anattacker to view therequiredresponse
statisticsfor that probein the DeepSightsystem,most
importantly, the numberof other clients that received
theprobe. Using thesetwo simplemodi�cations to our
example algorithm, an attacker should be able to en-
codesuf�cient information in eachprobesuchthat the
DeepSightnetwork couldbemappedin a singlepassof
probes.

myNetWatchman

Another importantexampleof an InternetSensornet-
work that displayspublic statisticsis myNetWatchman.
ThemyNetWatchmansensornetwork groupstheevents
of the past hour by sourceIP and lists them in the
“LargestIncidents:Last Hour” report. For eachsource
IP, this report lists the time, target subnet,sourceport,
anddestinationport of the most recentevent. The ad-
dressesmonitoredby myNetWatchmancouldbediscov-
eredin a singlepassof probesusingthis or otheravail-
ablereports.

6.3 Other Typesof Reports

Necessityof Event Counts

It is important to note that it is not even strictly nec-
essaryfor the reportsto include the numberof events

network bandwidth probessent time to map
DeepSight - 2.1billion singlepassof probes

myNetWatchman - 2.1billion singlepassof probes
SANSISC T3 14billion 4 days16hours

ModeledISC T3 20billion 6 days6 hours

Table5: Essentialmappingresults.

matchingsomecriteria, but only their presenceor ab-
sence.In termsof the algorithmof the exampleattack
asgiven in Section4.2, it would no longerbe possible
to avoid sendingprobesto the lastaddressesin eachin-
terval. Instead,probeswould alwayshave to be sentto
all the subintervals. Also, a differentschemewould be
neededto overcomethenoiseproblemdescribedin Sec-
tion 4.3 (probablysendingseveral probesto an interval
andonly markingit ascontainingasubmittingaddressif
thecorrespondingport consistentlyreportsactivity), but
theattackcouldstill bemadeto work.

Top Lists

Onetype of reportcommonlyproducedby log analysis
centersis the “top list” or “hot list,” essentiallya list of
the most commonvaluesof a �eld within the reports.
For example,the“Top 10 Ports” reportproducedby the
ISC is a list of themostfrequentlyoccurringdestination
portsamongeventsin thepastday. Thenumberof values
listedon the reportmaybe a �x ed number(in this case
ten),or it may vary asin thecaseof reportsthat list all
valuesoccurringmoreoften thansomethreshold.Such
toplist reportstendto belessusefulfor conductingprobe
responseattacksfor a couplereasons.Reportswith a
�x edlengthtypically reportvery little total information.
A proberesponseattackbasedonly on the ISC “Top 10
Ports”reportwouldtakefartoolongto befeasible.Also,
it may be necessaryto generatea very large amountof
activity to appearon a top list, also making the attack
infeasible. Nevertheless,other suchreportsstill merit
a critical look to determineif they may be suf�cient to
launchaproberesponseattack.Suchreportsarelikely to
bemoredangerousif they mayberequestedfor various
criteria (e.g., top ten portsusedin attacksdirectedat a
particularsubnetratherthanjust top tenports).

7 Countermeasures

7.1 Curr ent Methods
Several methodsare in useor have beenproposedfor
preventinginformationpublishedin reportsfrom being
misused.

Hashingand Encryption

One commontechniqueis to hashsomeor all of the
above �elds. However, in generalthis doesnot impair
the attackas the attacker (having generatedthe origi-
nal probes)hasa list of the possiblepreimages,which
allows for an ef�cient dictionaryattack. However, en-
cryptinga �eld with a key not publicly available(or us-



ing a keyedhashsuchasHMAC-SHA1)would prevent
the useof that �eld in a covert channel.Unfortunately,
it would alsopreventnearlyany useof the information
in that �eld by thosewho readthepublishedreportsfor
legitimatepurposes.Pre�x-preservingpermutations[28]
havebeenproposedamethodfor obscuringsourceIP ad-
dresseswhile still allowing usefulanalysisto take place.
ObscuringsourceIP addresseswith encryption(whether
or not it is pre�x-preserving)doesnot,however, prevent
proberesponseattacks,asany of theothercharacteristics
listedin Section6.1maybeused.

Bloom Filters

The Bloom �lters popularfor storinga setof sourceIP
addresses[25, 7] suffer from similar problems.In gen-
eral,aBloom�lter storingasetof IP addressesis in fact
safefrom dictionaryattacksdueto thefalsepositive fea-
tureof Bloom �lters. Evenwith a relatively low rateof
falsepositives,say0.1percent,thenumberof falseposi-
tivesresultingfrom checkingall non-bogonIP addresses
againstthe �lter is on the order of two million (likely
muchmorethanthenumberof addressesactuallystored
in the �lter). However, Bloom �lters do not standup
to the iterationsof a proberesponseattack. As an ex-
ample,supposesomeanalysiscenterreceiveslogs from
monitoredaddressesandat theendof eachtime interval
publishesa Bloom �lter containingthesourceaddresses
observed. Sendingprobesto all non-bogonaddresses
with the destinationaddressencodedin the sourcead-
dress,thencheckingfor thoseaddressesin theresulting
Bloom �lter would produceon theorderof two million
falsepositives(alongwith the true positives). Sending
a secondsetof probesto all positiveswould reducethe
numberof falsepositivesto abouttwo thousand,andaf-
ter re-probingthosepositives,approximatelytwo false
positiveswould remain. Onemore roundwould likely
eliminateall remainingfalsepositives, an accurateset
of monitoredaddresseshaving beendeterminedin four
proberesponseiterations. Thereare of coursethe ad-
ditional complicationsof noiseandegress�ltering, but
thisexampleillustratesthatthenumberof falsepositives
decreasesexponentiallywith respectto thenumberof it-
erationsof theproberesponseattack.

7.2 Inf ormation Limiting

PrivateReports

Themostimmediatelyapparentway to preventattackers
from mappingthelocationsof thesensorsis to limit the
information publishedin the reports. The most heavy
handedimplementationof this strategy is to eliminate
public reportsentirely andonly provide reportsto per-
sonsandorganizationsthatcanbetrustedto not attempt
to map the sensorlocationsandnot disclosereportsto
others.Clearly, suchanapproachseverelylimits theutil-
ity of thenetwork. Only a selectfew obtainany bene�t
atall from theinformationcollectedandtheanalysisper-

formedon thatinformation.

Top Lists

The strategy of producingno public reportsis proba-
bly overly cautious. It is likely possibleto publish a
variety of the “top list” style reportsdescribedin Sec-
tion 6.3withoutdisclosingenoughinformationto enable
fastproberesponseattacks,providedsomecareis used.
However, suchlistsdonotprovideanythingapproaching
a completepictureof theactivity within theInternet. In
particular, publishingonly toplist stylereportsallowsat-
tackersto ensuretheircontinuedsecrecy by intentionally
limiting their activity to theextentnecessaryto stayoff
thelists.

Query Limiting

Alternatively, a log analysiscentermayprovidefull pub-
lic reports or queriesof all kinds, but limit the rate
at which they can be downloaded. This may be ac-
complishedby requiringpaymentfor eachreportdown-
loaded. The paymentmay be monetary, or it may take
a morevirtual form. Suchvirtual paymentsmay be the
computationaleffort requiredto solveapuzzleor thehu-
maninteractionnecessaryto answera CAPTCHA [39].
Thesetransactionalnetworks are similar to thosepro-
posedby researcherswho are attemptingto stem the
�ood of spamemail. This may be usedin conjunction
with providing completereportsfreeof paymentto any
organizationsthatarecompletelytrusted.

Sampling

Anotherstrategy in limiting theinformationavailableto
an attacker attemptingto mapthe sensorlocationsis to
samplethe logs coming into the analysiscenterbefore
generatingreportsfrom them.For example,theanalysis
centermay discardevery log it receiveswith probabil-
ity 4

5 . Large scalephenomenasuchasworm outbreaks
andportscanningshouldremainclearlyvisible in there-
ports [10], but a proberesponseattackwould be more
dif�cult. Theprobabilityof a singleprobesentby anat-
tackerto amonitoredaddressresultingin afalsenegative
would be 4

5 ; to reducethis, the attacker would needto
sendmultiple probes.If theattacker wishedto reduceit
to,say, 1 percent,they wouldneedto sendtwentyprobes.
A twenty-fold increasein bandwidthis substantial,and
a largenumberof falsenegativeswouldstill likely result
if theattackerattemptedto mapanetwork with hundreds
of thousandsof monitoredaddressesin thatmanner. Of
course,this techniqueof samplingthe incoming alerts
doesreducetheusefulinformationproducedby theanal-
ysiscenter. It hasanadvantageover thestrategy of only
publishingtop list style reports,however. In this case
thereis noway for anattacker to becertainthey will not
appearin a reportby limiting their activity. Evensmall
amountsof maliciousactivity havea chanceof beingre-
ported.



7.3 Other Techniques

ScanPrevention

An additionalcountermeasurewhich effectively renders
ourcurrentalgorithmuselessis thewidespreadadoption
of IPv6. With a searchspaceof 128 bits, IPv6 greatly
reducesthe feasibility of TCP/UDPscanningand pre-
vents the �rst stageof our attack from completingin
a reasonableamountof time. Mechanismsfor reduc-
ing thesearchspacerequiredfor scanningin IPv6 such
asexploiting dual-stacked networks, compiling address
lists, andmining DNS have beenpreviously addressed
in [40]. While IPv6 is an effective countermeasure,the
widespreadadoptionof IPv6 is out of the control of a
sensornetwork andhenceis animpracticalcountermea-
sure.

DelayedReporting

By waiting to publishpublic reportsfor aperiodof time,
an Internetsensornetwork canforce an attacker to ex-
pendmoretimeandbandwidthin mappinganetwork. To
undertakea proberesponseattackin thefaceof delayed
reporting,an attacker has two primary options: either
wait to receivetheresponsesfrom themostrecentprobes
or continueprobingusinga nonadaptiveproberesponse
algorithm. Nonadaptive proberesponsealgorithmsdo
not rely on theresponsesof thepreviousround'sprobes
to selectthenext intervalsto probe,ratherthey continue
probingandpartitioninga likely largersearchspacethan
necessaryundertheassumptionthata reportwill bepro-
ducedatsomepointin timeandthatthisreportwill allow
for a much larger searchspacereductionthan a single
roundof proberesponseswould have. However, since
nonadaptive algorithmsdo not reducethe searchspace
after eachround of probes,they require signi�cantly
moreprobesto besentandhenceincreasethebandwidth
necessaryfor anattackto complete.We defera full dis-
cussionof nonadaptiveprobingto futurework. Theother
alternativeof waitingfor reportsto bepublishedis likely
only possibleif the delayis small. Of course,if a net-
work canbeprobedin asingleroundthenawaitingtime
of one week beforepublishingreportsis not an effec-
tive countermeasure.Hence,delayedreportingshould
beusedin conjunctionwith anothertechniquewhich re-
ducestheamountof informationleakage.It shouldalso
be notedthat the utility of a network designedto pro-
ducenearrealtimenoti�cationsof new attacksis greatly
reducedby delayedreporting.

Eliminating Inadvertent Exposure

Our �nal countermeasureis moreof a practicalsugges-
tion ratherthana generalcountermeasure.Internetsen-
sornetworksandlog analysiscentersshouldavoid pub-
lishing informationaboutthespeci�c distribution of ad-
dressesthey monitor. A simpleexampleshouldserve to
highlight the primary typesof informationthat mustbe
eliminatedfrom log analysiscenterdescriptions.Take

for examplea log analysiscenterthatpublicly provides
their completesensordistribution, perhapsmonitoring
a single /8. In this case,we can simply probeall /8's
and wait for a single probe to show up in the statis-
tics reportedby the sensornetwork. The singularfact
that the log analysiscentermonitorsa /8 network pro-
videsuswith enoughinformationto reducethenumber
of probessentby our attackfrom severalbillion to 256!
Evenmorecomplicateddistributionslike thoseprovided
in [20] shouldbe eliminatedas they provide very little
usefulinformationandmaketheattacker'sjob mucheas-
ier. It shouldbenotedthatsystemslikehoneypots,iSink,
andnetwork telescopeswhich oftenmonitorcontiguous
addressspaceareparticularlyvulnerableto this sort of
inadvertentexposure.

8 Conclusion

In this paperwe developeda generalattacktechnique
called probe response,which is capableof determin-
ing the locationof Internetsensorsthatpublicly display
statistics. In addition, throughthe useof the probere-
sponsealgorithm,we demonstratedcritical vulnerabili-
ties in several anonymizationandprivacy schemescur-
rently in usein Internetanalysiscenters.We simulateda
proberesponseattackon theSANSInternetStormCen-
ter, aswell as on variousdistributionsof sensornodes
thatcouldoccurin othersensornetworks,andwereable
to determinethesetof monitoredaddresseswithin a few
dayswith limited resources.Finally, weoutlinedthecon-
sequencesof a successfulmappingof Internetsensors,
alternative reportingschemes,andcountermeasuresthat
defendagainsttheattacks.

Our currentmappingalgorithm is an adaptive probe
responsealgorithm as eachround dependson the out-
put of the previous round. On-goingand future work
includesdeveloping and evaluating a nonadaptive ap-
proachfor ef�ciently mappingInternetsensornetworks
thatinfrequentlyprovidedatasetsor delayreports.Such
networks include the University of Michigan Internet
Motion Sensor[19, 20], CAIDA [2], andiSink [10]. An-
otherissueto beinvestigatedin futurework is theeffec-
tivenessof proposedcountermeasures.
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Notes
1Theauthorsveri�ed this by sendinga numberof packetsto exter-

nal hostssubmittingto ISC andverifying that theactivity appearedin
theport reportsasexpected.

2Wedo not botherwaiting to completea TCPhandshake, asthis is
notnecessaryfor activity to bereported.

3Brie�y , we round n
k to thenearestinteger, adjustingasnecessary

to ensurethetotal numberof portsusedis n.
4Theminimumtime encounteredto determinetheexact setof ad-

dressesmonitoredby theISC wasfoundto be2 daysand8 hours,but
thebandwidthrequiredmakesthis caseunreasonable.

5The sizesof clustersof sensoraddressesin the ISC are �t ex-
tremelywell by a power law, motivating the useof the Paretodistri-
bution for clustersizesin themodel.

6At four bytesper address,a list of 700,000IP addressesis only
about2.7MB, andmaybecompressedto anevensmallersize.

7WeassumethewholedestinationIP addressis never reported,oth-
erwisetheattackis trivial.


