On the (Im)p ossibilit y of Timed Tamp er-Eviden t
Software in (A)sync hronous Systems

JasonFranklin and Michael Carl Tschantz
f jfrankli, mtschantg@cs.cra.edu

Abstract

Tamper-evident software has the property that a verier can detect a violation of program integrity
during execution. In this paper, we study programs that through their own execution provide su cien t
information in the form of responsesand timing to detect tampering. We refer to such programs astimed
tamper-evident programs.

We formalize the notation of a timed tamper-evident program, model a micro-controller under this
formalization, and prove the existenceof a timed tamp er-evident program for this model when used with
synchronous communication. We develop timed tamp er-evident programs which verify both control and
data integrity. We discussthe existence of timed tamp er-evident functions in an asynchronous system.

1 Intro duction

In the hostile host problem, a program executeson a host whosesoftware is under the complete control of
an active adversary who may attempt to tamper with program execution. To defend against this threat, a
veri er must ched the integrity of the program and the execution ervironment to guarantee that they are
not modi ed either before or during program execution.

One possible solution to verify the integrity of the program and execution ervironment is to provide
the veri er with direct low-level accesgo the host's hardware including the memory and register contents.
Detailed inspection at a low-level is possiblethrough the addition of specialized hardware directly on the
host. Solutions to the hostile host problem basedon tamper-resistart hardware and secureco-processorsare
a well studied and active area of researd [11, 3, 1].

Rather than rely on low level accessand specializedhardware, we study the existenceof software solutions
to the hostile host problem. Speci cally, we evaluate the existenceof software which through its execution
provides a guarantee of its integrity and the integrity of the execution ervironment. We study the following
guestions:

1. Doestamper-evidert software exist?
2. If so,under what model and with what assumptions?

3. Can tamper-evidernt software be developed to solve the hostile host problem?

To answer thesequestionswe adopt a formal automaton model of computation. We model the hostile host
by specifying a set of automatons that represen the possiblestates of a popular eight-bit micro-controller.
We considertwo communication models betweenthe host and veri er: synchronous and asyndronous. The
communication modelsformally specify the characteristics of the channelsusedto transmit messagesetween
parties.

In our approad, the verier cannot directly obsener the contents of the host's memory or registers.
Rather than assumedirect low level accesgo a host, we attempt to infer the host's state from its responses
to challenges. The primary di cult y that arisesis that observingresponsesalone provideslittle information
since malicious software on a host can simulate a computation and return a correct response.

To defend against simulation, we augmert our computational model to included the time required to
compute. We usetime as a side-channel to infer additional information about the execution of a program.



Even with this additional information, inferring that a program's execution is not tampered with is di cult
sincea host can optimize a computation and e cien tly simulate a correct response.

In this paper, we prove the existenceof programs which through their own execution provide su cien t
information in the form of responsesand timing to detect tampering. We refer to such programs as timed
tamper-evident programs. Modi cations to the integrity of a timed tamper-evidert program or its execution
state are detectable by an external veri er without low level accessto the host. The timed tamper-evidert
programsdeweloped in this documert resist e cien t simulation by already being an optimal implemertation
of the responsegenerationcode. Hence,attempts to e cien tly simulate their executionresult in an increased
runtime. The only way for a host to return a correct responsein the correct amourt of time is to allow the
timed tamper-evidert program to executeuntampered.

Contributions.
We formally de ne timed tamper-evidert software.

We prove the existence of timed tamper-evidert software for an eight-bit micro-controller modeled
using automatons under a synchronous communication model.

We construct a timed tamper-evidert program which provably guaranteesdata integrity for arbitrary
memory locations.

We construct a timed tamper-evidert program which provable guaranteescorntrol integrity.

We develop a generalsolution to the software-only hostile host problem by combining data and cortrol
tamper-evidert programs.

We discussthe impossibility of timed tamper-evidert software in an asyndronous communication
model.

Organization. This paper is organized as follows. Section 2 formally de nes the problem. Section 3

corntains our end-system computational model. Section 4 and contain our results. Section 5 discusses
communication models and the existenceof tamper-evidert software in asyndronous systems. Section 6

discusseslimitations and extensionsof our approach. We describe related work in Section 7. Section 8

contains our conclusionsand future work.

2 Formal Problem De nition

We model the state of a computer and its possible behaviors as an automaton. The automaton model is
similar to a Moore state machine but augmerted with a notation of time.

Denition 1 (Automaton). An automaton consists of a set of states S, a start state sg, a set of inputs

a setof outputs , a transition function next: S I S (we assumethat the machine is deterministic), an
output function out: S! , and a transition time function time: S I N, where N is the set of natural
numbers.

The transition time function assignsto a transition the amournt of time (in cycles)it takesto complete.
The notion of time complicateshow the automaton interacts with its environment, that is, how it consumes
its inputs. Unlike normal automaton models, the amount of time that an input is presert can alter the
behavior of the automaton. Thus, we model the user inputs not as simply a sequenceof inputs, but rather
as a function from atime in N to a input in . Likewise,we treat the output as a function from N to .
(Although this model treats all automatons as though they never terminate, a distinguish output could be
addedto represen obsenable termination.)

We give an operational interpretation of our automatons. Let M = hS;sp; ; ;nextout;timei be an
automaton, andfi, : N! beaninput function. Lets; benexi(s; 1;fin(tj 1)) andt; betime(s; 1;fi(t; 1))
for all j 1, and let to = 0. We call s; the current state at any time t; < tj+1. M subjected to f; will
produce the output function fqy : N'! such that for all 0 j, and all t; < tj+1, fou( ) = out(s)).



We denote such an output function asM (fi,). Givena output function fo, and atime t 2 N, we denote by
boc; the nite pre x of foyt up to time t. More formally, bf o:C; is the t-elemen sequenceof  sud that for
all 0 < t, bfoutCt( ) = fout( ) wherebf oy ci( ) denotesthe th elemert of bf occi( ).

Given an input function fj, and two automatons M; and M, (such that the codomain of f, is a subset
of eadh of their set of inputs), let M, %in Mo i bMi(fin)c = bMo(fin)c.

Let maching€S; ; ;nextout;time) denotethe set of automatons

fhS;s; ; ;nextout;timei js2 Sg

Intuitiv ely, maching ; ;next out;time) de nes the hardware of a computer since it species the possible
statesand how the computer may operate, but says nothing about the current state of the machine (the soft-
wareand data). We overloadnotation to allow machiné ; ;next out;time)(s) to behS;s; ; ;nextout;timei.

De nition 2 (Tamper-Evident State). A states 2 S is tamper-evidert under an input function fi, : N'!
Sigma and time t 2 N for a set of automatons M = machiné€S; ; ;nextout;time) i there exists no
M 2 M other than M (s) suchthat M (s) { M.

If s2 S is atamper-evidernt state, then given a automaton M drawn from a known set of automatons
M = machin€S; ; ;nextout;time), one may determine if M (s) = M even if one cannot directly inspect
the start state of M. All one needsto do is supply M with the input function fi, and wait until the time t
to seeif bM (fi,)c; is the correct output sequencehat no other automaton of M can produce.

To de ne a tamper-evident program, we must re ne the model of an automaton to the point where the
meaning of a program becomesapparernt. Let userestrict our attention to those automatons whose state
spaceS is equalto V™  S%wherem 2 N. V™ represerts the memory of the automaton, which has m
locations. V is the set of valuesthat a memory location may take on (e.g.,0to 22 1 in a 8-bit machine).
SO represerts the rest of the state of the automaton including things like the value of the program counter
and any registers. We call these automatons standard.

We let machind(V;m;S% : :nexttime) represen those standard automatons that are in maching¢v ™
S% . :nextout;time).

We say that p 2 VP is a program of length p for machind(V; m;S% : :nexttime) if p m. A given
program p of length p for M = machiné(V;m;S% : :nexttime) is loadel at location * on M 2 M if the

start state of M, hm; s%, is such that m from " to * + pis equalto pwhere™ + p m.

De nition 3 (Tamper-Evident Program). Let p be a program of length p for the set of automatonsM =
machin€(V;m;S% : :nexttime). p is tamper-evident under the input function fi, : N'! andtime t 2 N
at location * for M i for every M, and M., in M, if M, has p loaded at * and M. , dces not, then
Mp6: M. p.

Intuitiv ely such programs are tamper-evidert since one may tell if the program is loaded at location °
or not. This de nition may easily be extendedto to deal with program that are not in contiguous memory
locations. Indeed, the de nition can also be extendedto deal with componerts of state other than memory
locations, such asthe value of the program counter. The essencef this de nition is simply that somesubset
of the state must be protected.

Finding a truly tamper-evidert program may bedi cult or evenimpossiblefor a given set of automatons.
Furthermore, even if one can be found, it may have undesirablefeatureslike an extraordinary length or the
time t may be vary long. Thus, we are interested in programsthat are probabilistically tamper-evidert.

De nition 4 (Probabilistically Tamper-Evident Program). A program p for a set of automatons M =
machiné(V; r;m; next time) is probabilistically tamper-evident under the nite set of input functions Fi,
N! V andtimet2 N at location ~ for M i for every M, that has p loaded at °, there existsan fi, 2 Fi,
suchthat for every M. , that does not havep loaded at *, then M 6; M. p.

We call sudh a program probabilistically tamper-evidert sincegivena M, for any M. p that an adversary
canselect,with someprobability (boundedto be at least 15Fj,j), the userwill selectainput function fi, 2 Fi,
such that M G}m M. ,. This allows us to determine that p is loaded at ~ with someprobability.

The focus of this paper is nding probabilistically tamper-evidert programs. For the rest of this paper,
we use\probabilistically tamper-evidert program” and \tamp er-evidert program" interchangeably
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Figure 1: Architecture of the Motorola 68H(7)05H12

3 System Formalization

We focus our seard for tamper-evidert programs on one particular machine, the Motorola 68H(7)05H12.
The architecture of this machine is summarizedin Figure 1. This eight-bit micro-controller is capable of
executing 62 instructions ead of which comein up to eight dierent avors corresponding to dierent
addressingmodes. Instructions take from two cyclesto as many as eleven to execute. The instructions may
load values from memory and make use of two 8-bit registers named A and X. In the formal model, the
contents of this memory corresponds to the value m and contents of the registersto +, which is of length
two.

The chip communicates with the outside world through interrupts, resets,and I/O ports. All of these
may be modeled as various forms of input. Since the tamper-evidert programs we propose do not make
use of interrupts and resetswe do not formally model them. We model the I/O ports as two distinguished
memory locations: onefor input at memory location 1 and one for output at memory location 2. Thus, the
value of the memory cell 2 determinesthe value of the out function at any given time.

The state is further de ned by the value of a 14-bit program courter (PC), a 5-bit stack pointer, and v e
status ags. Considering all these elemerts results in the set of states being

Zo Zo Zpw Zps Zo Zo Zo Zz Zo I

where m is the size of the memory and Z,, isf0;1;:::;n 1g. The rst componert represents the register
A; the second,the register X; the third, the PC; the forth, the stack pointer; the fth to ninth represen the
v e ags; and the last componert correspondsto the memory.

The transition function nextis determined by the sematrtics of the instruction set. The details of these
instructions may be found in the chip's speci cation [6]. We presen three instructions in detail to show that
we canin fact treat them formally. The other instructions are explained as they are encourtered.

NOP First, considerthe instruction NOPthe noop. In principle, it does nothing, howewer, a state change
does take place when it is encourtered. The PC is incremerted onceto move beyond it. Also, the
current input value is moved into memory location 2.

Thesee ects are captured by the transition function next as
next(ha; x; p;s;fa;fa;fafafsimisi) = hayx;p+ Lisifq foifa fafs;m27! i]i

if m(p) = 9D where 9D is the opcode for NOR(in hex), m(y) indicates the yth elemen of m, and
m[2 7! i] is like m exceptthat m[2 7! i](2) is i regardlessof the value of m(2).



Similarly, the speci cation of NOHn uences the behavior of the timing function. Since NORakestwo
cyclesto execute,time is suc that

time(ha; x; p;s;f1;f2;f3;f4; 5, misi) = 2
if m(p) = 9D.

LDA/ix The instruction LDA/ix is for loading valuesfrom memory into the register A. The instruction treats
the contents of the register X asa memory address. LDA/ix loadsinto A the contents of the memory
cell whoseaddressis stored in the register X. The PC is alsoincremerted and the input value is placed
in memory location 2 aswith the NOHRnstruction. More formally,

next(ha; x; p;s;f1;f2;f3;fa;fs5;mi;i) = m(x);x;p+ 1;s;f1;f2;f3;f4;f5;m[27! )i
if m(p) = F6 where F6 is the opcode for LDA/iX .
Since LDA/ix takesthree cyclesto complete

time(ha; x; p;s;f1;f2;f3;f4;f5;miji) =3
if m(p) = F6.

There are v e other instruction like LDA/ix that load a value into the register A. They dier in if they
have an argumert and if so how they treat the argument and argumert's length. We refer to all these
instructions collectively as LDA.

LDA/dir The instruction LDA/dir is one such LDA instruction. Unlike NOPand LDA/ix , LDA/dir takesa
onebyte argumert. The argumert is the next byte in memory following the instruction's opcode. This
argumert is treated asa memory address. The contents of the memory cell with this memory address
is loaded into the register A by the end of the LDA/dir instruction. Since LDA/dir takesa one byte
argumert, the PC is incremerted twice: onceto move beyond the opcode and onceto move beyond
the argument. More formally,

next(ha;x; p;s;f1;f2;f3;f4;fs;mi;i) = ma(m(p+ 1));x;p+ 2;s;f1;f0;f3;f4; f5;m[27!i]i

and
time(ha; x; p;s;f1;f2;f3;f4;f5;miji) =3
if m(p) = B6 where B6 is the opcode for LDA/dir since LDA/dir alsotakesthree cyclesto execute.

4 Tamper-Eviden t Programs

We study two classesof tamper-evidert programs: tamper-evidert programs which guarantee data integrity
and tamper-evidert programs which guarantee cortrol integrity.

4.1 Classes of Tamp er-Eviden t Programs

De nition 5. A data tamp er-evident program allowsa veri er to verify the integrity of data at a specied
memory location.

Data tamper-evidert programs allow a veri er to ched that the correct data is stored at an arbitrary
memory location, allowing the veri cation the contents of memory. Data tamper-evidert programs enable
software authentication.

De nition 6. A contr ol tamp er-evident program allows a veri er to verify the integrity of the value of
the program counter.

Control tamper-evidert programs allow a verier to verify if the program counter is pointing at an
expected address. When used in conjunction with data tamper-evidert programs, cortrol tamper-evidert
programs enablethe veri cation of program and execution state integrity.



4.2 Data Tamper-Eviden t Programs

Consider the following program Q:

start: LDX/dir 1 ; 3 cycles, 2 bytes, load the contents of input to X
STX/dir 2 ; 4 cycles, 2 bytes, store the value of X into output
print:  LDA/ix ; 3 cycles, 1 byte, load into A the contents of memoryat X's value
STA/ir 2 ; 4 cycles, 2 bytes, store the value of A into output
INCX ; 3 cycles, 1 byte, increment the value of X
BNEprint ; 3 cycles, 2 bytes, goto print if Xis not O

where start s initial value of the PC after a resetand print is the address4 bytes beyond that. If Q
starts at time 0, then its behavior is asfollows: take an input i at time 0, at time 7 echo i to output, at time
14 print the contents of the memory location with addressi, at time 27 (13 cycleslater) print the contents
of the memory location with addressi + 1, at time 40 (another 13 cycleslater) print the contents of the
memory location with addressi + 2, and so forth until value of the next addressto be printed rolls over to
0. After that, the program's behavior is unspeci ed.

The program Q was shavn by Gratzer and Naccadie to be a data tamper-evidert program when using
resetsto setthe PC to start at a known time [2]. This, however, may e unrealistic since most chips have
a measureof variance in how long it takesto identify and e ect a reset(SeeSection 6.2 for details.). Thus,
the time betweentriggering the resetand the PC actually resetingto start is not exactly known.

One way to minimize the impact of nondeterministic resettiming is to place Q in an interrupt handler
instead of at the PC's initial value. This way, restarting the program by setting the PC to the program's
rst instruction only requires an interrupt instead of a more complex reset. This is a slight improvemen
sinceinterrupts often have more deterministic timing properties.

However, we are interestedin eliminating the needfor either a resetor an interrupt sinceboth su er from
nondeterministic timing on somechips. To do this we enumerate and eliminate ead reasonthat a resetor
interrupt is needed:

1. The rst reasonis that Gratzer and Naccade's proof of tamper-evidencerequires that multiple exe-
cutions of Q to eliminate the possibility that malicious code might simulate Q% execution. If we are
willing to accept a weaker probabilistic guarantee, then we may remove this requiremert. That is,
instead of running Q multiple times to guarantee that it is running, we can instead run it only once.
Since an adversary cannot simulate all the possiblebehaviors of the program in the required amourt
of time, there is some probability that the input we provide is one of the onesthe adversary cannot
simulate. (SeeDe nition 4 for a formalization.) If the probability of the adversary evading detection
is negligible, this may be an acceptablesolution. We have not, however, attempted to calculate this
probabilit y.

2. The secondreasonis that one needsa way to veri able invoke Q. Before Q is invoked, the host will be
executing someother program. In the caseof sensornodes, this might be a program that periodically
measuresthe temperature of the surrounding ervironment. To executeQ, we must be able to stop the
currently executing program and context switch to Q in way that allows the veri er to determine when
Q started executing. Furthermore, invocation must work even if an adversary has tampered with the
currently executing program.

To enabletimely invocation without relying on nondeterministic resetsor interrupts, we augmert the
currently executing program in such a way that the veri er neednot perform an interrupt or resetto
invoke Q. We do not presert a formal algorithm for rewriting all programs, but rather shov an example
of what such a rewritten program might look like. We assumethat the normal program consistsan
outer loop that normally runs forever. We replace the unconditional jump at the end of such a loop
with a branch statemert that breaks out of the loop when given a special input value. The value
signi es that Q should be executed. To allow for the timely invocation of Q, the code preceding the
branch in the currently executing program alters the output value so that the veri er can determine
wherein the loop the program is. Such a program might look like:



begin: LDA/ir 3 ; 3 cycles, 2 bytes, load the value memorylocation 3 into A
; the normal program
STA/dir 3 ; store the value of A into memorylocation 3

LDA/immO ; 2 cycles, 2 bytes, put O into X
STA/dir 2 ; 4 cycles, 2 bytes, store the value of A into output
LDA/imm1 ; 2 cycles, 2 bytes, put 1 into X
STA/dir 2 ; 4 cycles, 2 bytes, store the value of A into output
LDA/ir 1 ; 3 cycles, 2 bytes, load the input into A
BNEbegin ; 3 cycles, 2 bytes, goto print if Ais not O

start: LDX/dir 1 ; 3 cycles, 2 bytes, load the contents of input to X

; the rest of the program Q

For this code to work, we assumethat memory location 3 is not used by the currently executing
program allowing us to save the value of A in its location. We assumethat the currently executing
program doesnot print output (or at leastnot the valuesO or 1). The rst step of the modi ed program
is to restore the value of A from memory location 3, after which the body of the program is executed.
Next, A is saved to memory location 3 and the value of the output register quickly changedfrom 0
to 1 to signify the current point in the execution of the loop. After noticing the output goto 0, the
veri er loadsthe value 0 into the input location to invoke Q which is residert just below the branch
statemert.

Although we have not formally proved that the above schemeworks, we will informally argue that is
works by explaining how it resiststhree typesof attacks:

The adversary could alter the code sothat it shows the veri er the transition of the output value
from O to 1 at the wrong time. For this to help the adversary, it would have to result in his
program getting a head start on the computation. However, there is no way for this to happen
sinceafter the veri er setsthe input to 0 indicting that temper detection program should be ran,
he withholds the next input for xed period of time.

The adversary could alter the code sothat the Q doesnot start running and rather someother
program runs. Such an attack, however, canbe detected (with someprobabilit y) sinceasexplained
above, only Q hasthe required output and timing behavior.

The adversary could alter the code sothat while it will run Q, it will run a dierent copy of Q
(or someother semartically equivalent program) that is somewhereelsein memory. While this
would result in di erent code being executed, this is a benign attack sincethis di erent program
must be semariically equivalent to Q for it to have the correct behavior. That is, this program
only dier in its location in memory.

. This last attack brings us to the third reasonthat resetsand interrupts are useful: Q is merely data

tamper-evidert and not control tamper-evidert. That is, while we can be ensuredthat a program
semartically equivalent to Q is running and we may ched the contents of any location in memory
(including those where Q is stored), we cannot be sure where the executing copy of Q is actually
stored. Thus, an exogenousmeansfor determining the control state of the machine, such as resets
or interrupts, is required. We eliminate this requiremert in the next section by deweloping a cortrol
tamper-evidert program and discussinghow to useit in conjunction with Q to detect either form of
attack.

4.3 Control Tamper-Eviden t Programs

Consider the fragment code we call the Spring Board:

50:
52:
54.
56:

LDX/imm126 ; 2 cycles, 2 bytes, put 126 into X

STX/dir 2 ; 4 cycles, 2 bytes, store the contents of X into output
JMP/dir 25 ; 2 cycles, 2 bytes, jump to the location 25
LDX/imm42 ; 2 cycles, 2 bytes, put 42 into X



Input at time O Output at time 8
decimal  binary | decimal  binary
50 00110010 126 01111110
56 00111000 42 00101010
62 00111110 36 00100100
68 01000100 68 01000100

Table 1: PossibleBehaviors of the Launcher combined with the Spring Board.

58: STX/dir 2 ; 4 cycles, 2 bytes, store the contents of X into output
60: JMP/dir 25 ; 2 cycles, 2 bytes, jump to the location 25

62: LDX/imm36 ; 2 cycles, 2 bytes, put 36 into X

64: STX/dir 2 ; 4 cycles, 2 bytes, store the contents of X into output
66: JMP/dir 25 ; 2 cycles, 2 bytes, jump to the location 25

68: LDX/imm68 ; 2 cycles, 2 bytes, put 68 into X

70: STX/dir 2 ; 4 cycles, 2 bytes, store the contents of X into output
72: JMP/dir 25 ; 2 cycles, 2 bytes, jump to the location 25

We call the addressesh0, 56, 62, and 68 the targets of the Spring Board.
Consider the following instruction that we call the Launcher:

JMP/dir 1 ; 2 cycles, 2 bytes, jumps to the address stored at input

Suppose, that the PC is at the start of the Launcher at time 0 and the Spring Board is at the proper
location in memory. Under these conditions, if at time 0, 50 is in the input location, at exactly eight cycles
later, 126 will appear in the output location. If instead 56 is in the input location, then 42 will appear
at exactly eight cycleslater. If 62 is provided as input, then 38 will be provided in eight cycles; and 68
will produce 68. Table 1 summarizesthese behaviors. Note that this program will have these behaviors
regardlessof wherein memory the Launcher is stored aslong asthe PC points to it.

The Launcher combined with the Spring Board provides a way to provably set the value of the PC. This
is because,as we will soon prove, to obsene the above behaviors, a jump to one the targets of the Spring
Board must occur. Once execution is handed over to the Spring Board, the value of the PC will become
know since every jump to a target of the Spring Board results in a jump to the location 25 (8 cyclesafter
arriving at one of the target).

Thus, if oneis able to verify that the Spring Board is in the correct location of memory and one feeds
the computer a challengeand the computer respondsto that challengecorrectly, one can be sure with a fair
probability of the PC's value. The following theorem formalizes our claims.

Theorem 1. Suppmsewe know that Spring Board is stored in memory as shown alove but the value of the
PC is unknown. Suppsethat the value of register X is not 1. If at time 0, the PC is pointing at code that
is capable of each of the above behaviors, then at time 10, the PC must be 25.

Proof. What we needto prove is that any program that can show all three behaviors must jump to one of
the targets at exactly cycle 2. This is su cien t sinceunder this condition the PC will be setto location 25
at time 10 regardlessof which target was jumped to.

To prove that any program will have to jump to one the targets at cycle 2, we must show that there is
no other way to produce the correct output exactly 8 cyclesafter getting the input for every possibleinput
value given at cycle 0.

To do this, we constrain the possibleset of programsto the point were only code like the above program
are left. We start by ruling out a few classesof programs:

1. Clearly, since the output depends on the input, any program that does not include an instruction
accessinghe input value may be ruled out.

2. Obviously, we can rule out any program that storesor alters the value of the output location to be
anything other than 0 at cycles1 through 7 and anything other than the correct output value since
the veri er would notice such a deviation.



10.

11.

12.

13.

14.

15.

16.

. Any program that preforms a shift on the output location since 13, 45, and 76 are not shifts of 0 may

be ruled out.

. Thus, one the following instructions must be used as the last instruction since all other instructions

capableof e ecting the output have beenruled out above: STA/dir 2, STA/ix with X=2, STX/dir 2,
or STX/ix with X=2. We call theseinstructions the printing instructions. Sincethe output is seenat
exactly 8 cyclesand all the printing instructions take 4 to 6 cycles,the printing instruction must start
at cycle 4, cycle 3, or cycle 2. Thus, any program that doesnot have such an instruction at one these
cyclesmay be ruled out.

. Since all the printing instructions simply moves the value from one of the registersinto the output

location, the value that will be printed must rst bein one of theseregisters. Thus, any program that
hasnot stored the correct output in one of the registersby cycle 4 may be ruled out. We may now limit
our attention to the possiblesequence®f instructions to store this value in one of the two registers.

. At this point, the only possible sequencedeft are either two 2-cyclesinstructions or one 4-cycle in-

struction. (There are no 1-cycleinstructions.) Thus, BCLR, BRCLR, BRSET, JSR, MUL, RTI, RTS,
and SWI cannot be usedfor this code sincethey ead take more than 4 cycles.

. Sincenone of the remaining instructions depend of the value of the stack pointer, RSP may be replaced

by a NOP, sowe neednot considerit.

. A branch statemert may beruled out sincethey all take at leastthree cyclesleaving no time to actually

load a value into a register.

. All the of the rotations may be ruled out sincethey all take at least three cyclesleaving no time to

actually load a value into a register.

All the arithmetic operators (ADD, ADC, SUB, etc.) may be ruled out since none of them transform
the input valuesto the correct output value. Sincethey all take at least three cyclesto operate on
input, they would have to be useful. To seethis note that since 68 goesto 68, such an instruction
must be the identity on 68. However, it would have also be capable of taking 50 to 126. However, no
instruction is both the identity on 68 and not the identity on 50.

The three logical operators (AND, ORA, EOR) logical may be ruled out as above. First note that

there is only time for the input value to be operated on with the current value of A, that is, a value
that is constart with the value of the input. Now we treat ead case: AND cannot send50= 00110010
to 01111110= 126. ORA cannot send62 = 00111110to 00100100= 36. For EOR to send 68 to 68,

the constart that being EORed with must be 00000000. Howewer, this fails to produce the correct
value for the other inputs.

Any instructions that only seta ag (BIT, CPX, etc.) may be ruled out or replacedby NOP sinceno
instruction that usesthem are left.

STA or STX may be ruled out sincethey take at least four cyclesand would leave no time to load a
value into a register.

NOP may be ruled out since,executingit would leave only two cycles. In the two remaining cycles,a
value that dependson the input value would have to be loadedinto a register sincethe NOP doesnot
depend on the value of the input register. However, there is no way to do this in only two cycles.

Any programs that doesnot use either LDX/immor LDA/immmaybe ruled out sincetheseare the only
remaining instructions that can load the a value into one the registers.

This leavestwo cyclesfor reading in the input. The only instruction that can do this is JMP/dir 1.
Thus, it must be used. Sinceit doesnot set the value of either register, it must be followed by an
instruction that does(either LDX/immor LDA/imm meaningthat it must be the rst instruction.



Thus, we have determined that the rst instruction in any program producing the correct results must
be JMP/dir 1. Sincethis doesnot give it time to alter the value of the input, it must directly jump to the
location provided as input. Sincethe veri er provides the addressof the targets, the program is forced to
jump to onethem. Thus, we have pinned down the value of the PC. O

As discussedabove, this result may be usedto give a probabilistic guarantee. Namely, under the precon-
ditions of the theorem, if a correct behavior is seen,we know with someprobability that the PC is indeed 25
at time 10. Although we do not formally prove this, the probability appearsto be 3=4th of the time. (That
is, the adversary has a 1=4 chanceto tamper with execution.) By increasingthe number of targets in the
Spring Board, this probability can be increased.

4.4 Using Data and Control Tamper-Eviden t Programs Together

Q and the Spring Board may be usedtogether to create a program that is both data and control tamper-
eviden. The ideawould beto rst run Q to ensurethat the Spring Board is in place. This would be followed
by handing cortrol over the to Launcher would have to have to hand cortrol over to one the targets of the
Spring Board allowing the PC value to becomeknown as proved in Section 4.3. Note that the state of the
computer after the execution of Q will satisfy the preconditions of the theorem where time 0 becomesthe
time at which Q passescontrol to the Launcher. (Q will leave the value of X asO0, not 1.)

Although an adversary could have try to use some program other than Q, this does not matter since
any such program would have to semariically equivalent to Q and thus will be su cien t to determine that
the Spring Board is in place. The adversary could have cortrol move from this Q-like program to some
program other than the Launcher. However, again this doesnot matter sinceas shown in Section 4.3, any
such program must jump to one of the targets of the Spring Board to avoid detection.

5 Comm unication Mo dels

We discusssynchronous and asyncironous communication models which specify the characteristics of the
communication channel betweenthe veri er and host. Synchronous systemsroughly correspond to trusted
channels while asyndronous systems correspond to untrusted channels. We discussthe possibility that
timed tamper-evidert functions do not exist in asyncronous systems.

5.1 Synchronous Systems

A communication system is called synchronous if there exists a known maximum delay on messagetrans-
mission. We use the term syncdhronous to describe a system with a known minimum delay on message
transmission. Such a systemmay correspond to a situation where an initial lower bound on messagérans-
missioncan be establishedbetweenthe prover and the veri er or wherethe infrastructure betweenthe prover
and veri er canbetrusted. Example syndhronoussystemsinclude systemsdirectly connectedusing a trusted
serial port or enterprises with trusted switches.

De nition 7. A synchmonous systemis a 3-tuple (N; E; D) wher
N is a set of nodes,
E is a set of edgesor allowing communication between nodes, and

D is a lakeling function which assignsa minimum delay to each edge,denedasD :E! R*.

5.2 Async hronous Systems

A asyndironous system is a system without a known maximum delay on messagetransmission. In our
formulation, an asyndronoussystemis a systemwithout a known minimum delay on messagdransmission.
Sud a system may correspond to one where the host cannot be trusted to respond to delay measuremen
messagedn atimely fashion or the infrastructure betweenthe host and veri er cannot be trusted to provide
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an accurate lower bound on messagedransmission. Both of thesecasesare realistic whenthe communication
systemin question is not under the control of the veri er.

De nition 8. An asynchionous systemis a 3-tuple (N; E; D) wher
N is a set of nodes,
E is a set of edgesor channelsbetwesn nodes, and
D is a lakeling function which assignsa delayinterval to eachedgeandis denedasD : E! (R*;R")

Our intuition isthat timed tamper-evidert programsdo not exist in an asynchronoussystem. This results
from the fact that asyndironous systemsdo not have a lower bound on messagealelays, making it impossible
to distinguish malicious run-time overhead on the prover from network delay. We describe this situation
more formally below:

In tuition. Let A = (N;E;D) be an asyncronous systemwith proverp 2 N, verier v2 N, communica-
tion channelc 2 E, and channel delay D (c).
Assumea timed tamper-evidert program T executeson P with expected responser and execution time
, to show there exists a program T that simulates T.

In order to identify tampering, the veri er must establish a minimum value for the execution of the
program and the channel latency. Since the execution time is assumedto be known ahead of time, the
veri er needonly establishthe channel delay, D (c).

To measurethe channel delay, P must senda messageto V and await a response. P may iterate this
processuntil satis ed that the delay is the minimum possible value. Howewer, a malicious measuremen
program on P can executethe following code:

if (receive()) { /I Listen for measurementattempt
wait(k seconds); /l Delay for k seconds
respond(); /I Reply to measurementattempt
}

SinceV is unable to distinguish betweendelay induced by P and delay inherert in the transmission of a
message) is unable to ascertain an accurate timing of D(c). The wait command allows T % execution to
be simulated to within k secondsby a malicious T°.

Given an arbitrary timed tamper-evidert program T, we can produce a program with undetectable
tampering denoted T% Such a program may look similar to the following:

tamper(T); /[ Tamperwith T's code
response = simulate(T, k/2); /[ Simulate T within k/2 seconds
respond(response ); /I Return response

While not a formal proof, we believe that timed tamper-evidert programsdo not exist in a asyncronous
systems. We intended to more thoroughly explore this possibility in future work.

5.3 Alternativ e Comm unication Mo dels

The existenceof synchronous channels with a known minimum delay on messagetransmission is a strong
assumption. However, without such channels, we are unable to establish the exact time elapsedduring the
execution of a tamper-evidert program. To usetimed tamper-evidert functions over a computer network we
needto relax our synchronous channel assumptionto allow for the possibility of an unknown minimum delay
or a known minimum delay which is rarely if ever achieved. We call such a channel a noisy syndronous
channel.

Under the noisy synchronous channel model, malware can undetectable tamper with the execution of the
tamper-evidert program similar to the asynchronouscase.A promising approac to defendagainst malicious
tampering in such a scenariois to allow for tampering as long as the resulting program accomplishesthe
sametask asthe original. Previously, our de nition of tampering wasthat the exact sequenceof instructions
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must executein the expected state in order for the executionto be considereduntampered. If we relax this
requiremerts to allow for benign modi cations we may be able to overcomesome channel noise while still
providing a guarantee that semartically equivalent code executed. This is the model under which current
tamper-evidert software primitiv essuch as Pioneer and SCUBA [8, 7] operate.

6 Discussion
6.1 The Hostile Host Problem

Our data and cortrol tamper-evidert programs allow for the establishmen of a trusted computing baseon
an untrusted host. From this trusted computing base, one can bootstrap to veri able code execution of
arbitrary programs and the veri cation of memory integrity.

Veriable Code Execution. Veriable code execution is a processwhereby a veri er receivesfrom a
prover a guarantee of (1) the integrity of a target program and (2) that the target code is invoked for
execution in a protected ervironment on the prover. Achieving veri able code execution is a two step
process:the prover must (1) verify the integrity of the target code and (2) executethe target code in the
protected environment. Verifying the integrity of the target code guaranteesthat the target code was not
modi ed before execution and the protected environment guaranteesthat no other code interfereswith the
execution of the target code. When used in conjunction, these two steps guarantee the control ad data
integrity of the target executablée'.

Agent on Hostile Host. Assumean execution agert exists on the prover which carries out the above
steps. The executionagert rst hashesthe target code then sendsthe hash of the target code to the veri er,

after which the target code is invoked for execution in the protected execution ervironment. Upon receipt
of the hash value, the veri er cheds the value against a previously computed value to ensurethat the code
image executedby the execution agert is unmodi ed. If the hashvalue is correct and the code executesin a
protected environment after being invoked for execution, then the veri er obtains the guarantee of veri able

code execution.

Protected Execution Agent. To operate correctly, the executionager on the prover must be protected.
To guarantee veri able code execution of arbitrary target code, the veri er requiresa guarantee of veri able
code executionfor the software executionagert itself. To addressthis cyclic-dependence the data integrity of
the executionagern can be cheded by a data tamper-evidert program which measurests own code integrity
and the execution state of the prover. Similarly, the control integrity of the execution agert can be veri ed
by a control tamper-evidert program. In this way, our tamper-evidert programs guarantee that tampering
by a hostile host will be detected if it attempts to: (1) modify the execution agert before execution, (2)
modify the execution agert during execution, or (3) modify the execution state.

6.2 Nondeterministic  Timing

Our nite state model assumesthe Motorola 68H(7)05H12 hardware is deterministically timed, however
hardware often has somenondeterministic timing. For example, the time required for a signal to transition
from low to high and the corresponding time for the processorto identify the transitions dependson the
stageof the processorfetch and executecycle that the processoris in when the signal transitions. Sincethis
architectural state is not obsenable and is di cult to infer, we may not be able to achieve perfectly accurate
referencetimes for instruction execution. Fortunately, the level of timing nondeterminism is often sub-cycle
making it impossiblefor an adversary to executeadditional instructions in the time required.

1Assuming there are no program vulnerabilities which can be exploited during execution and hence violate the guarantees
of the protected execution environment.
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6.3 Other Arc hitectures

Our proof is basedon the Motorola 68H(7)05H12 however, it may be possibleto extend our proof to other
architectures. For simple architectures like the Intel 8051,the complexity of extending our result primarily
depends on the semartics of the instruction set and the timing of key instructions (e.g., load and store).
With respect to timing, the instruction set timing of the Intel 8051 is more uniform that the Motorola
68H(7)05H12, meaning that the amount of side-dhannel information available is limited.

Suitabilit y Metrics. A promising approach to measurethe suitabilit y of an architecture for timed tamper-
evident functions is to compute the entropy of the instruction set times. For example, the Intel 8051 has
111 total instructions of which 64 executein one cycle, 45 executein two cycles, and 2 execute in four
cycles. This givesthe Intel 8051 a cycle entropy of H = 1:09, meaning that for ead cycle obsened 1.09
bits of information is transmitted through the timing side-channel. By measuring the cycle entropy for
various architectures, we may be able to quickly compare architectures to determine the existenceof timed
tamper-evidert functions on the architecture in question.

Entropy is not a perfect measureof the feasibility of implemerting timed tamper-evidert code on an
architecture. It is trivial to show that by permuting the timing required by two instructions on the same
architectures, henceholding the entropy constart, one may be well-suited to tamper-evidert code while the
other is not. Proving that tamper-evidert program exist for a given architecture still probably requires an
exhaustive seard through all possiblesimulation options.

Mo dern Arc hitectures.  The complexity of modern architectures lik e the x86 makesmanually extending
our results both time consuming and tedious. Two problems arise when extending our results to modern
architectures: (1) accurately modeling the complex functionality of the architecture is dicult and (2)
brute-force seard of all possible programs may be intractable.

To addressthe lather, we may be able to use automated seard techniques such as refutation-based
theorem proversto addressthe large number of casesthat must be consideredfor the adversary's attempt
to simulate our program. Other possibilities include using superoptimizers like Denali [4] which prove code
optimalit y for small programs. However, accurately modeling modern architecture in su cien t detail to be
able to reasonabout all possibleattacks is likely a di cult task.

7 Related Work

The work closestto our own is that of Gratzer and Naccade [2]. Gratzer and Naccade prove that timed
tamper-evidert programs exist in a perfect timing model. However, Gratzer and Naccade required direct
low level hardware support to ensurecortrol integrity. The tamper-evidert programsdeveloped in this work
eliminate the needfor hardware support through a software technique.

Previous work has proposedthat a verier guarantee the memory integrity of a remote machine by
interacting with a software-only tamper-evidert program on the remote machine (seee.g.,[5, 9, 8, 7]). The
proposedtamper-evidert program is stated to be time consumingto simulate. To ensurethat the computer
has not beencompromisedthe veri er determinesif the tamper-evidert program is running or if malware is
simulating it by timing the computer's responsetime to challenges. If the program's responsesalso relate
information about the state of the computer (status registers, PC, etc..), then the veri er can be assured
that the remote state is unadulterated.

While previous work in this areahas preserted code for such tamper-evidert programs, they fail to o er
a proof that any of theseattempts are in fact time-intensive to simulate. As a result, one cannot be sure that
the systemreally is in a known state. Rather one only knows that the author of the conjectured tampered-
evident program was unable to simulate the program e cien tly. As shown by vulnerabilities in previously
proposedsystems, this clearly does not prove that an attacker cannot nd a way [10]. Providing a proof
provides the userwith guaranteesrather than only hope.

13



8 Conclusion and Future Work

We have shown that timed tamper-evidert software exists in a nite state model of computation under
the assumption of a synchronous communication channel. Our solution required the strong assumptions of
cycle-accuratetiming and a known minimum delay on the channel betweenthe veri er and host.

By constructing timed tamper-evidert programswhich guarantee data integrity and control integrity, we
were able to bootstrap the untampered execution of arbitrary programson a hostile host. Our technique is
not without limitations, we require full knowledgeof the hardware of the host and require that the hardware
not be modi ed. Analyzing stronger adversarial modelsis a subject of future work.

Other subjects of future work include proving the existence of tamper-evidert functions on modern
architectures such as the ARM or x86. Proofs for such architectures probably require the assistanceof
computerized seard techniques. By relaxing the de nition of tamper-evidert to include all semartically
equivalent programs and acceptinga probabilistic guarantee, we maybe able to eliminate the needfor cycle-
accuratetiming and relax the delay requiremerts on the channel. One possibleapproad is to adopt a model
similar to that of an zero knowledge proof system whereby a veri er obtains a probabilistic guarantee of
a host's knowledge of some fact that is nearly impossibleto consisterily falsify, yet impossibleto prove
absolutely.
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