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ABSTRACT

Privacy is the most often-cited criticism of ubiguis computing,
and may be the greatest barrier to its long-teracesss. However,
developers currently have little support in designisoftware
architectures and in creating interactions that effective in
helping end-users manage their privacy. To addréssgproblem,
we present Confab, a toolkit for facilitating thevélopment of
privacy-sensitive  ubiquitous computing applicationsThe
requirements for Confab were gathered through aalysis of
privacy needs for both end-users and applicationeldgers.
Confab provides basic support for building ubiqug@omputing
applications, providing a framework as well as salve
customizable privacy mechanisms. Confab also convih
extensions for managing location privacy. Combindkese
features allow application developers and end-useipport a
spectrum of trust levels and privacy needs.

Categories and Subject Descriptors
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Architectures —Domain-specific architecturesH.1.2 [Models
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[Information Interfaces and Presentatior]: User Interfaces —
User-centered desigrK.4.1 [Computers and Societ}. Public
Policy Issues Privacy.
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Design, Security, Human Factors
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1. INTRODUCTION

Westin defined information privacy as “the claimioélividuals,
groups or institutions to determine for themseklégn, how, and
to what extent information about them is commurgdab others”
[70]. While many people believe that ubiquitous poitmg holds
great promise, privacy is easily its most ofteeditcriticism.
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Numerous interviews (e.g. [8, 35, 43]), essays. (&b, 67, 69]),
books (e.g. [11, 28]), and negative media covefage [64, 71])
have described people’s concerns about the strotenal for
abuse, general unease over a potential lack ofapmind desire
for privacy-sensitive systems. These concerns stdbat privacy
may be the greatest barrier to the long-term sscoksbiquitous
computing.

The large majority of previous work on privacy hasded to
focus on providing anonymity or on keeping persantdrmation

and messages secret from hackers, governments faaetbss
corporations. While anonymity and secrecy are bléerportant,

they only address a relatively narrow aspect ofgmy and do not
cover the many situations in everyday life whereghedo want

to share information with others. For example, ooeld imagine
sharing one’s location information with friendsfézilitate micro-

coordination of arrivals at a meeting place, orristza simple

notions of activity to convey a sense of presemced-workers
and friends. It is important to note here that plaeties that are
receiving such information already know one’s idgntare not

adversaries in the traditional sense, and thaptivacy risks may
be as simple as wanting to avoid undesired sotikjations or

potentially embarrassing situations.

The point is that, rather than being a single mitimol concept,
privacy is a fluid and malleable notion with a rengf trust levels
and needs. Our focus here is in empowering peojile shoice
and informed consent, so that they can share ghe information,
with the right people and services, in the rightigions. As
Weiser noted, “The problem, while often couchedtémms of
privacy, is really one of control. If the computatal system is
invisible as well as extensive, it becomes hardrtow what is
controlling what, what is connected to what, whiafermation is
flowing, how it is being used...and what are the cgnseces of
any given action” [69].

However, the problem is that it is still difficuto design and
implement privacy-sensitive ubicomp applicationsrewous
work, such as the PARCTab system [61], the Coniedlkit
[20], and iROS [42], provide support for buildingbicomp
applications, but do not provide features for mamagrivacy.
Consequently, system developers have little guielarar
programming support in creating architectures aset interfaces
that are effective in helping end-users manage fhréracy. The
result is that privacy is done in an ad hoc maramgt often as an
afterthought, if at all, leading to applicationsattend-users may
ultimately reject because they are uncomfortablegushem or
find them intrusive.

Based on an analysis we performed of end-usergyinaeds and
developer privacy needs, we have developed Cordatmolkit



facilitating the construction of privacy-sensitiveibicomp

applications. Confab is tailored for context-aweoenputing [62],

an aspect of ubiquitous computing in which sensord other
data sources are leveraged to provide computingregswith an
increased awareness of a user’s physical and seri@onment.
From a software architecture perspective, Confabviges a
framework and an extendable suite of privacy meishas that
allow developers and end-users to support a spectiitrust

levels and privacy needs. This framework is desigsech that
personal information is captured, stored, and E®eeg on the
end-user’'s computer as much as possible. Afterwamnad-users
can choose what information to share with othelss &pproach
provides end-users with greater control over dmales than
previous approaches. This constraint can also lexee in

situations with greater trust or fewer privacy cems, such that
capture, storage, and processing are done on athguters.

From an end-user perspective, Confab facilitatesciieation of
three basic interaction patterns for privacy-séresiapplications

[33]: optimistic where an application shares personal information

and detects abuses by defaytessimistic where it is more
important for an application to prevent abuses; anicted-
initiative, where decisions to share
interactively by end-users.

It should be noted that Confab is not intendedrtwvide perfect
privacy, if there is even such a thing. There asmynsocial and
organizational issues that simply cannot be manadgd
technological means alone. Ultimately, privacy wikve to be
managed through a combination of technology, latsh,

corporate policy, and social norms [50]. What Confdoes
provide is a more solid technical foundation foivacy-sensitive
ubiquitous computing than previous approaches, mgakieasier
for developers to build privacy-sensitive applioag for an
intended community of users and for companies fer aheir

services while minimizing the risk to people’s @ty. As an
analogy, a web design tool can be used to creaid ge well as
bad web sites, but a useful tool will be orientedrtake it easier
to create good ones.

The rest of this paper is organized as followsstFiwe examine
the requirements for a toolkit for privacy-sengtigpplications.
We continue with a description of Confab’s arcHitiee and how
it supports those requirements, including some iBpec
mechanisms for managing location privacy built witi€onfab’s
framework. Then, we describe our evaluation withre¢h
applications we have built on top of Confab. We pvego with a
comparison to related work, a brief discussionutdife work, and
conclusions.

2. SYSTEM REQUIREMENTS

The primary metric of success for any toolkit ig ifan be used to
create a useful and non-trivial subset of the di@sign space of
applications in a manner that is faster, is higheality, or has
more useful features than without it. In this sattiwe explore
the targeted design space, looking at the requimesvee gathered
by analyzing end-user and application developedsiee

2.1 End-User Needs

The end-user needs for Confab were gathered threaghario-
based interviews on location-enhanced applicatemperformed
with twenty people of various ages and computeredige;

information are made

extended analysis of freeform comments we perforrmada

previous survey of 130 people on ubicomp privacgferences
[49]; analysis of research papers [8, 14, 32, 3538, 43, 49] on
hypothetical and actual usage of emerging ubicolygtems

where privacy was an issue, as well as posting®s anessage
board [1] by nurses working in hospitals using tocasystems;
analysis of several proposed and existing privacyegtion laws
[2, 22, 27]; and analysis of several different degjuidelines for
privacy-sensitive systems [5, 9, 55], in particuldre fair

information practices [48, 70] and asymmetric infation flows

[41]. A full discussion of the results of our argify are beyond
the scope of this paper. Instead, we provide a s;ammof Six

major themes, as shown in Table 1.

End-user requirements

Clear value proposition

Simple and appropriate control and feedback
Plausible deniability

Limited retention of data

Decentralized control

Special exceptions for emergencies

Table 1. Summary of end-user requirements.

First, applications need an upfront value proposithat makes it
clear what benefits are offered and what persamfarmation is

needed to offer those benefits. This need was prostounced in
the early active badge systems [68] and in the enungssage
board [1], where a lack of a clear value propositied to

resentment and sometimes outright rejection ostesy.

Second, people want simple control over and feddabout who
can see what information about them [1, 14, 35, 3], For
example, the PARCTab system provided no feedbacktahat
information was being revealed to others [38, 6lljere were
serious concerns that a co-worker or boss coulditoroa user’'s
location by making repeated queries about the sidecation
without that user knowing. Previous research hasided on
flexible, yet complex access control mechanismsyewer, our
surveys and interviews suggest that in many caseple access
control and basic notifications are sufficient. Ass control can
be used to select who can view personal informatieith

notifications providing social visibility to preverabuses. For
example, Alice is less likely to repeatedly queghB location if
she knows that Bob can see each of her requests.

There are also concerns about continuous versaoetsflows of
information. Many of our interviewees said they wblbe
comfortable with co-workers getting snapshots dirttcurrent
location, but would be less comfortable continugas$laring their
location information, as that could be used to rarthem.

Third, people expressed a strong desire for pléaigibniability.
Our survey and interviews, as well previous workutmicomp in
the home [37], have suggested a social need ta patentially
embarrassing situations, undesired intrusions, anevanted
social obligations. For example, it is not uncommimn an
individual to answer with a white lie when asked tbe phone
what they are doing. Cell phones are a good exanfpdesystem
that provides plausible deniability. If a persoreslgiot answer a
call, it could be for technical reasons—such asdeintside of a
cell, not having the phone with them, or that theme is off—or
for social reasons, such as being busy or not wandi talk to the



caller right now. By default, it does “the rightnly” without the
end-user having to take any special action.

Fourth, some of our interviewees were concerned lorey-term
retention of personal information, as it openshegppossibility for
extensive data mining. Limited data retention isoahn issue
explicitly espoused by data protection laws [2, 22,

Fifth, people are concerned about systems thatatenet data [8,
38]. While there are many advantages to centrazehitectures,
it also means that sensitive data is stored omguater that end-
users have little practical control over. For exlmmhile a
visible effort was made to create written privagliges about
how location information was used in the PARCTa$tay [61],
users still had the perception that if the resedeem or upper-
level managers wanted to examine the data, theselittla they
could do about it [38]. Similar debates have engrgeer the
deployment of E911 in the United States.

Sixth, people expressed the desire for special peixres for
emergencies. In crisis situations, safety far oigh& privacy
needs. This sentiment was universal across alioferviewees.
Our interviews also noted that E911 made sendetiamsmitted
location information only when making the call, andt at any
other time. Trusted proxies are sometimes usedatalle these
kinds of situations. For example, MedicAlert [3]agaid service
that stores personal medical records and forwaridsdmergency
responders in the case of medical emergencies.

2.2 Application Developer Needs

The application developer needs for Confab werdggat by
identifying privacy functions common in several wetked as
well as ubicomp applications. We examined researctotypes
and emerging commercial applications, limiting ftepe to what
we callpersonal ubiquitous computingystems where data starts
with the end-user and can optionally be disclogedthers in a
limited manner. We also chose to focus more ontimeahan on
other forms of contextual information, since a alde number of
this type of application is emerging in the marletd thus has a
clearer path to widespread use. We were also mdle by the
Geopriv working group’s requirements for locatiorivacy [18]
and our previous work on asymmetric informatiomq41].

The genres of applications we have examined inclodssaging
systems, such as cell phones, instant messengef, $vid

messaging within [52] and between homes [37]; guider

exploration and navigation [4, 54]; finders for ding people,
places, or things [7, 31]; group awareness displ@gs 31];

augmented-reality games [25, 29]; contextual taggiand

retrieval, including personal memory aids [12, 8], associating
topical information with places [13, 24, 56, 62fuational real-
time information (such as local weather or traffiahd enhanced
safety for individuals and emergency responders $2&

From a systems standpoint, there are several liesiares that
need to be supported, including acquiring contestadrom a
variety of sources, refining and storing that cahtdata, and
retrieving and using context data. This last isse#jeving and
using, can be done either through push transacijers, you
send your location in an E911 call) or pull trangats (e.g., a
friend requests your location). For each of theged, there is
also a need for continuous sharing, where persolagh is
constantly forwarded to another party (e.g., cargirsly sharing

Application Developer requirements

Support for optimistic, pessimistic, and mixed-
initiative applications

Tagging of personal information

Mechanisms to control the access, flow, and
retention of personal information (quantity)
Mechanisms to control the precision of personal
information disclosed (quality)

Logging

Table 2. Summary of developer requirements.

health information with your doctor), as well asr fdiscrete
disclosures that happen intermittently or one tonky. These are
basic features that are mostly supported by otystesis aiding
the development of ubicomp applications (e.g. &1).

From a privacy standpoint, we have identified sixmmon
features that need to be supported (see Table . fifst is
support for the three basic interaction patterns foivacy-
sensitive applications: pessimistic, optimisticg amixed-initiative
[33]. In pessimisticapplications, end-users set up preferences
beforehand, placing strict requirements on whensqral
information can flow to others. In contrasptimisticapplications
[57] are designed to allow greater access to patsaformation

but make it easier to detect abuses after thewibt logs and
notifications. For example, AT&T mMode’s Find Frasn [7]
provides a natification each time a friend requestsr location.
Optimistic access control is useful in cases whogenness and
availability are more important than complete pctta.
Optimistic access control is also easier to uswesit is difficult

for people to predict all of the possible usagenades they might
find themselves in, and thus all of the necessammjssions. In
mixed-initiativecontrol, end-users are interrupted when someone
requests their personal information and must matkecssion then
and there. An example is choosing whether or noartswer a
phone call given the identity of the caller.

The second is support for tagging personal infoionaas it flows
to others, as described by Geopriv [18] and by Kahd Kenny
[45]. Personal information can be marked with mesfiees about,
for example, whether it should be forwarded to il how long
it should be retained. These tags can be thouglats adpplying
Digital Rights Management for privacy purposes, aad be used
as a fingerprint to help with tracking and auditamgwell.

The third privacy need is mechanisms for contrglithe access,
flow, and retention of personal information, i.betquantity of
personal information disclosed to others. Theselude
restrictions based on identity, location (e.g.,ya@llow inquirers
in the same building as me to see my location),tamne (e.g., co-
workers can see my location betweexm%nd %m), as well as
invisible mode, a common feature in instant messemtjents
where no information is disclosed.

The fourth necessary feature is granular contref ¢he precision
of disclosures, i.e. the quality of disclosurese@ould choose to
disclose one’s location as “123 Main Street” or lafta”, or

one’s activity as “writing a paper” or “busy” depiing on who is
requesting the information and on the current sibna

The fifth common privacy feature is logs, both fdients and
servers. On the client side, logs that are summaiiiz a compact



form make it easier for end-users to understand istaxcessing
what data. On the server side, logs make it edsieservice
providers to audit their activities to ensure ttiay are handling
their customers’ personal information properly. ©oth sides,
logs also make it possible to apply machine legrméthniques to
detect unusual access patterns that might indiedieses of
someone’s personal information.

2.3 Summary of Requirements
We have organized the end-user and application loese
requirements into four high-level requirements telo

A decentralized architecture, where as much pefsona

information about an end-user is captured, storaakl
processed on local devices owned by that end-user

A range of mechanisms for control and feedback ihg- e
users over the access, flow, and retention of patso
information, to support the development of pesdimis
optimistic, and mixed-initiative applications.

A level of plausible deniability built in

Special exceptions for emergencies

It is important to note here that the requiremgméesented above
are intended to support a range of privacy polic&ker than all

being used in a single application. Different comitias have

different trust relationships. There is a spectafrprivacy needs,
and ubiquitous computing applications should bletad to those

needs [41].

3. CONFAB SYSTEM ARCHITECTURE

Confab provides a framework for ubiquitous compgtin
applications, where personal information is captustored, and
processed on the end-user's computer as much aghigosThis
gives end-users a greater amount of control andcehthan
previous systems over what personal informatiodisslosed to
others. In this section, we describe this framewadinke built-in
privacy mechanisms for Confab, as well as speeiiensions for
location privacy built within this framework. We sigibe these
features with respect to the Confab’'s data modet an
programming model.

An important issue to address here is whether K&l of
architecture is feasible, especially the capture pefrsonal
information in a privacy-sensitive manner. We bedighat there
will be a useful and non-trivial subset of ubicormpplications
built along these lines, for two reasons. Firsterothe past few
years, the research community has been moving @emtralized
location-tracking architectures (e.g., [68]) to eeiralized
location-support ones (e.g., [58, 63]) for reasoinscalability and
privacy. We believe that future research will cong this trend in
providing privacy protection in the physical senkyer for other
forms of personal contextual information. Secoheéré is already
a large market for personal items in which sensarsbe cheaply
embedded, for example PDAs, home security systanm,cars.
Although Confab could be used in cases where dataitially
captured by others (e.g., smart rooms or survedarameras), we
do not explicitly address those cases.

3.1 Usage Scenario
In this section, we describe two scenarios to fikliptrate what
kinds of applications we want to support and roudibw they
would work within Confab.

Scenario 1 — Find Friend

Alice’s workplace has set up a new server that eygals can use
to share their location information with one anotHemployees
can choose to share their location information Ipfoading

updates to the server at the level they desiregfample at the
room level, at the floor level, or just “in” or “6u To help allay

privacy concerns, the server is also set up toigeomotifications

to a person whenever their location is queried, tndccept

queries only if the requestor is physically in saene building.

Scenario 2 — Mobile Tour Guide

Alice is visiting Boston for the first time and wtarto know more
about the local area. She already owns a locatiafied device,
so all she needs to do is find a service that ffar interactive
location-enhanced tour guide and link her deviceittoShe
searches online and finds a service named Bobafiferts such
tour guides for a number of major cities. She desih download
it and try it out.

When starting the application, Alice discovers tatb offers

three levels of service. If Alice chooses to shHeelocation at the
city leve| Bob can tell her how long the lines are at magmues

such as museums, and what calendar events therdf asle

shares her location at threighborhood levelBob can also tell
her what interesting shops there are and nearbygof interest.
If she shares it at thgtreet level Bob can offer Alice all of the
features described above, as well as real-time raafdsa route
finder that can help her navigate. The applicatiso states that
Bob will retain her location data for up to 3 mositland at the
neighborhood level sends updates of her locatiddoto every 10
minutes when the application is running.

Since this is her first time using the service, aimte she has not
heard of Bob before, Alice decides to share heratlon
information at the neighborhood level.

3.2 Confab’s Data Model

Confab’s data model is used to represent contextémmation,

such as one’s location or activity. People, pladbs)gs, and

services (entities) are assignadospaces network-addressable

e

=
[ Alice’s
( infoSpace

TJIIII

PDA-1138’s
InfoSpace

Room 525's
InfoSpace

Figure 1. An infospace (represented by clouds) contains
contextual data about a person, place, or thing.
Infospaces contain tuples (squares) that describe
individual pieces of contextual data, for example Alice’s
location or PDA-1138's owner. Infospaces are contained
by Infospace servers (rounded rectangles).



logical storage units that store context data aflbose entities
(see Figure 1). For example, a person’s infospaightnhave
static information, such as their name and emalresb, as well
as dynamic information, such as their location aciility.

Sources of context data, such as sensors, cangtepafospaces
to make their data available for use and retriedgplications

retrieve and manipulate infospace data to accompiisntext-

aware tasks. Infospaces also provide an abstragiitbrnwhich to

model and control access to context data aboutndity.eFor

example, individuals can specify privacy preference how their
infospace handles access control and flow (destribegreater
detail below).

Infospaces are managed injospace servershich can be either
distributed across a network or managed centralialogous to
how a person could choose to have their personialsite hosted
on their home machine or by an ISP. Here, we faruthe case
where infospaces represent contextual informatiobout
individuals and are hosted on devices owned byetimdividuals.

The basic unit of storage in an infospace is ¢batext tuple

Tuples are used to represent intrinsic context, ihan attribute
about an entity (e.g., a person’s age), as wedixagnsic context,
which is a relationship between two entities (eagperson is in a
room). Tuples are also used to represent statoepief contextual
information (e.g., an email address), as well asadyc

contextual information (e.g., a person’s locatioff)ese different
kinds of contextual information are summarized ablE 3.

Attributes of interest common to all tuples diaatype a textual
name describing the relationship of a tuple to toataining
infospace’s entity (for example, location or adyiyi dataformat
a string that describes the meaning of the datae €f@ample,
temperature could be Farenheit or Celsius); arooptentity-link
denoting the address of an infospace for an edésgribed by the
tuple; and one or morealues each identified by name (see
Figure 2 for an example). Infospaces can storestupbntaining
arbitrary data, many of which may describe othéditien related
to the original infospace. Such tuples’ entity-liattributes refer
to the infospace of the other entity. For instartlee,infospace for
a specific room may contain numerous tuples of tggeupant’,
each with values denoting a name and email of anpamt of the
room and an entity-link referring to the infospaleat hold tuples
on behalf of that occupant.

Each tuple can also optionally haverivacy tagwhich describes
hints provided by the end-user on how that tupleuthbe used
when it flows to a computer outside of the end-sselirect
control. The current implementation of privacy tagsvides hints
on when a tuple should be deleted, to help enfbnegéed data
retention. End-users can have their tuples taggeth &

TimeToLive which specifies how long data should be retained

before being deletedMaxNumSightings which specifies the
maximum number of previous values that should bained (for

example, a value of 5 means only retain the last filaces | was
at); Notify, which specifies an address to send noatificatiohs
second use to; anGarbageCollect which specifies additional
hints on when the data should be deleted, for el@mghen the
current holder of the tuple has left the area.

By default, when a tuple of any datatype is receasits value is
“UNKNOWN?”, regardless of whether it actually exists not.
Requests can see correct tuple values only if teye been
granted access. This approach provides some lévelaosible

Extrinsic
A room is part of &
building

A person is in fa
specific room

Table 3. Confab supports different kinds of context data.
Static context data does not change or changes very
slowly, whereas dynamic context data changes often.
Intrinsic context data represents information about that
entity itself, whereas extrinsic context data represents
information about an entity in relationship to another entity.

Intrinsic

Name, age,

email address
Activity, temperature

Static

Dynamic

<ContextTuple dataformat="edu.school.building”
datatype="location”
description="location of an entity”
entity-link="http://myhost.com/~jdoe”
entity-name="John Doe”
timestamp-created="2003.Feb.13 16:06 PST">
<Values>
<Value value="523" />
</Values>

<Sources>
<Source datatype="location”
link="http://localhost/map.jsp”
source="Location Simulator”
timestamp="2003.Feb.13
value="523" />
</Sources>

16:06 PST”

<PrivacyTags>
<Notify value="mailto:addr@mail.net” />
<TimeToLive value="1 day” />
<MaxNumSightings value="5" />
<GarbageCollect>

<Where requestor-location=
“not edu.school.building” />

</GarbageCollect>

</PrivacyTags>

</ContextTuple>

Figure 2. An example tuple. Tuples contain metadata
describing the tuple (e.g., dataformat and datatype), one or
more values, one or more sources describing the history of
the data and how it was transformed, and an optional
privacy tag that describes an end-user's privacy
preferences. In this example, the privacy tag specifies a
notification address, a maximum time to live, the maximum
number of past values that should be retained, and an
additional request to delete the data if the requestor is not
in the specified location.

deniability, as a datatype might be unknown dueechnical
failures, lack of actual data, restricted accessb@ecause the
person is in invisible mode.

Infospace servers, infospaces, and context tuplescarrently
implemented using standard web technologies. I@ftsservers
are built on top of web servers, simplifying deptant and
providing a clear mental model for programmers and-users.
Individual infospaces are named via URLs, and aathbught of
as web-based tuplespaces with specialized constrafontext
tuples are currently represented as data-centrid¢. Xbcuments.
That is, context tuples consist only of XML tagsdaXKML
attributes, with no text between tags.



3.3 Confab’s Programming Model

From a high-level perspective, Confab is a hybtatkboard and
dataflow architecture. Personal information is estloin infospaces
that are running in computers owned by end-useit) data
flowing between these computers in a controlledhifas In this
section, we describe how developers can make usthreé
different pieces of functionality—operators, serviescriptions,
and active properties—to build applications.

Methods and Operators

Infospaces support two general kinds of methadsndout In-
methods affect what data is stored within an indogp and
include add and remove. Out-methods govern anyldatng an
infospace, and include query, subscribe, unsulescaibd notify.

Each infospace also containperatorsfor manipulating tuples.
Operators are chainable pieces of code that camdted to an
existing infospace to extend and customize it tatwk needed
without having to modify the main body of code. @msupports
three different kinds of operators: in, out, andlaroperatorsare
run on all tuples coming in through in-methods. éxample in-
operator is one that checks the infospace’s acum¥sol policies
to make sure that this is a tuple that is allonethé addedOut-
operatorsare run on all tuples going out through out-methéas
example out-operator is one that blocks all outgdimples if the
user is in invisible modeOn-operatorsare operators that run
periodically, such as garbage collection. Tablddws a full list
of operators provided in Confab by default.

Operator Type Description

In Enforce access policies
Enforce privacy tags
Notify on incoming data
Enforce access policies
Enforce privacy tags
Notify on outgoing data
Invisible mode

Add privacy tag
Interactive

On Garbage collector
Periodic report
Coalesce

Table 4. Confab provides several built-in operators.
Operators can be added or removed to customize what
personal information a tuple contains and how it flows to
others.

Out

The two Enforce Access Policies operators (in- aud) let end-
users specify access policies for their infosp&sxeral different
conditions can be specified for authorization, ucidhg who is
requesting the data, what data they are requedting, old the
data is, what Internet domain or IP address theyraquesting
from, as well as the current date and time.

The two Enforce Privacy Tags operators are usegui the
preferences specified in privacy tags into actiime out-operator
version makes sure that data that should not leavinfospace
does not, while the in-operator version does thmesavith
incoming data. Together, a set of infospaces cawige peer
enforcement of privacy tags, helping to ensure tHata is
managed properly (see Figure 3). Assuming thatetupre
digitally signed, peers can also detect if privéags have been

Bob's
InfoSpace

Alice’s A2
InfoSpace

Carol’s
InfoSpace

=~ Bob has data
*’ he shouldn't

\
Figure 3. An example of peer enforcement. (1) Alice shares
her location data with Bob. This data has been tagged to be
deleted in seven days. Suppose seven days have passed,
and that Bob passes the data on to Carol. If this is an
accidental disclosure, then (2) his infospace prevents this
from occurring. If this is intentional, then (3) Carol can
detect that Bob has passed on data that he should not
have, and (4) notifies Alice.

altered, thus detecting that an infospace is notllvag personal
information properly. However, this feature is notet
implemented in the current implementation of Confab

The Notify operators are used to send short mesgaggive end-
users feedback about who is requesting informasiod when.
Notify operators can currently be configured to dsenessages
either through email or via instant messenger.

The Invisible mode operator can be used to blotloaigoing
tuples and return the value of “UNKNOWN?” to all gies. The
Invisible mode operator can also be configuredeurn some
pre-specified value, allowing users to make “wiigs”. The Add
Privacy Tag operator is used to add end-user oticapipn
defined privacy tags on outgoing tuples.

The Interactive operator can be used to give eedsusontrol
over disclosures. In the current implementationemvia request
comes in and the Interactive operator is activeingle GUI is
displayed, giving the end-user several options,luiting

disclosing the requested information just this gngeoring it, or

denying access permanently. An example of this inderface is
shown in Figure 6.

The Garbage Collector operator is run periodicalylelete data
that have privacy tags that specify that they sthivel deleted. The
Periodic Report operator sends an email to the ovafiean
infospace, providing a periodic summary of who haguested
what (e.g., every day, week, or month). The Coalegrerator is
used to delete tuples with repeated values. Fanpbe suppose a
user has a sensor that updates her infospace withcurrent
location information every minute. If she has naived for an
hour, there will be sixty tuples with the exact salocation value.
Here, the Coalesce operator sorts all of the londtiples by time
and deletes tuples with duplicate values, keepinty d¢hose
needed to determine when she entered and exitethidn.

Operators are loaded through a configuration fitestartup, and
are executed according to the order in which theyewadded.
Each operator also has a filter that checks whethapt it should
be run on a specific tuple. When an in- or out-rodtfs called, a
chain of the appropriate operators is assembledtizer run on
the set of incoming or outgoing tuples.



<Service name="Tourguide"
description="Tourguide for cities"
keywords="Tourism, Location"
provider="Bob Inc"
url="http://bob.com/tourguide"
version="1.0">

<Option name="1"
dataformat="city"
datatype="location"
method="get"
offer="Events, Museum lines"
rate="15 minutes"
timespan="current" />

<Option name="2"
dataformat="zipcode"
datatype="location"
method="get"
offer="Stores, Recommendations"
rate="30 seconds"
timespan="current" />

<Option name="3"
dataformat="latlon"
datatype="location"
method="get"
offer="Route Finder, Real-time map"
rate="30 seconds"
timespan="current" />

</Service>

Figure 4. Confab’s service descriptions allow services to
give end-users various choices when using a service. This
example shows the service description for a mobile tour
guide service. The first option (where name="1") provides
information about events and the length of museum lines in
the city. To do this, the service needs the end-user’s
current location at the city level every 15 minutes.

Figure 5. Clients can maintain a list of properties they are
interested in through an Active Properties object, which will
automatically issue queries and maintain last known values.

Note that peer enforcement and automatic deletiadodata can
be trusted to execute on computers that an endhasecontrol
over, but not necessarily on computers owned bgrettShort of
a trusted computing base, there is no way of fgrathers to
delete data. Privacy tags let end-users providimtashying what
their privacy preferences are, and relies on sodegal, and
market mechanisms that others will do the righhghiln cases
where there is a strong level of trust, this wiiffiee and can help
prevent accidental disclosures. In cases where tisanot a great
deal of trust, other mechanisms, such as passingoanser-
grained data or anonymity, should be used.

Service Descriptions

Applications can publish service descriptions tHatcribe the
application, as well as various options that engksugan choose

from. For example, Scenario 2 described a mobilg guide
service that offered different kinds of informatidepending on
the precision of information Alice was willing thare.

Confab provides support for applications to spettigse different
options, as shown in Figure 4. These service dasmns provide
basic information about the service, for exampke nlame of the
service and a URL for more information. Serviceatigsions can
also contain options that describe what featurasdption offers,
what datatypes and dataformats are needed froenitheiser, and
how often the information will be queried.

When a client application first makes a requestrtanfospace, it
sends its service description. If the infospacede&n this service
description before, it simply uses the previouslyored
configuration associated with that description, ahhispecifies
whether to allow access and what option to usehdfinfospace
has not seen this service description before or previous
settings have expired, a default GUI is displaydtcty lets end-
users choose whether to allow access, what optiey want, and
how long the settings should last. This approaclegjiservice
providers a way of giving end-users flexibility owehat features
they are interested in using as well as what pyiteadeoffs they
are willing to make.

Active Properties

To simplify the task of querying for and maintaigioontext state
in applications, Confab provides attive propertiesobject for
clients (see Figure 5). Queries can be placed inaetive
properties instance and be periodically executegetaup-to-date
values. Last known values are also automaticalbyest, to
provide a level of fault-tolerance should the rexjaeor requestee
be temporarily disconnected.

Active properties supports three different kinds mbperties:
OnDemandQuery, which makes a request for new datmewer
its value is checked; PeriodicQuery, which periatljcchecks for
new data; and Subscription, which periodically reeg new data
from an infospace. After initial setup, clients camply query the
active properties using the property name (e.dice'docation”)

to retrieve the last-known value.

Summary

In summary, Confab’s data model and programming ehod
provide application developers with a framework anduite of
mechanisms for building privacy-sensitive applica. Operators
are used within an end-user’s infospace to helprobtie flow of
personal information, and can be customized ted#cific end-
user needs. Service descriptions are used by afiplis to
describe what kinds of personal information arededeas well as
at what granularity and at what rate. Active preipsrare used by
applications to automatically query and maintainnteatual
information about entities, simplifying programmifay clients.

3.4 Extensions for Location Privacy

Since location-enhanced applications are a ragtigrging area
of ubiquitous computing, Confab currently comeshwépecific

extensions for capturing and processing locatidarination. In

this section, we describe the Place Lab sensorceoand the
MiniGIS operator for processing location informatio

Place Lab [63] uses the wide deployment of 802 Wik access
points for determining one’s location in a privassnasitive



manner. The key observation here is that many dpeel areas
have wireless hotspot coverage so dense that @edidap. By
keeping a local cache of a Place Lab directoryctvimaps the
unique MAC address of a wireless hotspot to a mlaydatitude
and longitude, mobile computers and PDAs equippid WiFi
can determine their location to within a city block

This approach can be done without any special eggrip other
than a WiFi card, and also works indoors and iranorbanyons,
places where GPS does not always work effecti@lythermore,
since wireless hotspots can be detected passi@ftyputers can
determine their location without divulging any infmation to any
third parties or other entities.

Place Lab is currently implemented as a sensorceowithin

Confab, adding a tuple representing the user'satitatitude and
longitude into the user’s infospace every 60 seso@uir current
working database of WiFi access points for the Bamcisco Bay
Area (including the cities of San Francisco, OadllaBerkeley,
Palo Alto, and San Jose) has roughly 60000 nodetioed in
about 4 megabytes of data, making it feasible eoesbn PDAs
and laptops.

The MiniGIS operator transforms location informatisom one

datatype to another locally on one’s computer,efeample from
the latitude and longitude “37.7,-122.68" to théyaiame “San
Francisco”. This is useful for two reasons. Thetfils because
latitude and longitude are difficult to compreheamt need to be
put in a format semantically meaningful to peoflbe second is
that MiniGIS does this transformation locally withtadisclosing

any information to equivalent network services [(suas

Microsoft's MapPoint).

MiniGIS currently has several built-in location dfftpes,
including latitude and longitude, place name (“SétHl”), city

name, ZIP Code, region name (“California”) and oegicode
(“CA"), as well as country name (“United Statesfdacountry
code (“USA”). MiniGIS can also be used to reture tiistance
between two latitude and longitude pairs, as wsllqaery for
nearest locations, such as nearest places ansl citie

MiniGIS is built from public data sources from thiSGS and

GeoNET, and has roughly 30 megabytes of data. We hawe als

been manually collecting data for place names usinGPS
system, gathering the names of local cafes, lankbnand other
points of interest.

3.5 Implementation

Confab is implemented in Java 2 v1.5, and is ctiy@omprised
of 550 classes and approximately 55,000 physio&sliof code
(not including comments and boilerplate). Confabsud TTP for
network communication and is built on top of themibat web
server, making extensive use of Java servlets.iXBaitsed as the
query language for matching and retrieving XML &l with
Jaxen as the specific XPath engine.

The Place Lab sensor source is comprised of 18edaand 1700
lines of code. MiniGIS is comprised of 15 classed 8300 lines

! http://mappoint.msn.com
2 http://geonames.usgs.gov/stategaz/index.html
3 http://earth-info.nima.mil/gns/html/

of code. Both Place Lab and MiniGIS make use of NhySQL
open source database.

Confab also comes with a microphone source, wréchsied to
estimate activity level, as well as several webedasimulators for
faking location and activity data using a web bremws

4. EVALUATION

In this section, we describe the implementation thfee
applications we have built on top of Confab.

App #1 — Lemming Location-Enhanced Instant Mesgenge

Using Confab, we have built Lemming, a new locagmhanced
instant messenger client that provides two featimesddition to
standard clients. The first new feature is theigbib request a
user’s current location (see Figure 6). When atlonarequest is
received, the end-user can choose “Never allowhdwer allow
the requestor to see her location, “Ignore for nésvignore this
current request (the default), “Just this oncealtow the request
just this once, or “Allow if...” to always allow reqses under
certain conditions, such as fronaM® to 5°m or only between
Monday and Friday.

Figure 6. Lemming is a location-enhanced messenger that
lets users query each other for their current location
information. This screenshot shows the Ul that lets a
requestee choose whether or not to disclose their current
location. The large “1” on the side represents that this is a
one-time disclosure rather than a continuous disclosure of
location information.

Figure 7. This location-enhanced messenger lets users set
an away message describing their current location, which
automatically updates as they move around.



From a software architecture perspective, whercation request
is received, the end-user’s instant messengertéienes a query
to her infospace for her current location. Curgn@onfab does
not provide mechanisms for authentication, relyimgead on the
application itself to manage it. The infospace &Bet there is a
context tuple representing location informationd ahen checks
the age of the tuple to see if it can be considécedrent” (by
default, this is set to twenty minutes).

At this point, the tuple flows through the out-ogterrs defined in
the infospace. The three operators of interest &er¢he Enforce
Access Policies, Interactive, and MiniGIS operatdise Enforce
Access Policies operator checks if there is antiagispolicy

associated with the requestor and applies thatydfiiit exists.

The Interactive operator also checks if there igxsting policy,

and if there is not, brings up the user interfdu@s in Figure 6,
letting end-users set a policy. Lastly, the MiniGlferator runs,
transforming the data from “latitude and longitudi®®d “place”.

The second new feature is the ability to autombyicdisplay

one’s current location as an away message thatmeatitally

updates itself as one’s location changes (see &ig)r The

Lemming instant messenger client sets up a quergetothe

nearest “place” every 60 seconds, and then disphaglace as
the away message. Lemming currently defines thréseep
descriptions based on the user’s distance to thaep“at”, if the

distance is less than 10 meters; “near”, if théadise is less than
100 meters; and “nearest to” if the distance isaagrethan 100
meters.

Lemming uses the Hamsam library for cross-platfanstant

messaging Lemming is roughly 2500 lines of code across 23

classes. It took about 5 weeks to build, with thegamity of the
effort and code devoted to the GUI. Here, Confabvidies
support for acquiring location information, storingcation
information and privacy preferences, making loaatigueries,
automatically updating location information for thaway
message, and MiniGIS for processing location inftiom.

App #2 — Location-Enhanced Web Proxy

We have also built a location-enhanced web proxat ttan

automatically fill in fields on web sites (see Fig8). When the
proxy is started, it loads up a configuration fileat describes
which URLSs to look for, which HTML input fields tmodify, and

what values to insert in those fields. Some possiblues include
one’s current city, state, ZIP Code, and latitude ngitude.

Users can run this proxy locally on their compuad set their
web browser to use this proxy. Whenever the prateds one of
the pre-defined URLs, it modifies the HTML, insadithe current
location information and highlighting the modifiéiélds in blue.
To help protect the privacy of the user, the prisxyestricted to
accept connections only from localhost.

The location-enhanced web proxy is roughly 800diné code,
added to an existing base of 800 lines of code fewmopen-
source web proxy. It took about one week to buildre, Confab
provides support for making location queries fore'sncurrent
location, automatically updating one’s location, all as
MiniGIS for processing location information.

4 http://hamsam.sourceforge.net/

Figure 8. The location-enhanced web proxy can
automatically fill in fields requesting location information on
web pages. The page on the left is from MapQuest
(http://mapquest.com), with latitude and longitude
automatically filled in. The page on the right is a store finder
from  StarBucks  (http://starbucks.com), with city,

state/province, and postal code automatically filled in.

Building
BEARS
Service

Third-Party

Figure 9. An example setup of the BEARS emergency
response service. First, an end-user obtains their location
(1) and shares it with a trusted third-party (2). The end-user
gets a link (3) that can be sent to others, in this case to a
building (4). If there is an emergency, responders can
traverse all known links, getting up-to-date information
about who is in the building (with the trusted third-party
notifying data sharers what has happened).

App #3 — BEARS Emergency Response Service

One emerging application for location-enhanced pBons
Enhanced 911. E911 lets users share their locatidth
dispatchers when making emergency calls on moblilenes.
One’s location is only transmitted to dispatchersew the call is
actually made. While there are many advantagesQblEone
downside is that it is a discrete push system. dlzge no easy
ways of getting a person’s current or last-knowgatmn in
known emergencies, for example, an earthquakeilditoy fire,
or a kidnapping.

BEARS is a system we are developing to handle theses.

There are two tensions to balance here. On thénand, we want
location information to be highly available in thease of

emergencies. On the other, emergencies are ratresrand so we
also want some guarantees that location informatiitinbe used

exclusively for emergencies and for no other puegos



BEARS works by having a trusted third-party stone’s location
information in case of emergencies. This third yparan be a
friend or even a paid service whose business niedmiedicated
on providing location information only in the evenif
emergencies. Such services already exist with césjpeone’s
medical information, the best known of which is M&dert [3].
These services would have a significant marketnitige to use
location information only for stated purposes aondgibly a legal
obligation as well.

Figure 9 shows an example of how BEARS can be used
buildings to keep track of who is in the buildingdawhere they
are for emergency response purposes. First, arusgrdebtains
his location. He periodically sends his locatiorttte trusted third
party, which gives him one or more named links btacthis data.
The end-user can then share this link with othstgh as a
building. In case of emergencies, the link canrbeersed, with
last-known location information being retrieved rfrathe third
party, with the third party also notifying end-usethat their
information has been discloesd. This approach allemergency
responders to get critical location informationpyides a level of
redundancy should the user’s device or locatiotesys fail or if
the end-user is incapacitated, and provides a biasiel of
privacy.

The BEARS client is roughly 200 lines of code aadkt about 2
days to create. The reason for its small sizeasttiere is no GUI.
Here, Confab provides support for making continutacation
queries, as well as making updates to both theenluhird-party
and to the building server.

We have also used Confab to build prototypes ofiegions that
have minimal privacy concerns. One that is cureintlprogress
is emergency response support to help firefighterscene. Our
prototype uses sensors and PDAs to automaticalligegaand
disseminate information about the fire and aboat finefighter to
other nearby firefighters [40]. Another is a distried querying
system for supporting database operations, sugiraer project,
for streaming data and across multiple infospa86k [

5. RELATED WORK

There has been a great deal of work at providiraggamming
support for various aspects of ubiquitous contevdra
computing. This includes the PARCTab system [61dpl@wn
[44], the Context Toolkit [20], Contextors [17], rhbo [19],
Sentient Computing [6], Stick-E notes [56], MUSES5]1
SpeakEasy [23], Solar [16], XWeb [53], GAIA [60]n@world
[30], and iRoom [42]. Confab builds on this prevsowork, with
the key difference being that Confab’s architectuaed
mechanisms are focused on helping application dpeet and
end-users manage personal privacy.

Confab is closest in terms of data model and prograg model
to the PARCTab system [61] and iRoom [42]. In mavsys,
Confab’s data model can be thought of as a logiwalution of
the PARCTab’s Dynamic Environments. Dynamic Envinemts
are centralized data stores associated with relgtiarge places,
such as buildings. Each Dynamic Environment costgi@rsonal
information about people, places, and things wittsnpurview.
As people move from place to place, they also s$wittich
Dynamic Environment they are using. The key diffiees Confab
makes are decentralization of data so that persofaimation is

stored and processed on the end-user's computenuaf as
possible, a greater range of mechanisms for priwadyoth the
data model and in the programming model, and
compartmentalized extensibility thru operators.

The iRoom is a suite of software to support intévac
workspaces at the room level. Central to this ésHventHeap, a
shared tuplespace for the room in which input devican place
events and output devices can receive events. Bval of
indirection encourages looser coupling between iegpbn
components and fosters greater overall robusti@ssfab uses a
similar approach with its infospaces, separatingrages of data
(such as sensors) from the services and applicatiat use them,
with little or no knowledge of each other. Like tEwentHeap,
Confab also has a thin API with few methods. Theinma
difference between the EventHeap and Confab is Gloatfab is
specialized for building privacy-sensitive systerftnfab also
looks at supporting multiple infospaces to représpeople,
places, and things, rather than just one tuplesfmaoepresent all
events and information within a place. Again, Contakes a
decentralized approach, placing information abmd-esers on
their computers as much as possible.

There has also been some previous work on usintpldiights
management in managing personal information. Laingich
[47] described pawS, a privacy awareness systemuliazomp
that lets deployed systems announce P3P policieshaf data is
being collected, and offers database support féoreing those
policies.  Similarly, IBM has also introduced an té&mprise
Privacy Authorization Language [39] that lets depers describe
privacy policies and attach those privacy polideshe data as it
flows through a company. The privacy tags in Cordad similar
in spirit to these ideas, while also introducingtfer digital rights
management ideas, such as using location as a @@am
enforcing a maximum number of past sightings, arekrp
enforcement.

Confab also builds on the work by Spreitzer andifke [65],

who describe an architecture for providing locatinformation.

In their architecture, each user owns a User Adleat collects
and controls all personal information pertainingit® user, and
any request for such information must be routedugh the User
Agent which enforces predetermined access poli€iesfab takes
this same basic approach and extends it with arwialege of
privacy mechanisms, including notifications, tatgging, and
interactive requests, to support the developmenpeassimistic,
optimistic, and mixed-initiative type applications.

There has been a great deal of work in providingelte of
anonymity in networked systems. One system of rmee is
Gruteser and Grunwald’s work on spatial and tempdoaking
[34], in which a trusted proxy is used to adjust tesolution of
location reported to services based on the demsitysers in a
region. Since many users report their locationugtothe proxy,
user density is known. Thus, the proxy can prokdaonymity,
that is hiding one’s precise location by returnargarea that has
k-1 other people. Sweeney [66] has proposed a gkeapproach
for doing k-anonymity for static database tablegragating data
together into buckets to reduce identifiability. ddher approach
is to use mixes to make it harder to do trafficlgsia (e.g. [10]).
Confab currently does not have any built-in suppartmanaging
anonymity or for defeating traffic analysis, butut support
these approaches in its architecture. Confab alsades support



for application in which anonymity is not usefugrfexample,
situations with family, friends, co-workers, anddservices.

In summary,
infrastructures providing programming support amdteactions
for sensors, and while there have been many ing#litechniques
for managing privacy, Confab is the first to pravian extendable
design that provides software architecture supfmrtbuilding

privacy-sensitive ubicomp applications that are irojstic,

pessimistic, and mixed-initiative. Confab providesusable
mechanisms for both application developers ancefat-users in
managing personal information, as well as mechanisnd

abstractions for developers designing privacy-seesubicomp

systems.

6. FUTURE WORK

We plan on building more ubicomp applications omp tof

Confab, and are currently in the process of evelgathe

applications described above with real users tessshow well
people can understand the basic model of whatyters knows
about them and where their information is flowirlge privacy
implications in sharing personal information, ahé pverall ease
of interaction.

7. CONCLUSIONS

We presented an extensive analysis of end-user snead
application developer needs for privacy-sensitiystems. The
end-user needs were gathered through scenario-listeedews
we did on location-enhanced applications, and byrmalysis of
surveys, research papers, message boards, proaondeekisting
privacy protection laws, and design guidelines fmivacy-
sensitive systems. The application developer negule gathered
through an analysis of research and commercial oofyc
applications.

These needs led to the high-level requirements Of &
decentralized architecture, (2) a range of conémod feedback
mechanisms for building pessimistic, optimistic,damixed-
initiative applications, (3) plausible deniabilibuilt in, and (4)
exceptions for emergencies.

To address these needs, we developed Confab, kittdot
building privacy-sensitive ubicomp applications #éospectrum of
trust levels and privacy needs. From a softwaréitcture
perspective, Confab provides a framework and aeneietble suite
of mechanisms that application developers and eedsucan use
for managing privacy. This framework was designedhsthat
personal information is captured, stored, and E®eeg on the
end-user’'s computer as much as possible. This geewend-users
with a greater amount of choice and control thavipus systems
over what information they wish to share with other

We also illustrated how Confab was used to suppbg
implementation of three privacy-sensitive ubicongplacations,
including a location-enhanced instant messengefpcation-
enhanced web proxy, and an emergency responseappii
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