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ABSTRACT

Feedback is viewed as an essential element of ubiquitous
computing systems in the HCI literature for helping people
manage their privacy. However, the success of online social
networks and existing commercial systems for mobile loca-
tion sharing which do not incorporate feedback would seem
to call the importance of feedback into question. We inves-
tigated this issue in the context of a mobile location sharing
system. Specifically, we report on the findings of a field de-
ployment of Locyoution, a mobile location sharing system.
In our study, (n = 56), one group was given feedback in the
form of a history of location requests, and a second group
was given no feedback at all. Our major contribution has
been to show that feedback is an important contributing fac-
tor towards improving user comfort levels and allaying pri-
vacy concerns. Participants’ privacy concerns were reduced
after using the mobile location sharing system. Additionally,
our study suggests that peer opinion and technical savviness
contribute most to whether or not participants thought they
would continue to use a mobile location technology.
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laborative computing; K.4.1 Public Policy Issues Privacy.

INTRODUCTION

Location-based technologies, including mobile phones with
GPS capabilities, location-based contextual advertising, and
vehicular navigation systems, are becoming more prevalent.
These technologies may add an element of convenience to
people’s lives, but they bring a host of privacy concerns re-
lated to the storage, transmission, and sharing of data about
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users’ locations and movements. Past work in the HCI lit-
erature has emphasized feedback as an essential element of
ubiquitous computing systems [4, 17]. Providing users feed-
back, for example allowing them to browse a log of who
has requested access to certain information, can contribute
to social translucency, allowing people to more efficiently
use group-based systems [10].

Howeyver, the success of online social networks and exist-
ing commercial systems for mobile location sharing, which
do not incorporate feedback, would seem to call the impor-
tance of feedback into question. Facebook and MySpace,
the most popular online social networks (OSNs), have over
100 million active users each. The users of these systems
provide information, including their personally identifiable
information, lists of friends, and photographs, but receive
no feedback about who accesses this information. Similarly,
commercially available location-sharing providers, such as
Loopt and Helio’s Buddy Beacon, allow users to view friends’
locations based on their mobile phones but do not provide
information to users about who has been querying their lo-
cations.

Thus, the primary question we investigate in this paper is
“how important is feedback for managing personal privacy
in a ubiquitous computing system?” We report on the find-
ings of a user study involving a field deployment of a sys-
tem for mobile location sharing. Our study is unique in
several ways; to our knowledge, it is the largest such study,
(n = 56), based on the real-world deployment of an appli-
cation that allowed users to selectively disclose their loca-
tions to friends, acquaintances, and strangers within a social
network. In our study, one experimental group was given
feedback in the form of a history of requests for their loca-
tions, and a second group was given no feedback at all. Our
major contribution is to show that feedback is an important
contributing factor towards improving user comfort levels
and allaying privacy concerns. We show that, while both
groups’ significant initial privacy concerns abated over the
course of the study, the users who had access to feedback
were much more comfortable with being located by friends
and strangers after using the system. This improved comfort
level translated directly into greater location sharing, and we
observed that the users in the feedback group made them-
selves available for a greater period of time. Our study also
suggests that peer opinion and technical savviness contribute
most to whether or not participants thought they would con-
tinue to use a mobile location sharing technology.



We sought to understand how system feedback affects users’
privacy concerns, the way they specify their disclosure rules,
and their willingness to use the system. We believe the fol-
lowing results will help inform the design of future social
network and social interaction tools.

RELATED WORK

As mobile location technologies become ubiquitous, devel-
opers have begun offering products and services that lever-
age location information. These applications may not com-
prehensively address the privacy implications of this sensi-
tive geographic data [12]. As of now, location-based tech-
nologies are still on the cusp of becoming a “killer app.”
These technologies have been developed for both cellular
phones and laptop computers. Skyhook Wireless began of-
fering Wi-Fi positioning services in 2003.! Skyhook made
its web toolbar application Loki available? in 2006, allowing
users to view their own locations on a Google map. Since
2002, several products for cellular phones have been avail-
able, such as AT&Ts now-defunct Friend Finder [6], and
services and products currently being offered by Loopt® and
Helio (the Buddy Beacon).* Only recently have technol-
ogy providers begun to offer technology platforms on which
others can build location-finding applications, including the
iPhone SDK,’ Google’s Android SDK,® and Yahoo’s Fire
Eagle API that facilitates privacy-enhanced location-sharing.”
It remains to be seen how these services will be received by
the general public.

Several research groups have also developed location-finding
technologies for research purposes. These deployments in-
clude PARC’s Active Badges [30], Active Campus [3], My-
Campus [25], Intel’s PlaceLab [11], and MIT’s iFind [14].
Most of these efforts have focused on developing accurate
location-finding solutions, not extended field explorations of
user behavior.

Social Translucency and Feedback

While several OSNs do not provide feedback, others have
found it to be a useful feature in system design for creating
ties between users. Friendster and Orkut, OSNs, have added
“Who’s Viewed You” features with mandatory reciprocity.
Several online dating sites offer a feedback feature, variously
named “Who’s viewed me” (Match.com®, Yahoo! Person-
als®) or “My Stalkers” (OkCupid.comlo).

The research community has looked at the question of feed-
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back from different angles. On the one hand, feedback has
been found to be one of the major principles that should be
considered when designing new systems to mitigate privacy
concerns [4, 13], yet comprehensive methods of feedback
are restricted by the timing, perceptibility, obtrusiveness, in-
trusiveness, and cost of those mechanisms [4]. For example,
in Bellotti and Sellen, feedback was added in an audio-video
environment via a LED to indicate the recording of the cam-
eras, but projecting the names of people who could watch
the public area was found to be too expensive and intrusive.
New technologies and interfaces have made it easier to pro-
vide more comprehensive feedback.

With these new web interfaces, users can audit the actions
the system has taken on their behalf and monitor how peo-
ple use the system. Feedback also provides social pressure
which should help to avoid abuses of the system. Previous
work has also focused on leveraging feedback from users
through machine learning techniques to increase the accu-
racy of user privacy and security policies [26]. Promisingly,
Stumpf et al. [29] found that users were willing and able to
provide considerable amounts of auditing feedback to sys-
tems that show improvement in their reasoning, based on
each user’s responses.

Studies of Privacy in Location-Based Applications
Generally, people have significant privacy concerns about
broadcasting their location to others [2, 3, 21] (for a com-
prehensive survey of privacy in HCI see [15]). Such privacy
concerns may be one of the top reasons for the slow adop-
tion of location-based services [18]. However, concepts of
privacy often adapt to changing social norms that surround
the use of new technology [4], so attitudes about location
information may shift over time.

Many previous studies of location-sharing applications have
employed a variety of methods to examine the usage of such
systems and privacy concerns that these systems raise. The
Experience Sampling Method (ESM) has been employed by
several researchers to determine how much information peo-
ple would share and to what degree of detail [7], the so-
cial context of location-disclosures [19], and the context in
which people are willing to share their location information
[1]. Similarly, diary studies and small laboratory experi-
ments have also been conducted [3, 8, 23] to examine the
usefulness and invasiveness of the technology. Deployments
of such systems have typically involved small groups of par-
ticipants who were members of an existing social group,
where the requested responded via SMS with their location
information (in the case of Reno, developed by Intel Re-
search) [16, 27] or is automatically provided by Connecto
when the user’s phone is on [2]; or of groups who may
already be aware of or have access to each other’s location
information, such as family members using the Whereabouts
Clock [5]. While users are willing to share their locations
when presented with a request for that information [7, 19,
26], past work strongly suggests that users have concerns
over who is trying to find them and the context in which that
person is requesting a location [5, 7, 16, 19, 20, 27]. Others
have examined control mechanisms for mobile applications,
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finding that users will create groups of contacts for permis-
sion control [13, 23].

Our implementation of a mobile location-sharing system builds

upon this previous research with a large-scale field trial to
examine other factors that may impact participants’ privacy
concerns. We compare privacy concerns and usage of a mo-
bile location-sharing system for users who have been given
access to their disclosure history and those who have not.
Notably, our study deploys a mobile location application in
an OSN environment where queries are not limited to a small
number of pre-set contacts, buddies, or social relations. In-
stead, any Facebook user who can access our participant’s
Facebook profile may have the ability to view a participant’s
location, restricted by time-based rules. Our technology and
its implementation are described in the following section.

LOCYOUTION

Locyoution is our Facebook interface for a mobile location-
sharing application built on PeopleFinder [26] technology.
It consists of two main pieces of technology: software that
users install on their laptops and an application that is added
on Facebook. By using Facebook, we leverage a social net-
work of which participants are already a part [22, 24].

In Locyoution, the user interaction primarily occurs with the
Facebook application. We refer to participants in this study
as Locyoution users. Locyoution benefits from iterative im-
provements to the PeopleFinder system based on feedback
collected from several other pilots of the technology over
the previous two years [26].

PeopleFinder determines a user’s location based on the WiFi
access points in range, leveraging technology created by Sky-
hook Wireless. The Skyhook database provided generally
accurate information for the city and covered the majority of
the city. We also maintain a database of the buildings and
room numbers of all WiFi access points on the university
campus. When the Locyoution user is on campus, the build-
ing and room number information is listed on the user’s map.

When people wish to check a Locyoution user’s location,
they must go to that user’s Facebook profile and click on the
icon for the Locyoution application. They then are able to
view a map of that user’s exact location (address, city, and
state), subject to the rules that the user has defined.

User Interface

The Locyoution Facebook interface consists of three main
areas. The first area, “Home,” is viewable by Locyoution
users as well as by anyone on Facebook. The other two ar-
eas, “My Rules” and “Who Has Viewed Me,” are only view-
able by Locyoution users. Locyoution users are provided
with a username and password so that they authenticate with
the system once they add the Facebook application, linking
their laptop software with their Facebook account.

Home Screen

After the installation of the Locyoution software and Face-
book application, the user is presented with the Locyoution
home screen on Facebook, as shown in Figure 1. This screen

has four elements. Common across all interface areas are
the first two elements: the Locyoution title bar and logo,
followed by a set of tabs. These tabs, in the Facebook style,
allow for navigation between pages. The final two elements,
which appear only on the home screen, are the Friends with
Locyoution list and the map. The Friends with Locyoution
list is the current Facebook user’s friends who have the Lo-
cyoution application installed; and, thus, can have their lo-
cations queried.

The map shows the location of any person that a user selects
from their list. If they have not yet located another user,
it will show them their own current location. Locyoution
allows a small degree of plausible deniability. Location re-
quests can be denied for two reasons: the locatee is offline,
or has a rule that does not allow the for the disclosure of
his or her location. If the request is not a success, the user
is presented with a message which simply indicates that the
requestee’s location is not available at that time.

Rules Screen

From the tabbed navigation area, Locyoution users can re-
turn Home or to go edit or view their rules via the “My
Rules” tab. The Rules interface (Figure 2) allows users to
control when others can view their location.

Rules in Locyoution are solely time-based rules, e.g. Only
show my location between 9 am and 6 pm on Mondays and
Wednesdays. Users can define rules based on specific days
of the week and a combination of times of the day. Partici-
pants may also add additional durations to rules.

When a location request is made, that request is passed to
the server, and if the request falls within the allowable pe-
riod, the map location is passed back to be displayed on the
Home screen; otherwise, the “unavailable” message will be
displayed on the Home screen.

Due to limitations at the time of the study, we were unable
to allow users to create group-specific rules. While Patil
and Lai have found that people like defining permissions by
group [23], being able to use Facebook, a social commu-
nity with which that they are already familiar, was worth the
tradeoff of group rule-defining functionality. Facebook has
recently added functionality to define settings and permis-
sions based on “Friend Lists.”

Who Has Viewed Me

The final tab in the Locyoution interface allows users to see
who has viewed their location as a history or audit log, as
shown in Figure 3. When a Facebook user clicks on the
Locyoution map graphic on a Locyoution user’s profile page,
the identity of the requester is recorded. Additionally, the
time of the request, the Locyoution user’s location, and the
system’s decision are stored.

Users can view the location requests made of them, and each
request is colored green or red based on whether or not their
location was displayed to the requester. Locyoution users
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Figure 1. The Locyoution ”Home” interface, displayed in Facebook. It shows, by default, the user’s own location, and presents a list of friends using
Locyoution. This allows users to quickly query their friends locations without having to navigate to each of their Facebook profiles individually.

can also indicate their satisfaction with the decisions of the
system by clicking the “Thumbs Up” or “Thumbs Down”
buttons, styled after Facebook’s system wide user satisfac-
tion mechanism.

Facebook Privacy Settings

Facebook itself also provides a comprehensive set of con-
trols for users to protect their privacy. Users are able to
change the privacy settings for their applications to restrict
who is able to view the application on their profile page.
Users of Locyoution can restrict the Facebook application
privacy settings to “My Networks & Friends,” “Some Net-
works (which the user selects) and Friends,” or “Friends
Only.” For actual usage of this feature see Table 3. The de-
fault setting for Locyoution allowed all networks & friends
to access Locyoution.

LOCYOUTION STUDY

We examined the use of Locyoution in a field investiga-
tion. Participants, solicited from a university population,
were asked to install and use Locyoution over a period of
four weeks. The study consisted of four phases: a pre-study
questionnaire, Locyoution installation and troubleshooting,
Locyoution deployment, and an exit survey. In Phase 1, par-
ticipants completed a questionnaire and study consent forms.
In Phase 2, participants were provided with a Locyoution
username and password, and installation tutorials. We pro-
vided assistance to anyone who had difficulty installing the

software and viewing their location. In Phase 3, participants
were asked to use Locyoution. Usage patterns of Locyoution
were determined by examining server logs. Finally, in Phase
4, participants completed an exit survey on their experience
with Locyoution.

To determine the impact of feedback on the privacy attitudes
and adoption of our mobile location application, participants
were divided into two conditions:

No Feedback condition: Participants did not receive infor-
mation about who had requested their location (n = 30).

Feedback condition: Participants were able to view their
location disclosure history (n = 26).

Method

We recruited participants from a university population, of-
fering a $20USD online gift certificate as compensation for
completion of the study. We posted flyers around campus,
and advertised on university mailing lists. We realized that
there was a significant potential for participant attrition due
to the nature of the study (a field investigation with a rela-
tively “hands-oft” approach), and thus recruited a large num-
ber of participants. After respondents completed the pre-
study survey, we invited 123 users to participate in our study.
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To mimic real world usage, participants were simply pro-
vided with instructions online for participation, no physical
meetings or lab sessions were conducted. Participation in-
volved downloading and installing the Locyoution software
and adding the Facebook application. Users were also pro-
vided with a username and password so that they could link
their laptop software to their Facebook account.

In the course of the study, we disqualified 6 users for not
completing all pre-study requirements and 1 due to a oper-
ating system related incompatibility. Additionally, 16 users
dropped out: 3 people were unable to get the software to
work, 3 people did not have wireless on their laptops, 2
people were too busy to use Facebook, 2 people were too
concerned about their privacy to use the technology, and
6 people declined participation for indeterminate reasons.
Of the remainder, 75 users added the Facebook application.
From this group, 64 were able to successfully use the soft-
ware and Facebook application. Of those, 56 participated
in our active data collection phase of the study. The results
discussed in this paper are based on the data analysis of these
56 participants.

Data Analysis

The duration of the study was 4 weeks: the first two weeks
consisted of installation and troubleshooting, during which
the majority of participants were away from campus for a
week, and the final two weeks consisted of “normal” us-
age. We kept in touch with participants periodically, sending
email reminders about using Locyoution. To the feedback
group, we sent information about the “Who Has Viewed
You” feature of the application. Our data analysis covers
the full 4 weeks of the study.

After the conclusion of the study, we analyzed the usage of
Locyoution and the results of the pre-study and exit surveys.
We examined differences between the conditions and their
privacy attitudes, technology acceptance, and rule usage. In
the next sections, we focus on the implications of privacy,
feedback, and rule expressiveness.

Usage

Examining the number of requests made to locate our 56
participants, we see that there were a total of 233 requests
made by others, or about 4 requests per participant over the
main usage period of two weeks. Of those requests, 43.4%
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ticipants were less uncomfortable afterwards with allowing themselves
to be located by friends and strangers. This explains the statistical
significance for both conditions combined (top section), where overall
participants are more comfortable with displaying their locations to
friends and strangers than they were prior to using Locyoution.

were successful. Between the two conditions, there were
no statistically significant differences between the propor-
tion of successful requests, or requests where locations were
returned to the requestees, Fisher’s exact p = 0.57, with
44.9% of resuests being successful in the no feedback condi-
tion and 40.3% of requests being successful in the feedback
condition.

PRIVACY

Participants were asked about the level of concern they had
with using a location-sharing application before and after
they used Locyoution. We wished to study any differences in
perceived privacy concerns before and after participants used
the mobile location-sharing technology. In the surveys, users
indicated their level of concern using a Likert scale from 1
- 7, ranging from no concern to extremely concerned. Prior
to using Locyoution, participants indicated they had moder-
ately high concerns for their privacy, M = 4.63 (99% CI =
4.04 - 5.21). After using Locyoution, the level of concern
they had for their privacy (M = 3.96, 99% CI = 3.31 - 4.62)
was reduced a statistically significant amount, £(55) = 2.21,
p=0.031. Based on these results, we see that users of Locy-
oution were concerned about their privacy prior to using the
technology, and after a month of usage, participants’ privacy
concerns were slightly reduced.

To examine the impact of relationships on willingness to
share location, participants were asked, prior to the study,
about the level of comfort they thought they would have with
friends, acquaintances, and strangers finding their locations
anytime, at times they had specified, or at locations they had
specified. As expected, participants were much more com-
fortable, in general, with friends finding their locations as
compared to acquaintances, and acquaintances as compared

to strangers. The differences between each of the types of
relationships is statistically significant.

When comparing within each relationship type the period
when their location information would be shared, we see
that people are the least comfortable with allowing any of the
groups to view their locations at anytime. For friends and ac-
quaintances, participants indicated that they had the highest
level of comfort sharing their locations using location-based
rules. For strangers, participants were equally uncomfort-
able with allowing access using time-based rules or location-
based rules.

Before | After | ¢ statistic | p value
Friends 5.71 6.32 -2.94 0.005
Acquaintances | 4.45 4.70 -0.99 0.33
Strangers 2.12 | 2.70 -2.33 0.02

Table 1. Comfort levels of being located by certain groups of people
before and after using Locyoution. Paired T-tests have a degree of
freedom of 55 for each type of relationship. Mean values are based
on a Likert scale from 1 - 7, ranging from not comfortable at all to fully
comfortable.

At the end of the study, we again asked our participants how
comfortable they had been with allowing friends, acquain-
tances, or strangers view their locations subject to time-based
rules. See Table 1 for mean values and significance levels
and Figure 4 for a graphical comparison. For the aggre-
gate dataset, we found that participants, afterwards, were
statistically significantly more comfortable with friends and
strangers viewing their locations than they had been prior to
using the system. While comfort levels for acquaintances
also increased, this difference was not statistically signifi-
cant.

Based on responses to the exit survey, we see the differen-
tiation between privacy concerns in the Feedback and the
No Feedback conditions. Participants with feedback were
much more comfortable with being located by friends and
strangers, compared to their perceived levels of comfort at
the beginning of the study, based on results of paired T-tests
by condition. We attribute the statistical significance for the
aggregate dataset (Table 1) to the change in comfort levels to
people in the Feedback condition. For participants who did
not receive feedback, we observe that their comfort levels
did not change after using the system. See Table 2 and Fig-
ure 4 for these results. Participants in the Feedback condition
assumed they would be comfortable with being located by
friends based on time-based rules. After using Locyoution,
they became much more comfortable about being located
by friends. Participants in the Feedback condition were not
comfortable being located by strangers, even with time re-
strictions. After using the system, they became slightly less
uncomfortable about being located by strangers at the time
allowed by their rules.

In summary:
e People have privacy concerns about sharing their location,

but experience with the system slightly reduced their pri-
vacy concerns.



Cond. | Before | After | t statistic | p value
Friends F 554 | 654 -3.14 0.004
NF 5.87 | 6.13 -1.03 0.31
Acq. F 4.65 | 4.89 -0.59 0.56
NF 4.28 45 -0.81 0.42
Strangers F 1.89 | 2.96 -2.90 0.008
NF 233 | 247 -0.43 0.67

Table 2. Comfort levels of being located before and after using Lo-
cyoution by condition and relationship type, Friends, Acquaintances
(Acq.), and Strangers. Paired T-tests have a degree of freedom of 25 for
the Feedback condition and 29 for the No Feedback condition. Mean
values are based on a Likert scale from 1 - 7, ranging from no concern
to high concern.

e People who had received feedback become more comfort-
able with sharing their location information with friends
and strangers.

e Users in the Feedback condition had a lesser degree of
concern for their privacy after using the technology.

FEEDBACK

Based on the pre-study questionnaire, participants were in-
terested in knowing who had looked at their Facebook pro-
files, M =5.02 (99% CI = 4.44 - 5.59), (based on a Likert
scale from 1 - 7, from not interested at all to extremely inter-
ested), but were neutral about how they would feel if others
knew they were looking at other people’s profiles, M = 3.96,
(99% CI = 3.31 - 4.62), (based on a Likert scale from 1 - 7
from not comfortable at all to fully comfortable). As one
participant noted, “So, I'm interested in seeing who has seen
me, but obviously, I'm concerned [about] them knowing if I
looked up their locations.” There is lack of reciprocity; want-
ing information for yourself, but not wanting others to have
that same information.

At the end of the study, we surveyed the Feedback condition
on their experiences and opinions of the “Who Has Viewed
Me” feature. To the No Feedback condition, we presented
screenshots of the “Who Has Viewed Me” interface to solicit
their viewpoints on the future inclusion of such a feature.
The majority of people in both conditions wanted feedback
(76.9% of those who had it were happy they did and 83.3%
of those who did not have it wanted it, Fisher’s Exact p =
0.58). Only one person in the Feedback condition would
have preferred an opaque system.

We asked our participants if knowing who had viewed them
made them or would have made them more willing to share
their location with others. For those in the Feedback con-
dition, having feedback made them more willing to share
their location (84.6%). Fewer people in the No Feedback
condition thought having feedback would make them more
willing to share their location (56.7% were willing, 23.3%
were not willing, and 20% were unsure). These differences
were marginally significant, Fisher’s exact p = .09.

In summary:

e In general, people want to know who has been viewing
them. But, for those who did not receive feedback, more

people were unwilling or unsure if they would be more
willing to share their locations with others.

e The desire to know who has been viewing one’s profile is
compelling enough that participants would be willing to
trade in an opaque system to have it.

RULE EXPRESSIVENESS

To examine the impact and usability of rules, we asked peo-
ple to rate the usefulness of time-based rules and to provide
feedback on other types of rules. Participants, in general,
indicated that they were able to easily create and define rules
(M =5.4,99% CI=4.79 - 5.9), they were confident that their
rules represented their privacy preferences (M =5.3,99% CI
=4.73 -5.77), and most were confident that the rules worked
(M =5.53,99% CI =4.87 - 5.43). When asked if time-based
rules provided enough control (M = 4.95, 99% CI = 4.47 -
5.42), most agreed.

Users were also asked about their likelihood of using addi-
tional types of rules. We found that users say they are likely
to use rules based on groups of people or friend lists, (M =
5.88 (99% CI = 5.48 - 6.27) and location based rules (M =
5.45 (99% CI = 4.86 - 6.03). Means are based on a Likert
scale from 1 - 7 ranging from very unlikely to very likely.
Users said they were less likely to use proximity, making
one’s location available to people within 1 mile of you, and
granularity-based rules, displaying only the city or state of
their current location, (Mg, qnularity = 4.34, 99% CI = 4.96
- 3.72; Myrogimity = 3.68, 99% CI =3.13 - 4.23).

Another type of rule that several users requested was that
of being able to “include/exclude specific people rather than
networks.” These whitelists or blacklists would allow users
fine-grained control over who is able to see their location
information. Having the ability to restrict a mobile location
technology to actual, real friends, yet still use the convenient
medium of Facebook may also have a significant impact on
reducing privacy concerns and encouraging the continued
use of such an application.

Feedback | No Feedback
All Networks/Friends (Default) 57.7% 46.7%
Some Networks/All Friends 7.69% 3.33%
Only Friends 34.6% 50.0%

Table 3. The Facebook-based application privacy settings used by par-
ticipants in the Feedback and No Feedback conditions. The differences
in proportions are not statistically significant, Fisher’s exact p = 0.22.

Examining participants’ use of Facebook’s application-
based privacy settings, we see that the majority of partici-
pants (51.8%) used the default setting of allowing “All of
their networks and friends” to view the Locyoution appli-
cation in their profile. The other large proportion of users
(42.9%) changed this setting so that only “Friends” could
use Locyoution to locate them. Differentiating by condition,
a greater proportion of people in the No Feedback condition
set their Facebook privacy settings to that of “Friends Only,”
but the differences in proportions are not statistically signifi-
cant. See Table 3 for the proportions and privacy settings for
each condition.
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Figure 5. The number of hours per week that a user’s rules allowed him or her to be viewable at the conclusion of the study are displayed above split

by the Feedback and No Feedback conditions.

After the conclusion of the study, we examined the users’
final rules, per condition, to evaluate how “open” the rules
were in terms of number of hours that users allowed them-
selves to be found. The average number of hours that partic-
ipants in the Feedback condition made themselves available
(M = 122.7 hours) is greater than that in the No Feedback
condition (M = 101.5), see Figure 5; but the differences in
the one-sided T-test (p = 0.096), are only marginally sig-
nificant. It may be that people who have feedback made
themselves available for a greater number of hours because
they are more comfortable with the use of the system. Due
to the “Who’s Viewed You” feature, they can see when, how
often, and by whom they are being queried and adjust their
rules accordingly.

e Users in the study seem to feel comfortable enough with
the level of control they were given to actually use the
system, while at the same time indicating that they wished
they had access to more expressive rules.

e Participants were relatively happy with time-based rules,
but feel that they would be likely to use location-based
rules and group-based rules.

e Users of mobile location sharing systems may make their
locations viewable for a greater number of hours (if using
time-based rules) if they can see who has been checking
their locations.

TECHNOLOGY ADOPTION

To explore what factors contribute to the continued use of
location-based technologies, we included a series of ques-
tions in the pre-study survey and in the exit survey based on
a model of technology adoption for privacy-enhancing tech-
nologies [28]. This allows us to determine participants’ gen-
eral privacy attitudes, how technically savvy they were, their
opinions on the ease of use of the technology, the importance
of the perceived control they had with the ability to create
rules, their sense of helplessness in the use and existence
of such a technology, the opinion of their peers of mobile
location technologies, and their opinion of new technology

representing positive progress in the world. We conducted
a logistical regression to determine whether people could
continue to use the technology, based on these factors. The
results of the regression are presented in Table 4.

# Cronbach’s | Wald

. 5 | pvalue

1tems o X
Condition - - 0.33 0.57
Control 1 - 0.02 0.89
Easy to Explain 1 - 0.57 0.45
Helplessness 4 0.82 2.32 0.13
Peer Opinion 2 0.71 9.2 0.002
Privacy Scale 6 0.86 1.34 0.25
Tech. Savviness 3 0.80 5.82 | 0.016
Tech. Progress 1 - 0.50 0.48

Table 4. Above, the technology adoption factors included in our pre-
study and exit surveys are presented showing their influence in contin-
ued use of location-based technology. In the logistic regression model,
the Wald’s x? degrees of freedom is 1 and n = 56.

The logistic regression model has a likelihood ratio x? =
0.0001, indicating that the factors included in the model
have a significant impact on whether or not people decide to
continue using the mobile location sharing technology. The
model has a max rescaled R? of 0.57, indicating that the
factors included in the model can explain about 57% of the
variance in deciding whether to continue using the mobile
location sharing technology. The two main significant fac-
tors are peer opinion (p = .002), and technical savviness (p
= 0.016). For every 1-point increase in the 7-point scale for
peer opinion, the odds of continuing use of the technology
are increased by a factor of 4.44. Similarly, for every 1-point
increase in the 7-point scale for technical affinity, the odds
of continuing use are increased by a factor of 2.64.

e Peers have a significant impact on whether or not a user
will accept and continue to use a mobile location-sharing
technology.

e The more technically savvy someone is has an impact on
whether or not a user will continue to use a mobile loca-
tion sharing technology.




DISCUSSION

In this field experiment, we find that feedback can play a
role in the adoption of mobile location-sharing technologies.
Despite the success of existing OSNs or mobile location
technologies that lack feedback, feedback has a role in the
comfort of using such technologies. For designers of ubiqui-
tous computing technologies, we offer the following insights
to consider as they develop new technologies.

Context

Designers should consider the context of their technology.
This overall context may have an impact on whether or not
feedback is necessary. In the case of real-time location re-
quests, people desire social translucency due to the sensi-
tive nature of this information. The interface and technical
mechanisms in place in our mobile location-sharing tech-
nology allowed the system to provide to users details of
who had viewed their locations. Subsequently, this infor-
mation played a role in easing people’s privacy concerns.
In other cases, for example, the viewing of online profiles
(Facebook), current music choices (last.fm), or the number
of miles run (Nike Plus), may not be as sensitive, and may
not require feedback in order to encourage adoption and use.

Control

Designers should examine the types of controls and the
amount of expressiveness that the controls provide. We find
that people are willing and able to use rules to control access
to their location information, and feedback does not cause
the users to lock down or severely restrict their information
sharing, certainly a present fear of many OSNs, but may ac-
tually lead to more open policies. For future systems, mobile
location-sharing technology developers may be well served
by building disclosure history feedback into their systems as
well as methods to define more expressive privacy prefer-
ences. Offering a diverse palette of rule types to govern the
disclosure of personal location information empowers peo-
ple to protect their own privacy, lessening concerns. While
the top current OSNs do not have any system translucency,
this initial work may address many of their reservations.
Giving users more control over their privacy and knowing
that this information is likely to make users more comfort-
able with the spectrum of people inquiring about their infor-
mation are both positive for the OSNs.

Bells & Whistles

Designers should understand the characteristics of customer
they are trying to target. In addition to the technology ac-
ceptance model’s tenets of perceived usefulness and per-
ceived ease-of-use [9], other factors may influence technol-
ogy adoption. We have seen that the adoption of a mo-
bile location-sharing technology depends highly on tech-
nical ability. While developers need to target the “bleed-
ing edge,” they must maintain a positive buzz about their
services to keep users and their peers enthusiastic about
location-based technologies. As OSNs continue to grow in
features and population, we hope to see a balancing of the
amount of social translucency and information users receive
and their comfort in exploring and using the network.

CONCLUSION

This research presents the findings of a study examining the
impact of control and feedback for sharing location disclo-
sures. Based on a four-week field investigation of a mobile
location-sharing application embedded in an online social
network, our findings can inform the design of mobile social
systems.

Our findings are the following:

e Providing feedback to users about when and by whom
they have been queried tends to make them more com-
fortable about sharing location information.

e Feedback is a wanted feature in such a system and makes
users more willing to share their location information.

e Users are able to use time-based rules to control access to
their location information, and they feel that these rules
accurately represent their privacy preferences.

e In addition to time-based rules, users also indicated that
they are likely to use location-based and group-based
rules.

e Users who have feedback are more likely to set rules that
make themselves findable for a greater number of hours.

e Peers and technical savviness have a significant impact on
whether or not a user will accept and continue to use a
location technology.
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