Why do we care about privacy?

· Protection from theft 

· Discomfort over surveillance (lack of control over our lives)

· Starting over

· Creativity and freedom to experiment

· Most pragmatically from this class' perspective, privacy hasn't been adopted in UbiComp

Privacy concerns range from everyday risks to extreme threats

Fundamental tension with UbiComp: there is a lot of data collected, but it can be good or bad

Media seems to pick up heavily about UbiComp privacy concerns

Privacy by Design - Principles of Privacy-Aware Ubiquitous Systems

What is privacy?

Kinds of privacy: Bodily, Territorial, Communication, Information - UbiComp is most concerned about information privacy

There are many different philosophical outlooks on information privacy. These different philosophies lead to different ways of designing privacy-sensitive approaches.

· View #1: Principles vs. Common Interest:

· Principle: Privacy is a fundamental right, govt not given right to monitor people (Libertarian view)

· Common Interest (communitarian): think about the benefit to society if we give up individual privacy

· Ex. License plates, national ID cards, mandatory HIV testing

· View #2: Self-determination vs. Personal Privacy

· Self-determination (data protection): Arose due to databases becoming increasing more prevalent in 1970s. Led to Fair Information Practices. Deals more with rules and contracts between individuals and govt/orgs (doesn't work well for person to person). More deterministic and rule-based.

· Personal Privacy: How I express myself and control access to myself. More fluid and personal-based.

· Most examples deal with both of these.

· View #3: Privacy as Solitude: "the right to be let alone"

· Comment: "It's about control. The freedom to operate socially or when not to"

· View #4: Privacy as Anonymity: Hidden among a crowd

· Web proxies work like this. Lots of people use the same proxy, so each individual is protected (strength in numbers).

· Location anonymity/k-anonymity: you know it's one of us in an area, but not which one.

· Comment: "Why would you give location information in a half-hearted way? You're not giving the precise location. Why would you want to do that" "It allows for plausible deniability." "Who would be sending the information to and why do you want to hide it?" That wasn't really addressed in the issue" "In stores they often take your zip-code, which I don't mind giving out so they can't find my house"

· Comment: "It sounds like we're crippling technology to get obfuscation. Can't you just hack it to find out?" "It's hard to achieve in practice. There is a counter-example though: once there was a fire drill with motion sensors, one person was walking around then exiting, they could identify him by his movement. he also learned that the person on the other floor didn't do that"

· Comment: "When AOL released that data, they were able to identify individuals based on search queries" "We were actually partially responsible for that. They were trying to help out Lorrie Cranor."

· It's hard to tell how difficult re-identification of information will be.

· View #5: Transparent Society: multi-way flow of information would be better (police can see me, so i should be able to see them). The US govt knows a lot about us, but we also know a lot about them due to oversight.

· View #6: Don't Care / Fundamentalist / Pragmatist:

· Don't Care: I've got nothing to hide. "You've got zero privacy anyway. Get over it."

· Fundamentalist: Don't understand tech (or do and are worried about it). Don't trust other's to do the right thing.

· Pragmatists (communitarians): Cost-benefit.

Why is privacy hard?

· Hard to define until something happens

· Risks are not always obvious

· Burglars found license plates of travelers then robbed their homes

· Change in comfort with time and/or experience

· Studies show you're first year online you won't buy much, then after that you're a lot more comfortable

· Cause and effect may be far in time and space

· Storage makes it difficult to hide embarrassing events

· Malleable depending on 

· Data is getting easier to store

· Embarrassing things from the past

· Function creep: social security numbers not used for other things

· Hard to predict effect of disclosures

· Hard to tell what companies are doing with our information

· Market incentives are not aligned

· They want as much info from you as possible

· Easy to misinterpret

· Went to drug rehab clinic, why?

· bad data can be hard to fix

· Ted Kennedy on the TSA watch list

· Comment: "I don't know tons of data about my parents. Children in the future may be able to know much more, 'I know you did it, I saw your facebook profile'" "Change over time is more about how people's privacy preferences change over time. Ex: cookies in web browsers and security cameras in airports." "That suggests that if people know about the information that's being captured they can adjust their behavior." "Lots of information that is held in private databases about individual citizens is incorrect due to clerical error. The point, is that you cannot go in and check if this information is correct or not." "You couldn't get your credit checked until recently."

Fair Information Practices (FIPs)

· Established by Alan Westin

· More of a self-determination / data protection view of data.

· There are a set of principles (which vary in number) that govern how organizations should deal with personal information: 

· Openness and transparency

· Individual participation

· Collection limitation

· Data quality

· Use limitation

· Reasonable security

· Accountability.

· Comment: "Policies are time-consuming and difficult to interpret. It takes energy to be paranoid" "Southwest Airlines makes their ticket policies easy to use" "Let's think about UbiComp, what if I had to read and agree to a new policy for every device in the room?" "You take an approach where you say 'this is what I care about' and have it let me know if something violates this" "Are policies on websites even implemented?" "Most people do implement it but use a poor policy that's been propagated throughout the internet" "People make a policy, how do you guarantee that the people who read the same policy get the same information? How can an application that uses an intended policy make sure they are enacting the same thing?" "That's one of the advantages of using P3P, at least everyone's using the same specification language" "Well, should we make a regulation about it?" "That's going to make UbiComp even harder to implement" "It's interesting to see how many people use the standard EULA forms because they aren't personalized for the specific application" "I think it's because in most companies the developers aren't the one's writing the policies, the legal team is."

Adapted FIPs for UbiComp

· Presents a method of analyzing UbiComp systems

· He makes a strong assumption that designers are trying to do "the right thing" (doesn't account for evil people)

· Notice: physical beacons beaming out p3p policies, you have a personal system that logs policies. Will this cause you to be overwhelmed by notifications or will these notifications be difficult to understand?

· Comment: "What responsibility do system designers have to the end-users?" "Is there a set of standards for developers?" "There is for security systems, but maybe not for the systems you are describing" "Government uses capability-security model, so they only buy things above a certain level and can certify that you are indeed at that level" "A lot of the P3P comes from a rationalistic/cognitive standpoint, not a lower-level standpoint. Are more things we can do at a gut-level that would convey the P3P policy"

· Choice and consent: Need a way to confirm that a person has consented. Can digitally sign a "contact" notification. How do people specify these policies, do they really match what people really want. What happens if you don't agree? Ex: Can't use the hospital if you don't sign the HIPA form."

· Anonymity and Pseudonmity: Try to eliminate any trace of identity or have a disposable identifier not linked to actual identity. What kinds of services can be offered anonymously?

· Comment: "You can use humidity sensors to measure who's nearby. An example where the sensor cannot record identity"

· Proximity: Limit behavior of smart objects base on proximity. Simple mental model, but might be hard to use in practice. Could be easy to subvert.

· Locality: Information tied to places it was collected in. Require physical proximity to query. Weakness: limits much of the utility.

· Access and Recourse: Knowing what the system knows about you. What mechanisms are there for recourse? Minimizing information collected to avoid this issue, but is this possible in practice?

· Comment: "Active badges in UPMC. Locating physicals wasn't as invasive since they were doing that anyway. The data was being stored digitally" "People that design the tech aren't as concerned cause they know how it works. Participatory design may assist in eliminating concerns since each affected party is informed and a stakeholder in the design process. Nurses didn't want to wear the badges since there wasn't much value added to them" "Badges you wear at work track where you are going, but we don't really worry about that" "There's the reality that she deals with and there's the perceieved reality that the management deals with. Active badges enforce that I can't work in the way that makes the most senes -- spend 30 min in one room, 2-3 in other rooms -- management onle gets one piece of information, not the whole picture." "Maybe for the nurses that information couldn't be used for punishment" "Trust can be achieved through practice and experience, but it can also be achieved through trusting the party who is using the data"

Design for Privacy in Ubiquitous Computing Environments

Trying to describe a framework for thinking about and analyzing systems.

For each of "Capture", "Construction", "Accessibility", and "Purpose", think about "Feedback About" and "Control Over"

They had 11 different criteria for evaluating UbiComp systems.

Discussion Points: Is privacy always good?

· Maybe privacy isn't always good since it can be used as a shield for abusive behavior.

· Supermarket tracks your behavior, but it provides benefit in terms of cheaper prices

· Reputation management needs non-privacy
· Can streamline economic transactions
