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SecurityProtocolAnalysis

•Formalmethodscanbeusedfortheverificationofsecurityprotocols:

agentsexecutingtheprotocolsaremodelledasconcurrentprocesses,

describedbymeansofanappropriatelanguage,i.e.,thespi-calculus.

•Modelcheckingandreachabilityanalysisrelyonexplorationofthe

spaceofthissystem.Thesequencesofactions(traces)areanalysed

tocheckwhethertheyleadtoaninsecurestate.
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TheAttackerModel

FormalmethodsforprotocolanalysisusuallyfollowtheDolev-Yaoattacker

model:the(hostile)environmentcanmanipulateanymessagetravelling

overthenetwork,synthesizenewmessagesbypairing,encryption,and

decryptionofpreviouslyknownmessages,etc.

StateExplosionProblem:protocolstypicallygenerateaninfinitenumberof

traces,asanagentmayexpectanyoftheinfinitelymanymessagesthe

environmentcansendonthenetworkatanytime.
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SymbolicAnalysis

•Replacetheinfinitelymanytransitionsarisingfromaninputactionby

asinglesymbolictransition;

•Representthereceivedmessageasavariable;

•Addconstraintsonthisvariableasthecomputationproceeds.

Bibliography:

•[Amadio,Lugiez00],[Boreale01],[Millen,Shmatikov01],etc.
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Example

LetP=a(x).lety=deck(x)inP′.

〈ε,P〉−→〈a〈x〉,lety=deck(x)inP′〉

−→〈a〈{x′}k〉,P′[{x′}k/x][x′
/y]〉

Note:Thedecryptionofxusingkisresolvedbyunifyingxand{x′}kfor

somefreshx′(mguθ=[{x′}k/x]);yisreplacedbytheresultofthe

decryption,i.e.,x′.
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Problem

TheDolev-Yaomodelassumesblack-boxencipheringandperfect

cryptography.Insomecases,thisisanover-simplification.

Forinstance,theanalysisofaprotocolbasedonmodularexponentiation

shouldtakeintoaccounttheoperationsinvolvedintheprotocol

(exponentiation,product)andtheir‘relevant’algebraiclaws;even

operationsnotexplicitlymentioned,providedtheyareconsideredfeasible,

mustbeaccountedfor,sinceanadversarymighttakeadvantageofthem.
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Diffie-HellmanProtocol

Theprotocolhastwopublicparameters:alargeprimepandagenerator

αforZ∗p.AandBgeneratesnAandBgeneratesnB∈Z∗p.Next,AandB

exchangetheirpublicvalues:

1.A−→B:exp(α,nA)

2.B−→A:exp(α,nB).

Finally,AcomputesK=exp(exp(α,nB),nA)=exp(α,nA×nB),andB

computesK=exp(exp(α,nA),nB)=exp(α,nA×nB).

3.A−→B:{d}K.
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Contribution

Weextendasymbolicmethodforautomaticanalysisofsecurityprotocols

tohandlemodularexponentiationand,inparticular,theDiffie-Hellmankey

exchange.

RelatedWork.Recently,someprotocolanalysistechniques([MS03,

CLS03,Her02])havebeendevelopedwhichtakeintoaccountanattacker

modelwithsomeequationaltheory.

Ourmodelislessprecisethanothers(notably[MS03]),itsmainlimitation

beingaboundonthenumberoffactorsthatmayappearinanyexponent.

However,forsuchrestrictedmodel,weofferadecisionmethod.
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SymbolicFramework

Ourapproachreliesonasymbolicframeworkforprotocolanalysisin

presenceofavarietyofcrypto-functionsandlow-leveloperations.

MainIdea

•Toformaliseaprotocolbymeansofalanguageakintotheappliedpi.

•Togiveasymbolicoperationalsemanticsbasedonunificationand

suchthatprovidesfiniteandeffectiveprotocolmodels.

•Toprovideamethodtocarryouttraceanalysisdirectlyonthe

symbolicmodel.Undercertainconditionsontheprimitivesthe

symbolicmethodisprovencomplete.
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GeneralFramework

•ForΣasignatureoffunctionsymbolsf,g,...,TΣisthealgebraof

termsgivenbythegrammar:

ζ,η::=u|f(ζ̃)

•AframeFisatriple(Σ,M,↓),where:

–Σisasignature;

–M⊆EΣisasetofmessagesM,N,...;

–↓⊆EΣ×Misanevaluationrelation.

•GivenaninitialsetofmessagesS,thesetH(S)consistsofallthe

expressionsinductivelybuiltbyapplyingfunctionsofΣtoelementsof

S.AmessageMisdeduciblefromS,S`M,ifandonlyif

∃ζ∈H(S):ζ↓M.
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AFrameforDiffie-HellmanProtocol(1/3)

SIGNATUREΣ={α,unit,1,{·}(·),dec(·)(·),exp(·,·),root(·,·),

·×·,mult(·,·),inv(·),inv′(·),(·)
−1
}

FACTORSf::=u|u−1

PRODUCTSF::=1|f1×···×fk

KEYSK,H::=f|exp(α,F)

MESSAGESM,N::=F|K|{M}K
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AFrameforDiffie-HellmanProtocol(2/3)

(MULT)mult(ζ1×···ζk,ζk+1×···×ζn) ζi1×···×ζin1≤k<n≤l

(INV1)inv(ζ1×···×ζn) inv′(ζ1)×···×inv′(ζn)n≤l

(INV2)inv′(ζ−1) ζ

(INV3)inv′(ζ) ζ−1

(INV4)inv′(ζ)×ζ unit

(UNIT1)unit×ζ ζ

(UNIT2)unit 1
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AFrameforDiffie-HellmanProtocol(3/3)

(DEC)decη({ζ}η) ζ

(EXP)exp(exp(ξ,η),ζ) exp(ξ,mult(η,ζ))

(ROOT)root(exp(ξ,η),ζ) exp(ξ,mult(η,inv(ζ)))

(CTX)
ζ ζ′

C[ζ] C[ζ′]

EVALUATIONζ↓ηiffζ ∗η
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Discussion

Therelation isterminatingbutnotconfluent.Infact,the

non-determinismof isintendedtomodelthecommutativityandthe

associativityoftheproductoperation,asreflectedintherule(MULT).

ModelRestrictions:

1.afixedupperbound(l)onthenumberoffactors;

2.productandinverseoperationscannotbeappliedtoexponentialsand

toencryptedterms;

3.exponentiationstartsfromthebasisα,andexponentscanonlybe

products.

Note.Startingfromatermobeyingtheaboveconditions,anattackeris

capableof‘deducing’allACvariantsofthemessagerepresentedbythat

term.
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ProcessSyntax

A,B::=0(null)

|a(x).A(input)

|a〈ζ〉.A(output)

|lety=ζinA(evaluation)

|[ζ=η]A(matching)

|A||B(parallelcomposition)

|(newa)A(restriction)
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Diffie-HellmanSpecification

A=(newnA)a1〈exp(α,nA)〉.a2(x).letz=exp(x,nA)ina3〈{d}z〉.0

B=(newnB)b1(y).b2〈exp(α,nB)〉.letw=exp(y,nB)inb3(t).

lett′=decw(t)inB′

P=A||B.
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ConcreteOperationalSemantics

•Anactionisatermoftheforma〈M〉(inputaction)ora〈M〉

(outputaction).

•Atraceisasequenceofactionssuchthatanyinputmessagecanbe

synthesizedfromtheknowledgetheenvironmenthaspreviously

acquired.Formally,itisaclosedstringssuchthat

∀s1,s2,a〈M〉,ifs=s1·a〈M〉·s2thens1`M.

•Aconfiguration〈s,P〉isapairconsistingofatracesandaprocessP.

Note:s`Mabbreviatesmsg(s)`M.
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TransitionSystem

Basicreductionrules:

(INP)〈s,a(x).P〉−→〈s·a〈M〉,P[M/x]〉s`M,Mclosed

(OUT)〈s,a〈ζ〉.P〉−→〈s·a〈M〉,P〉ζ↓M,Mclosed

Note:Rule(INP)makesthetransitionrelationinfinite-branching,sinceM

rangesovertheinfinitesetofdeduciblemessages.
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TransitionSystem(Cont.)

Otherrules:

(LET)〈s,lety=ζinP〉−→〈s,P[M/y]〉ζ↓M,Mclosed

(MATCH)〈s,[ζ=η]P〉−→〈s,P〉ζ↓M,η↓N,M=N

(PAR)
〈s,P〉−→〈s′,P′〉

〈s,P||Q〉−→〈s′,P′||Q〉
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SecurityProperties:Specification

Propertiesareexpressedintermsofcorrespondenceassertions:

•α←↩βinsifactionαalwaysoccurspriortoactionβins;

•s|=α←↩βif,foreachgroundsubstitutionρ,αρ←↩βρins.

•C|=α←↩βif,foralltracessgeneratedbyC,s|=α←↩β.

Correspondenceassertionsaresuitedforsecurityproperties,suchas

secrecyandauthentication.
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AnExample:Secrecy

ThepropertythattheprotocolPintheaboveexampleshouldnotleakthe

datumdcanbeexpressedalsobysayingthattheadversarywillneverbe

capableofsynthesisingd,withoutpriorknowledgeofit.

Thiscanbeformalisedbyconsideringan‘absurd’action⊥(thatis

nowhereusedinagentexpression)andbyextendingPwitha‘guardian’

process:g(x).0.Thesecrecypropertytocheckisthen:

〈ε,P||g(x).0〉|=⊥←↩g〈d〉
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SymbolicSemantics

Weequiptheframeformodularexponentiationwithasymbolicevaluation

relation(↓s),whichisinagreementwithitsconcretecounterpart(↓).

Intuitively,ζ↓θηmeansthatζevaluatestoηunderallinstancesρofθ.

Therelation↓sispresentedinthenextslide.

Asymbolictraceσisatracethatmaycontainvariables.

Asymbolicconfiguration〈σ,A〉Sisapaircomposedbyasymbolictraceσ
andanagentA.
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SymbolicEvaluationRelation(1/2)

(MULTS)mult(ζ1,ζn)
θ
 s(xi1×···×xin)θ





1≤k<n≤l,

θ=mgu(ζ1=x1×···×xk,

ζ2=xk+1×···×xn)

(INV1S)inv(ζ)
θ
 s(inv′(xi1)×···×inv′(xin))θ

{
1≤n≤l,

θ=mgu(ζ=x1×···×xn)

(INV2S)inv′(ζ)
θ
 sx1θθ=mgu(ζ,x1

−1)

(INV3S)inv′(ζ)
ε
 sζ−1

(INV4S)inv′(ζ)×η
θ
 sunitθ=mgu(ζ,η)

(UNIT1S)unit×ζ
ε
 sζ

(UNIT2S)unit
ε
 s1
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SymbolicEvaluationRelation(2/2)

(DECS)decη(ζ)
θ
 sx1θθ=mgu(ζ={x1}x2,η=x2)

(EXP1S)exp(x,ζ)
θ
 sexp(α,mult(x1,ζ))θ=[exp(α,x1)/x]

(EXP2S)exp(exp(ξ,η),ζ)
ε
 sexp(ξ,mult(η,ζ))

(ROOT1S)root(x,ζ)
θ
 sexp(α,mult(x1,inv(ζ)))θ=[exp(α,x1)/x]

(ROOT2S)root(exp(ξ,η),ζ)
ε
 sexp(ξ,mult(η,inv(ζ)))

(CTXS)
ζ

θ
 sζ′

C[ζ]
θ
 sCθ[ζ′]

SYMBOLICEVALUATIONζ↓θηiffζ
θ1
 s···

θn
 sηandθ=θ1···θn
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SymbolicTransitionSystem

(INPS)〈σ,a(x).A〉S−→S〈σ·a〈x〉,A〉S

(OUTS)〈σ,a〈ζ〉.A〉S−→S〈σθ·a〈M〉,Aθ〉Sζ↓θM

(LETS)〈σ,lety=ζinA〉S−→S〈σθ,Aθ[M/y]〉Sζ↓θM

(MATCHS)〈σ,[ζ=η]A〉S−→S〈σθ,Aθ〉Sζ↓θ1M,ηθ1↓θ2N,

θ3=mgu(Mθ2,N),

Nθ3∈M,θ=θ1θ2θ3

(PARS)
〈σ,A〉S−→S〈σ′,A′〉

S

〈σ,A||B〉S−→S〈σ′,A′||B′〉
S

(sideconditiononB′)
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SymbolicSemantics:Example

LetP=a〈k〉.a(x).letz=root(x,k)inP′.Then,

〈ε,P〉S−→S−→S−→S〈(a〈k〉·a〈x〉)θ,P
′
θθ
′
〉S,

withθ=[exp(α,x1)/x](x1fresh)andθ′=[exp(α,x1×k−1)
/z].
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Symbolicvs.ConcreteSemantics

Theorem(soundnessandcompleteness).LetCbeaninitialconfiguration

andsatrace.ThenCgeneratessifandonlyifthereisσs.t.C
symbolicallygeneratesσandsisaninstanceofσ.

Bythisresult,thetaskofcheckingcorrespondenceassertionsisreduced

totheanalysisofthefinitelymanysymbolictracestheinitialconfiguration

cangenerate.
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TraceConsistency

Manysymbolictracesareinconsistent,i.e.,theycannotbeinstantiatedto

anyconcretetrace.Forexample,a〈{x}k〉·a〈x〉isinconsistent.

PropositionLetσbeasymbolictrace.Thenthereexistsafinitesetof

tracesRefinement(σ),whichareinstancesofσandhavethefollowing

property:foranys,sisasolutionofσifandonlyifsisasolutionofsome

σ′∈Refinement(σ).

Roughly,thesetRefinement(σ)iscomputedbyrepeatedlyunifyingeach

inputmessageinσtotermsthatcanbesynthetizedoutofprevious

messagesinσ.
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Refinement

Definition(Refinement)Refinement(�)istheleastbinaryrelationover

symbolictracesgivenbythefollowingrules,assumingthat(1)σ′isthe

longestprefixofσwhichisatrace,(2)σ=σ′·a〈M〉·σ′′,forsomeσ′′,
(3)N,N′/∈V∪V̂,(4)θ6=ε.

(REF1)
N′∈b(σ′)M=C[N]θ=mgu(N,N′)

σ�σθθ0

(REF2)
x∈v(M)

σ�σ[x̂/x]

whereθ0=[x/x̂|x̂∈v(σ)and|(σθ)\x̂|<|σ\x̂|].

Foranysymbolictraceσ,

Refinement(σ)={σ
′
|σ�

∗
σ
′

andσ
′

isatrace}.
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VerificationMethod

M(C,α←↩β)

1.computeModC={σ|C↘Sσ};

2.foreachσ∈ModCdo

3.foreachactionγinσdo

4.if∃θ=mgu(β,γ)and∃σ′=(σθθ′)∈SF(σθ)s.t.

5.αθθ′doesnotoccurpriortoβθθ′inσ′

6.thenreturn(No,σ′);

7.return(Yes);

Theorem.

•IfM(C,α←↩β)returnsYesthenC|=α←↩β.

•IfM(C,α←↩β)returns(No,σ)thenC6|=α←↩β.
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Diffie-HellmanProtocolAnalysis

1.ThesymbolicmodelModCDHiscomputed(inpractice,symbolictraces

aregeneratedandchecked‘on-the-fly’).

2.Thefollowingsymbolictraceσisconsidered:

s=a1〈exp(α,nA)〉·a2〈exp(α,x0)〉·a3〈{d}K〉·g〈t〉

3,4.Actionγ=g〈t〉isfoundthatunifieswithβ=g〈d〉,viaθ=[d/t].

5.ThesetRefinement(σθ)={σ′}iscomputedwhereσ′=σθθ′,and

θ′=[x̂0/x0].Bytheaboveproposition,σ′isaconsistenttrace.

6.Action⊥doesnotappearinσ′,hence,

7.(No,σ′)isreturned.

Anattacktotheprotocol,i.e.agroundtracessuchthatthe〈ε,S〉↘s

ands6|=Secret(d)=⊥←↩g〈d〉,isthenretrievedass=σ[nI/x̂0].
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ConclusionandFutureWork

Wehavepresentedamodelfortheanalysisofprotocolsbuiltaround

shared-keyencryptionandmodularexponentiation.Themodelisless

precisethanothers.However,forsuchrestrictedmodel,weoffera

decisionmethod.

Webelievethemethodiseffectiveinpractice,sincethesymbolicmodelis

compactandtherefinementprocedureisinvokedonlyondemand.We

areinprocessofintegratingourtechniqueintotheSTAanalysistool.

http://www.dsi.unifi.it/∼boreale/tool.html

Ourtechnicaldevelopmenthasbeenconfinedtomultiplicationand

exponentiation,butweareconfidentthattheapproachcanbeextendedto

otherlow-levelcryptographicprimitives(RSAencryption).


