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Abstract

The Internetis rapidly changingfrom a setof wiresand
switdhesthat carry padetsinto a sophisticatednfrastructue
that deliversa set of comple value-addedservicesto end
users.Serviceganrangefrombit transportall thewayup to
distributedvalue-addedservicedike videoteleconfeencing,
data mining, and distributedinteractive simulations. Befoe
sud servicescan be supportedin a geneal and dynamic
manner we haveto develop appropriate resouce manage-
mentmedanisms. Theseresouce managementehanisms
mustmakeit possibleto identify and allocateresoucesthat
meetserviceor application requirements supportboth iso-
lation and contmlled dynamicsharing of resouces across
organizationssharing physicalresouces, and be customiz-
ablesoservicesandapplicationscantailor resouce usageo
optimizetheir performance

The Darwin project is developinga setof customizable
resouce managemenmedhanismsthat supportvalue-added
servicesln this paperwepresenthesemedanismsdescribe
their implementatiorin a prototypesystemand describethe
resultsof a seriesof proof-of-concepexperiments.

1. Intr oduction

Thereis aflurry of actvity in the networkingcommunity
developingadwancedservicesnetworks. Althoughthe focus
of theseefforts varieswidely from perflow servicedefinitions
like IntServto serviceframavorkslike Xbind, they sharethe
overallgoalof evolving theInternetservicemodelfrom what
is essentiallya bitway pipe to a sophisticatednfrastructure
capableof supportingnovel advancedservices.

In this paper we considera network ervironment that
comprisesnot only communicationservices, but storage
and computationresourcesas well. By packagingstor
age/computationesourcesogethemwith communicatiorser
vices, serviceproviderswill be ableto supportsophisticated
value-addedervicessuchasintelligentcaching,video/audio
transcodingand mixing, virtual reality gamesanddatamin-
ing. In sucha service-orientedietwork,value-addedervices
canbecomposedh ahierarchicafashion:applicationsnvoke
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high-level serviceproviders whichmayin turninvokeservices
from lower-level serviceproviders;the mostbasicserviceis
providedby bitwayandcomputatiorproviders. Sinceservices
canbecomposedierarchicallybothapplicationsaandservice
providerswill be ableto combinetheir own resourceswith
resource®r servicedeliveredby otherprovidersto createa
high-qualityservicefor their clients.

Thedesignof sucha service-orientesietworkposeschal-
lengesin several areas suchasresourcediscovery, resource
managementservicecomposition,billing, and security In
this paper we focus on the resourcemanagemenérchitec-
ture and algorithmsfor sucha network. In particular we
obsenre that service-orientechetworkshave several impor-
tant differencesfrom traditional networksthat make exist-
ing network resourcemanagemeninadequate. First, while
traditionalcommunication-orientedetworkservicesarepro-
vided by switchesand links, value-addedserviceswill have
to managea broadersetof resourceshatincludescomputa-
tion, storage,and servicesfrom other providers. Moreover,
interdependencidsetweerdifferenttypesof resourcesanbe
exploited by value-addederviceprovidersto achieve higher
efficieng. For example, by using compressiortechniques,
onecanmaketradeofs betweemetworkbandwidthandCPU
cycles. Similarly, storagecansometimese tradedfor band-
width. Furthermoreyalue-addedervicesarelikely to have
service-specifinotionsof Quality of Servicg(QoS)thatwould
bedifficult to capturein ary fixedframevork providedby the
network. Thereforethe networkmustallow serviceproviders
to makeresourcdradeofs baseddn their own notion of qual-
ity. Finally, it mustnot only be possibleto makethe above
tradeofs at startup but alsoto adaptresourcenanagemenb
the changingnetwork conditionson an ongoingbasis. The
challengéds to accommodateervice-specifigualitiesof ser
vice andresourcenanagemeroliciesfor alarge numberof
serviceproviders.

To supportthesenew requirementsye aguethatresource
managemenmechanismshouldbe flexible sothatresource
managemenpolicies are customizableby applicationsand
serviceproviders. We identify threedimensionsalongwhich
customizatioris needed:space(what networkresourcesre
needed)time (how theresourcesreappliedover time), and
organizationlhow theresourcesresharedwith otherorgani-



zations).Additionally, themechanismsalongall threedimen-
sionsneedoto beintegrated sothatthey canleverageoff one
another

The Darwin projectis developinga comprehense setof
customizableesourcenanagementools that supportvalue-
addedservices. In this paperwe first identify key resource
managementequirementgSection2). We thenoutline and
motivatethe Darwin architecturg(Section3). In Sections4
through7 we describeeachof the four componentof the
Darwin architecturein more detail, and we illustrate their
operationusing several proof of conceptexperiments. We
demonstrate¢he integratedoperationof Darwin in Section8,
discusselatedvorkin Sectior®,andsummarizén SectionlO.

2. CustomizableResouice Management
2.1.Resource ManagementRequirements

Theattributesof value-addedervicedescribedn the In-
troductionsuggesseveralrequirements$or resourcenanage-
ment. We organizetheserequirementsnto the following
classesresourcenanagemerih spaceacrossorganizational
boundariesandin time.

e space Servicesneedto be ableto allocatea rich set
of resourceglinks, switch capacity storagecapacity
computeresourcesgetc.) to meettheir needs. Re-
sourcesshouldbe allocatedin a coordinatedashion,
sincethereareoftendependenciesetweerresources,
andthereshouldbe supportfor global optimizationof
resourcelse.

e organizations Serviceproviderswill wantto resere
someresourcesothey canmeetcertainminimal QoS
requirementsat the sametime, they will wantto dy-
namicallyshareresourcedor efficieng.. Mechanisms
areneededo isolateor dynamicallyshareresource
a controlledfashionacrossorganizations.

¢ time Conditionsin thenetworkanduserrequirements
changeover time. Servicesmustbe ableto quickly
changehow resourcesreusedandallocated sothey
canoperataundera broadrangeof conditions.

Becausef thebroaddiversityin servicesandbecausaser
vice providerswill wantto differentiatehemselesfrom their
competitorsthereis a strongneedfor customizationthatcuts
acrossthesethree dimensions: providers will want to cus-
tomizewhatresourceshey allocate how they shareresources
with other organizationsandhow they adapttheir resource
useovertime.

2.2.Darwin Resource ManagementMechanisms

While it mayseemmattractizeto have asingleresourcenan-
agemenmechanisnthatmeetgheabore requirementsthere
are several reasonswhy an integratedset of mechanismss
preferable First,resourcenanagemerdctvitiescoverawide
dynamicrangein bothtime andspace:sometasksareinvoked
rarely(e.g.only atapplicationsetuptime), wherea®thersare
invoked very often (e.g. on every packetpassingthrougha

router); differentactiities also have differentcosts. Simi-
larly, sometasksinvolve only local resourcege.g.thosein a
singleswitch),whereathersmightinvolve resourcescross
mary networks(e.g.optimizingthepositionof avideoconfer
encesener in amulticountryconferencecall). Finally, some
tasksrequiredetailednetworkknowledge(e.qg. selectingthe
right QoS parameterdor a guaranteedession)while oth-
ersrequiredomainspecificknowledge(e.g. determiningthe
computationatostof a MPEG to JPEGcorversion). Given
the diversity of thesetasks,softwareengineeringprinciples
amgueagainstbuilding a singlemonolithic,comple resource
managemeninechanism. Instead,the Darwin architecture
comprisesa smallfamily of relatedmechanisms:
¢ High-levelresouceallocation: thismechanismsome-
times called a resourceor servicebroker performs
globalallocationof theresource®asednahigh-level
applicatiorrequesttypically usingdomainknowledge
for optimization.ltstaskdncludeperformingtradeofs
betweerservicege.g.tradingcomputatiorfor commu-
nication) accordingto the application-selectegalue
metric (e.g.minimize cost,maximizeservicequality).
It mustalsoperformcoordinatedhllocationsfor inter-
dependentesourceée.g.sincetheamountof processor
powerrequiredoy asoftwareranscodeis proportional
to thebandwidthof videodataflowing throughit, these
two allocationsmustbe correlated.)We alsowantto
provide the ability in somecasesto interconnectn-
compatibleservicesor endpoints,for example auto-
matically insertinga transcodeiservicebetweentwo
otherwiseincompatiblevideoconferencgarticipants.
Thebrokerin the Darwin systemis called Xena[8].
¢ Low-level resouce allocation: this mechanismis a
signalingprotocolthat providesan interfacebetween
Xenas abstractview of the network and low-level
network resources. It hasto allocatereal network
resources—bandwidthyffers, cycles, memory—while
hidingthe detailsof networkheterogeneitjrom Xena.
The Darwin signalingprotocolis calledBeag|¢9].
¢ Runtimeresouce management this mechanismin-
jectsapplicationor servicespecificbehaior into the
network. Ratherthan performingruntime adaptation
at flow endpointgwherethe informationprovided by
networkfeedbacks potentiallystaleandinaccurate)it
allows rapidlocal runtimeadaptatiorat the switching
pointsin the network’sinteriorin responséo changes
in network behaior. Darwin runtime customization
is basedon contwol deleyates Java codesegmentsthat
executeon routers.
¢ Hierarchical Sheduling thismechanisnprovidesiso-
lation and controlled sharingof individual resources
amongserviceproviders. For eachphysicalresource,
sharingand thus contentionexist at multiple levels:
at the physicalresourcdevel amongmultiple service
providers, at the serviceprovider level amonglower
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Figure 1. Darwin components

level serviceprovidersor organizationsandatthe ap-

plicationlevel amongindividual flows. The hierarchi-

cal schedulenllows variousentities(resourceowners,

serviceproviders,applications}jo independentlgpec-

ify differentresourcesharingpoliciesandensurethat

all thesepolicy requirementsare satisfiedsimultane-

ously DarwinusegheHierarchicaFair ServiceCurve

(H-FSC)scheduler

Thesemechanismavere chosenbecausehey cover the
space,organization,and time requirementoutlinedin Sec-
tion 2, and becausedhey supportresourcananagemenvn a
varietyof time scalesandscopes.

The different resourcemanagemenimechanismsan be
tied togetherusing the abstractionof a virtual network A
virtual network,sometimeslsocalleda virtual mesh[23] or
supranefl2], isthesetof resourcethatareallocatecandman-
agedin anintegratedfashionto meetspecificneeds.Virtual
networkscanbe usedat the applicationand serviceprovider
level. An applicationmeshwould be createdn responseo
anapplicationservicerequestwhile a servicemeshcaptures
the resourcesontrolled by the provider to meetservicere-
guests.A virtual networknot only capturesesourcesbut it
alsocanincludestateandcodethatrepresentsr implements
resourcemanagemenpoliciesthat are appropriatefor those
resourcesFor example,the Darwin delegateshatimplement
customizeduntimeresourcenanagemerdreassociatedvith
thevirtual network. The creationof the virtual networkpro-
videsanopportunityto doglobalresourceptimizationandto
establiststatein thevirtual networkthatwill speedipruntime
adaptation.

3. Darwin
3.1.Darwin SystemAr chitecture

Figurel shavs how the componentin the Darwin system
work togetheito managenetworkresourcesApplications(1)
runningon end-pointscansubmitrequestdor service(2) to
aresourcebroker(Xena). Theresourcebrokeridentifiesthe
resourcesieededo satisfytherequestandpasseshis infor-
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Figure 2. Darwin node software architecture

mation(3) to asignalingprotocol,Beagle(4), which allocates
theresourcesFor eachresourceBeagleinteractswith alocal
resourcemanageto acquireandsetup theresource.Thelo-
cal resourcemanagemodifieslocal state,suchasthat of the
packetclassifierandscheduleshown in thefigure,sothatthe
new applicationwill receve the appropriatdevel of service.
The signalingprotocol can alsosetup delegates. Through-
out this processappropriateesourceauthorizationsnustbe
made. Resourcebrokershave to know what resourcepools
they are allowed to use, and the signalingprotocol and lo-
cal resourcanmanagersnustbe able to validatethe resource
allocationrequestaindsetup appropriatéilling or chaging.

Figure2 shawvs the component®n eachswitch nodeand
their most importantinteractions. The bottom part of the
picturecorrespondso the dataplane. Thefocusin this com-
ponentis on simplicity and high throughput. The top half
correspondgo the control plane. Activities in the control
planehappenon a coarsettime scale;althoughthereis only
a limited setof resourcesvailableto supportcontrol actii-
ties,thereis moreroomin thecontrolplanefor customization
andintelligent decisionmaking. We expectthatin general,
thelocalresourcananagewill executeona CPUcloseto the
datapath.Routing,signalinganddelegatespntheotherhand,
arenotastightly coupledto thedatapath,andcouldrunona
separat@rocessar

The Darwin architectureis similar in mary waysto tra-
ditional resourcemanagemenstructures. For example, the
resourcemanagemenmechanismégor the Internetthat have
beerdefinedn thelETF in thelastfew yearsely onQoSrout-
ing [28, 16] (resourceébrokers)RSVP[32] (signalingsimilar
to Beagle),and local resourcemanagerghat set up packet
classifiersandschedulersThe morerecentproposaldor dif-
ferentiatedservice[33] requiresimilar entities. The specific
responsibilitiexof the entitiesdiffer, of course,in thesepro-
posals.In Darwin, we emphasize¢he needfor customization
of resourcemanagementhierarchicalresourcemanagement
(link sharing),and supportfor not only communicationput
alsocomputatiorandstorageresources.



Figure 3. Darwin IP testbed topology

3.2.Darwin Testbed

TheDarwinsystemhasbeenmplementedandthroughout
thispapemwe shav theresultsof avarietyof experimentson-
ductedon the Darwin networktestbed. The topology of the

testbeds shavn in Figure3. ThethreeroutersarePentium Flowspees

Il 266 MHz PCsrunning FreeBSD2.2.5. The endsystems
ml throughn8 are Digital Alpha 21064A 300 MHz work-
stationsrunning Digital Unix 4.0. The endsystems1 and
p2 arePentiumPro200Mhz PCsrunningNetBSD1.2D and
FreeBSDR2.2.5respectrely, ands1 is a SunUltrasparovork-
stationrunningSolaris2.5. All links exceptthatbetweers 1
andwhi t ef ace arefull-duplex point-to-poirt Ethernetinks
configurableaseither100 Mbpsor 10 Mbps. Thelink to s1
runsonly at10 Mbps.

In the remainderof the paperwe describeXena, Beagle,
delggatesandhierarchicakchedulingn moredetail. Figure4
shavstheexamplethatwewill usethroughouthepaper The
top of the figure shavs the input to Xena. The centerpart
shaws the information that Xena passedo Beagle,and the
bottomsectionshows the informationusedto setup thelocal
resourcananager

4. Xena: ResourceAllocation in Space

The processof allocatingresourcesgitherby anapplica-
tion or provider, hasthreecomponents.The first component
is resourcediscovery: locating available resourceghat can
potentiallybe usedto meetapplicationrequirementsThisre-
quiresaresourcaliscovery protocol. The seconccomponent
is solvinganoptimizationproblem: identifying the resources
that are neededio meetthe applicationrequirementswhile
maximizing quality and/orminimizing cost. Finally, the re-
sourceshave to be allocatedby contactingthe providersthat
own them. In our architecture the first two functionsare
performedby a servicebroker called Xena, while the third
functionis performedby the signalingprotocolBeagle(Sec-
tion 7).

4.1. XenaDesign

The applicationprovides its resourcerequestto Xenain
the form of an applicationinput graph, an annotatedgraph
structureghatspecifieslesiredservice{asnodesn thegraph)
and the communicatiorflows that connectthem (as edges).
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Figure 4. Handling an application service re-
guest in Darwin

The annotationscan vary in their level of abstractionfrom
concretespecificationgplace this node at networkaddress
X) to moreabstractirectives(this noderequitesa serviceof
classS). Theseannotationsredirectlyrelatedo thedegreeof
control the applicationwishesto exert over the allocation: a
meshwith fewer (or moreabstractconstraintpresentsnore
opportunitesfor optimizationthana highly specifiedone.

In themostconstrainedpecificationtheapplicationspeci-
fiesthenetworkaddressewheretheserviceshouldbeplaced,
theservicegshemseles,andthe QoSparameterfor theflows
thatconnectthem. In this style of specification Xena’ opti-
mizationopportunitiesarelimited to coarseouting: selecting
communicationserviceprovidersfor the flows in the mesh.
In a lessconstrainedspecificationthe applicationcan leave
the networkaddresof a serviceunspecified. This provides
an additionaldegree of freedom: Xenanow hasthe ability
to placenodesandrouteflows. In addition,the application
canleave the exact QoS parametersinspecified put instead
indicatethe flow’s semanticcontent. An example of a flow
specificatiormight be Motion JPEG with specificframerate
andquality parametersln additionto providing sufiicientin-
formationto maintainmeaningfulapplicationsemanticsthis
approactyivesXenatheopportunityto optimizecostor qual-
ity by insertingsemantics-gservingtransformationgo the



mesh.For example whenaMotion JPEGflow needdo cross
a congestedetwork segment, Xenacaninsertmatchedpair
of transcoderst two endsof the networksegment. The first
transcodercorverts the flow to a more bandwidthefficient
coding format (suchas MPEG or H.261), and then corvert
it backto JPEGon the far side. Anotheroptimizationis the
lowest-costype unification: a group of nodesreceving the
samemulticastflow (say a video stream)needto agreewith
the senderon the encodingthatis used. If thereis no sin-
gle encodingacceptabldo all parties,Xenacaninsert“type
converter”nodesappropriately

A feasiblesolutionto the resourceselectionproblemis
onethat satisfiesall the constraintdbasedon service-specific
knowledgeor applicationspecification,e.g. entities at flow
endpointsmust agreewith the type of datathat will be ex-
changedGivenasetof feasiblesolutions Xenaevaluategach
accordingotheoptimizationcriteria.In Xenatheseptimiza-
tion criteriaareencodedy anapplication-specifiedbjective
functionthatmapscandidatesolutiongo anumericvalue: this
functionis composeaf a sumof terms,whereeachtermrep-
resentghe“quality” of aparticuladayoutchoice. Thisallows
applicationgo defineservicequalityin anapplication-specific
way. For tractability’s sakethe objective functionscurrently
must be selectedfrom a small setof built-in functionsthat
representuseful objectves; e.g. minimize price, maximize
throughput,minimize network delay By using application
specificcriteriato guideresourceselection Xenain effectal-
lowsapplicationgo customizehedefinitionof servicequality.

4.2.Implementation

Ourcurrentimplementatiorof Xenaincludegheinterfaces
to the other systementities (applications,serviceproviders,
and Beagle),plus the solving engineand optimizationsde-
scribedabore. The applicationinterfaceallows the spec-
ification of requestthat include nodes, flows, types, and
transcodersThecurrentXenaimplementatiomoesnothavea
generatesourcealiscorery protocol. Insteadjt offersamech-
anismthroughwhich servicescan register their availability
and capabilities. This information allows Xenato build a
coarsedatabasef availablecommunicatiorandcomputation
resourcesandan estimateof their currentutilization. Addi-
tionally, Xenamaintainsadatabas¢hatmapsserviceandflow
types(e.g.transcodingrtransmittinglPEGof acertainqual-
ity) to their effective resourceequirementge.g. CPU cycles
or Mbps). Finally, thereis adatabas¢hatcontainghevarious
semantics-preservinggansformationge.g. JPEG-to-MPEG)
andhow to instantiatehem.

Currently Xenaexpressegs optimizationproblemin terms
of an integer linear program,and turns it over to a solver
packagd5] that generates sequenc®f successily better
solutionsat successkely greatercomputatiorcost. Sincethe
optimizationproblemis generallyNP-hard,this approachs
only appropriatefor smallto mediumsize problems. Work
is in progreson definingheuristicsandothersimplifying as-

sumptionghatwill maketheproblemtractable.Thisapproach
will necessarilyradequality for performancei.e. our goalis

to find high quality (but not, in general optimal) solutionsat

areasonableost.

4.3.Example

Consideran applicationin which four scientistscom-
municatevia a videoconferencingool that usessoftware
MPEG/JPEGcodersandcollaborateon a distributedsimula-
tionthatrunsoveraneight-nodedistributedcomputingestbed
(depictedn Figure4(b)).

Figure 4(a) shows the abstractresourcemeshsuppliedto
Xena. For the sakeof clarity, somedetail has beenomit-
ted;for example,we have depictedccommunicatiorflowing in
onedirectiononly. For thevideoconferencingool, sincethe
scientistarephysicallylocatedattheirmachinestheapplica-
tion providesto Xenaspecificnetworkaddressegrl, n2, b,
n6) for the nodesparticipatingin the videoconferenceThe
nodesarealsoannotatedy therequestedervicetypes(Video
Source,Video Display). Note thatthe video sourceat n? is
capableof emittingonly MPEG. The nodesareconnectedy
amultipoint-to-multipoint flow (only partiallydepicted).This
flow specificatiordescribe®nly theconnectiity betweerthe
nodes;the flow’s exact QoS parametersre left unspecified.
For thedistributedsimulation theapplicationdoesnotspecify
whatnodesshouldparticipate.

Thescientistgequestheminimizecostoptimizationstrat-
egy andatthetime of therequestcomputatioris costlyrela-
tiveto communicatiorbecausef existing loads. This means
that,eventhoughit is simplestto useMPEGfor thevideo,the
lesscomputation-intensieall-JPEGsolutionis moredesirable
(Figure4). Xenacancompensatéor n2’s inability to emit
JPEGbhy employingthe MPEG-JPECGcorverterregisteredat
md; despitethe detourthroughmd andits computationcost,
this solution comesin at an overall lower costthanthe all-
MPEG approach.Moreover, dueto severeloadson nv/, n8,
andthe routerwhi t ef ace, which are expressedasa high
cost,the leastcostly solutioncollocateshe distributedsimu-
lation nodeswith the videoconferencaeodesat i, n2, nb,
n6. Oncenodeplacemenandroute selectionhasoccurred,
XenainvokesBeagleto performtheresourcellocation. The
inputsto Beagleareshovn in Figure4(b); they areexplained
in moredetailwhenwe discusssignalingin Section?.

5.CustomizableRuntime ResouiceManagement

We discusshow delggatescanperformcustomizeduntime
resourcenanagementjescribehe delegateruntimeerviron-
mentimplementedn Darwin,andillustratedelegateoperation
usinganexample.

5.1.Delegates

We usethe term “delegate” for codethatis sentby ap-
plicationsor serviceprovidersto networknodesin orderto
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implementcustomizednanagementf their dataflows. Del-

egatesexecuteon designatedoutersandcanmonitorthenet-

work statusandaffect resourcamanagemern thoserouters
througha control API, asshowvn in Figure2. Delegatescan

beviewedasanapplicationof active networks[25]: network
userscanadd functionality to the network. It is, however, a

veryfocusedapplication.Delggateoperationsrerestrictedo

traffic managemensodelegateswantto learnaboutchanges
in resourceavailability andmustbe ableto changeresource
use.

A critical designdecisionfor delegatesis the definition of
thecontrolinterfacej.e. the API thatdeleyatesuseto interact
with theervironment.If the APl is toorestrictive, it will limit
theusefulnessf delgyateswhile toomuchfreedomcanmake
the systemlessefficient. The definition of the API is driven
by the needto supportresourcenanagemenandit includes
functionsin anumberof cateories:

¢ Delggatescanmonitorthenetworkstatuse.g. conges-
tion conditions.

e Delggatescan changehow resourcesare distributed
acrosdlows: splittingandmeging of flows, changing
theirresourcaallocationandsharingrules,controlling
selectve packetdropping.

¢ Delggatescansendandreceve messagedpr example
to coordinateactivities with peerson otherroutersor
to interactwith theapplicationon endpoints.

o Finally, delegatescan affect routing, for example to
reroutea flow insidethe virtual networkfor load bal-
ancingreasonsgr to directa flow to acomputesener
thatwill performdatamanipulationgo, for example,
addcompressiomr encryptionto a flow.

The useof delgatesraisessignificantsafetyand security
concernsDelegatesarein generaluntrustedsotherouterhas
to ensurethatthey cannotcorruptstatein therouteror cause
other problems. This can be achieved througha variety of
run time mechanismge.g. building “sandbox”thatrestricts

| Methods | Description |

add Add nodein schedulehierarchy
del Deletenodefrom schedulehierarchy
set Changeparam.on schedulegqueue
dsc_on Activateselectve discardin classifier
dsc_of f Deactvateselectve discardin classifier
pr obe Readschedulegueuestate
regMoni t or Requeshasync.cong. notification
retrieve Retrieve schedulehierarchy

Table 1. Methods available at the Delegate/Local
Resour ce Manager API

beingprovided by a legitimateuser andat runtime,thelocal
resourcenanagehasto makesurethatthe deleyateonly acts
onflowsthatit is allowedto manage The authenticatiorand
authorizatiorof delegateswill beperformedointly by thesig-
nalingprotocolandthelocalresourcenanagerauthentication
andauthorizatiorhave notyet beenimplemented.

5.2.Implementation

Our currentframevork for delegatesis basedon Java and
usesthe Kaffe Java virtual maching[29], capableof just-in-
time (JIT) compilationandavailablefor mary platforms.This
ervironmentgivesusacceptabl@erformanceportability, and
safetyfeaturesnheritedfrom thelanguage Deleggatesareex-
ecutedas Java threadsnsidethe virtual machine“sandboX.
Currently delegatescanrun with differentstaticpriority lev-
els, althougha more controlled ervironmentwith real-time
executionguaranteess desirable.

The API that givesusersaccesgo resourcemanagement
functionsand event notificationis implementedas a set of
native methodsthat call the local resourcemanagerwhich
runsin the kernel. Table1 presentgshe methodsof the Java
classdel egat e. C schd, which implementsthe API to
the packetclassifierandschedulerCommunicatiorwasbuilt
on top of standard ava. net classes.Reroutingfunctions
have not beenimplementedyet. While this ervironmentis
sufficient for experimentation,it is not complete. It needs
supportfor authenticationrand mechanismdo monitor and
limit the amountof resourcesusedby delggates. We also
expectthe API to evolve overtime.

5.3.Experiment

We presenanexampleof how delegatescanbe usedto do
customizeduntimeresourcananagement.

Supposea network carriestwo typesof flows, dataand
MPEG video, similar to the examplein Figure4. If pack-
ets are droppedrandomly during congestionthe quality of
the video degradesvery quickly. The reasonis that MPEG

whatthe delgyatecanaccesspnd compiletime mechanisms streamdave threetypesof framesof differentimportance:l

(e.g. proof carryingcode). A relatedissueis that of security
At setuptime, therouterhasto makesurethatthe delegateis

frames(intracoded)are self contained P frames(predictive)
usesapreviousl or Pframefor motioncompensatioandthus



dependon this previous frame,and B frames(bidirectional-
predictve) use(andthusdependon) previousandsubsequent
| or P frames. Becauseof theseinter-frame dependencies,
losingl framesis extremelydamagingwhile B framesarethe
leastcritical.
WedirectthreeflowsovertheAspen-Tmberlinelink of the
testbed:2 MPEG video streamsand an unconstrainedUDP
stream.Bothvideosourcesendatarateof 30frames/second,
and our performancemetricis the rate of correctly receved
frames.Figure5 comparesheperformancef four scenarios.
In thefirst scenariothevideoanddatapacketsaretreatedthe
sameandtherandompacketiossegesultin averylow frame
rate. In the secondcase thevideo streamssharea bandwidth
resenationequalto thesumof the averagevideobandwidths.
This improvesperformancebut the video streamsare bursty
andtherandompacketiossduring peaktransferaneanshat
lessthana third of the framesarereceved correctly In the
third scenariowealsoplaceadelegateon Aspen.Thedelegyate
monitorsthe length of queueusedby video streamsandif
the queuegrows beyond a threshold,it instructsthe packet
classifierto identify anddropB frames;B framesaremarked
with anapplication-specifiedentifier. Packetdroppingstops
whenthequeuesizedropsbelon asecondhreshold.Figure5
shavsthatis quite effective: the framerateroughlydoubles.
Thereasonis that by restrictingthe presencef B framesin
thequeuethel andP framesareprotectedrom corruption.
While delggategrovide anelegantwayof selectvely drop-
ping B frames the sameeffect couldbeachieved by associat-
ing differentprioritieswith differentframetypes,i.e. layered
videocoding. In scenaridour we useadeleyateto implement
amoresophisticatedustomizediroppolicy. In scenaridghree,
typically too mary B framesare dropped,becauseall flows
aresimultaneoushaffected. A betterapproachs to only drop
the B framesof a subsef the video streamsassuminghat
is suflicient to relieve congestion.The advantageof having a
delegatecontrolselectve packetdroppingis thatit canimple-
mentcustomizedpoliciesfor controllingwhatvideo streams
are degraded. Scenariofour in Figure 5 shaws the results
for a simple“time sharing”policy, whereevery few seconds
the deleyate switchesthe streamthathasB framesdropped.
Thisimprovesperformancdy anotherl0-20%. Policiesthat
differentiatebetweerflows could similarly beimplemented.

6. Hierar chical Scheduling

For anindividual physicalresourcesharingandthuscon-
tentionexist at multiple levels: at the physicalresourcdevel
amongnultiple serviceproviders,attheserviceproviderlevel
amonglower level serviceprovidersor organizationsandat
the applicationlevel amongindividual flows. Theserela-
tionshipscan be representedby a resourcetree: eachnode
represent®ne entity (resourceowner, serviceprovider, ap-
plication), the slice of the virtual resourceallocatedto it, the
traffic aggreatesupporteddy it, andthe policy of managing
the virtual resourceeacharc representshe virtual resource

owner/userelationshipsFigure4(c)illustratearesourcesub-
treefor anapplication.

The ability to customizeresourcemanagemerpoliciesat
all sharinglevelsfor aresources oneof thekey requirements
and distinctive featuresfor service-orientechetworks. The
challengés to designschedulingalgorithmsthatcansimulta-
neouslysatisfydiversepoliciessetby differententitiesin the
resourcenanagemertree. This sectiondescribeshe Hierar
chicalFair ServiceCurve (H-FSC)schedulingalgorithm(first
describedn [24]) which meetgheabore constraint.

6.1.H-FSC Algorithm and Customization Features

In a H-FSCschedulerassociateavith eachlink is a class
hierarchythatspecifiegsheresourceananagemergolicy. Each
interior classrepresentsomeaggr@ate of traffic flows that
are managedy an entity suchasthe link owner, a service
provider, and so on. The resourcemanagemenpolicy for
eachentityis thenmappedo onethatcanbeimplementedy
the Fair ServiceCurve (FSC)algorithm. The goal of the H-
FSCalgorithmisto simultaneouslgatisfyall theFSCpolicies
of all entitiesin the hierarchy

In FSC,a stream is saidto beguarantee@ servicecurve
S;(+), if for ary time ¢,, thereexists atime t; < ¢, which
is the beginning one of streami’s backloggedperiods(not
necessarilyncludingt,), suchthatthefollowing holds

Si(ta — t1) < w;(ty, t2), 1)
wherew;(t1,t2) is theamountof servicereceved by session
i duringthetime intenval (1, ¢2].

Consideran entity that managesV streamswhereeach
streamcan be an applicationflow, or a flow aggregate. The
amountof resourcethe entity managess the serviceguar
anteedby its parententity, denotedby S(¢). Without going
into the detailsof the FSC algorithm, we statethatthe FSC
algorithmcan(1) guarante¢he servicecurvesfor all streams
if the stability conditionzfvzl Si(t) < S(t) holds;(2) fairly
allocatetheexcessservicelf someflows cannotusetheirguar
anteedservice.

We decidedo usetheH-FSCschedulem Darwinbecause
of thefollowing two importantpropertiesof H-FSC.First, as
long asthe stability conditionholds,H-FSCallows FSCpoli-
ciesto be combinedarbitrarily in a hierarchywhile satisfying
all of their requirementsimultaneously Second,the FSC
algorithm,which is usedat eachlevel in aH-FSCscheduler
providesa generalframevork for implementingmary poli-
cies. For example,by ensuringa minimumasymptoticslope
of S;(¢) independenbf the numberof competingstreamsa
guaranteedandwidthserviceis provided to stream:. By
assigningS;(t) to be S(t) - ¢i/Z§V:1 ¢; for all streams,a
weightedfair servicein which stream: hasa weight of ¢; is
implemented.Unlike variousfair queueingalgorithms,FSC
decoupleslelayandbandwidthallocation.

Due to the flexibility of FSCschedulersn implementing
generapoliciesandtheflexiblity of H-FSCin arbitrarilyinte-
gratingvariousFSCpolicies,variousentities(resourceown-
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Figure 6. FFT comm unication times under vari-
ous scenarios.

ers, serviceproviders, applications)sharingthe resourceat
differentlevels can independentlycustomizeor specify the
policiesof managingheir shareof thevirtual resources.

6.2.Implementation

The implementationof the H-FSC schedulerin Darwin
requiregwo extracomponentsa packetclassifierandan API
for signalingprotocols.

Beforethey canbescheduledincomingdatapacketamust
be classifiedandmappedo packetqueues.To supporttraffic
flowsof variousgranularitieswehavedevisedahighly flexible
classificatiorscheme Eachflow is describedy a9 parameter
flowdescriptor sourcdP addressCIDR-stylesourceaddress
mask,destinationP addressCIDR-styledestinatioraddress
mask,protocolnumber sourceport numbey destinationport
number applicationspecificlD (carriedas an option in the
IP header) and CIDR-styleapplicationspecificlD mask. A
zerodenotesa “don’t care” parameter Using this scheme,
flows suchasend-to-endl CP connectionsaggrejatesof traf-
fic betweemetworksandWWW, FTR TELNET servicesan
be specified. With the applicationspecificlD, we caneven
sub-dvide anend-to-endraffic flow into applicationspecific
sub-flavs, suchasthe differentframetypesin a MPEG flow.
ThecontrolAPI exportedby thescheduleis discussedh Sec-
tion 5. Theprocessingverheadassociatewvith classification
andqueueingn our implementations suitablylow for usein
our Darwintestbed Classificatioroverheads 3 us perpacket
with cachingon a 200 MHz PentiumPro system. Average
gueueingoverheads around9 us whenthereare1000flows
in the system. This low overheadallows usto easilysupport
link speedf 100Mbpsin our prototypenetworktestbed.

6.3.Experiments

We presentheresultsof a setof experimentshatdemon-
stratetheimportanceof beingableto resere resourcesindto
controldynamicbandwidthsharing.

In thefirst setof experimentswe runtwo distributedcom-
putations FastFourier TransformqFFTs),simultaneouslyo
shav theeffect of reservingesourcesHostsml, m4, andmni/
participatein thefirst mesh(FFT-1) on 0.5 KB of datafor 96

20 Mbps 60 Mbps 40 Mbps 60 Mbps

(@) (b)
Figure 7. Resource trees in FFT experiments.
(a) Per-flow reserv ation. (b) Aggregate reserv a-
tion.

iterations.Hostsn2, nb andn8 participatan thesecond=FT
mesh(FFT-2) on 1 KB of datafor 32 iterations(pleaserefer
to Figure 3 for the testbedtopology). All networkconnec-
tionsin this setof experimentsare configuredat 100 Mbps.
Theall-to-all communicationn the FFT oftendominateghe
executiontime. FFT usesTCP for communicationandthe
communicationpatternis highly bursty: the burst datarate
is approximately80 Mbps. Figure 6 summarizeshe results.
Scenarid shavsthebasecase:in anidle networkandwithout
resenations,the communicatiortimesare27.66s and51.05
sfor FFT-1 andFFT-2 respectiely.

In Scenario2, we introducetwo 90 Mbps UDP traffic
streamsfrom 8 to p1 andfrom n6 to pl, causingcon-
gestionon theinter-routerlinks. Sincethe FFTsuseTCP for
communicationtheir performancalegradessignificantlybe-
causehecompetingraffic doesnotusecongestiorcontrd. To
improve the FFTS’ performanceprotectionboundariesnust
be dravn betweenthe backgroundraffic andthe FFTs. In
Scenario3, we usereserationsto guaranteghat eachFFT
meshgetsat least20 Mbs of bandwdithon eachinter-router;
Figure 7(a) shavs the correspondingesourceree. There-
mainingbandwidthis givento the backgroundraffic. Under
this perflow reserationschemethecommunicatiotimesof
theFFTsimprovedby 24%and36%. In Scenarial, we apply
a sharedresenation of 40 Mbps for both FFTs; Figure 7(b)
shavs theresourcdree. Sincethe FFT traffic is very bursty,
theadwantageof dynamicallysharingtheresered bandwidth
is significant: the communicatiortime is reducedoy another
13%and29%. We concludethatit is importantto be ableto
resere resourceshotonly for flows, but alsofor flow aggre-
gates.

In oursecondsetof experimentsyve demonstrataow hier-
archicalschedulingsanbeusedo controldynamicbandwidth
sharing. Considera distributedinteractve simulationappli-
cationthatcombinesaan FFT with aninteractve componenent
suchasa videostreamor sharedwhite-board.In this experi-
ment,the FFT (1 KB of dataand32 iterations)usesn?, nb,
andn8, while the interactve adaptve components modeled
by aTCPconnectiorfromp2 tos1. In addition,background
traffic is modeledby afull-blast UDP traffic streamfrom 6
to pl. With “vanilla” resourcedistribution, we resere 40
Mbpsfor the FFT mesh,1 Mbpsfor the TCP streamandthe



Non-hierarchical | Hierarchical

scheduling scheduling
FFT comm.time (s) 70.76 73.18
TCPBW (Mbps) 141 5.30

Table 2. Scheduling performance comparison.

remainingbandwidthis givento the backgroundJDP stream
(Figure8(a)). With this reseration schemethe TCP stream
achievesa throughputof 1.41 Mbps, while the FFT commu-
nicationtime is 70.76s (Table?2).

With hierarchicaresourcananagemente groupflows as
is shavn in Figure8(b). While the overall reserationfor the
applicatiorremainghesamethehierarchyspecifiegshat TCP
(FFT) getsthefirst chanceat usingary bandwidthleft unused
by FFT (TCP). The resultis that the throughputof the TCP
streamis now 5.30 Mbps, a 276% improvement,while the
communicatiortime of the FFT increasedy aninsignificant
amounbf 3%to73.18s(Table2). Thisexampledemonstrates
thathierarchicabchedulingnakest possiblefor applications
to cooperatrely sharghereseredresourcesnoreeffectively
within theapplicationbourdaryandthatspecifyingspecifiae-
sourcdreesapplicationsandserviceproviderscancustomize
how resourcesireshared.

7.Beagle: Signaling

TheBeaglesignalingprotocolprovidessupportor thecus-
tomizableresourcellocationmodelof Darwin. While tradi-
tional signalingprotocolssuchas RSVP[32] and PNNI [3]
which operateon individual flows, Beagleoperateson vir-
tual networksor meshes.We elaborateon somekey Beagle
featuredn this section— moredetailscanbefoundin [9].

7.1.BeagleDesign

On the input side, Beagleinterfaceswith Xenato obtain
thevirtual networkspecificatiorgeneratedy Xena. Thevir-
tual networkis describedasa list of flows anddeleyates plus
resourcesharingspecificationshatdescribehow flows within
a meshshareresourceamongsthem. The examplevirtual
networkin Figure4(b) shawvs two video flows andtwo dis-
tributedinteractive simulationflows. Eachflow is specified
by a flow descriptoras describedin Section6.2 and infor-
mationsuchasatspecanda flowspecobject,asin the IETF
IntServworkinggroupmodel. A delegateis characterizethy
its resourcaequirementgon CPU, memory andstorage)jts
runtimeernvironment,andalist of flowsthatthedelegateneeds
to manipulate. The deleyateruntime environmentis charac-
terizedby a codetype(e.g. Java, Active-X) andruntimetype
(e.g. JDK 1.0.2,WinSock 2.1, etc.). The virtual network
typically alsoincludesa numberof designatedouterswhich
identify themeshcore. In theexample,AspenandTimberline
arethedesignatedouters.

(@
Figure 8. Resource trees in distrib uted interac-
tive simulation experiments. (a) Per-flow reser-
vation. (b) Hierarchical reserv ation.

After receving arequestBeagleissuesasequencef flow
setupmessaget the differentnodesin the mesh eachmes-
sagespecifying what total resourcesare neededon a link,
plusagroupingtreethatspecifiehow theseresourceshould
be applied. An efficient setupof a meshincludesthe es-
tablishmentof the core, andindividual flow setupsinitiated
by the sendersor receversthat rendezeuswith the corein
designatedouters. Our initial implementationusessimple
perflow setupsanda hardstateapproactbasednthree-way
handshakebetweenadjacentrouters. Futurework includes
optimizingmeshsetupandevaluatingthe useof soft statefor
someor all of themeshstate.

Oneachnode,Beaglepasses resourcdrees(Figure4(c))
totheLocalResourcévlanageto allocateresource$or flows.
Thisinterfaceis similar to the onedescribedn Section5 (Ta-
ble 1). Beaglealso establisheslelegatesonto switch nodes
(for resourcemanagementielegates),or computeand stor
agenodes(for dataprocessinglelegates). For eachdelegate
requestBeaglelocatesthe appropriateuntime ernvironment,
initializesthe local resourcananagehandlesandflow reser
vationstate andinstantiateshe delegate. The handlesallow
the delegateto give resourcananagemennstructionsto the
local resourcemanagetfor the flows associatedvith it. In
the future, Beaglewill also provide supportfor communica-
tion channeldbetweercontroldelegatesdbelongingo thesame
serviceandalsoprovide mechanismso recover from control
delgyatefailures.

7.2.ResourceDistrib ution

In Section6 we describechow dynamicresourcesharing
canbe controlledandcustomizedy specifyingan appropri-
ateresourcereefor eachresource. This could be achieved
by having applicationsor Xenaspecifythe resourcereesto
Beagle,sothatit caninstall themon eachnode. Thereare
two problemswith this approach.First, how onespecifiesa
resourcetree is network specificandit is unrealisticto ex-
pectapplicationsandbrokersto dealwith this heterogeneity
Secondapplicationaandbrokersdo notspecifyeachphysical
link; insteadthey usevirtual links that may represenentire



subnets.Beagleusesthe hierarchical groupingtree abstrac-
tionto dealwith bothproblems:it isanabstractepresentation
of thesharinghierarchythatcanbe mappedntoeachlink by
Beagle.Figure4(b) givesanexample.

The hierarchicalgrouping tree encodesthe hierarchical
sharingstructureof all flows sharinga virtual link. Once
it knows the actualflows that sharea particularphysicallink
in the network,Beagleprunesthe hierarchicalgroupingtree,
eliminatingflowsthatdonotexist atthatlink. To dealwith net-
work heterogeneityinterior nodesin the hierarchicalgroup-
ing treehave genericQoSservicetypesassociateavith them
insteadof network-specificsharingspecifications. The leaf
nodef thegroupingtreerepresentiowswhoseQoSrequire-
mentsareexpressedy individualflowspecs.Service-specific
rulesdescribehow child nodeflowspecsare aggrgatedinto
parennodeflowspecsn deriving aphysicallink resourcdree
from the groupingtree. This involves pruningthe grouping
treeto eliminateflowsthatdo notexist ata particularink and
converting flowspecsat eachnodeinto appropriatdow-level
schedulesspecificparameterssuchasaweightfor hierarchi-
cal weightedfair shareschedulerg4] or a servicecurve for
theHierarchicalFair ServiceCurve schedulef24].

7.3.Temporal Sharing

There are often resourcesharing opportunitieson time
scaleslarger than what can be expressedin tspecsand
flowspecs.For example,a conferencingapplicationmay en-
surethatat mosttwo video streamsareactive at ary time, or
an applicationmay like to associatean aggrgatebandwidth
requirementfor a group of best-efort flows. Applications
andresourcebrokerscanspecifythis application-specifién-
formation by handingBeagletemporalsharingobjectsthat
list setsof flow combinationsandtheir associateéggreate
flowspecs. Beaglecan then usethis informationto reduce
resourceequirement$or agroupof flows sharingalink.

The temporalsharingobjectis similar in spirit to the re-
sourcesharingapproachusedin the Tenet-2scheme[17].
However, control of flow routingusingdesignatedoutersal-
lows usto takebetteradvantageof sharingopportunities.The
temporalksharingobjectalsogeneralize R SVPs notionof re-
sourceresenation styles. However, RSVPIimits aggreation
to flowswithin amulticastsessiorandtheaggreateflowspecs
mustbetheresultof eitherasumor aleastupperbound(LUB)
operationon theindividual flowspecs.In Beagle thetempo-
ral sharingobjectcanbe usedto grouparbitraryflows within
anapplicationmeshandary aggregateflowspeccanbe used.
As anexample,in Figure4(b), thedistributedinteractive sim-
ulation applicationassociatesin aggrgate ControlledLoad
serviceflowspecwith thetwo simulationflows.

The hierarchicalgroupingtree and the temporalsharing
objectshothdefinewaysin whichanapplicationcantailor re-
sourceallocationwithin themesh.However, they areseparate
conceptsandare orthogonalto eachother If both typesof
sharingarespecifiedtheresourcdreeis derived by applying

Figure 9. Xena output showing service layout

thetemporalsharingspecificatiorat every level of thetree. If
the temporalsharingobjectlists flow groupsthat do not fall
underthe sameparentnodein theresourcdree,thetemporal
sharingbehaior isignored.Theexamplein Figure4(b)showvs
the useof both sharingobjects. The resultinglink resource
sub-treestlinks 1 and ;, assumingheuseof hierarchical
weightedfair sharescheduler$4], areshavn in Figure4(c).

7.4.Experimental Evaluation

To evaluatetheperformancef theBeagleprototypemple-
mentationwe measureand-to-endsetuplatenciesor flows
anddeleyates,andperrouterflow setupprocessingimeson
the Darwin testbed. The experimentinvolved settingup the
virtual networkshavn in Figure4(b). All measurementse-
portedare averagesrom 100 runs. The averageend-to-end
lateny throughtwo routerswas 7.5msfor flow setupand
3.8msfor delegate setup. The flow setupprocessingime
on eachrouterwas?2.4ms,about68% of which wasspentin
interactingwith thelocal resourcenanagerThis involvesad-
missioncontrolandsettingupflow statein thepacketlassifier
andscheduler The currentBeagleprototypesupportsabout
425flow setuppersecond.Thisis comparabldo connection
setuptimesreportedfor variousATM switches.However, we
expectimprovementin theseresultsby optimizingtheimple-
mentation.

8. Darwin SystemDemonstration

This sectiondemonstratethevariouspiecesof the Darwin
systemin action. The example usedin demonstratinghe
systemis the sameas the one shavn in Figure 4(b). The
servicdayoutproducedy Xenais shavn in Figure9 whichis
ascreenshaf arunningXenasystem.As shavn in Figure9,



Figure 10. Scheduler graphical user interface
showing the resour ce tree and bandwidth plots

Xenainstantiates transcodedelegateon m4 to convert the
MPEG video flow to JPEGformat. Xenaalso selectsml
and m2 as simulationendpoints. Beagletakesthis service
layout and allocatesresourcedor the video and simulation
flows on Timberline and Aspen. Figure 10 is a screenshot
of auserinterfaceprogramfor the H-FSCscheduleshaving
the classifierand schedulerstateinstalledon link 1 in the
directionfrom Aspento Timberline. Figurel0alsoshavsthe
bandwidthplotsfor thevideo(light grey) andsimulation(dark
grey) flows at thatlink.

9. RelatedWork

Therehasrecentlybeena lot of work aspartof the Xbind
[19, 31] andTINA [13, 26] effortsto defineaservice-oriented
architecturdor telecommunicatiometworks. Therearesers-
eraldifferencedetweerthemandDarwin. First, servicesen-
visionedby Xbind andTINA aremostlytelecommunications-
oriented. The value-addedservicesdescribedn this paper
integratecomputationstorageandcommunicatiomesources.
Secondthe value-addedervicesn their contet areusually
restrictedto the control plane, e.g. signaling. Darwin sup-
portscustomizedervicesn thedataplane(controlledsharing
of resourcesprocessingand storage)andthe control plane
(signalingandresourcebrokering). Finally, while the focus
of both TINA and Xbind is on developing an openobject-
orientedprogrammingmodelfor rapid creationand deploy-
mentof servicesthefocusof Darwinis ondevelopingspecific
resourcamanagemenmedanismsthat canbe customizedo
meetservice-specifineeds.While Xbind and TINA have so
far primarily beenusedasa developmentframevork for tra-
ditional ATM and telecommunicatiometwork management
mechanismsthey could potentially also be usedas a basis
for the developmentof customizableresourcemanagement
mechanisms.

Over the pastdecademuchwork hasgoneinto defining
QoS modelsanddesigningassociatedesourcemanagement

mechanismgr bothATM andIP networkq10, 14,27]. This
hasresultedn specificQoSservicemodelsbothfor ATM [1]
and IP [7, 30, 22]. This hasalsoresultedin the develop-
mentof QoSrouting protocols[3, 28, 21, 20] andsignaling
protocols[2, 3, 37. A closelyrelatedissuebeing investi-
gatedin the IP communityis link sharing[15], the problem
of how organizationscan sharenetwork resourcesn a pre-
setway, while allowing the flexibility of distributing unused
bandwidthto otherusers. Darwin differs from theseefforts
in several aspects.First, while mostof this work focuseson
communcatiorservices,Darwin addressesoth bitway and
value-addedservice providers. Second,most QoS models
only supportQoSon a perflow basis [7, 1]. Exceptionsare
theconcepof VP andVC in ATM, andIP differentialservice
model[6, 18, 11, 33], but theseefforts arevery restrictedei-
therin thetype of hierarchythey supportor in the numberof
traffic aggr@atesfor which QoScanbe provided. In contrast,
Darwin usesvirtual networksto defineservice-specifi©oS
andsupportcontrolledresourcesharingamongdynamically
definedtraffic aggr@atesof differentgranularities. Finally,
while theseefforts provide resourcenanagemennechanisms
onthespacetime andorganizationatlimensionsthe mecha-
nismsoperatdargelyin anisolatedanduncoordinateéashion.
On the otherhand,Darwin takesan integratedview towards
resourcenanagemerdlongthesethreedimensions.

The ideaof “active networks”hasrecentlyattracteda lot
of attention.Iln anactive network,packetarry codethatcan
changehe behaior of the network[25]. The Darwin project
toucheson this conceptin two ways. First, servicedelegates
are an exampleof active packetsalthougha very restricted
one: delgatesaretypically downloadedto a specificnodeat
serviceinvocationtime, andremainin actionfor theduration.
Second,Darwin’s facilities for managingboth computation
and communicatiorresourcewia virtual networkscan help
to solve key resourcallocationproblemsacedby active net-
works.

10. Summary

We have designeda resourcemanagemensystemcalled
Darwinfor service-orientedhetworksthattakesanintegrated
view towardsresourcemanagemenalong space time, and
organizationdimensions. The Darwin systemconsistsof
fourinter-relatedesourcenanagemembechanismsresource
brokerscalled Xena, signaling protocol called Beagle,run-
time resourcemanagementisingdelegates,and hierarchical
schedulingalgorithmsbasedn servicecurves. Thekey prop-
erty of all thesemechanismss thatthey canbe customized
accordingo servicespecificneeds.While thesemechanisms
are mosteffective whenthey work togetherin Darwin, each
mechanismcan also be usedin a plug-and-playfashionin
traditional QoS architecturesg.g., Beaglefor RSVE Xena
for resourcebrokers,and hierarchicalschedulingfor traffic
control. We have a proof-of-concepimplementatiorof the
Darwin systemand preliminary experimentalresultsto vali-



datethearchitecture.

The Darwin prototypedescribedn this paperimplements
thevisionanddemonstratesomeof thepossbilities,but much
work remaingo bedone.Futureversionswill befarmorescal-
able,bothin termsof routingin largetopologiesandin terms
of aggrgateprocessingf large numbersof flows. Security
featuresrecurrentlyrudimentaryandexplicit authentication,
authorizationand encryptionmethodsremainto be incorpo-
rated. Hierarchicalresourcemanagemenhasbeenimple-
mentedonly for networkcomponentsand mustbe extended
to computationand storageresources.Finally, a numberof
topics, while importantto a completenetwork, are beyond
the scopeof the the currentproject: tools for servicecre-
ation,mechanism$or automatedliscovery of resourcesand
detailedaccountingof resourcecommitmentanduse.
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