Final Reporton Anon ymous Digital Cash

˙ from a designer´s perspective

Hua Yu and Zhongtao Wang

{ hyu@cs , zhongtao@andrew } .cmu.edu

1 Introduction

Her ewereport our analysis of differ ent anonymous Ecash syst ems , we´ll focus on Chaum´s syst em

([CFN90]) and Brands´ syst em([Bra93]). We´vegonethrough a long (and hard) wa y to understand these syst ems, and it´s our hopethat this report will givea very clea n and unified view on thedesign issues, like:

¾ wh ydo theyuse this hash function he re?

¾ howexactlydid the authors come up with such a seeminglydaunting system?

¾ howto introduce newfeatures into theexisting systems?

Sincet his is an analysis, wearen´t going to re-introduce thesesyst ems in full lengt h. Thereader is advised to

keep a copy of at least theabove-mentioned 2 papers at hand, although weha vetried to makethis report as

self-contained as possible.

Thelifecycleof a coin is basically 3 protocol:

1) withdrawal: Alice withdraws ecash from Bank

2) payment: Alice uses ecash to purchase from Merchant

3) deposit: Merchant deposits the rece ived coin to Bank for credit

In [OO91], thefollowing 6 criteria areput forward for idea l cash syst em:

1) Independence: Thesecurityof ecash cannot depend on anyphysical condition. Then thecash can be transferred

through networks.

2) Security: The ab ilityto copyand forge cash must be prevented

3) Privacy( untraceability): the purchase should be anonym ous

4) Off-line payment: payment can be madewithout Bank´s participation

5) Transferability

6) Divisibility

Now we´ll seehow to achievet heseproperties step by st ep.

2 Chaum´s anonym ous Ecash scheme [CFN90]

Her eweassumether eader has someknowledgeof how t his scheme works. ( refer to [CFN90] in casenot).

Let´s takea designer´s view of Chaum´s scheme. This gives us someinsight on how to achievet hose

properties, which also applies to ot her Ecash schemes.

Step 1 Independence

For thecoin t o belegit imat e, it has to bear a signatureof thebank. Thepublic key signatureis clearly t he

choiceher e, sinceeveryonecan verify it. Now how ca n weprevent others fromcopying and using Alice´s

coin? Supposewedon´t want to physically lock thecoin in a safeor somet hing. Of coursewe´ll havet o

keep someinfor mation secr et to ourselves (if Eveknows as much of thecoin as Alice, sheca n do what ever

Alicecan do with t hecoin), but not necessarily thecoin itself.

Thebasic idea is to split thecoin int o two parts (A ,B), wher ether e´s somemutual infor mation bet ween A

and B. Let´s call B thecoin, which wedon´t int end to guard physically, but wedefinit ely keep A secr et.

When t heMerchant sees B, he´ll ask for infor mation about A to verify theownership, thus theknowledgeof

A signifies ownership.

In this view, ther e´s not hing so gr eat about [CFN90]schemeor any ot her digital cash schemewe´veseen so

far. Westill need t o protect somet hing, so theindependenceassumpt ion is actually not fulfilled.

In [CFN90] scheme, t hat A is theconstruction details of B. Back t o theroot, (A ,B) is just (x, f(x)), wher ef()

is a one-wa y hash function. This way Eveca n´t figureout thesecr et A (=x) fromobser ving B (= f(x)).

Her ewenot ethat other for ms of (A ,B) arepossible.

Step 2 Untraceable (Blind Signature)

Although independenceis what wecan never achievein t he exact sense, wehavesomehow by splitt ing the

infor mation, alleviated thedifficult y. Now let´s moveon to the untraceabilit y crit erion.

Of courset heBank has to know Alice´s ident ity befor eshecan withdraw thecoin, blind signaturegives us a

solut ion to get a coin but keep theissuer (Bank) fromknowing its exist ence. Her eany blind signature

scheme fits in:

1) Alice generate a candidate upon which she would like to get the Bank´ssignature

2) She blindsit using some blinding factor r

3) Alice sends the blinded candidate to Bank

4) Bank signsit, return it to Alice

5) Alice unblinds it, getting a signature on the original message

In [CFN90], thesignaturetakes thefor mof cubic root , i.e. Bank´s signatureon any number x is x 1/3 (mod n).

Her en is thepublic key of theBank, whosefactorization is only known by theBank, with theunderlying

assumption that it´s difficult to calculatethecubic root wit hout theknowledgeof thefactorization of n.

Thus, thesignatureher eis f(x) 1/3 .

Step 3 Double spending

Now let ´s seehow to prevent Alicefromspending thecoin t wice. Wenot ethat Alicehas to revea l some

infor mation of A when spending thecoin. Theidea is to ha veAlicer eveal differ ent information for differ ent

purchase, so that in thefirst timet heinfor mation sherevea led will just beenough to proveher ownership of

thecoin, in thesecond timet headditional infor mation sheprovided will lead to her identit y being disclosed.

So Alice´s ident it y, call it u, is used in construction of B. Weusesecret splitting met hod to split u into 2

pieces. Each timewhen shetries to spend thecoin, she´ll havet o reveal 1 of thepieces; after double

spending has happened, wehavegather ed bot h pieces of thesecr et, thus wecan rebuild u, revea ling Alice´s

identit y.

The easiest wa y of secr et splitting is xor: using randomnumber r, u = r Å (u Å r), theresult ing pieces r and

u Å r arealso random. Other wa ys of secr et splitting arealso possible.

Summary: The first (simplest) working protocol

So far, weha vedecided thedigital money to beof thefor m(A ,B), wher eB is thepublic part, everyoneca n

seeit; A is thesecr et part, wher eAlice´s ident ity u is part of it. TheBank will sign on B. B is a one-wa y

hash of A, so it´s ok for others to seeB. Every timewhen ma king a purchase, Alicer eveals a pieceof A,

which is enough to verify sheknows A, but not enough t o revea l A (t hus her identit y). Specifically, in

[CFN90], thecoin takes thefor m: B = f(g(r), g(r Å u)) wher eg is a publicly known one-wa y hash funct ion.

The1 st timeAlicema king a purchase, shereveals r and g(r Å u) to Merchant; the2 nd time sher eveals g(r) and

(r Å u) to theMercha nt. In this way weachieved bot h the goals:

1) Merchant can verifyAlice knows A: from r hecalculates g(r), combined with g(r Å u) he can verify

f(g(r),g(r Å u))=B

2) Merchant can´t deduce u from r and g(r Å u) since g is one-way function.

Therole g(.) plays her eis likebit-commit ment. Alicecan hidehalf of thesecr et by telling only g(r), since

it´s not trivial t o reverse g(.); when Alicer eveals thesecr et r, Merchant can check she´s not cheating by

telling a randomnumber, sinceg(r) has to bea certain number for thechecking to go thr ough.

Then comes thequestion: how to ensureAlicedoesn´t always tell thesa mepieceof infor mation again and

again? Randomchallengecomes int o play her e. TheMer cha nt generates a randomchallengestring every

time , Alicehas to comply by revea ling thecorresponding pieceof secr et.

Her eweemphasizet hat this protocol is basically a clever combination of somesimple crypt o techniques:

secret splitting, one-way funct ion, randomchallenge. [CFN90] is only onepossibleimplementation of the

ideas sketched above.

Step 4 Prove double spending, and other stuff

Now let ´s becareful: theBank can frameAliceup as a double-spender ! This is a dir ect result that Bank can

producecoin by itself even if Alicedidn´t ask for it, sinceBank can generat erandom numbers and also

know Alice´s identit y u. Supposea bad Bank employee Mallory generat es such a coin, then heca n eit her

spend it, or double-spend it, wit h Alicealways being the vict im.

Thecount er-approach is eit her to protect u or to sign the coin Alicehas wit hdrawn. [CFN90] choset he

second approach. Her ewe´ll not go into details, except that Alice´s signatureis not forgeable.

By adding moreand mor econstructions int o thebasic scheme, wecan achievemor eand mor edesirable

properties. [CFN90] has another 2 sect ions on untraceablecheck and blacklisting wit hdrawals, which is

clever but tedious for us to go int o deta ils. Keeping in mind t hedesign of thebasic scheme, tweaking it int o

mor ecomplicat ed schemes is a business somehow likeconstructing a proof for a math. problem. IMHO,

providing a for mal verification tool for such E-cash schemes is also kinda likever ifying thecorrectness of a

mat h proof.

Step 5 Trustee-based Tracing

For anonymous Ecash to work in real life, thegovernment would liketo traceany purchaseof int er est. So

[BGK95] introduced trustee-based tracing: trusteeis a third party trusted by bot h Aliceand gover nment,

with t hecooperation of which government can always tracea purchaseeven if Alicedidn´t double-spend.

Thebasic idea is to giveonepieceof t hesecr et A to trustee, so that when Alicer eveals another piecewhen

first spending thecoin, thecombined knowledgelea ds to her ident ity. In thesimplest for min lieu of

[CFN90] scheme, wecan just ask Alicet o conduct a payment prot ocol with Trustee, then heknows a piece

of thesecret. When Alicedoes t heactual purchase, it´s technically double-spending already, so wecan trace

Alicewith trusteecooperating. In casewewa nt mult iple trustee, (to maket hebig brother smaller), just make

thepieceof infor mation each trusteeneeds to know smaller, by splitt ing t hesecr et to mult iplesma ller

pieces.

3 [OO92] an ideal ecash system

The ecash syst emproposed in [OO92] is based on [CFN90] scheme, wit h theunderlying crypto t echniques

cha nged t o Blumnumber and Willia ms int eger for thema in purposeof achieving divisibilit y. It used a

hierarchical structuretableto subdividea coin into smaller pieces, so that Alicecan ha vesome flexibility t o

pay for somevalueless than C. It´s a pain going through all thosenumber theory to seehow it works, but

thebasic design remains unchanged.

Thesyst emachieved all 6 properties listed above, and is claimed it can beimplement ed efficient ly.

4 Brands’ model [Br a93]

Again, weassumet hereader has someknowledgeof Brands´s basic scheme[Bra93], although it´s definit ely

not a fun to read it. [CP92] is theprecursor of [Bra93]. Herewegivea much cleaner expla nation of the

model, following roughly thesamest eps as befor e.

4.1 Signature Scheme [CP92]

Therea der is advised to get fa miliar wit h Schnorr’s authentication and signaturescheme first, which is based

on thedifficulty of calculating discret elogarithms, to bett er understand thebasic signatureschemeused

her e:

Bank chooses t wo primes p and q such t hat q|(p-1). Let g Î Z q * bean element of order q, thegroup generated

by g is denot ed as G q . Bank´s secr et key is x Î Z q * , it publishes thepublic key h=g x t oget her wit h p, q, and g.

Thesignatureon messagem Î G q is z=m x plus a proof for log g h=log m z . Theproof goes as following:

1) Bank chooses w Î R Z q , computes ( a,b) = ( g w ,m w ), sends( a,b) to Alice

2) Alice chooses a random challenge c Î R Z q , sendsit to Bank

3) Bank sendsback r=w+cx (mod q)

4) Alice verifies if g r =ah c and m r =bz c

This minimum-knowledgeproof can be easily turned int o a signatureschemeby fixing c= H ( m,z,a,b), wher e

H(.) is a publicized one-way hush funct ion (as in Fiat- Shamir scheme, see[FS87]). As not ed above, the

signatureon mis simply z (= m x ), but to convinceot hers it’s a valid signature, weneed t o present ( z ,a,b,r).

Later on we´ll just say Sign(m)=( z,a,b,r).

Now wecan already use(m, Sign(m)) as a basic digital coin, except that it has no way to dea l wit h proving

ownership, protect ing anonymit y, etc.

4.2 Blind Signature [CP92]

To blind messagem, Alicechooses a randomnumber t and raises mt o the t th power, m 0 =m t . Bank signes m 0 ,

i. e. z 0 =m 0 x . Of courseit´s easy for Alicet o extract z=m x , but sheneeds also to extract Sign(m)=( z,a,b,r),

fromSign(m 0 )=(z 0 ,a 0 ,b 0 ,r 0 ) provided by Bank:

1) Bank chooses w Î R Z q , computes (a 0 ,b 0 ) = (g w ,m 0 w ), sends (a 0 ,b 0 ) to Alice

2) Alice chooses at random u,v and computes:

a=a 0 u g v , b=(b 0 1/t ) u (m 0 1/t ) v , also we remind the reader that m=m 0 1/t ,z=z 0 1/t .

Alice calculates the challenge c= H ( m,z,a,b), blinds it to c 0 =c/u (mod q), sends c 0 to Bank.

3) Bank sendsback r 0 =w+c 0 x (mod q)

4) Alice verifies if g r0 =a 0 h c0 and m 0 r0 =b 0 z 0 c0

5) Alice computes r= u (r 0 +v) (mod q), the signature on m isthen ( z,a,b,r).

It´s straightfor ward to verify ( z ,a,b,r) is a signatureon m. Sincet is unknown to theBa nk, theBa nk has no

way of knowing the exist enceof coin (m, Sign(m)).

4.3 Restrictive Blind Signature [Bra93]

Brands calls his restrict iveblind signaturea new primitive, but actually it´s almost thesameas theblind

signatureschemedescribed above. Thedifferencecomes from theobservation that theBa nk need only sign onceon m 0 (i. e. m 0 x ), whileAlicecan extract m x for any messagem=m 0 s , wit h s beanything. So rather than

having theBank comput es m 0 x for a differ ent m 0 each time, wecan fix m 0 when opening theaccount, have

theBank sign on it (i.e. m 0 x ) . Later on Alicecan only get signatures on messagem= m 0 s (not a ny message),

but shecan get it easily by herself. It´s just m x =(m 0 x ) s . This has great computational adva ntageover the

cut´n´chooseprot ocol used in [CFN90]. Of courseshewill still need to conduct theprotocol to get a

differ ent proof each time. Theprotocol is exactly thesameas aboveoncewesubstitute1/t for s.

To understand why Brands call it restrictiveblinding, let´s seehow Alice´s identit y is encoded in thecoin.

To this end Bank chooses another 2 generators g 1 ,g 2 . SupposeAlice´s ident it y (account number) is u 1 , then

thefixed number m 0 =g 1 u1 g 2 , theactual messageAliceuses is m=m 0 s =g 1 s* u1 g 2 s . In thepayment protocol,

Alicehas to reveal some infor mation of therepr esentation of m, i. e. (s*u 1 ,s). Comparing wit h the

representation of m 0 , which is (u 1 ,1), wefind (s*u 1 )/s=u 1 /1, which mea ns Alice´s ident it y is still ther e: we

blinded t heappearanceof thecoin, but not theint ernal structureof thecoin. Hencethena me^restrictive

blinding~.

4.4 Double spending

Thesa meas in discussion of [CFN90], hereweneed to encodet heuser’s ident ity int o thedigital coin, and

forceAlicet o reveal half of this pieceof infor mation each time shema kes a purchase.

In thepr evious section, weshowed how Alice´s ident ity is encoded in m 0 (=g 1 u1 g 2 ), thus in any m

(=m 0 s =g 1 s* u1 g 2 s ). Later when using a coin, theMercha nt in addition to verify theBa nk´s signatureon the

coin, will also ask Alicet o proveher knowledgeof representation of m, i. e. to revea l part of her ident it y

infor mation.

Thebasic protocol for proving knowledgeof repr esentation is as follows. SupposeAliceknows m=g 1 a1 g 2 a2 ,

shewants to proveher knowledgeof r epresentation to Merchant:

1) Alice chooses random numbers x 1 ,x 2 Î R Z q , computes B= g 1 x1 g 2 x2 , sendsB to Merchant

2) Merchant generates a random challenge d Î R Z q , sends to Alice

3) Alice computes r 1 =x 1 +d*a 1 , r 2 =x 2 +d*a 2 (mod q), sends r 1 ,r 2 back to Merchant

4) Merchant checks B*m d =g 1 r1 g 2 r2

Not ethis basic protocol is a zero-knowledgepr oof. Therandomnumber B her eprot ects Alice´s secr et.

Merchant can learn not hing mor ethan that Aliceknows ther epresentation of m. To givesomeinformat ion

out, wecan fix x 1 and x 2 (but still keep them secr et), i.e. Alicealways uses thesameB in every purchase.

This way after 2 execut ions of thepayment protocol, Mercha nt can solvefor Alice’s ident it y using gather ed

infor mation: supposewecollect (r 1 ,r 2 ) and (r 1 ´,r 2 ´): r 1 ´ =x 1 +d ´ *a 1 , r 2 ´ =x 2 +d ´ *a 2 (mod q) . It´s easy to verify

(r 1 ´-r 1 )/(r 2 ´-r 2 )=a 1 /a 2 .

4.5 The complete Brands´ system

Ok, timefor thecomplet esyst em:

Setup:

Bank´sprivate key: x

Bank´spublic information: p, q, (g 1 ,g 2 ,g), h=g x

Opening an account:

1) Alice chooses a random number u 1 Î R Z q , sendsI=g 1 u1 to theBank

2) Bank stores I with Alice´s identity, computes m

=I*g 2 =g 1 u1 g 2 , z=m 0 x , sends them back to Alice

Withdrawal protocol:

Her eweuset herestrictiveblind signatureschemesketched above, theonly changeher eis Alicegenerates

randomnumber x 1 ,x 2 , comput es B= g 1 x1 g 2 x2 , and includes B in:

C = H( m,B,z,a,b)

Now wecan say sign( m,B)=( z,a,b,r), since log g h=log m z. Not etheprot ection factor B used in thepayment

protocol is fixed her e. Thecoin takes thefor mof ( m , B,sign( m, B)), ever ything about thecoin can bema de

public except therepr esentation of mand B, i. e. (s, u 1 , x 1 , x 2 ). As a reminder, s is theblinding factor, (u 1 s, s)

is therepr esentation of m, (x 1 ,x 2 ) is therepr esentation of B. Theknowledgeof ther epresentation proves

ownership of thecoin, and t hus should bekept secr et.

Payment protocol:

1) Alice shows to Merchant ( m,B,sign( m,B))

2) Merchant checks the signature isvalid

3) Merchant then generate a random challenge d, sends to Alice

4) Alice computes r 1 =x 1 +d*(s*u 1 ), r 2 =x 2 +d*s(mod q), sends r 1 ,r 2 back to Merchant

5) Merchant checks B*m d =g 1 r1 g 2 r2 , i.e. Alice knows the representation of the coin.

6) Merchant stores the coin and (r 1 ,r 2 ), later sends them to Bank for credit.

If Alicedouble-spends, (r 1 ´-r 1 )/(r 2 ´-r 2 )=u 1 reveals her ident ity.

4.6 Extension to trustee-based tracing cash

[BGK95] ext ended Brands´ syst emto includetrustee-based tracing. Theidea is thesame. Theuser has to

split thecoin’s representation int o two parts, and gives each public trusteeonepart. During thepayment st ep,

theuser has to revea l part of representation to theshop. Theshop is going to send this part infor mation with

thecoin toget her to thebank during deposit step. Thus thet wo trustees and t hebank t ogether can tracethe

user, even for theuser who only uses a coin once.

Thepaper doesn’t haveany new idea. Thesecurit y, theuser’s privacy and thesyst em’ funct ionalit y arethe

sameas that of Brands, but it needs mor ecomputational effort in each step of building thesyst em.

5 Wallet with obser ver

Chaumhas madea clear introduct ion to wallet wit h observer in [Cha92]. It can beincorporated into any of

theaboveanonymous ecash syst ems. Hereweonly introducehow to implement it in [Bra93].

1. During the opening account step, the user generates at random u 1 , the bank store a random number o 1 in the

observer. Theuser’s identityis I = g 1 u1+o1 .

2. During the withdrawal step, whenever the user wants to get a coin (a signature) from thebank, theuser chooses a

number m such that m = m 0 s , where m 0 = g 1 u1+o1 g 2 . Since the user doesn’t knowo 1 , he needs the observer’s help.

The observer, without reveal its secret number o 1 , generates at random a number o 2 , sendsthe value g 1 o2 to the

user.

A coin (m, B, sign( m,B) = (z, a, b, r)) is the same asbefore, where

B = g 1 x1 g 2 x2 g 1 f( o1) g 1 o2

Here f(o 1 ) is some function of o 1 . Thesignature is onlyon m in thesense: log g h = log m z.

The role of B is to protect the user and the observer’s secret number o 1 and u 1 . B is different from thebasic cash

system, it’s for the merchant to later check if it’sa correct coin and if theuser knows the representation of thecoin

using the formula:

g r1 g 2 r2 = m d B

3. During the payment step, when the user wants to spend a coin, the observer isgoing to check if thisnumber o 2 is

still in the memory. If it’snot, this means the user tries to double spend this coin, the observer just locks, the user

can’t spend the coin; if the number o 2 is still in the memory, the observer sends the necessaryinformation to the

user, the user can spend the coin. This can prevent double spending.

4. For the honest user, theprivacyis computational protected; for double spender, the bank can compute his account

number even the user broke theobserver and double spent the coin.

6 Conclusion

Basically we´vevivisect ed several anonymous digital cash syst ems , it should beclear now how to construct

a digital cash syst embased on somelow level crypt o t echniques. We ext ended [CFN90] systemt o include

trustee-based tracing as an example, although it may not always bet hat trivia l. As said before, for mal ways

of verifying thesoundness of an ecash syst emare, webelieve, as difficult as theorem proving.

[Bra93] and [OO92] ga vesome discussion of efficiency, likein [Bra93], heargued thethr ee-move

withdrawal protocol is mor e efficient than cut´n´choose protocol. But wefeel it immatureto giveany

discussion on feasibilit y or efficiency issues, simply becausethat´s hea vily dependent on theunderlying

crypto t echniques. Things likedifficult y of calculating discr et elogarithms arejust unt est ed assumptions ,

they´r eresearch topics on their own.

Theindependenceproperty, as wepoint ed out, is actually not fulfilled, unlikewhat´s been claimed in some

of thepapers; it´s simply impossible.

Wallet wit h obser ver and trustee-based tracing aretwo important properties for ecash syst emt o be

successfully deployed and accept ed in real world.

7 On the r eal life front

A dutch company Digicash, which Chaumis affiliat ed wit h, has already launched a trial run of their syst em.

Deutsch Bank, wit h its 1500 customers, and 25 onlinevendors are experimenting with it now. Fromtheir

websit e( http://www. digicash.com ) I can say it´s based on C haum´s scheme, theactual under lying signature

scheme might becubic root or representation problem in groups of primeorder. Someint er esting points

ther eare:

¾ coin denominat ion distribution: There´r ecoins of different facevalue, and it´s theuser´s responsibilit y

to maintain small changes in their pocket. But they provided a coin denomination distribution as a

refer encefor theuser to follow.

¾ disputeresolving: When disput eoccurs between customer and merchant, theuser can chooset o cancel a

payment. It in effect equals double-spending, but is necessary sincet heuser has to proveher ownership

of thecoin in or der to cancel. Themercha nt has no way of knowing whet her theuser received thegoods

or not fromt he Ecash syst em, so t herehas to beot her mea ns to prevent Alicefr omcheating.

Cybercash ( http:// www.cybercash.com ) also offers a variety of different ecash solut ions, including both

onlineand offline ecash syst ems. Cybercash recently acquir ed theright to use NetBill syst emby CMU, an

onlinepayment syst emdedicat ed to facilitate micropayment.

Refer ences

9 [Cha83] D. Chaum. Blind Signature for Untraceable Payments. Advances in Cryptology - Proceedings of

CRYPTO 82, pp199-203.

9 [CFN90] D. Chaum, A. Fiat, M. Naor. Untraceable Electronic Cash. Advances in Cryptology - Proceedings of

CRYPTO 88, pp319-327.

9 [Cha92] D.Chaum. Achieving Electronic Privacy. Scientific American, Aug. 92

9 [CP92] D. Chaum, T. Pedersen. Wallet Databases With Observers. Preproceedings of Crpto92, pp89-105.

9 [OO92] T. Okamoto, K. Ohta. Universal Electronic Cash. Advances in Cryptol ogy- Proceedings of CRYPTO 91,

1992, pp324-337.

9 [Bra93] S. Brands. Untraceable off-line Cash in Wallets with Observers. Proceedingsof CRYPTO 93, pp303-318.

9 [Bra93bis] S. Brands. An Efficient Off-line Electronic Cash System Based On the Representation Problem. CWI

Technical Report CS-R9323, April 11, 1993

9 [BGK95] E. Brickell, P. Gemmell, D. Kravitz. Trustee-based Tracing Extensions to Anonymous Cash and the

Making of Anonymous Chang. 1995