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Abstract. Route similarity refers to the similarity of two routes be-
tween two nodes and an arbitrary third node. This intuitive ¢ oncept
plays an important role in distributed system deployment an d path-edge
inference. However, route similarity has not been quantita tively studied
from an end-node perspective, and its properties are poorly understood.
In this paper, we make an initial e ort in quantifying route s imilarity by
investigating a simple metric|RSIM. Using two large-scale traceroute
data sets, we show that RSIM can be measured using only a smallnum-
ber of random traceroutes, and that it captures the similari ty of both
upstream and downstream routes. As a case study, we also destibe how
to use RSIM to infer shared path edges. We show that if a pair of end
nodes have an RSIM value larger than 0.8, they have over 80% poba-
bility of sharing path edges.

1 Introduction

We de ne route similarity as the overlap of two end-to-end routes between two
nodes and an arbitrary third node. In this de nition, we regard routes as a prop-
erty of end nodes, and route similarity captures the similaity of this property
for dierent end nodes. Although a very simple and intuitive concept, route
similarity can be very useful in many applications.

First, route similarity quanti es the di erence between en d nodes from an In-
ternet routing perspective. Based on that, we can group Intenet end nodes into
di erent clusters, and this clustering information can be useful for at least three
types of applications: distributed system deployment, variage point selection,
and web server resource management. (1) For distributed sysms, being able to
tolerate network failures is very important, both in terms of maintaining con-
nectivity and in terms of achieving good performance. Theréore, it is preferable
to deploy the system on a set of nodes that are as diverse as silsle. Given the
clustering information, a simple solution is to avoid using multiple nodes from
the same cluster. (2) Similarly, the clustering information can be used to diver-
sify vantage points used for systems like network monitorig. Diverse vantage
points can improve both monitoring e ciency and the measurement complete-
ness. (3) Web servers can manage their clients based on cliedusters, which
can signi cantly reduce the management overhead, becausehere generally will
be signi cantly fewer clusters than clients. Web servers ca also use techniques
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like server or content replication to improve the performance of clusters with
poor performance.

Second, route similarity can be used for path edge inferencerhis capabil-
ity can be useful in systems like BRoute [7]. A recent Interné-scale study on
network bottlenecks [6] showed that over 86% of Internet eneto-end paths have
bottleneck at the rstor last four hops of the path. This implies that if two nodes
have very similar routes, they will have a high probability of sharing bottlenecks,
and we may be able to use the available bandwidth informationcollected by one
node for paths used by the other. This method can signi cantly reduce available
bandwidth measurement overhead for large scale network syams.

We are not aware of any metrics for quantifying route similarty. Related
work such as [3] and [4] has studied how to use relay nodes todrease route
diversity for link or router fault tolerance, and their rout e diversity results may
be used to measure route similarity. However, our work has aampletely di er-
ent focus|we are interested in edge route similarity, which can not be directly
quanti ed using route diversity. Sometimes IP pre xes are also used to estimate
route similarity. This is based on the observation that if two nodes have IP ad-
dresses from a common pre x, they often share routes. This gmroach has three
limitations. First, a common IP pre x is not a su cient condi tion for route sim-
ilarity. Nodes from the same pre X, especially those from a &arge pre x, do not
necessary share routes. Second, a common IP pre x is not a negsary condition
for similar route, either. For example, from the Rocketfueldata set used in [11],
we nd that node planet2.cs.ucsh.edu and node planetlabl.cs.ucla.edu
have very similar routes although they belong to completelydi erent pre xes{
131.179.0.0/16 (AS52) and 128.111.0.0/16 (AS131). Finall the IP pre x does
not quantify route similarity, thus it is hard to compare the similaritie s of di er-
ent pairs of nodes.

In this paper, we introduce a simple route similarity metric| RSIM|that
addresses the above problems. RSIM is de ned as the ratio beteen the total
number of shared links and the total number of links on two roues. We will
show that (1) RSIM is very easy to measure|it only needs a small number of
\random" traceroutes; (2) RSIM can capture both upstream and downstream
route similarity. Using a case study, we also show that RSIM § very useful for
inferring shared path edges. We nd that if a pair of end nodeshave an RSIM
value larger than 0.8, the probability that they share path edges is over 80%.

The remainder of this paper is organized as follows. We de neRSIM in
Section 2, and we describe the data sets used for our analysis Section 3. We
then discuss RSIM's properties in Section 4, including deshation sensitivity,
measurability, and symmetry. In Section 5, we describe a cas study of using
RSIM for path-edge inference. We discuss related work in Séion 6 and conclude
in Section 7.

2 RSIM De nition

In the remainder of this paper, the term \route similarity" r efers speci cally to
RSIM, which is de ned as follows. Let P(s;d) denote the IP level route from
nodes to node d; L (s; d) denote the number of links onP (s; d); T otal(s;; s2; d) =
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L (s1;d)+ L(sz;d); and Common(s;;sy; d) denote the total number of links that
are shared byP (s;; d) and P(s;; d). Let SET denote a set of Internet destinations
(see Figure 1), then the route similarity betweens; and s, relative to SET is

de ned as:
P
agseT 2 Common(sy;sy; d)

RSIM (s1;s2;SET) =
(s1: 2 ) azset Total(ss;sy;d)

1)

Note this de nition uses upstream routes from s; and s;, RSIM can be simi-
larly de ned using downstream routes. Intuitively, this de nition captures the
percentage of links shared by the two routed? (s;;d) and P (sz;d). In this de -
nition, when SET is obvious, we simplifyRSIM (s1;S2; SET) asRSIM (s1;S2).

It is easy to see that RSIM (s3;s2;SET) 2 [0;1] for any s;;s,, and SET.
The larger RSIM (s1;s,; SET) is, the more similar the routes of s; and s;
are. Figure 2 shows an example an RSIM computation. Here we va SET =
fdg; Common(sy;sy; fdg) =4 ; Total(sy;s; fdg) =9+8 = 17,s0 RSIM (s;1;s;fdg) =
2 4=17 =8=17.

3 Data Sets

Our analyses on RSIM are based on two data sets: th®ocketfuel data set and
the Matrix data set.

The Rocketfuel data set  refers to the traceroute data collected on 12/20/2002
by the Rocketfuel project [11][2], which used 30 nodéson Planetlab [1] to probe
over 120K destinations. This is one of the most complete traeroute data sets
publicly available. The destination IP addresses are deried from the pre xes
in a BGP table that day. Because the destination IP addressesare randomly
selected, they do not necessarily correspond to online hastso for many of the
destinations the traceroute measurements are not completelo avoid the impact
of incomplete routes on our analysis, we only consider the B5 destinations
which can be reached by at least 28 source nodes using traceite.

The Matrix data set is collected by the authors using 160 Planetlab nodes,
each from a di erent site. In this data set, we let each node run traceroute to

! The original data set covers three days and uses 33 nodes. We oly use the data
from one of the days, and we discarded the data for 3 nodes becase they could not
get valid traceroute results for a large portion of destinat ions.
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all the other nodes, obtaining a route matrix, where we have outes in both
directions for all pairs of nodes. This is the largest route natrix we are aware
of, and it is very useful for characterizing the symmetry property of RSIM, as
discussed in Section 4.3.

4 RSIM Properties

In this section, we analyze the following properties of RSIMto show that it is a
useful metric:

{ Destination Sensitivity: how sensitive is the RSIM value to the choice of
destinations;

{ Measurability: how many measurements are required to compute the value
of RSIM;

{ Symmetry: what is the di erence between the upstream route similarity and
downstream route similarity?

4.1 Destination Sensitivity

Since RSIM is a function of the destination setSET, the value of RSIM can
be dierent for di erent destination sets. However, for many applications it is
preferable that RSIM is largely independent of the SET parameter, i.e., it is
a fundamental property that only needs to be measured once. his property
is very important for reducing measurement overhead. In ths section, we rst
focus on the case wher&ET includes only a single destination. The case where
SET includes multiple destinations are discussed in Section 2.

We use the Rocketfuel data set to study destination sensitivity. We rst set
SET to include the 5386 reachable destinations in theRocketfuel data set, and
compute RSIM values for all the 435 (= 30 29=2) pairs of source nodes. We
will use these RSIM values as benchmark values since they afeom the largest
destination set possible. The distribution of these RSIM vdues has a sharp peak
around 0.7. Speci cally, 85% of the 435 pairs have RSIM valug between 0.65 and
0.8. This con rms earlier observations that in 2002, most Phanetlab nodes had



very little diversity in how they connected to the Internet ( most used Abilene).
However, there is some diversity: the RSIM values range fron®.1 to 0.8.

To study the destination sensitivity of RSIM for node pairs with di erent
RSIM values, we selected seven source-node pairs with RSIMales roughly
evenly distributed in the range [0.1, 0.8]. We calculate thé& RSIM values for
each of the 5386 individual destinations for which they have compete route
data. These similarity values are plotted in Figure 3. Each arve plots the cu-
mulative distribution for the RSIM values of one source-noce pair relative to each
individual destination. The numbers marked on the curves ae the benchmark
RSIM values. The seven curves can be classi ed into three gups:

1. The rst group only includes the rightmost curve. This cur ve corresponds
to a pair of source nodes with the highest benchmark RSIM vale (0.768)
among the seven pairs, i.e., their routes are very similar. fie similarity
values of this source-node pair for individual destinatiors are distributed
in a fairly small region|90% of them are in [0.65, 0.85]. That shows that
the similarity between this pair of source nodes is not very snsitive to the
destination selected.

2. The middle three curves make up the second group. Their bashmark RSIM
values are 0.467, 0.585, and 0.630, respectively, and thegpresent source-
node pairs with average similarity values. Clearly, the RSM values for indi-
vidual destinations in this group are more diverse than in the rst group. The
lowest 30% of similarity values are signi cantly lower than the other 70% of
the values. However, the highest 70% of similarity values cister within a
small region with 0.2 width.

3. The three leftmost curves represent the third group, whee the node pairs
have low similarity|0.180, 0.259, and 0.356. The similarit y values of these
source-node pairs with respect to individual destinationsis almost evenly
distribute in a large range with 0.4-0.6 width. That means that their RSIM
values are quite sensitive to theSET parameter.

The above results show that the larger the benchmark RSIM vale is, the less
sensitive the RSIM values are to the chosen destination. Smécally, for node

pairs with properties similar to the rightmost curve, the RSIM values are not
sensitive to the speci ¢ single-destination set.

4.2 Measurability

In this subsection, we show that measuring route similarity only needs a small
number of traceroute measurements. We again use th&ocketfuel data set to
demonstrate this property. In this data set, we use di erent numbers (x) of ran-
domly (uniform) selected destinations to compute route sinilarity ( RSIM ) for
each of the 435 source-node pairs. We then compare them withhéir benchmark
values (RSIM p) which is based on all 5386 reachable destinations as disced in
Section 4.1, and compute the relative di erence asRSIM y  RSIM ,)=RSIMy,.
Figure 4 plots the distributions of the relative di erences from all 435 source-
node pairs. The x-axis is the number of routes used in computig RSIM . The
bars are plotted using the boxplot function of Matlab, where each bar corre-
sponds to one distribution of the relative di erence for all 435 source-node pairs.
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The middle boxes have three lines corresponding to the loweguartile, median,
and upper quartile values, and the whispers are lines exteridg from each end of
the box to show the extent of the rest of the data. We can see thathe relative
di erence between RSIM «x and RSIM y, quickly drops as more destinations are
used. Oncex 10, the median di erence stays roughly constant at about 5%,
although the variance decreases. This result shows that opl 10-20 routes are
needed to compute the value of RSIM for theRocketfueldata set.

In the above analysis, for each source-node pair and each nirer of des-
tinations, the similarity value is calculated using one ingance of a randomly
selected destination set. These values may be dierent for derent randomly
selected destination sets. To quantify the impact of this raadomness, for each
source-node pair, we select 1000 di erent random 10-destation sets and com-
pare their RSIM values. For each source-node pair, we then ord the di erence
between the 95 percentile similarity value and the 5 percerite similarity value,
and use that as a variance measure for di erent random 10-démation sets. Fig-
ure 5 plots the cumulative distribution of this variance for all 435 source-node
pairs. We see that the variance for 93% of pairs is less than B, which is small.
This tells us that the choice of the randomly selected destiation sets does not
have a signi cant impact on the RSIM values.

An important implication of the results in Figure 4 and 5 is th at RSIM is
not sensitive to the choice of destination set whenSET includes ten or more
\random" destinations. The reason is as follows. Although RSIM can be very
di erent for di erent individual destinations, as illustr ated in Figure 3, ten or
more di erent destinations can fairly well \cover" the dist ribution curve by in-
cluding most important points. Therefore, even with di ere nt destination sets,
since they are from the same distribution, which is determired by the node pair,
they should converge to the same value.

So far, the results in this section were obtained using route between 30
source nodes and 5386 destination nodes. We have done a sianiknalysis using
all 120K destinations, i.e., including the incomplete route data. The results we
obtained are similar. Even so, the data set used here only cevs a limited fraction
of nodes on the Internet, and whether or not our conclusion inthis section can



be extended to the whole Internet should be validated using drger and more
diverse data sets.

4.3 Symmetry

It is well known that Internet routes are asymmetric [9], but we nd that RSIM
values computed using upstream routes and those using dowttream routes are
very similar. In this sense, RSIM is symmetric, i.e., it captures the similarity of
both upstream and downstream routes. In this section, we us¢he Matrix data
set to show this property.

For each node pair among the 160 nodes, we calculate their réa similarity
using both upstream routes RSIM ) and downstream routes RSIM gown ).
We then compute the di erence as RSIM gown  RSIM p). Figure 6 plots the
distribution of this di erence for the 14,412 pairs which have at least 10 com-
plete traceroute results to compute bothRSIM y, and RSIM gown . We can see
that 84% of the pairs have di erence within a small range of [0.1, 0.1], which
shows that RSIM , and RSIM gown are indeed very similar. That means that,
if two nodes have a high probability sharing a large portion d their upstream
routes toward a destination, they will also have a high probaility sharing a large
portion of their downstream routes from that destination.

The implication of this property is two-fold. First, RSIM me asurements do
not necessarily need upstream routes. If only downstream nates are available,
we can still compute RSIM. This property will be used in Secton 5 to get a
larger sample set for our analysis. Second and more importdly, this property
allows us to infer both source-side and destination-side ph edges. For example,
if s; and s, have similar routes, they will both have similar destination-side path
edges for their routes towards a third node, and have similarsource-side path
edges for those routes from a third node. The details are disssed in the next
section.

5 RSIM Case Study: Path Edge Inference

In this section, we rst de ne what we mean by \path edge", and then describe
how to use RSIM to infer path edges. We also present empiricalesults on how
often path edges shared by a pair of nodes can be inferred.

5.1 Path Edge Inference

According to [6], most bottlenecks are located on the last/ rst four links of a
path. The last/ rst four links are what we call the \path edge ". Formally, we call
the rst four links of an end-to-end route P (s;d) the source edge ¢rcEdge(s; d)),
and the last four links the sink edge 6inkEdge(s; d)). For example, in Figure 2,
path segment (; d) is the sink edge for bothP (s;;d) and P (sy; d). Source edges
and sink edges together are referred agath edgesldeally, we would like to use
RSIM value to predict path edges. This prediction becomes esy if the following
two claims are true:
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Claim 1: 9 THgsim , 8 S1;S2, their upstream routes towards any node
d share sink edge i RSIM (s1;S2) > TH rsim -

Claim 2: 9 THgrsim , 8 dy; dy, their downstream routes from any node
s share source edge i RSIM (d;;d2) > TH rsiv -

We call a pair nodes neighbors if their RSIM value is larger than THggy -
Intuitively, if a pair of nodes s; and s, are neighbors, and the bottlenecks of
P(s1;d) and P(s;;d) are on their sink edges, we then can use the bandwidth
measured fromP (s; d) as that of P(s;;d), because they are very likely to share
the bottleneck.

Of course, it is unrealistic to expect that we will be able to nd a threshold
THgrsim that gives 100% sharing of the remote path edges. Instead, wsow look
at whether a threshold THgs;v  exists that indicates a high probability of path-
edge sharing. We use thévlatrix data set for this study. We rst take the 14,412
node pairs which have at least 20 complete traceroute resut compute their
RSIM values using these routes, then group them into nine graps (gi;i = 1::9)
based on their RSIM values:g = f(s;d)ji 0:1 RSIM (s;d) < (i +1)
0:1g(1 i 9). For each node pair in each group, we calculate the probabiy of
sharing source edges and sink edges. Figure 7 plots the curatilze distribution
of source/sink-edge sharing probabilities for each groupln this gure, gy is
grouped into gg because there are only 6 pairs irgs. The top graph plots the
sharing probability for source edges, and the bottom graph fots the results
for the destination edge. gs stands out distinctively with the best prediction
accuracy|almost all node pairs in this group have a sharing probability higher
than 0.8. Although not perfect, we think we can use the value 8 for THgg|y .
That shows that RSIM can be used for path-edge inference witha high inference
accuracy.

5.2 Probability of Sharing Path Edges

The above results suggest that it will be useful for neighbos to share bandwidth
information. Whether this is feasible depends on how likelyit is that a node can



nd a neighbor. This is a very di cult question, but we can use the Rocketfuel
and Matrix data set to gain some insights. We use thdRocketfueldata set as an
example of a system that includes nodes from all over the Intenet, while we use
the Matrix data set to get the view for a real deployed system.

For the Rocketfueldata set, we use downstream routes to compute route sim-
ilarities for the 5386 reachable destinations. The reasonhat we use destinations
instead of sources is to obtain a large scale analysis. The synetry property
of RSIM demonstrated in Section 4.3 allows us to compute RSIMvalues using
downstream routes. For the Matrix data set, route similarities are computed for
the 160 nodes using upstream routes. Figure 8 plots the disiioution of node
pairs in each group. In this gure, node pairs are again grougd as we did in
Figure 7 (except that g; and g, are combined with g3); the x-axis is the smallest
RSIM value in each group. The dashed curve shows the result fdhe Rocketfuel
data set. We see that 63% of end nodes can nd at least one neigbr, i.e., their
RSIM value is larger than 0.8. The Matrix data set has signi cantly fewer end
nodes, so only 10% of end nodes can nd a neighbor.

It is worthwhile to mention that in both of these analyses, destinations are
selected from di erent pre xes, while in reality, many system nodes can come
from common pre xes. In this sense, the results presented ifrigure 8 provide a
pessimistic view.

5.3 Discussion

RSIM can be used for path-edge inference which is closely edkd to the goal of
the BRoute system proposed in [7]. In BRoute, each node coltés AS-level source
tree and sink tree information to infer path edges, which arefurther used to infer
path bottlenecks and available bandwidths. The di erence between RSIM and
BRoute is that RSIM is a general metric that can be used by di erent applica-
tions, while BRoute focuses on path bandwidth inference by oly characterizing
routes of each individual node, i.e., BRoute does not diredy quantify the sim-
ilarity of routes from two di erent nodes. However, BRoute is not sensitive to
system node distribution, while using RSIM for path-edge irference depends on
the chances that system nodes can nd neighbors.

6 Related Work

We are not aware of related work that directly quanti es rout e similarity from
an end-node perspective, but there are quite some that is rated with dier-
ent aspects of the RSIM metric. Besides the [3] and [4] on rot diversity and
redundancy, which are mentioned earlier in this paper, thee are also a lot of
research focusing on identifying congestion sharing [10hottleneck sharing[8]
and packet loss sharing [5]. [10] used loss or delay obseri@ts at end hosts to
infer whether or not two ows experiencing congestion are cagested at the same
network resources; [8] proposed a passive measurement appch for learning In-
ternet path characteristics, which can be used for bottlenek sharing inference.
Finally, [5] proposed a Bayesian probing technique to deteamine whether a pair
of connections from a same node experience shared loss.



In terms of path-edge inference, we have discussed the postity of using
RSIM for BRoute bandwidth estimation. Another closely related result is the
inference algorithm proposed by [9], which can infer the AS pth for a pair
of nodes when only having access to the destination node. Thielea is to rst
infer the rst AS hop with the help of a public traceroute serv er, and use that
information in an more general AS-path inference algorithmto obtain an AS-
path inference with higher accuracy.

7 Conclusion and Future Work

In this paper, we present a study of Internet end-to-end rout similarity by
studying a speci ¢ route similarity metric|lRSIM. It quanti  es the similarity of
two routes between two nodes and an arbitrary third node. Bagd on two large
traceroute data sets, we show that for our data sets RSIM can b measured
using a small number of random traceroutes, and it captures e similarity of
both upstream routes and downstream routes. When using RSIMor path-edge
inference, we show that if a pair of nodes have an RSIM value tger than 0.8,
they have a high probability of sharing path edges of routes \ith an arbitrary
peer node.

The work presented here is only a rst step in understanding hternet route
similarity. There could be better metrics in terms of destination sensitivity, mea-
surability, and symmetry. Moreover, more detailed studiesare needed to quantify
the properties of route similarity.
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