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Abstract

Detectingthepointsof network congestionis anintriguing researchproblem,becausethis informationcan
bene�t both regularnetwork usersandInternetServiceProviders. This is alsoa highly challengingprob-
lem,becausetheInternetis designedto provide only end-to-endservices,andits internalsarein principal
invisible to endusers.Currenttechniquesusedto detectbottleneckpositionshave problemssuchashigh
probingoverheadandlow measurementaccuracy. In this paper, we proposeusingRecursivePacket Trains
(RPT) to detectthenetwork congestionposition. RPTcombinestwo typesof probingpackets– measure-
mentpacketsandloadpackets– in a singleprobingpacket train. The ideais to let loadpacketsgenerate
a packet queueon therouter, andto usethemeasurementpacketsat thebeginningandtheendof thetrain
to measurethepacket train length. By detectingthechangesin thepacket train length,we canderive the
congestionpointsof the network path. RPT hasthe advantagesthat it only needssingle-endcontrol and
thatit hasrelatively low overhead.In thispaper, wepresentthealgorithmandevaluateit usingbothtestbed
experimentsandInternetexperiments.
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1 Intr oduction

In this paper, thecongestionpositionis de�ned asa network link or routerthatdeterminesor signi�cantly
affects the datatransmissionthroughputalonga network path. Knowing the congestionpositionsis ex-
tremelyusefulfor both the endusersandthe InternetServiceProviders(ISPs). The enduserscanuseit
to estimatethe performanceof an ISP, while an ISP canuseit to quickly locatethe positionof network
problems.

Measuringnetwork performancesuchastheend-to-endavailablebandwidthhasbeenanactiveresearch
area. However the proposedtechniquesfall short in at leasttwo ways. First, they focuson end-to-end
performance,while providing no locationinformationfor the performancebottleneck.Typical examples
include the work on available bandwidthmeasurements[10, 8, 12, 15, 17]. Second,for tools that do
measurethehop-by-hopperformance,themeasurementoverheadis oftenveryhigh. Thiscategoryincludes
Pathchar[9] andBFind [5].

Weregardtwo propertiesasimportantfor anetwork congestionpointdetectiontool: single-endcontrol
and low overhead.In this paper, we proposeusingRecursive Packet Trains(RPT) to achieve thesetwo
goals.Thekey ideais to combinemeasurementpacketsandloadpacketsin a singleprobingpacket train.
RPTreliesonthefactthatcongestionbuildsupasloadpacketsqueueontherouterinterface,thuschanging
thepacket train lengthon thelink. By measuringthis changeusingthemeasurementpackets,theposition
of thecongestioncanbederived.

In this paper, load packetsemulatethe behavior of regular datapackets. That is becauseduring their
transmission,they interleavewith thebackgroundtraf�c, whichenablesusto capturethenetwork properties
thatwe want. Measurementpacketsaresmallprobingpackets,similar to thoseusedby standardnetwork
tools like ping, traceroute,etc. Themeasurementpacketsareusedwhenwe do not requireany interaction
betweentheprobingpacketsandthebackgroundtraf�c packets.

This paperhastwo parts: thealgorithmdescriptionandtheperformanceevaluation. In Section3, we
describetheideaof Recursive Packet Trains,andpresenta preliminaryalgorithmto detectthecongestion
position. The rest of the paperis devoted to the performanceevaluation,which includesboth Emulab
testbedexperiments(Section4) andInternetexperiments(Section5). We startwith a discussionof related
work.

2 RelatedWork

The most widely usedactive probing tools areping and traceroute.Ping usesan ICMP echopacket to
measurethe round-triptime (RTT) to a speci�c destination.Traceroutesetsthe TTL in the IP headerto
trigger responsesfrom the routersalongthe network path, thuscollectingthe hostnameandRTT of the
routers.However, theonly performanceinformationprovidedby thesetools is RTT, which is not directly
relatedto congestion.

Bandwidthestimationtechniques,speci�cally availablebandwidthestimationalgorithms[10, 8,12,15,
17], measurenetwork throughput,which is morecloselyrelatedto congestion.However, they provide no
locationinformationfor thecongestionpoint. Also, all thesetools,exceptcprobe,needthecooperationof
thedestination.Thatmakesthemveryhardto deploy.

Packet lossrateis anothermetric that is relatedto usertraf�c performance,especiallytheperformance
of TCPtraf�c [13]. Besidestools thatcandirectly measurethenetwork pathlossratesuchasSting [16],
therehasbeena tool Tulip [11] thatcanaccuratelypin point thepacket lossposition.

The tool is most closely relatedto RPT are BFind [5] andpathchar[9]. BFind addsa steadyUDP
�o w to the network path,andgraduallyincreasesits throughput.At the sametime, tracerouteis usedto
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monitortheRTT changesfrom all therouterson thepath.WhentheUDP �o w throughputapproachesthe
availablebandwidthalongthepath,theRTT from thesourceto thebottleneckrouteris expectedto change
moresigni�cantly thanthat to non-bottleneckrouters.Oneof theproblemsof BFind is thattheUDP �o w
generatesaheavy measurementoverhead,which is undesirablefor ageneralpurposeprobingtool.

Pathchar[9] wasdesignedearlier. It is usedto estimatethe capacityof eachlink on a network path.
Themainideais to measurethedatatransmissiontime on eachlink. This is doneby takingthedifference
betweentheRTTs from thesourceto two adjacentrouters.To �lter out measurementnoisesdueto factors
suchasqueueingdelay, pathcharneedsto sendout a large numberof probingpackets, picking out the
smallestRTT valuesfor the�nal calculation.As a result,pathcharalsohasa largeprobingoverhead.

3 The Probing Algorithm

Thekey intuition thatmotivatesthis algorithmis: whena probingpacket train passesthroughtherouters
alonganetwork path,its total lengthchangeswith thechangeof theavailablebandwidthoneachlink. The
changedueto two reasons:thepacket transmissiontime is differenton links with differentcapacities,and
the interactionwith backgroundtraf�c packetscanincreaseor decreasethe total packet train length. We
expectthe largestchangeto happenat thecongestionpoints. To implementthis idea,we needa probing
techniquethatcanmeasurethe train lengthon each link, which is doneby a novel packet train design—
Recursive Packet Train (RPT), andan algorithmthat canextract the exact congestionpositions. In this
section,we �rst describethestructureof theRPT, we thenpresentthealgorithmusedto detectthecongest
positions,and�nally wediscussthepropertiesof theRPTtechnique.

202 20 21 1255 255 255

40B 500B

60 packets 

Figure1: RecursivePacketTrain (RPT).Thenumberin eachpacket is theTTL value.

3.1 RecursivePacket Train

An exampleof a Recursive Packet Train is shown in Figure1. In this �gure, every box is a UDP packet,
thenumbersin theboxesaretheTTL values.Thewholeprobingpacket train is composedof two typesof
packets— measurementpackets, andloadpackets:

1. Measurementpacketsarestandardtraceroutepackets,i.e., they are40bytesUDPpackets,with prop-
erly �lled-in payload�elds. Thereare20measurementpackets,at eitherendof thepacket train. The
TTL valueof eachmeasurementpacket is linearly incrementedfrom the head/tailpacket, andthe
head/tailpacket hasTTL value1. The train in Figure1 canonly measurea network pathwith no
morethan20 hops,becauseit hasonly 20 measurementpacketson bothends,but we caneasilyadd
moremeasurementpacketsfor a longerpath.

2. Load packetsareusedto generatea packet train with a measurablelengthalongthe network path.
The loadpacketsshouldbe largepackets. Theexactsizeis con�gurablein our implementation.In
thefollowing experiments,wesetit to 500bytes.
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The numberof packets in the packet train determinesthe amountof backgroundtraf�c that it can
interactwith. As a result,thisnumbershouldbefairly large. In ourexperiment,wesetit empirically
in therangeof 60 to 100.Automaticallycon�guring thenumberof probingpacketsis futurework.

RPT worksasfollows. The usersendsout all the packetsback-to-back.Whenthey arrive at the �rst
router, the �rst andthelastpacket will expire andbedroppedbecausetheir TTL valuesare1, resultingin
two ICMP packetsbeinggenerated[14]. The otherpacketsin the train areforwardedto the next router,
with their TTL decrementedby 1. SincetheTTL valuesin a RPTaresetrecursively, theabove processis
repeatedon eachsubsequentrouter. Thismethodof probingis calledRecursiveProbing.

Thekey to theprobingprocedureis asfollows: thetimegapbetweenthetwo ICMP packetsfromeach
routeris a closeapproximationof thetimelengthof thepackettrain ontheincominglink of thatrouter. This
is because:(1) eachrouteronly dropstheheadandthetail measurementpackets,and(2) themeasurement
packet sizeis muchsmallerthanthetotal sizeof thetrain, i.e., thechangeof packet train lengthdueto the
droppingof themeasurementpacketscanbeneglected.In thefollowing, we refer to the interval between
two ICMP packetsfrom thesamerouterasthegapvalue.

3.2 The DetectionAlgorithm

RPT provides a way to get the probingpacket train length on eachnetwork link along the path, i.e., a
sequenceof gapvalues.With thesegapvalues,it is possibleto �nd out theexactcongestionposition— we
expectthe train lengthto changesigni�cantly at the congestionpoint. We now presentan algorithmthat
candetectthecongestionpositionfrom asequenceof gapvalues.

Figure2 shows thepesudo-codefor thedetectionalgorithm. Intuitively, thealgorithmsearchesfor the
positionswherethegapvaluehasa signi�cant change.To do this, we classifythegapvaluechangesinto
two categories:switch points,andstage points.A switchpoint is de�ned asa changethat lastsfor at least
two hops;while astagepoint is justachangefor asinglehop,whosegapvaluemayor maynotbethesame
in thenext hop.Figure3(a)illustratesthisdifference.

Thereasonfor makingthis distinctionis to �lter out gapvaluechangesdueto non-congestionfactors.
As will be discussedin the next section,therearetwo majornon-congestionfactors— the time usedby
routersto generateICMP packetsandreversepathqueueing.To distill therealcongestioninducedchanges,
we rely on theobservationthatcongestioninducedgapvalueswill typically bemaintainedby subsequent
routers.Therefore,the gapvaluesequenceis expectedto have a squarewave shape.Otherwise,the gap
changedueto non-congestionreasonsis morelikely to be inconsistent.So if we detecta squarewave in
thesequenceof gapvalues,asde�ned by theswitchpoint,we havea highercon�dencethatit is causedby
congestion.

To searchfor theswitchpoint,weuseasimplebrute-forcealgorithm.By default,wesearchfor 3 switch
points. We arbitrarily split thegapsequenceinto 4 segments,with at least2 pointsin eachsegment.This
requiresthesequenceto haveat least8 points.In ouralgorithm,weonly searchsequencesthathaveat least
12points,sothatwecancompareamongseveralcombinations.For eachsegment,wecomputeits average,
andthedistanceof eachpoint to this average.We usethesumof thecomputeddistancesto indicatehow
goodthe segmentationapproachesa squarewave — the smaller, the better. We outputthe segmentation
with theminimumsum.As just noted,we needat least12 pointsto searchfor 3 switchpoints.For shorter
sequences,we only look for 2 (for a 6-11 point sequence)or 1 (for a sequencewith lessthan6 points)
switchpoints.

For thestagepoint,sinceit is for only onehop,it is veryhardto usetheprobingresultof a singleRPT
to determinewhetherit is congestioninduced.Instead,wecomparemultipleconsecutiveprobingresultsto
decidewhethera stagepoint on a particularhopoccursconsistently. For this reason,we needto maintain
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Algorithm CongestionDetect(����� )
/* ����� is angapsequencewith ���	� values*/




returnif ���	����
 ;
returnif over half of thegapvaluesis 0;
®x theoutliers;
®x thehill/valley point;

/* searchfor switchpoints*/
if ( ���	��������� )




/* look for 3 switchpoints*/
���������	�! "$#%#

�'&!� SEGMENT3 (

�����*) ;
+

else if ( ���	�����-, )



/* look for 2 switchpoints*/
���������	�! "$#%#

�.&!� SEGMENT2 (

�����*) ;
+

else



/* only look for 1 switchpoint */
���������	�! "

&/� SEGMENT1 (

�����0) ;
+

/* searchfor thestagepoint */
for � in ( �

#%#

(1�1���324�

) )
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) ;
+

���>�?�

� = getthelargest3 elementsfrom
5

�7606 ;

comparewith theprevious4 �����@�

� record,if ahopis labelled
for lessthan4 times,it will notbeincludedin thecomparisonin thenext step;

/* output*/
compare���A�B�>�;� with �����@�

� , outputthe3 hopswith thelargestchange;
+

Figure2: TheCongestionDetectionAlgorithm

a stage point history. In our algorithm,we compare5 probings.If a stagepoint at a hopoccursat least4
times,we labelit ascongestioninduced.

Sofar, we did not considermeasurementnoise,which is unavoidablein probing. Here,we list two of
theimportanttechniquesthatdealwith noiseandpacket loss:

1. Weneedtwo ICMP packetsfrom eachrouterto computethegapvalue.If at leastoneof themis lost,
wewill havea 0 gapvalue.If overhalf of thegapvaluesare0, wediscardthewholesequence.

2. We needto modify thehill/valley point (Figure3(b)). A hill point is de�ned asa point C<D in a triple-
pointgroup: C<E�F�C0DGF7C0H , with gapvaluessatisfyingI?JKE�LMJ:DONPI@J�H . A valley point is de�nedsimilarly,
excepttheconditionis changedto JKEQNRI@J�DSLTJ�H . Intuitively, a hill/valley point is a burst in a time
seriesmeasurement.But in theRPTprobing,this typeof burstis notexpected,sincethegapvalueon
oneroutertendsto bemaintainedor increasedby thenext router. For this reason,we regarda burst
asanindicationof measurementnoise.In our algorithm,we replaceJUD with theclosergapvalueof
its two neighbors.
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Figure3: Switch/stagepoint& hill/valley point

3.3 Propertiesof RPT

Fromtheabovediscussion,wecanseethatthemainpropertiesof RPTinclude:

1. Time consistentmeasurements.As describedabove, the gapvaluesfrom differentroutersaretrig-
geredby thesameRPT, andthemeasurementtimesareveryclose.Thatallowsusto directlycompare
the measurementsfrom adjacentrouters. This propertyalsoenablesus to catchall the congestion
pointsalongthepaththatchangethepacket train length. That is, RPT is potentiallycapableof de-
tectingmultiple congestionpoints. Note that RPT is biasedto early congestionpoints,becausea
congestionpoint in anearlypartof thepathcanhidea latercongestionwith similarproperties.

2. Single-endcontrol.RPTdoesnotneedthecooperationof thedestination,andcanthusbeeasilyused
by a regularnetwork user.

3. Low overhead.For thecasein Figure1, oneprobingonly needs100packets.For bettermeasurement
accuracy, we mayneedmultiple RPTsto do theprobing. Evenso,this is anextremelylight-weight
probingtechnique,comparingwith pathcharandBFind,

In termsof themeasurementaccuracy, thefollowing factorsneedto beconsidered:

1. ICMP packetgenerationtime. A routerneedstimeto generatetheICMP responsepackets.Thattime
is differentfor differentrouters,andpossiblyfor differentpacketson the samerouter. As a result,
themeasuredgapvaluefor a routerwill not exactly equalthepacket train lengthwhenpassingthat
router. Fortunately, measurementsin [7] and[6] show thattheICMP packetgenerationtime is pretty
small; in mostcasesit is between200usand500us.Soif thepacket train lengthis muchlargerthan
500us,it is reasonableto neglect this generationtime. SincemostInternetpathshave a bottleneck
link with a capacityof lessthan100Mbps,andwe use100loadpacketsfor theInternetexperiment,
thecorrespondingpacket train lengthis larger than4ms,which we regardaslargeenoughto ignore
theICMP packetgenerationtime.

2. Queueingdelayon the reversepath. Whenthe ICMP packetsaresentbackto the sender, they can
experiencequeueingdelaydueto reversepathtraf�c. Sincethis delaycanbedifferentfor different
packets,it is asourceof measurementerror. Wearenot awareof any relatedwork thathasmeasured
thisvalue.In ouralgorithm,wetry to reducetheimpactof thisfactorby �ltering outthemeasurement
outliers.

RPTalsohassomestructurallimitations:
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1. We �nd thatnetwork �re walls oftenonly let through40 bytesUDP packetsthatstrictly conformto
thetraceroutepacket format(with properly�lled-in payload�elds), anddropany otherUDPprobing
packets,suchasthe loadpacketsin a RPT. So if thesenderis behindsucha �re wall, RPTwill not
work. Similarly, if thedestinationis behinda �re wall, themeasurementsfor thosehopsbehindthe
�re wall cannotbeobtainedby RPT.

2. Even if there is no �re wall on the destinationside, RPT may not be able to measurethe packet
train lengthon the last link, becausetheICMP packetssentby thedestinationhostcannot beused.
Theoretically, thedestinationis supposedto generateanICMP destinationportunreachablemessage
for eachpacket in the packet train. But dueto ICMP ratelimiting, the destinationnetwork system
will typically only generateICMP packets for someof the probingpackets,which often doesnot
includethetail packet. Evenif anICMP packet is generatedfor boththeheadandthetail packet, the
accumulatedICMP generationtime for thewholepacket train makesthereturnedinterval worthless.

4 TestbedValidation

We useboth theEmulabtestbedandInternetpathsto evaluateRPT. TheEmulabtestbedprovidesa fully
controlledenvironmentto studydifferentaspectsof thetechnique,while Internetexperimentsarenecessary
for studyingRPT's performancewith real backgroundtraf�c. In this section,we focus on the Emulab
testbedexperiments.TheInternetexperimentsarediscussedin thenext section.

With a fully controlledtestbed,we can separatethe factorsthat determinethe �nal measurements,
focusingon obtaininga preliminaryunderstandingof the algorithmproperties.In this section,we study
theperformanceof RPTwith (1) a single�o w of backgroundtraf�c, (2) multi-�o w backgroundtraf�c, (3)
queueingdelayon the reversepath. In all threecases,the backgroundtraf�c is generatedusingiperf [4]
UDP �o ws.

0
100M
0.5ms

50M
0.1ms

30M
0.4ms

100M
0.4ms

80M
14ms

70M
2ms

50M
4ms

50M 100M
40ms 10ms1 2 3 4 5 7 8 96

Figure4: Testbedcon�guration. Hop 0 is theprobingsender, hop9 is theprobingdestination.Hop 1 - 8
work asrouters,theblankboxesareusedasiperf sender/receiver to generatethetraf�c load.

The testbedis createdusingthe Emulab[3] facilities. Figure4 shows the testbedcon�guration. Be-
causethephysicalEmulablink capacityis 100Mbps,we setthebottlenecklink capacityas30Mbpsin this
experiment,usingthedummynetfunctionalityprovidedby Emulab. Thelink delaysareroughlysetbased
onatraceroutemeasurementfrom aCMU hostto yahoo.com.Notethatall thehostsonthetestbedarePCs,
not routers,sosomepropertiessuchastheICMP generationtimearenotexactly thesameasthoseof a real
router. As theresult,thefollowing testbedexperimentalresultsignoresomeof therouterrelatedfactors.

4.1 Single-Flow Background Traf�c

In thissection,we focusontwo factorsthatdeterminethedegreeof acongestion:thelink capacity, andthe
traf�c load.

In Figure5, we addno backgroundtraf�c, andthe congestionpoint is purely determinedby the link
capacity. We probethepath10 times;thegapvalueson eachhopareplottedin Figure5. We canseethat
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Figure5: Measurementswith no backgroundtraf�c. Theline connectsthemedianvaluesoneachhop.

themaximumgapchangesappearat R3, whoseinput link is thebottlenecklink. Therearealsosmallgap
increasesat thesubsequentrouters.Onepossiblereasonis time measurementerror. Anotherreasonis that
the gapsin the packet train arenot evenly distributed,so whenthe link capacitydecreases,someof the
smallpacketgapscanstill increase,thusincreasingthetotal packet train length.

Figure5 plotsthebasecaseof theprobingresults.In thefollowing, weadddifferentbackgroundtraf�c
loadondifferentlinks to studyRPT'sperformance.Unlessexplicitly stated,theexperimentsaredoneusing
thefollowing procedure.Wegraduallyincreasetheiperf UDPtraf�c load,in incrementsof 10%of thelink
capacity. For eachload,weprobethepath10 times,with 5 secondssleepingtime in between.

Figure6 shows theresultswhenaddingbackgroundtraf�c on the link betweenR3 andR4. Theother
links arestill freeof load. Here,we chooseto presentthemeasurementfrom 40%to 90%traf�c load. We
canseethat,only whentheavailablebandwidthon this link is lessthan30Mbps(the80%graph)doesthe
congestionpointchangefrom R3 to R4,whichcorrectlyre�ects therealbottleneckchange.

Figure7 presentsthe measurementwhenaddingbackgroundtraf�c on the link betweenR6 andR7,
while keepingtheotherlinks freeof load.Similarly, only whentheavailablebandwidthon this link is less
than30Mbps(startsfrom the 50% point in the �gure) doesthe congestionpoint changeto R7, which is
againtherealbottleneckchange.

4.2 Multi-Flo w Background Traf�c

In thissection,westudyhow RPTworkswith multiplecompetingtraf�c �o ws. Wefocusontwo scenarios.
In the�rst scenario,weaddtwo background�o wsin thesamedirection,but ondifferentlinks. This is done
asfollows: we �rst adda 20Mbps�o w from R4 to R8, thenwe graduallyincreasethe traf�c betweenR6
andR7, in 3Mbpsincrements.As in thepreviousexperiments,we do 10 probingsfor eachsetting,for 9
settingsin total. In thesecondscenario,we con�gure thetwo traf�c �o ws in oppositedirections:we �rst
�x the loadfrom R8 to R4 to 20Mbps,andthengraduallyincreasethe loadfrom R6 to R7, in increments
of 10%of thelink capacity.

Table1 presentstheexperimentalresults.Sinceour probingalgorithmusesthe �rst 4 probingsasthe
stagepointhistory, wecanobtain6 �nal measurements,andeachhopcanbelabelledatmost6 times.The
numbersin thetablearethenumberof timesthata routeris labelledasacongestionpoint.

For the �rst experiment,the real bottleneckis on L���� F����PN , and the probingalgorithm startsto
identify it whenthetraf�c loadreaches20%of theresidualcapacity, i.e. whentherealavailablebandwidth
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Figure6: Measurementwith differentbackgroundtraf�c on thelink L R3,R4N . “cbw” meanbackground
traf�c load. In eachgraph,thex-axisis thehopnumber, they-axisis thegapvaluein micro-seconds.

Table1: Multiple �o ws
L �

�

F���� N�� L ��� F���� N L��KF

�

N�� L �KF � N

cbw r1 r2 r3 r4 r5 r6 r7 r8 r1 r2 r3 r4 r5 r6 r7 r8
10% 0 6 6 0 1 2 3 0 0 6 6 0 3 1 2 0
20% 0 6 6 0 0 0 6 0 0 6 6 0 2 1 3 0
30% 0 6 6 0 1 1 4 0 0 6 6 0 5 1 0 0
40% 0 6 6 0 0 0 6 0 0 6 6 0 1 1 4 0
50% 0 6 6 0 0 0 6 0 0 6 6 0 1 2 3 0
60% 0 6 6 0 0 0 6 0 0 6 6 0 1 0 5 0
70% 0 6 6 0 0 0 6 0 0 6 6 0 0 1 5 0
80% 0 6 6 0 0 0 6 0 0 6 6 0 0 0 6 0
90% 0 6 6 0 0 0 6 0 0 6 6 0 0 0 6 0

is 24Mbps.ThemeasurementmissestherealcongestionpointatR7 for 3 timesin the10%case,dueto the
small differencein availablebandwidthof 27Mbpson L ���KF���� N and30Mbpson L �QIKF���� N . These
resultsexempli�es animportantpropertyof RPT: themeasurementis biasedto thecongestionpoint in the
earlypartof thepath,i.e.,a congestionpoint canhidea laterpoint with a similar level of congestion.This
is alsowhy the tool missesthe congestionpoint L ��� F ���4N in the secondexperimentwhenthe load is
40%and50%(correspondingto availablebandwidthsof 30Mbpsand25Mbps).
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Figure7: Measurementwith backgroundtraf�c on thelink L R6,R7N . In eachgraph,thex-axisis thehop
number, they-axisis thegapvaluein micro-seconds.

4.3 QueueingDelay on the ReversePath

During theprobingof RPT, whenICMP packetsaresentbackto thesender, they mayexperiencequeueing
delaydueto thetraf�c in thereversedirection,thusincreasingmeasurementerror. To understandthiseffect,
we experimentwith traf�c on links L ���KF��QI4N and L ���KF����4N . That is, we addtraf�c in the reverse
directionon eachof theselinks, andgraduallyincreasetheload,aswedid in theexperimentfor Figure6.

Table2: Returnpathqueueingon link L ��� F �QI N and L ���KF���� N

L ��� F��QI N L ���=F���� N

cbw r1 r2 r3 r4 r5 r6 r7 r8 r1 r2 r3 r4 r5 r6 r7 r8
10% 0 6 6 0 4 1 0 0 0 6 6 0 3 2 0 0
20% 0 6 6 0 3 3 0 0 0 6 6 0 4 0 2 0
30% 0 6 6 0 3 0 3 0 0 6 6 0 5 1 0 0
40% 0 6 6 0 2 3 1 0 0 6 6 0 5 1 0 0
50% 0 6 6 0 1 3 1 0 0 6 6 0 5 1 0 0
60% 0 6 6 0 3 2 1 0 0 6 6 0 4 0 2 0
70% 0 6 6 0 3 0 3 0 0 6 6 0 6 0 0 0
80% 0 6 6 0 4 1 1 0 0 6 6 0 3 2 1 0
90% 0 6 6 0 2 2 2 0 0 6 6 0 5 1 0 0

Theexperimentalresultsarelisted in Table2. We canseethat,R2 andR3 arealwayslabelledascon-
gestionpointsin all theprobings,which meansthattheprobingtechniquenevermissestherealcongestion
point.
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5 Inter net Validation

Thissectionevaluatestheperformanceof RPTonInternetpaths.For acompleteevaluationontheInternet,
weneedto know therealavailablebandwidthonall thelinks of anetwork path.But thatinformationis hard
to obtain.TheAbilenebackbone[1] canpartlysolve thisproblem,sinceit publishesits backbonetopology
andthetraf�c load(5-minuteSNMPstatistics)[2]. For thisreason,wedid all our Internetexperimentsover
Abilene paths. Becausethe tool needsroot permissionto sendraw packets,we only did the experiment
from two sources:aCMU machineandanEmulabhost.

Theexperimentis carriedoutasthefollows. BasedonAbilene'sbackbonetopology, from eachprobing
sourcenode,wechoose22probingdestinations.For eachof the11majorroutersontheAbilenebackbone,
we make surethat it is usedby at leastoneprobingpath. From eitherprobingsource,we keepprobing
all thedestinations,with 2 secondssleepingtime in between.For eachdestination,we obtained33 setsof
measurementsfrom theCMU source,andover200setsof measurementsfrom theEmulabsource.

Table3 andTable4 list theexperimentalresults.For eachprobingdestination,we list thetotal number
of probingresultsthatwe collected(excluding the �rst 4 thatareusedasthestagepoint history),andthe
top 3 routersthatarelabelledasthecongestionpoints. For eachcongestionpoint, we presentthenumber
of timesit is labelled,andthecorrespondingpercentageover all theprobings,which is referredto asthe
detectionrate.

Theprimarycongestionpoint for CMU sourcedpathsis abilene-psc.abilene.ucaid.edu,corresponding
to a link within PittsburghSupercomputingCenter. Thetopcongestionpoint for theEmulabsourcedpaths
is 205.124.237.10.It is a routerin theUtahEducationalNetwork. In bothcases,thedetectionrateis over
90%,which showsthestabilityof RPT.

Thesecondcongestionpoint in eachpathis alsovaluable,asindicatedby thedetectionrate,which is
often over 50%. We believe this is the secondbottleneckon the path. For example,the pathfrom both
sourcesto www.ogig.netidenti�ed pos-6-3.core0.eug.oregon-gigapop.netasthe secondcongestionpoint,
bothwith a 70%detectionrate. Using theMRTG datafrom Abilene(refer to Figure8), we �nd that that
routercorrespondsto anOC-3link, which indeedhasthesmallestcapacityfor thepartialpathstartingfrom
PSC.

6 Conclusionand Futur eWork

In this paper, we proposedthe ideaof RPT, a tool that canbe usedto detectthecongestionpositionof a
network path. It hasattractive propertiessuchassingle-endcontrolandlow overhead.We alsoreportthe
designandevaluationof a preliminaryalgorithmthatanalyzestheprobingresultsfrom RPTandidenti�es
thecongestionpoint of a network path. We usebothEmulabtestbedandInternetexperimentsto evaluate
this algorithm. The preliminary resultsshow that RPT is effective in detectingthe positionof network
congestion.

We arecurrentlyworking on improving the following aspectsof the RPT techniquepresentedin this
paper:

1. Algorithmimprovement. We needto improve thecongestionpoint detectionalgorithmdiscussedin
Section3.2,to make it morecomplete.

2. More realistictestbedevaluation. In this paper, we studiedseveralaspectsof theprobingtechnique,
trying to understandits basicproperties.But the traf�c loadsthat we usedarenot alwaysrealistic.
Experimentswith morerealisticbackgroundtraf�c areneeded.
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3. More solid andextensiveInternetevaluation. We only studytheperformanceof thetool on Abilene
Internetpaths.Weneedto usemorediverseInternetpathsto evaluatethistool. A challengein Internet
experimentis to know therealtraf�c loadonall relevantlinks.

4. Understandingwhatthis tool really measures. We discussedthenotionof “congestionpoint” in this
paper. But in somecases,this maynot be the link with the lowestavailablebandwidth.We needto
have a morecompleteunderstandingon whatfactorsaffect our measurementandhow to distinguish
them.

5. Theimpactof theprobingpacket sizeand thenumberof packet packets. In this paper, theprobing
packet sizeandthenumberof loadpacketsin thetrain wereempiricallyselected.We needto know
how the measurementchangewith differentcon�gurations,andeventuallydesigna mechanismto
automaticallycon�gure theprobingpacket train.
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Table3: ProbingresultsoverAbilenepathsusingaCMU hostasthesource
www.anl.gov 33 www.ogig.net33
30 0.91 abilene-psc.abilene.ucaid.edu 25 0.76 abilene-psc.abilene.ucaid.edu
25 0.76 bar-cmu-ge-4-0-0-1.psc.net 23 0.70 pos-6-3.core0.eug.oregon-gigapop.net
5 0.15 chinng-nycmng.abilene.ucaid.edu 16 0.48 bar-cmu-ge-4-0-0-1.psc.net

www.apan.net34 www.onenet.net33
33 0.97 abilene-psc.abilene.ucaid.edu 31 0.94 abilene-psc.abilene.ucaid.edu
20 0.59 bar-cmu-ge-4-0-0-1.psc.net 19 0.58 bar-cmu-ge-4-0-0-1.psc.net
5 0.15 losang-hstnng.abilene.ucaid.edu 9 0.27 164.58.10.209

www.arc.nasa.gov 33 www.pnw-gigapop.net33
27 0.82 abilene-psc.abilene.ucaid.edu 24 0.73 abilene-psc.abilene.ucaid.edu
16 0.48 bar-cmu-ge-4-0-0-1.psc.net 10 0.30 nycmng-washng.abilene.ucaid.edu
9 0.27 chinng-nycmng.abilene.ucaid.edu 10 0.30 HYPER-VL502.GW.CMU.NET

www.arizona.edu33 www.rutgers.edu34
19 0.58 abilene-psc.abilene.ucaid.edu 26 0.76 abilene-psc.abilene.ucaid.edu
16 0.48 bar-cmu-ge-4-0-0-1.psc.net 17 0.50 bar-cmu-ge-4-0-0-1.psc.net
10 0.30 HYPER-VL502.GW.CMU.NET 11 0.32 nycmng-washng.abilene.ucaid.edu
www.calren2.net34 www.sox.net34
23 0.68 abilene-psc.abilene.ucaid.edu 31 0.91 abilene-psc.abilene.ucaid.edu
20 0.59 bar-cmu-ge-4-0-0-1.psc.net 25 0.74 bar-cmu-ge-4-0-0-1.psc.net
10 0.29 beast-bar-g4-0-1.psc.net 5 0.15 gw2-sox.sox.gatech.edu
www.hawaii.edu33 www.tamu.edu34
24 0.73 abilene-psc.abilene.ucaid.edu 31 0.91 abilene-psc.abilene.ucaid.edu
17 0.52 bar-cmu-ge-4-0-0-1.psc.net 22 0.65 bar-cmu-ge-4-0-0-1.psc.net
12 0.36 205.166.205.218 7 0.21 atla-washng.abilene.ucaid.edu
www.iastate.edu33 www.ttu.edu34
26 0.79 abilene-psc.abilene.ucaid.edu 32 0.94 abilene-psc.abilene.ucaid.edu
13 0.39 HYPER-VL502.GW.CMU.NET 23 0.68 bar-cmu-ge-4-0-0-1.psc.net
10 0.30 nycmng-washng.abilene.ucaid.edu 5 0.15 hstnng-atlang.abilene.ucaid.edu
www.louisville.edu33 www.udel.edu34
29 0.88 abilene-psc.abilene.ucaid.edu 31 0.91 abilene-psc.abilene.ucaid.edu
24 0.73 bar-cmu-ge-4-0-0-1.psc.net 26 0.76 bar-cmu-ge-4-0-0-1.psc.net
11 0.33 lou-belknap-9-0-0-p.kec.net 7 0.21 chp-br4-p-0-0-0.nss.udel.edu
www.magpi.net34 www.usf.edu34
32 0.94 abilene-psc.abilene.ucaid.edu 32 0.94 abilene-psc.abilene.ucaid.edu
29 0.85 bar-cmu-ge-4-0-0-1.psc.net 28 0.82 bar-cmu-ge-4-0-0-1.psc.net
6 0.18 local1.abilene.magpi.net 8 0.24 atla-washng.abilene.ucaid.edu

www.npt.nren.nasa.gov 33 www.wisc.edu33
25 0.76 abilene-psc.abilene.ucaid.edu 24 0.73 abilene-psc.abilene.ucaid.edu
21 0.64 bar-cmu-ge-4-0-0-1.psc.net 21 0.64 bar-cmu-ge-4-0-0-1.psc.net
8 0.24 dnvrng-kscyng.abilene.ucaid.edu 16 0.48 r-peer-WNMadison-gw.net.wisc.edu

www.oar.net33 www.wpi.edu34
29 0.88 abilene-psc.abilene.ucaid.edu 27 0.79 abilene-psc.abilene.ucaid.edu
24 0.73 bar-cmu-ge-4-0-0-1.psc.net 26 0.76 bar-cmu-ge-4-0-0-1.psc.net
12 0.36 chinng-nycmng.abilene.ucaid.edu 6 0.18 nycmng-washng.abilene.ucaid.edu
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Table4: ProbingresultsoverAbilenepathsusinganEmulabhostasthesource
www.anl.gov 207 www.ogig.net207
192 0.93 205.124.237.10 182 0.88 205.124.237.10
115 0.56 wr1ebc-crebc.net.utah.edu 145 0.70 pos-6-3.core0.eug.oregon-

gigapop.net
101 0.49 anl-mren-gige.anchor.anl.gov 113 0.55 205.124.249.122
www.apan.net208 www.onenet.net206
201 0.97 205.124.237.10 201 0.98 205.124.237.10
153 0.74 155.99.132.109 138 0.67 155.99.132.109
80 0.38 205.124.249.122 123 0.60 205.124.249.122

www.arc.nasa.gov 207 www.pnw-gigapop.net207
190 0.92 205.124.237.10 201 0.97 205.124.237.10
138 0.67 155.99.132.109 140 0.68 155.99.132.105
88 0.43 205.124.249.122 81 0.39 205.124.249.122

www.calren2.net208 www.rutgers.edu208
199 0.96 205.124.237.10 198 0.95 205.124.237.10
110 0.53 wr1ebc-crpark.net.utah.edu 120 0.58 POS5-0-0-rutgers-gw.Rutgers.EDU
101 0.49 WestEdCAT6009POS-

WestEdGSRPOS.CSU.net
116 0.56 wr1ebc-crebc.net.utah.edu

www.cmu.edu207 www.sox.net208
197 0.95 205.124.237.10 201 0.97 205.124.237.10
132 0.64 wr1ebc-crpark.net.utah.edu 105 0.50 155.99.132.105
108 0.52 cmu-i2.psc.net 76 0.37 205.124.249.122
www.hawaii.edu207 www.tamu.edu208
195 0.94 205.124.237.10 202 0.97 205.124.237.10
120 0.58 155.99.132.105 134 0.64 155.99.132.109
69 0.33 205.124.249.122 34 0.16 TAMU.GIGAPOP.GEN.TX.US

www.iastate.edu207 www.ttu.edu208
198 0.96 205.124.237.10 198 0.95 205.124.237.10
75 0.36 155.99.132.109 128 0.62 155.99.132.105
43 0.21 wr1ebc-crebc.net.utah.edu 63 0.30 205.124.249.122

www.louisville.edu207 www.udel.edu208
197 0.95 205.124.237.10 194 0.93 205.124.237.10
123 0.59 155.99.132.109 98 0.47 wr1ebc-crebc.net.utah.edu
22 0.11 205.124.249.122 60 0.29 chp-br4-p-0-0-0.nss.udel.edu

www.magpi.net208 www.usf.edu208
191 0.92 205.124.237.10 204 0.98 205.124.237.10
117 0.56 wr1ebc-crpark.net.utah.edu 139 0.67 155.99.132.109
51 0.25 phl-01-02.backbone.magpi.net 58 0.28 205.124.249.122

www.npt.nren.nasa.gov 207 www.wisc.edu207
202 0.98 205.124.237.10 199 0.96 205.124.237.10
128 0.62 155.99.132.109 104 0.50 155.99.132.109
67 0.32 192.12.123.201 82 0.40 r-peer-WNMadison-gw.net.wisc.edu

www.oar.net207 www.wpi.edu208
197 0.95 205.124.237.10 198 0.95 205.124.237.10
132 0.64 155.99.132.105 122 0.59 155.99.132.105
49 0.24 krc1-atm1-0-0s4.columbus.oar.net 119 0.57 goddard-wpi.goddard.gigapop.net
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PSC– (WASH), OC48

(WASH) – NYCM, OC192

(NYCM) – CHIN, OC192

(CHIN) – IPLS,OC192
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(IPLS)– KSCY, OC192

(KSCY) – DNVR, OC192

(DNVR) – OGIG,OC3

Figure8: TheMRTG traf�c statisticsfor theAbilenerouterson thepathCMU � www.ogig.net.
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