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Abstract— Smart SensorNetworks (S-nets)are groups of sta-
tionary agents (S-elements)which provide distrib uted sensing,
computation, and communication in an envir onment. In order
to integrate information fr om individual agentsand to ef�ciently
transmit this information to other agents,thesedevices must be
able to create local groups (S-clusters). A leadership protocol
that createsstatic clusters has been previously proposed.Here,
we further develop this protocol to allow for dynamic cluster
updating. This accommodateson-the-�y network re-organization
in responseto envir onmental disturbances or the gain or loss of
S-elements.We outline an informal argument for the correctness
of this revised protocol. We describe our embedded system
implementation of the leadershipprotocol in simulation and using
a colony of robots.Finally, we presentresultsdemonstrating both
implementations.

I . INTRODUCTION

While mobile robotsmay be provided with a large amount
of on-boardsensing[1] in order to acquireinformationabout
their environment, it is also possible to distribute sensing
among agents in the environment. One such approachto
distributed sensingis the Smart SensorNetwork, or S-net.
An S-netis composedof individual agents,calledS-elements,
which cancompute,communicate,andsensetheenvironment.
S-nets have distributed computationalcapabilities and can
provide processeddata to mobile robots. Experimentshave
beenperformedin simulationto evaluatethe utility of the S-
net approach,andperformanceadvantagescomparedto using
only on-boardsensorshave beenshown for certaincases[2]–
[4].

Distributed sensing within an environment has a large
numberof potentialapplications.Becausesensingis spatially
distributed,S-netsarewell suitedto gradientcalculation.For
example,if robotswereusedto aid in �ghting forest�res, and
sensorscould be distributedacrossthe environment,an S-net
could be usedto identify hot spotsandtemperaturegradients,
aiding the deploymentandmovementof mobile agents[2].

S-netscan also be used as a distributed communications
network. The useof digital pheromoneshasbeenproposedas
aneffectiveway to achievedistributedcommunicationbetween
agentsin anenvironment[5]. S-netsareparticularlywell suited
to thisapplication;asasmartsensor, eachS-elementis capable
of sensing,communication,and computationindependentof
otheragents.

Oneof the distributedalgorithmsnecessaryfor S-netsis an
algorithm for S-clusterformation. For a very simple sensor
network, mobile robotscould communicateindividually with
all sensorsin the environment.However, to enabledistributed
computationand to reducethe amountof communicationa
mobileagentmusthave with theS-net,groupingtheindividual
S-elementsinto clusters with leaders is desirable.Mobile
robots can then communicatewith S-net leadersin order to
acquire sensoryinformation from the S-net. A solution to
this leadershipproblemthat forms static S-clustershasbeen
presentedin [6].

S-elementshave the ability to communicatewithin a re-
strictedrange,have a �x ed location,andhave a uniqueinteger
identi�er (ID number).TheS-elementsthatmake up theS-net
shouldbegroupedinto S-clusterssuchthateachleaderhasthe
lowest ID numberin the clusterand is able to communicate
with all the follower S-elementsin the cluster. Followers are
not necessarilyable to communicatewith all membersof the
S-cluster; it is only necessaryfor followers to be able to
communicatewith the S-clusterleader.

In this paper, we extendthestaticclusterleadershipprotocol
to allow for dynamicclusterupdatingasS-elementsareadded
and removed. This extensionof the algorithm is designedto
be asynchronousfor use in embeddedsystems.We present
the dynamiccluster leadershipprotocol, outline an argument
for the correctnessof the algorithm, and describeits imple-
mentation,both in simulationandusinga colony of robotsas
S-elements.Resultsof both implementationsarepresented.

I I . LEADERSHIP PROTOCOL

An S-netsystemcanbe representedasan undirectedgraph
where eachnode is an S-elementand two connectednodes
are within communicationrange of each other. Each node
can be realized a number of ways. Previous simulations
implementedeachnodeasa uniqueUnix process.Thecurrent
implementationusesacolony of smallautonomousrobotswith
communicationsabilities. EachS-elementis implementedas
an individual robotcontroller. Robotcontrollerscanrun either
on real robotsor within simulatedrobot agents.

In the static cluster case,the S-net leadership(SNL) al-
gorithm [6] is run once in order to establishthe clusters,
anddoesnot containprovisions for dynamicallyupdatingthe



clusters.After the clustersare resolved, clustersare usedfor
local integration of information collected by the individual
S-elements.This information integration is task dependent.
Becausethe clustersare static, if any S-elementsare added
or removed no changesare madeto the clusters.If a leader
is removed, the performanceof the S-net could be severely
degraded,as the sensorydatafrom all of its followers would
belost. Theimprovedalgorithmpresentedin this paperallows
for dynamicupdatingof the clusters.

While the staticSNL algorithmusesbroadcastandreceive
functions for communication,the dynamic S-net leadership
(DSNL) algorithm is designedto use directednode to node
communications,with the ability to sendmessagesto other
agents,readmessagessentby otheragentsfrom a queue,and
queryothernodes.This changewasmadeprimarily for easeof
implementation,asthesimulationenvironmentandthecolony
of robots used as S-elementsall have the capability to do
node to node communication.This algorithm could also be
implementedusingbroadcastcommunications.

Thelist of nodesin communicationrangeis updateddynam-
ically outsideof the leadershipalgorithm.This is doneusing
broadcastfunctionsin a similar mannerto SNL. Lists of nodes
in thecluster, nodesnot in thecluster, andunresolvednodesare
keptby eachnodeindividually. Leadersaretheonly nodesthat
have full cluster lists; cluster lists for follower nodesinclude
only the leaderandthenodeitself. Clusterlists areupdatedat
eachiterationof the algorithm,so if a leaderor a follower is
removed, theaffectednodesareaware.If a leaderis removed,
all of thefollowersin theclusterareresetandrenegotiatetheir
leadershipstatus.In thecasewherefollowersareremoved,the
leaderremovesthosenodesfrom its clusterlist. Thereis noexit
path from the leaderstatebecauseclusterswith only a single
memberare acceptable,so oncea nodebecomesa leader, it
cannever becomea follower.

Unlike SNL, DSNL has the addedability to control the
processof claiming followers (Step 3.2.2 below). In the
simplestcase,followersjoin theclusterof the�rst leaderto be
asserted,with the lowest ID numberwinning in the caseof a
tie. While this is the default behavior in DSNL, this behavior
couldbealteredto choosebetweenmultiple leadersassertinga
claim basedon factorssuchaspreferringeitherlarge or small
networks.

ThedynamicS-netleadershipalgorithm(DSNL) is executed
by eachnode.An outline of the algorithmis as follows:

DSNLAlgorithm

1) Updatethe lists of nodes
1.1) Updatethe list of all nodes
1.2) Updatethe list of nodesin the cluster, the list of

nodesnot in the cluster, and the list of remaining
nodes.

1.3) If the node is a leader, check all messagesto
see if any nodeshave changedfrom claimed to
unclaimed.

2) If thenodeis not a leaderandhasno leaderin its cluster
list, resetthe nodeto be unresolved.

2.1) If the node has just becomeleaderless,notify all
othernodesthat this nodeis unclaimed.

2.2) If the node's ID numberis the lowest in the list of
remainingnodes,setnodeto be a leader

3) If the list of remainingnodesisn't empty

3.1) If the nodeis a leader, for all nodesin the list of
remainingnodes,claim thosenodesthatarenot yet
claimed,andupdatethe node's state.Oncethe list
of remainingnodesis empty, the nodeis resolved.

3.2) If the nodeis not a leader

3.2.2) If the nodeis not resolved, checkall messages
to seeif this nodehasbeenclaimedby a leader.
If so,addthe leaderto theclusterlist andmake
the noderesolved.

3.2.2) If thenodeis not yet resolved,checkeachnode
in the list of remaining nodesand move all
nodesthat have beenclaimedto the noncluster
list.

4) If the nodeis resolved

4.1) If the node is a leader, execute the task speci�c
codefor leadernodes

4.2) If the nodeis a follower, executethe taskspeci�c
codefor follower nodes

The stateof eachnodeincludes:

id_num i nodei 's uniqueidentity number.
leader a Boolean,indicateswhetheror not the node is

currentlya leader.
resolved aBoolean,indicateswhetherthenodehasresolved

aseithera leaderor a follower.
nodelist list of all nodesin communicationsrange, it is

initialized before the algorithm begins, and can
changeover time.

remaining list of nodes whose status is still unresolved,
initially equalto nodelist.

cluster list of nodesin the cluster, initially null. For a
leader, this list containsall nodesin the cluster,
for a follower, this list only containsthe leader
and itself.

lastcluster list of nodes in the cluster after the previous
iteration of the algorithm. This is used to track
whena follower becomesleaderless.

noncluster list of nodes that are resolved, but not in the
cluster, initially null. For a leader, this list
containsall nodeswithin communicationsrange
that arenot in the cluster, for a follower, this list
containsall nodesexcept the leaderand itself.

The full transition function for DSNL is shown below. The
stepsare identical to thosein the algorithm outlined above,
but all stateupdatesareshown.



// Step1
// Step1.1
updatenodelist

// Step1.2
lastcluster= cluster
cluster= intersect(nodelist,cluster)
noncluster= intersect(nodelist,noncluster)
remaining= nodelist- cluster- noncluster

// Step1.3
if leader

for eachmessagein queue
if senderis in noncluster

if messageis a claimedstatuschange
noncluster-= sender
remaining+= sender

// Step2
if (!leader& (cluster== null))

resolved = false
noncluster= null
remaining= nodelist

// Step2.1
if (lastcluster!= null)

send_unclaimed(nodelist)

// Step2.2
if (id_num(self)< min(id_num(remaining)))

leader= true
resolved = true

// Step3
if (remaining!= null)

// Step3.1
if leader

for eachnodein remaining
if (current== self)

cluster+= current
remaining-= current

else
if claimed(current)

if (leader(current)== self)
cluster+= current
remaining-= current

else
noncluster+= current
remaining-= current

else
claim(current)

// Step3.2
else

// Step3.2.1
if !resolved

for eachmessagein queue

if senderis in nodelist
if messageis a claim

cluster= leader
resolved = true
noncluster+= remaining- leader
remaining= null

// Step3.2.2
if !resolved

for eachnodein remaining
if claimed(current)

remaining-= current
noncluster+= current

// Step4
if resolved

// Step4.1
if leader

performthe dutiesof a leader
// Step4.2
else

performthe dutiesof a follower

I I I . CORRECTNESS

The algorithmshouldachieve the following � ve objectives:
1) leader= true, cluster= self and all followers

for any node that has the lowest ID number of all
unresolved nodesin communicationrange.

2) leader= false, cluster= leader
for any node that is within communicationrangeof a
leader.

3) resolved= true
for every node.

4) cluster ½ nodelist
5) cluster 6= Ø

if the nodeis resolved.
The �rst threeobjectives are similar to thosede�ned for the
original SNL, but the last two objectivesareuniqueto DSNL.

Theorem1: The algorithmwill resolve with leader= true,
cluster= selfandall followers for any nodethathasthelowest
ID numberof all unresolvednodesin communicationrangeat
somepoint in time.

Proof: Supposethat node i has the lowest ID number
of any of the nodesin communicationrange.The �rst time
the DSNL algorithm is executed,the nodewill executeStep
2. In Step 2.2, id_num i = min (r emaining ). Node i then
sets leader = tr ue and begins to claim the other nodesin
remaining.

Supposethat nodei doesnot have the lowestID numberof
any of the othernodesin communicationrange,but all nodes
with lower ID numbersthani arewithin communicationrange
of nodesthat assertthemselvesas leaders.While thosenodes
with lower ID numbersthani arestill unresolved,i will remain
unresolved aswell, sinceits ID numberwill not be the lowest



in remaining. Once all nodeswith lower ID numbersthan i
are resolved as followers,nodei will set leader = tr ue and
begin to claim any unresolved nodes.

Theorem2: Thealgorithmwill resolve with leader= false,
cluster = leader for any node that is within communication
rangeof a leader.

Proof: Supposethat node i is within communication
rangeof a nodewhich eventuallyresolvesasa leader. As long
as nodei is unresolved, the test in Step2 will be true, since
cluster will be empty. Once a node within communication
rangeof i becomesa leader, this leadernodewill try to claim
i. Whennodei runsStep3.2.1,therewill be a messagefrom
this leadernodeclaiming i, which will resolve i. If morethan
one nodeclaims i, the nodethat claimed it �rst or the node
with the lowest ID number, in that order, will becomenode
i's leader.

Supposea new node is added after other nodes have
previously resolved. The sameprocessappliesas if the node
hadbeenaddedasthe sametime asthe othernodes.Because
all nodesadd new nodesto remainingeven after becoming
resolved,andleaderscontinueto attemptto claim nodesafter
becomingresolved, a node that is addedwithin rangeof a
leaderwill eventually resolve asa follower.

Supposea node's leader is removed. The node will reset
its own state in Step 2, and then send a messageto all
nodesin nodelist to notify them of the changein Step 2.1.
Then,the sameprocessasabove applies,whereleadernodes
within range,after addingthe nodeto remainingin Step1.3,
will attemptto claim the node,unlessthe nodenow hasthe
lowestID numberof unresolvednodesin range,in which case
Theorem1 applies.

Theorem3: Within a �nite numberof iterations,resolved=
true for every node.

Proof: Every node is either a leaderor is within com-
municationrangeof a leader. Hence,all nodesare subjectto
eitherTheorem1 or 2. In eithercase,r esolved = tr ue.

Theorem4: During every iteration,cluster ½ nodelist for
all nodes.

Proof: Supposeone of the followers in a cluster is
removed. In this case,the leaderof thatclustershouldremove
the follower from the cluster list. This occurs in Step 1.2,
where the lists of nodes are updated.Becausecluster =
inter sect(cluster; nodelist ) the cluster is always set to be
a subsetof the nodelist every time the DSNL algorithm is
executed,andcluster is alwaysa subsetof nodelist.

Theorem5: If a nodeis resolved, thencluster 6= Ø.

Proof: Supposea leadernode is removed. When this
occurs,cluster = Ø for all of the followers in the cluster.
Thenext time theDSNL algorithmis executed,Step2 is true,
becausefor all the followers, cluster is reducedto the null
set in Step1.2. In Step2, thesenodeswould set r esolved =
f alse, which would restartthe DSNL algorithm and subject
thesenodesto eitherTheorem1 or 2.

TABLE I

NODE POSITIONS FOR EXAMPLE 1

Node X Y
1 20.25 119.25
2 58.5 21.375
3 110.25 128.25
4 83.25 72

IV. IMPLEMENTATION

We have implementedthis algorithmboth in simulationand
on a colony of robots, where each robot is used as an S-
element.Both implementationsuse identical communication
functions.Communicationoccursby transferring�les contain-
ing messagesbetweennodes.

In theimplementationof theDSNL algorithmin simulation,
all S-elementsrun on a singlecomputerusingMatlab for the
simulation.EachS-elementhasdistinctstateinformation.Dur-
ing eachiteration,anS-elementupdatesits sensorinformation,
updatesits communications,andthenrunsa controller, which
in this caseis the DSNL algorithm.Informationis exchanged
betweennodesin two ways,queriesandmessages.Every node
may make certain information available to other nodes,for
example, the claimed statusof the node. This information
may be queried at any time during the controller cycle by
the othernodes.Messagesmay be sentat any point whenthe
controller is running, but the messagequeueon eachrobot
is only re-indexed at the beginning of eachiteration. While
iterationsaresynchronizedin simulationfor convenience,the
communicationsmodelwasdesignedto be asynchronous.

The sameagentarchitectureis usedfor the implementation
of the DSNL algorithm on a colony of robots.Eachrobot is
completelyautonomous,with on-boardcomputation,sensing,
and communicationsabilities [7]. The robots use PC/104
hardware, with USB CCD camerasfor sensing,and wireless
Ethernetfor communication.In�nite Atom Linux 2.0,basedon
Red Hat Linux 8.0, is installedon all the robots,and Matlab
5.3 is used to run the controller. Unlike in simulation, the
embeddedsystemcommunicationsareasynchronous.

Experimentswith both the simulatedandembeddedimple-
mentationsverify the performanceof the DSNL algorithm.
Theseexperimentswere designedto test the ability of the
algorithm to achieve the goalsoutlined in SectionIII. In all
casesthe DSNL algorithm was able to ful�ll the speci�ed
goals.

A. Example1

As an example system,supposewe have the arrangement
of S-elementsshown in Figure1. Thenodesarelocatedat the
positionsgiven in Table I, are active for the times shown in
Figure 2, and have a maximumcommunicationrangeof 90.
In the simulatedsystem,the statusof eachnodefor selected
iterationsis shown in TableII. Figure1 shows thestatusof all
nodesonceclustersresolve for the �rst time. Node 1 is then
removed at time step10, andFigure3 shows the statusof the
remainingthreenodesoncethey re-resolve.
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Fig. 1. Initial resolutionof S-elementsin Example1
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Fig. 2. Timesof operationfor Example1

To test the transferenceof the algorithm to embedded
systems,the samecon�guration of nodeswas implemented
using a colony of robots, shown in Figure 4. The clusters
that wereresolved proved to be identical in the simulatedand
embeddedcases.In both the simulatedand embeddedcases,
the DSNL algorithm determinedthe correct leadersand S-
clustersfor the S-net.

B. Example2

For a morecomplex example,supposewe have thearrange-
mentof S-elementsshown in Figure5. The nodesarelocated
at the positionsgiven in Table III, are active for the times
shown in Figure6, andhave a maximumcommunicationrange
of 50. In the simulatedsystem,the statusof resolved clusters
for selectediterationsis shown in TableIV. After the clusters

TABLE II

STATE INFORMATION FOR EXAMPLE 1

Time Node Status cluster noncluster remaining
0 1 1 3 4

2 2 4
3 1 3 4
4 1 2 3 4

1 1 leader 1 3 4
2 leader 2 4
3 1 3 4
4 1 2 3 4

4 1 leader 1 3 4
2 leader 2 4
3 follower 1 3 4
4 follower 1 4 3

10 2 leader 2 4
3 leader 3 4
4 2 3 4

12 2 leader 2 4
3 leader 3 4
4 follower 2 4 3

3
leader

2
leader

4
follower

Fig. 3. Final resolutionof S-elementsin Example1 after Node1 hasbeen
removed

are initially resolved, Node 1 is removed. After the clusters
resolve again, Node20 is added.Figure5 shows the statusof
all nodesonceclustersresolve for the �nal time. Example2
servesasfurther veri�cation of the performanceof the DSNL
algorithm.This simulationdemonstratesthe scalabilityof the
algorithmas the numberof nodesincreases.

V. CONCLUSIONS

We have developed an improved leadershipprotocol for
S-netsthat allows for dynamic updatingof clusters.An im-
plementationof this protocol for embeddedsystemshasalso
beendeveloped.This protocolhasbeendemonstratedboth in
simulationandusinga colony of mobile robotsasS-elements.



Fig. 4. Mobile robotsasS-elementsfor Example1
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Fig. 5. Final resolutionof S-elementsin Example2 after Node1 hasbeen
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TABLE III

NODE POSITIONS FOR EXAMPLE 2

Node X Y
1 18 106
2 56 50
3 98 114
4 68 34
5 127 72
6 60 84
7 42 27
8 50 118
9 102 68
10 17 130

Node X Y
11 92 70
12 93 40
13 26 41
14 83 123
15 74 11
16 80 47
17 56 29
18 103 15
19 124 101
20 49 15

TABLE IV

CLUSTER LISTS FOR EXAMPLE 2

Time Leader cluster
5 1 1 6 8 10

2 2 4 7 9 11 12 13 15 16 17
3 3 14 19
5 5
18 18

15 2 2 4 6 7 9 11 12 13 15 16 17
3 3 8 14 19
5 5
10 10
18 18

25 2 2 4 6 7 9 11 12 13 15 16 17 20
3 3 8 14 19
5 5
10 10
18 18
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