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SymbolicModelCheckingwithBDDs

Methodusedbymost“industrialstrength”modelcheckers:

�usesBooleanencodingforstatemachineandsetsofstates.

�canhandlemuchlargerdesigns–hundredsofstatevariables.

�BDDstraditionallyusedtorepresentBooleanfunctions.
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ProblemswithBDDs
�BDDsareacanonicalrepresentation.Oftenbecometoolarge.

�Variableorderingmustbeuniformalongpaths.

�SelectingrightvariableorderingveryimportantforobtainingsmallBDDs.

–Oftentimeconsumingorneedsmanualintervention.

–Sometimes,nospaceefficientvariableorderingexists.

WedescribeanalternativeapproachtosymbolicmodelcheckingthatusesSAT
procedures.
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AdvantagesofSATProcedures
�SATproceduresalsooperateonBooleanexpressionsbutdonotusecanonical

forms.

�DonotsufferfromthepotentialspaceexplosionofBDDs.

�Differentsplitorderingspossibleondifferentbranches.

�Veryefficientimplementationsavailable.
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BoundedModelChecking
(Clarke,Biere,Cimatti,Fujita,Zhu)

�BoundedmodelcheckingusesaSATprocedureinsteadofBDDs.

�WeconstructBooleanformulathatissatisfiableiffthereisacounterexampleof
length�.

�Welookforlongerandlongercounterexamplesbyincrementingthebound�.

�Aftersomenumberofiterations,wemayconcludenocounterexampleexistsand
specificationholds.

�Forexample,toverifysafetyproperties,numberofiterationsisboundedby
diameteroffinitestatemachine.
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MainAdvantagesofOurApproach
�Boundedmodelcheckingfindscounterexamplesfast.Thisisduetodepthfirst

natureofSATsearchprocedures.

�Itfindscounterexamplesofminimallength.Thisfeaturehelpsuserunderstand
counterexamplemoreeasily.

�ItusesmuchlessspacethanBDDbasedapproaches.

�Doesnotneedmanuallyselectedvariableorderorcostlyreordering.Default
splittingheuristicsusuallysufficient.

�BoundedmodelcheckingofLTLformulasdoesnotrequireatableauorautomaton
construction.
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Implementation
�WehaveimplementedatoolBMCforourapproach.

�ItacceptsasubsetoftheSMVlanguage.

�Given�,BMCoutputsaformulathatissatisfiableiffcounterexampleexistsof
length�.

�Ifcounterexampleexists,astandardSATsolvergeneratesatruthassignmentforthe
formula.
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Performance
�WegiveexampleswhereBMCsignificantlyoutperformsBDDbasedmodel

checking.

�InsomecasesBMCdetectserrorsinstantly,whileSMVfailstoconstructBDDfor
initialstate.
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Outline
�BoundedModelChecking:

–Definitionsandnotation.

–Exampletoillustrateboundedmodelchecking.

–ReductionofboundedmodelcheckingforLTLtoSAT.

–Experimentalresults.

–TuningSATcheckersforboundedmodelchecking

–Efficientcomputationofdiameters

�Abstraction/refinementwithSAT

�Directionsforfutureresearch.
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BasicDefinitionsandNotation
�Weuselineartemporallogic(LTL)forspecifications.

�BasicLTLoperators:
nexttime‘�’eventuality‘�’
globally‘�’until‘�’
release‘�’

�OnlyconsiderexistentialLTLformulas��,where

–�istheexistentialpathquantifier,and

–�isatemporalformulawithnopathquantifiers.

�Recallthat�isthedualoftheuniversalpathquantifier�.

�Findingawitnessfor��isequivalenttofindingacounterexamplefor���.
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DefinitionsandNotation(Cont.)
�SystemdescribedasaKripkestructure������������
	�,where

–�isafinitesetofstates,

–�isthesetofinitialstates,

–����isthetransitionrelation,and

–	��������isthestatelabeling.

�Weassumeeverystatehasasuccessorstate.
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DefinitionsandNotation(Cont.)
�Insymbolicmodelchecking,astateisrepresentedbyavectorofstatevariables

��������������������.

�Wedefinepropositionalformulas�����,�����
	�and�����asfollows:

–� ����iff���,

–�����	�iff���
	���,and

–�����iff�	���.

�Wewrite����	�insteadof�����
	�,etc.
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DefinitionsandNotation(Cont.)
�Willsometimeswrite��	when���
	���.

�If�������������,then��������and�����������������.

��isapathif�������������forall�.

���istruein�(�����)iffthereisapath�in�with����and��
	���.

�ModelcheckingistheproblemofdeterminingthetruthofanLTLformulaina
Kripkestructure.Equivalently,

DoesawitnessexistfortheLTLformula?
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ExampleToIllustrateNewTechnique

Two-bitcounterwithanerroneoustransition:

00

0110

11

�Eachstate�isrepresentedbytwostatevariables�� ��and�� 	�.

�Ininitialstate,valueofthecounteris	.Thus,�������� ������ 	� �

�Let���������
������
� 	������ 	�������
� ������� 	�	��� ����

�Define�����
�
���������
�
������ ������ 	���
�
� �����
�
� 	��

�Havedeliberatelyaddederroneoustransition!!
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Example(Cont.)
�Supposewewanttoknowifcounterwilleventuallyreachstate� ���.

�Canspecifythepropertyby���,where������� ����� 	�.

Onallexecutionpaths,thereisastatewhere����holds.

�Equivalently,wecancheckifthereisapathonwhichcounterneverreachesstate

� ���.

�Thisisexpressedby��,where������� �� ���� 	�.

Thereexistsapathsuchthat���holdsgloballyalongit.
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Example(Cont.)
�Inboundedmodelchecking,weconsiderpathsoflength�.

�Westartwith��	andincrement�untilawitnessisfound.

�Assume�equals�.Callthestates��,��,��.

�Weformulateconstraintson��,��,and��inpropositionallogic.

�Constraintsguaranteethat����������isawitnessfor��and,hence,a
counterexamplefor���.
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Example(Cont.)
�First,weconstrain����������tobeavalidpathstartingfromtheinitialstate.

�Obtainapropositionalformula
����������������������������� �
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Example(Cont.)
�Second,weconstraintheshapeofthepath.

�Thesequenceofstates��������canbealoop.

�Ifso,thereisatransitionfrom��totheinitialstate��,��oritself.

�Wewrite�����������todenotethetransitionfrom��toastate��where��� 	�
�
�.

�Wedefine�as�
�

�����.Thus��denotesthecasewherenoloopexists.
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Example(Cont.)
�Thetemporalproperty�mustholdon����������.

�Ifnoloopexists,�doesnotholdand�����is������.

�Tobeawitnessfor�,thepathmustcontainaloop(condition�,given
previously).

�Finally,mustholdateverystateonthepath

�������������������� �

�Wecombinealltheconstraintstoobtainthepropositionalformula

�������� �������� ���
�

���
����������� �
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Example(Cont.)
�Inthisexample,theformulaissatisfiable.

�Truthassignmentcorrespondstocounterexamplepath�		�,�	��,� �	�followedby
self-loopat� �	�.

�Ifself-loopat� �	�isremoved,thenformulaisunsatisfiable.
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SequentialMultiplierExample

SMV�SMV�SATOPROVER
bitsecMBsecMBsecMBsecMB
09191325790001
119781325790001
229161326800001
347441327820012
465801533922012
510803256710212012
6439837325817255022
7�17h1741492209073
8�1GB4730293
98561583

1018371913
11236711253
12383011564
13512811864
14475212264
15444911835

sum719232202239701066

ModelChecking:16x16bitsequentialshiftandaddmultiplierwithoverflowflagand
16outputbits.
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DMEExample

SMV�SMV�SATOPROVERSATOPROVER

��������������

cellssecMBsecMBsecMBsecMBsecMBsecMB
484611159217031336545
5216615530703042398955
648571817627030433791496
79985246563833054415102248
81959531�1GB166516123238
9�10h169524134449

1017105361561410
1118136381682011
12191664018104411
131919810719131712
141102287021163414
1511127816822199215

ModelChecking:LivenessforoneuserintheDME.
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“Buggy”DMEExample

SMV�SMV�SATOPROVER
cellssecMBsecMBsecMBsecMB

47991114440102
516611424570102
631552140760102
7562238741370102
89449731182170102
9segmentation1722200112

10fault2447020103
114137020103
127197020213
138437020213
1410607020213
1514297020213

ModelChecking:CounterexampleforlivenessinabuggyDMEimplementation.
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TuningSATcheckersforBMC
(O.Strichman,CAV00)

�Usethevariabledependencygraphforderivingastaticvariableordering.

�UsetheregularstructureofAGformulastoreplicateconflictclauses:
�����

����
���

�����������
�

���
�

Thetransitionrelationappears�timesin�,eachtimewithdifferentvariables.

Thissymmetryindicatesthatundercertainconditions,foreachconflictclausewe
cancomputeadditional���clauses‘forfree’.
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TuningSATcheckersforBMC(cont’d)

�UsetheincrementalnatureofBMCtoreuseconflictclauses.
SomeoftheclausesthatwerecomputedwhilesolvingBMCwithe.g.k=10canbe
reusedwhensolvingthesubsequentinstancewithk=11.

�Restrictdecisionstomodelvariablesonly(ignoreCNFauxiliaryvars).

Itispossibletodecidetheformulawithouttheauxiliaryvariables(theywillbe
implied).Inmanyexamplestheyare80%-90%ofthevariablesintheCNF
instance.

�...
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BMCofsomehardwaredesignsw/wotuningSAT

Design#�RB1RB2GraspTuned
118762823
257081.10.8
314597375763
42469026151012
512803184242
62235618
792671102
835631720
938903525
1031312
113215260
123114191126
13143626

RuleBaseisIBM’sBDDbasedsymbolicmodel-checker.

RB1-RuleBasefirstrun(withBDDdynamicreordering).

RB2-RuleBasesecondrun(withoutBDDdynamicreordering).
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Diameter
�Diameter�:Leastnumberofstepstoreachallreachablestates.Iftheproperty

holdsfor���,thepropertyholdsforallreachablestates.

�Finding�iscomputationallyhard:

–State�isreachablein�steps:

����� ������������� ������������
� ��

���
����������

–Thus,�isgreaterorequalthanthediameter�if

�� �������������� ������

ThisrequiresanefficientQBFchecker!
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ACompromise:RecurrenceDiameter
�RecurrenceDiameter��:Leastnumberofsteps�suchthatallvalidpathsoflength

�haveatleastonecycle

����
�� ��

Example:

–Allstatesarereachablefrom��

intwosteps,i.e.,�	


–Allpathswithatleastonecycle
haveaminimumlengthoffour
steps,i.e.,��	�

Theorem:RecurrenceDiameter��isanupperboundfortheDiameter�
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TestingtheRecurrenceDiameter
�RecurrenceDiametertestinBMC:

Findcyclesbycomparingallstateswitheachother

���������� �������
���

���
������������

����
���

�

�����
�����

?

===

==

=

������ ��

�SizeofCNF:��
�

�
�

�Tooexpensiveforbig�
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RecurrenceDiameterTestusingSortingNetworks(D.Kroening)
�Idea:LookforcyclesusingaSortingNetwork

�First,sortthe���statessymbolically:

��
���������
�arepermutationof����������suchthat��
� �� �
� �������

�

�SortingcanbedonewithCNFofsize��
�����

�.Practicalimplementations,e.g.,
Bitonicsort,havesize��

����
�

�
�.

�Nowonlycheckneighborsinthesortedsequence:

������
����
����������� ��� ���������

?

===

������ ��

������������ ����
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RecurrenceDiameterTestusingSortingNetworks
�ExampleCNFsizecomparison(withouttransitionsystem):

���
�

�
�Alg.��

����
�

�
�Alg.

VariablesClausesVariablesClauses
325,77725,7937,86234,493
6422,817104,83321,49495,341

12890,689422,65756,438252,109
256361,6011,697,281143,606644,557
5121,444,0976,802,433356,3421,604,813
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FutureResearchDirections

Webelieveourtechniquesmaybeabletohandlemuchlargerdesignsthaniscurrently
possible.Nevertheless,thereareanumberofdirectionsforfutureresearch:

�Techniquesforgeneratingshortpropositionalformulasneedtobestudied.

�WanttoinvestigatefurthertheuseofdomainknowledgetoguidesearchinSAT
procedures.

�ApracticaldecisionprocedureforQBFwouldalsobeuseful.

�Combiningboundedmodelcheckingwithotherreductiontechniquesisalsoa
fruitfuldirection.
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