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Abstract

We introducea novel active-learningscenarioin which a userwantsto
work with a learningalgorithmto identify usefulanomalies.Theseare
distinguishedfrom the traditional statisticalde nition of anomaliesas
outliersor merelyill-modeledpoints. Our distinctionis thatthe useful-
nessof anomaliess cateyorizedsubjectvely by the user We make two
additionalassumptions First, thereexist extremelyfew usefulanoma-
lies to be hunteddown within a massie dataset. Second both useful
anduselesanomaliesnaysometimesxist within tiny classe®f similar
anomaliesThechallengds thusto identify “rare category” recordsn an
unlabeledhoisy setwith help (in theform of classlabels)from ahuman
expertwho hasa smallbudgetof datapointghatthey arepreparedo cat-
egorize. We proposea techniqueto meetthis challengewhich assumes
amixturemodel t to the data,but otherwisemakesno assumptionsn
the particularform of the mixture componentsThis propertypromises
wide applicability in real-life scenariosandfor variousstatisticalmod-
els. We give an overview of several alternatve methods,highlighting
their strengthsand weaknessesand concludewith a detailedempirical
analysis.We shaw thatour methodcanquickly zoomin on ananomaly
setcontaininga few tensof pointsin adatasebf hundredf thousands.

1 Intr oduction

We beggin with an exampleof a rare-catgory-detectiorproblem: an astronomeneedsto
sift througha large setof sky suney images,eachof which comeswith mary numerical
parametersMost of theobjects(99.9%)arewell explainedby currenttheoriesandmodels.
Theremainderareanomaliesput 99% of theseanomaliesareuninterestingandonly 1%
of them(0.001%of thefull datasetpreuseful. The rst typeof anomaliesgalled“boring
anomalies” arerecordswhich arestrangefor uninterestingeasonsuchassensoffaultsor
problemsn theimageprocessingoftware. The usefulanomaliesreextraordinaryobjects
which areworthy of further research.For example,an astronomemight wantto cross-
checkthemin variousdatabasesnd allocatetelescopdime to obsene themin greater
detail. Thegoalof ourwork is nding this setof rareandusefulanomalies.

Although our exampleconcernsastrophysicsthis scenarids a promisinggeneralareafor
explorationwherever thereis a very large amountof scienti ¢, medical,businesr intel-
ligencedataanda domainexpertwantsto nd truly exotic rareeventswhile notbecoming



Random se Ask expert H Spot "important}

—=| to classify
of records some record records

Y 4

Build mode Run all data
from data | through model
and labels

Figurel: Anomaliesin Sloandata: Diffraction spikes(left). Satellitetrails (center). The
active-learningoop is shawvn ontheright.

swampedwith uninterestinganomalies.Two rarecateyoriesof “boring” anomaliesn our
testastrophysicslataareshown in Figurel. The rst, awell-known opticalartifact,is the
phenomenorof diffraction spikes. The secondconsistsof satellitesthat happenedo be
ying overheadasthephotowastaken.

As a rst step,we mighttry de ning astatisticalmodelfor thedata,andidentifying objects
whichdonot t it well. At this point, objects agged as“anomalous”canstill be almost
entirely of the uninterestinglassof anomaliesThe computationahndstatisticalquestion
is thenhow to usefeedbackrom thehumanuserto iteratively reorderthe queueof anoma-
lies to be shawvn to the userin orderto increasethe chancethatthe userwill soonseean
anomalyof awhole new catagory.

We do this in the familiar pool-basedactive learningframework®. In our setting,learning
proceed# rounds.Eachroundstartswith theteachefabelingasmallnumberof examples.
Thenthe learnermodelsthe data,takinginto accountthe labeledexamplesaswell asthe

remainderof the data,which we assumeo be muchlargerin volume. The learnerthen
identi es a smallnumberof input records(“hints”) which areimportantin the sensethat

obtaininglabelsfor themwould helpit improve the model. Theseareshown to theteacher
(in ourscenarioa humanexpert)for labeling,andthe cycle repeatsThe model,which we

call “irrelevancefeedback”;is shavn in Figurel.

It mayseemtoo demandindo askthe humanexpertto give classlabelsinsteadof asimple
“interesting”or “boring” ag. Butin practice thisis notanissue—itseemseasielto place
objectsinto such“mentalbins”. For example,in theastronomicatlatawe have seera user
placemostobjectsinto previously-knavn categories:pointsourceslow-surface-brightness
galaxiesgetc. Thisalsoholdsfor the negative examplesiit is frustratingto have to labelall
anomaliesas“bad” withoutbeingableto explain why. Often,the datais betterunderstood
astime goesby, anduserswishto revisetheirold labelsin light of new examples Notethat
the statisticalmodeldoesnot careaboutthe namesof the labels. For all it caresthelabel
setcanbe utterly changedy the userfrom oneroundto another Our toolsallow that: the
labelsareunconstrainedndthe usercanadd,re ne, anddeleteclassesatwill. It is trivial
to accommodatéhe simpler“interestingor not” modelin this richerframework.

Our work differs from traditional applicationsof active learningin that we assumethe
distribution of classsizesto be extremely skewed. For example,the smallestclassmay
have just a few memberswhereasthe largestmay containa few million. Generallyin
active learning, it is believedthat, right from the start,examplesfrom eachclassneedto
be presentedo the oracle[1, 2, 3]. If the classfrequenciesverebalancedthis could be
achieved by randomsampling. But in datasetith the rare cateyoriesproperty this no
longerholds,andmuchof our effort is anattemptto remedythe situation.

Previousactive-learningvork tendsto tie intimatelyto a particularmodel[4, 3]. We would

like to beableto “plug in” differenttypesof modelsor componentaindthereforepropose
model-independentriteria. The samereasoningalso precludesus from directly using
distancedetweerdatapoints,asis donein [5].

IMore precisely we allow multiple queriesandlabelsin eachlearninground— the traditional
presentatiomasjustone.
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Figure2: Underlyingdatadistribution for the example(a); behaior of thelowlik method(b—f). The
original datadistribution is in (a). The unsupervisednodel t to it in (b). The anomalougpoints
accordingto lowlik, giventhe modelin (b), areshown in (c). Givenlabelsfor the pointsin (c), the
modelin (d) is tted. Giventhe new model,anomalougpointsaccordingto lowlik are agged (e).
Givenlabelsfor thepointsin (c) and(e), thisis thenew tted model(f).

(e)

Anotherdesiredoropertyis resilienceto noise.Noisecanbeinherentin thedata(e.g.,from
measuremergrrors)or beanartifactof aill- tting model.In ary casewe needto be able
to identify querypointsin the presencef noise. Thisis a not just a bonusfeature:points
which the modelconsidersoisy could very well be the key to improvementif presented
to theoracle. Thisis in contrastio the approactakenby some:a pre-assumptiothatthe
datais noiselesg6, 7].

2 Overview of Hint SelectionMethods

In this sectionwe surwey severalproposednethodgor active learningasthey applyto our
settingandgive anecdotakvidenceof theirweaknessedVhile thegeneratoneis negative,
whatfollows shouldnot be construedasgeneraldismissalof thesemethods.Rather it is
meantto highlight speci ¢ problemswith themwhenappliedto a particularsetting.

As an example,considerthe datashovn in Figure2 (a). It is a mixture of two classes.
Oneis an X-shapeddistribution, from which 2000pointsaredrawn. The otheris a circle
with 100 points. In this example,the classi er is a GaussiarBayesclassi er trainedin
a semi-supervisedannerfrom labeledandunlabeleddata,with one Gaussiarper class.
The modelis learnedwith a standardEM procedurewith the following straightforward
modi cation [8, 9] to enablesemi-supervisetbarning. BeforeeachM stepwe clampthe
classmembershipraluesfor the hintedrecordsto matchthe hints (i.e., onefor thelabeled
classfor thisrecord,andzeroelsavhere).

Givenfully labeleddata,ourlearnemwould perfectlypredictclassmembershigor this data
(althoughit would be a poor generatie model): one Gaussiarcenteredn the circle, and
anothersphericalGaussiamwith high variancecenterednthe X. Now, supposave planto
performactive learningin which we take the following steps:

1. Startwith entirelyunlabeleddata.

2. Performsemi-supervisetbarning(which,onthe rst iterationdegenerateo un-
supervisedearning).

3. Ask anexpertto classifythe 35 strangestecords.
4. Goto Step2.

Onthe rst iteration(whenunsupervisedjhe algorithmwill naturallyusethe two Gaus-
siansto modelthedataasin Figure2(b), with oneGaussiatior eachof thearmsof the“X”,
andthepointsin thecircle representedsmemberof oneof them. Whathappensext all
dependn the choiceof the datapointdo show to the humanexpert. We now surwey the
methoddor hint selection.

Choosing Points with Low Lik elihood: A ratherintuitive approachs to selectashints
the points which the model performsworst on. This can be viewed as model variance
minimization[4] or asselectionof pointsfurthestaway from ary labeledpoints[5]. We do
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Figure3: Behavior of theambig (a—c)andinterleave (d—e)methods The unsupervisednodeland
the pointswhichambig ags asanomalousgiventhis model(a). Themodellearnedusinglabelsfor
thesepointsis (b), alongwith thepointit ags. Thelastre nement,givenbothsetsof labels(c).

this by rankingeachpointin orderof increasingnodellik elihood,andchoosingthe most
anomaloustems.

We shav whatthis approactwould ag in thegivencon gurationin Figure?2. It is derived
from a screenshobf a running versionof our code, redravn by handfor clarity. Each
subsequerdraving shavs amodelwhich EM corvergedto afterincludingthe new labels,
andthe hintsit choosesindera particularschemeghereit is whatwe call lowlik). These
hints affect the modelshowvn for the next round. The underlyingdistribution is shavn in
grayshading We usethis samecorventionfor the othermethodsbelow.

In the rst round,the Mahalanobisdistancefor the pointsin the cornersis greaterthan
thosein thecircle, thereforethey are agged. Anothereffect we seeis thatoneof thearms
is representedhoreheaily. Thisis probablydueto its lower variance.In ary event,none
of thepointsin thecircleis agged. Theoutcomds thatthenext roundendsupin asimilar
local minimum. We canalso seethat anotherstepwill not resultin the desiredmodel.
Only after obtaininglabelsfor all of the “outlier” points (that is, thoseon the extremes
of the distribution) will this approachgo far enoughdown the list to hit a point in the
circle. This meanghatin scenariowheretherearemorethana few hundrednoisy data,
classi cationaccurag is likely to bevery low.

ChoosingAmbiguous Points: Anotherpopularapproachs to choosehepointswhichthe
learneris leastcertainabout. This is the spirit of “query by committee”[10] and“uncer

tainty sampling”[11]. In our settingthis is implementedn the following way. For each
datapoint,the EM algorithmmaintainsan estimateof the probability of its membershipn

every mixture component.For eachpoint, we computethe entropy of the setof all such
probabilities,andrankthe pointsin decreasingrderof the entropy. This way, the top of

thelist will have the objectswhich are“owned” by multiple components.

For our example,this would choosethe pointsshavn in Figure3. As expected pointson
the decisionboundariebetweernclassesre chosen.Here,the ambiguity setsare useless
for the purposeof modelingthe entire distribution. One might arguethis only holdsfor
this contriveddistribution. However, in generalthis is a fairly commonoccurrencein the
sensdhatthe ambiguitycriterionworksto nudgethe decisionsurfacessothey bettert a
relatively small setof labeledexamples.lt may help modelingthe pointsvery closeto the
boundarieshut it doesnotimprove generalizatioraccurag in thegeneraktase Indeed we
seethatif werepeatedhapplythis criterionwe endup askingfor labelsfor agreatnumber
of pointsin closeproximity, to verylittle effect onthe overallmodel.In theresultssection
below, we call this methodambig.

Combining Unlikely and Ambiguous Points: Our next candidateis a hybrid method
which triesto combinethe hintsfrom thetwo previous methods Recallthey both produce
arankedlist of all the points. We mergethelists into anotherankedlist in the following

way. Alternatebetweerthe lists whenpicking items. For eachlist, pick the top item that
hasnot alreadybeenplacedin the outputlist. Whenall elementsaretaken,the outputlist

is arankedlist asrequired.We now pick thetop itemsfrom this list for hints.

As expectedwe geta goodmix of pointsin both hint sets(hot shavn). But, sinceneither



methodidenti es the smallcluster their unionfailsto nd it aswell. However, in general
it is usefulto combinedifferentcriteriain this way, asour empiricalresultsbelon show.
There this methodis calledmix-ambig-lowlik.

Interleaving: We now presentwhatwe consideris thelogical conclusionof the obsena-
tionsabove. To the bestof our knowledge,the approachs novel. Thekey insightis that
our groupof anomaliesvas,in fact,reasonablyrdinarywhenanalyzedon a global scale.
In otherwords, the mixture densityof the region we chosefor the group of anomaliess
not sufciently low for themto rank high on the hint list. Recallthatthe mixture model
sumsup theweightedpermodeldensities Thereforea pointthatis “split” amongseveral
component@pproximatelyevenly, and scoresreasonablyhigh on at leastsomeof them,
will notbe agged asanomalous.

Anotherinstanceof the sameproblemoccurswhena pointwhich is somevhat“owned” by
acomponentvith high mixtureweight. Evenif the smallcomponenthat“owns” mostof
it predictsit is very unlikely, thattermhasvery little effecton the overall density

Thereforeour goalis to eliminatethe mixture weightsfrom the equation.Our ideais that

if werestrictthefocusto matchthe“point of view” of justonecomponenttheseanomalies
will becomanoreapparentWe do this by consideringustthe pointsthat“belong” to one

componentandby rankingthemaccordingo the PDF of thiscomponentThe hopeis that

giventhis restrictedview, anomalieghatdo not t thecomponens own modelwill stand
out.

More precisely let c bea componenandi adatapoint. The EM algorithmmaintains for
every ¢ andi, anestimatez® of the degreeof “ownership”that c exertsoveri. For each

component we createalist of all the pointsfor whichc = argmaxco ziCo , rankedby z°.

Having constructedhesortedists, we memgethemin ageneralizatiorf thememgemethod
describedabore. We cycle throughthelists in someorder For eachlist, we pick the top
item thathasnot alreadybeenplacedin the outputlist, andplaceit at the next positionin

theoutputlist.

This stratey is appealingntuitively, althoughwe have no further theoreticalusti cation
for it. We show resultsfor this stratgyy for ourexamplein Figure3, andin theexperimental
sectionbelon. We seeit meetsthe requiremendf representatioffor all true components.
Most of the pointsare alongthe major axes of the two elongatedGaussiansbut two of
thepointsareinsidethe smallcircle. Correctlabelsfor evenjustthesetwo pointsresultin
perfectclassi cationin thenext EM run.

In our experimentswe foundit bene cial to modify this methodasfollows. One of the
componentss a uniform-density*background”. This modi cation lets it nominatehints
moreoftenthanarny othercomponentln termsof list memging, we take oneelementrom

eachof the lists of standarccomponentsandthenseveralelementfrom thelist produced
for thebackgrounccomponentAll of the resultsshavn wereobtainedusingan oversam-
pling ratio of 20. In otherwords,if thereareN componentgexcludinguniform), thenthe
rst cycle of hint nominationwill resultin 20+ N hints,20 of which from uniform.

Sofar, we have shovn thesucces®f ourmethodjust for anillustrative example.Below we
presenempiricalevidencefor its usefulnessver avariety of realandsyntheticdatasets.

3 Experimental Results

To establisitheresultshintedby theintuition abose, we conductedh seriesof experiments.
The rst oneusessyntheticdata. The datadistribution is a mixture of componentsn
5;10; 15 and 20 dimensions. The classsize distribution is a geometricserieswith the
largestclassowning half of thedataandeachsubsequentlassbeinghalf assmall.
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Figure4: Learningcurvesfor simulateddatadravn from a mixture of dependengtrees
(left), andfor theSHUTTLE set(right). TheY axisshavsthefractionof classesepresented
in queriessentto the teacher For SHUTTLE and ABALONE below, mix-ambig-loglike is
omittedbecausét is sosimilarto lowlik.
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Figure5: Learningcurvesfor the ABALONE (left) andkDD (right) sets.

The componentsare multivariate Gaussiansvhosecovariancestructurecan be modeled
with dependengtrees.EachGaussiarcomponenhasits covariancegeneratedn thefol-
lowing way. Randomattribute pairsare chosenandaddedto an undirecteddependeng
treestructureunlessthey closea cycle. Eachedgedescribes lineardependengbetween
nodeswith the coefcients dravn uniformly atrandom,with randomnoiseaddedto each
value.Eachdatasetcontainsl0; 000points. Therearetentreeclassesnda uniform back-
groundcomponent.The numberof “background”pointsrangesrom 50to 200. Only the
resultsfor 15 dimensionsand 100 noisy pointsareshavn asthey arerepresentatie of the
otherexperiments.In eachroundof learning,the learnerqueriesthe teachemith alist of
50 pointsfor labeling,andhasaccesdo all the queriesandrepliessubmittedpreviously.

This datageneratiorschemas still very closeto the onewhich our testedmodelassumes.
Note, however, thatwe do not requiredifferentcomponentd¢o be easilyidenti able. The
resultsof this experimentare shovn in Figure4. Also included,areresultsfor random,
whichis abaselinenethodchoosinghintsat random.

Our scoringfunctionis driven by our application,and estimategshe amountof effort the
teachehasto expendbeforebeingpresentedby representatiesof every singleclass.The
assumptions thatthe teachercangeneralizéfrom a singleexample(or a very few exam-
ples)to an entire class,andthe valuableinformationis concentratedn the rst queried
memberof eachclass. More precisely if therearen classesthenthe scoreunderthis
metricis 1=n timesthe numberof classesepresenteth thequeryset.In the querysetwe
includeall itemsqueriedin precedingounds,aswe do for otherapplicablemetrics.

Thebestperformersofarisinterleave, taking veroundsor lessto revealall of theclasses,
includingtheveryrareones.Below we show it is superiotin mary of thereal-life datasets.
We canalsoseethatambig performsworsethanrandom. Thiscanbeexplainedby thefact
thatambig only choosegpointsthatalreadyhave seseralexistingcomponentécompeting”
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Tablel: Propertieof the datasetsused.
SMALLEST LARGEST

NAME DIMS  RECORDS  CLASSES CLASS CLASS SOURCE
SHUTTLE 9 43500 7 0.01% 78.4%  [12]
ABALONE 7 4177 20 0.34% 16%  [13]
KDD 33 50000 19 0.002% 21.6%  [13]
EDSGC 26 1439526 7 0.002% 76%  [14]
SDSS 22 517371 3 0.05% 50.6%  [15]

for them.Rarelydo thesepointsbelongto a new, yet-undiscoeredcomponent.

We were concernedhat the poor performanceof lowlik was just a consequencef our

choiceof metric. After all, it doesnot measurghe numberof noisepoints(i.e pointsfrom

the uniform backgrounccomponentfound. Thesepointsare genuineanomaliessoit is

possiblethatlowlik is being penalizedunfairly for its focusingon the noisepoints. After

examining the fraction of noisepoints(i.e., points dravn from the uniform background
componentfoundby eachalgorithm,we discoseredthatlowlik actuallyscoresvorsethan

interleave onthis metricaswell.

Theremainingexperimentswvererun on variousreal datasets. Table 1 hasa summaryof
their properties.They representlataand computationakffort ordersof magnituddarger
thanary active-learningresultof whichwe areaware.

Resultsfor the SHUTTLE setappearin Figure4. We seethatit takesthe interleave al-
gorithm ve roundsto spotall classeswhereaghe next bestis lowlik, with 11.  The
ABALONE set(Figureb) is avery noisy set,in which random seemgo bethe bestlong-
termstrateyy. Again, notehow ambig performsvery poorly.

Dueto resourcdimitations, resultsfor kdd wereobtainedon a 5000@recordrandomsub-
sampleof the original training set(which is roughlytentimesbigger). This sethasanex-
tremelyskeweddistribution of classsizes,andalargenumberof classesln Figure5we see
thatlowlik performsuncharacteristicallypoorly. Anothersurpriseis thatthe combination
of lowlik andambig outperformghemboth. It alsomatchednterleave in performance,
andthisis the only casewherewe have seenit do so.

The EDSGC set,asdistributed,is unlabeled The classlabelsrelateto the shapeandsizeof

thesky object.We seein Figure6 thatfor the purposeof classdiscovery, we cando agood
job in a smallnumberof rounds: here,a humanwould have hadto labeljust 250 objects
beforebeing presentedvith a memberof the smallestclass- comprisingjust 24 records
out of asetof 1:4 million.

4 Conclusion

We have shavn that someof the popularmethodsfor active learningperform poorly in
realistic active-learningscenariosvhere classesare imbalanced. Working from the def-
inition of a mixture modelwe were ableto proposemethodswhich let eachcomponent



“nominate” its favorite queries. Thesemethodswork well in the presenceof noisy data
andextremelyrare classesandanomalies.Our simulationsshov thata humanuseronly

needgo labeloneor two hundredexamplesheforebeingpresentedvith very rareanoma-
liesin hugedatasets.In our experiencethis kind of interactiontakesjust anhouror two

of combinedhumanandcomputertime [16].

We malke no assumptiongboutthe particularform a componentakes. Consequentlywe
expectourresultsto applyto mary differentkindsof componentodelsjncludingthecase
wherecomponentgarenot dependengtrees,or evennotall from the samedistribution.

We areusinglessondearnedrom ourempiricalcomparisorin anapplicationfor anomaly-
huntingin the astrophysicglomain. Our applicationpresentsnultiple indicatorsto helpa
userspotanomalousiata,aswell ascontrolsfor labelingpointsandaddingclasses. The
applicationwill bedescribedn acompaniorpaper
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