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Abstract

We introducea novel active-learningscenarioin which a userwantsto
work with a learningalgorithmto identify usefulanomalies.Theseare
distinguishedfrom the traditional statisticalde�nition of anomaliesas
outliersor merelyill-modeledpoints. Our distinctionis that theuseful-
nessof anomaliesis categorizedsubjectively by theuser. We make two
additionalassumptions.First, thereexist extremelyfew usefulanoma-
lies to be hunteddown within a massive dataset.Second,both useful
anduselessanomaliesmaysometimesexist within tiny classesof similar
anomalies.Thechallengeis thusto identify “rarecategory” recordsin an
unlabelednoisysetwith help(in theform of classlabels)from a human
expertwhohasasmallbudgetof datapointsthatthey arepreparedto cat-
egorize.We proposea techniqueto meetthis challenge,which assumes
a mixturemodel�t to thedata,but otherwisemakesno assumptionson
theparticularform of themixture components.This propertypromises
wide applicability in real-life scenariosandfor variousstatisticalmod-
els. We give an overview of several alternative methods,highlighting
their strengthsandweaknesses,andconcludewith a detailedempirical
analysis.We show thatour methodcanquickly zoomin on ananomaly
setcontaininga few tensof pointsin adatasetof hundredsof thousands.

1 Intr oduction

We begin with an exampleof a rare-category-detectionproblem: an astronomerneedsto
sift througha largesetof sky survey images,eachof which comeswith many numerical
parameters.Mostof theobjects(99.9%)arewell explainedby currenttheoriesandmodels.
Theremainderareanomalies,but 99%of theseanomaliesareuninteresting,andonly 1%
of them(0.001%of thefull dataset)areuseful.The�rst typeof anomalies,called“boring
anomalies”,arerecordswhicharestrangefor uninterestingreasonssuchassensorfaultsor
problemsin theimageprocessingsoftware.Theusefulanomaliesareextraordinaryobjects
which areworthy of further research.For example,an astronomermight want to cross-
checkthem in variousdatabasesandallocatetelescopetime to observe them in greater
detail.Thegoalof our work is �nding thissetof rareandusefulanomalies.

Althoughour exampleconcernsastrophysics,this scenariois a promisinggeneralareafor
explorationwherever thereis a very largeamountof scienti�c, medical,businessor intel-
ligencedataandadomainexpertwantsto �nd truly exotic rareeventswhile notbecoming
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Figure1: Anomaliesin Sloandata:Diffractionspikes(left). Satellitetrails (center).The
active-learningloop is shown on theright.

swampedwith uninterestinganomalies.Two rarecategoriesof “boring” anomaliesin our
testastrophysicsdataareshown in Figure1. The�rst, a well-known opticalartifact,is the
phenomenonof diffraction spikes. The secondconsistsof satellitesthat happenedto be
�ying overheadasthephotowastaken.

As a�rst step,wemight try de�ning astatisticalmodelfor thedata,andidentifyingobjects
which do not �t it well. At this point, objects�agged as“anomalous”canstill be almost
entirelyof theuninterestingclassof anomalies.Thecomputationalandstatisticalquestion
is thenhow to usefeedbackfrom thehumanuserto iteratively reorderthequeueof anoma-
lies to be shown to theuserin orderto increasethechancethat theuserwill soonseean
anomalyof awholenew category.

We do this in thefamiliar pool-basedactive learningframework1. In our setting,learning
proceedsin rounds.Eachroundstartswith theteacherlabelingasmallnumberof examples.
Thenthe learnermodelsthedata,taking into accountthe labeledexamplesaswell asthe
remainderof the data,which we assumeto be muchlarger in volume. The learnerthen
identi�es a small numberof input records(“hints”) which areimportantin thesensethat
obtaininglabelsfor themwouldhelpit improvethemodel.Theseareshown to theteacher
(in ourscenario,ahumanexpert)for labeling,andthecycle repeats.Themodel,whichwe
call “irrelevancefeedback”,is shown in Figure1.

It mayseemtoodemandingto askthehumanexpertto giveclasslabelsinsteadof asimple
“interesting”or “boring” �ag. But in practice,this is notanissue—itseemseasierto place
objectsinto such“mentalbins”. For example,in theastronomicaldatawehaveseenauser
placemostobjectsinto previously-knowncategories:pointsources,low-surface-brightness
galaxies,etc.Thisalsoholdsfor thenegativeexamples:it is frustratingto haveto labelall
anomaliesas“bad” withoutbeingableto explainwhy. Often,thedatais betterunderstood
astimegoesby, anduserswishto revisetheirold labelsin light of new examples.Notethat
thestatisticalmodeldoesnot careaboutthenamesof thelabels.For all it cares,the label
setcanbeutterly changedby theuserfrom oneroundto another. Our toolsallow that: the
labelsareunconstrainedandtheusercanadd,re�ne, anddeleteclassesat will. It is trivial
to accommodatethesimpler“interestingor not” modelin this richerframework.

Our work differs from traditional applicationsof active learningin that we assumethe
distribution of classsizesto be extremelyskewed. For example,the smallestclassmay
have just a few memberswhereasthe largestmay containa few million. Generallyin
active learning,it is believed that, right from the start,examplesfrom eachclassneedto
be presentedto theoracle[1, 2, 3]. If theclassfrequencieswerebalanced,this could be
achieved by randomsampling. But in datasetswith the rarecategoriesproperty, this no
longerholds,andmuchof oureffort is anattemptto remedythesituation.

Previousactive-learningwork tendsto tie intimatelyto aparticularmodel[4, 3]. Wewould
like to beableto “plug in” differenttypesof modelsor componentsandthereforepropose
model-independentcriteria. The samereasoningalso precludesus from directly using
distancesbetweendatapoints,asis donein [5].

1More precisely, we allow multiple queriesandlabelsin eachlearninground— the traditional
presentationhasjust one.
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Figure2: Underlyingdatadistribution for theexample(a);behavior of thelowlik method(b–f). The
original datadistribution is in (a). The unsupervisedmodel �t to it in (b). The anomalouspoints
accordingto lowlik, given themodelin (b), areshown in (c). Given labelsfor thepointsin (c), the
modelin (d) is �tted. Given the new model,anomalouspointsaccordingto lowlik are�agged (e).
Givenlabelsfor thepointsin (c) and(e), this is thenew �tted model(f).

Anotherdesiredpropertyis resilienceto noise.Noisecanbeinherentin thedata(e.g.,from
measurementerrors)or beanartifactof a ill-�tting model.In any case,weneedto beable
to identify querypointsin thepresenceof noise.This is a not just a bonusfeature:points
which themodelconsidersnoisycouldvery well be thekey to improvementif presented
to theoracle.This is in contrastto theapproachtakenby some:a pre-assumptionthatthe
datais noiseless[6, 7].

2 Overview of Hint SelectionMethods

In thissectionwesurvey severalproposedmethodsfor active learningasthey applyto our
settingandgiveanecdotalevidenceof theirweaknesses.While thegeneraltoneis negative,
what follows shouldnot beconstruedasgeneraldismissalof thesemethods.Rather, it is
meantto highlight speci�c problemswith themwhenappliedto a particularsetting.

As an example,considerthe datashown in Figure2 (a). It is a mixture of two classes.
Oneis anX-shapeddistribution, from which 2000pointsaredrawn. Theotheris a circle
with 100 points. In this example,the classi�er is a GaussianBayesclassi�er trainedin
a semi-supervisedmannerfrom labeledandunlabeleddata,with oneGaussianper class.
The model is learnedwith a standardEM procedure,with the following straightforward
modi�cation [8, 9] to enablesemi-supervisedlearning.BeforeeachM stepwe clampthe
classmembershipvaluesfor thehintedrecordsto matchthehints(i.e.,onefor thelabeled
classfor this record,andzeroelsewhere).

Givenfully labeleddata,our learnerwouldperfectlypredictclassmembershipfor thisdata
(althoughit would bea poorgenerative model): oneGaussiancenteredon thecircle, and
anothersphericalGaussianwith highvariancecenteredon theX. Now, supposeweplanto
performactive learningin whichwe take thefollowing steps:

1. Startwith entirelyunlabeleddata.

2. Performsemi-supervisedlearning(which,on the�rst iterationdegeneratesto un-
supervisedlearning).

3. Ask anexpertto classifythe35strangestrecords.

4. Go to Step2.
On the �rst iteration(whenunsupervised)thealgorithmwill naturallyusethe two Gaus-
siansto modelthedataasin Figure2(b),with oneGaussianfor eachof thearmsof the“X”,
andthepointsin thecircle representedasmembersof oneof them.Whathappensnext all
dependson thechoiceof thedatapointsto show to thehumanexpert. We now survey the
methodsfor hint selection.

ChoosingPoints with Low Lik elihood: A ratherintuitive approachis to selectashints
the points which the model performsworst on. This can be viewed as model variance
minimization[4] or asselectionof pointsfurthestawayfrom any labeledpoints[5]. Wedo
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Figure3: Behavior of theambig (a–c)andinterleave (d–e)methods.Theunsupervisedmodeland
thepointswhichambig �ags asanomalous,giventhismodel(a). Themodellearnedusinglabelsfor
thesepointsis (b), alongwith thepoint it �ags. Thelastre�nement,givenbothsetsof labels(c).

this by rankingeachpoint in orderof increasingmodellikelihood,andchoosingthemost
anomalousitems.

Weshow whatthisapproachwould �ag in thegivencon�gurationin Figure2. It is derived
from a screenshotof a running versionof our code,redrawn by handfor clarity. Each
subsequentdrawing showsamodelwhichEM convergedto afterincludingthenew labels,
andthehints it choosesundera particularscheme(hereit is whatwe call lowlik). These
hintsaffect themodelshown for thenext round. Theunderlyingdistribution is shown in
grayshading.We usethis sameconventionfor theothermethodsbelow.

In the �rst round, the Mahalanobisdistancefor the points in the cornersis greaterthan
thosein thecircle, thereforethey are�agged. Anothereffectweseeis thatoneof thearms
is representedmoreheavily. This is probablydueto its lower variance.In any event,none
of thepointsin thecircleis �agged. Theoutcomeis thatthenext roundendsupin asimilar
local minimum. We canalso seethat anotherstepwill not result in the desiredmodel.
Only after obtaininglabelsfor all of the “outlier” points (that is, thoseon the extremes
of the distribution) will this approachgo far enoughdown the list to hit a point in the
circle. This meansthat in scenarioswheretherearemorethana few hundrednoisydata,
classi�cationaccuracy is likely to bevery low.

ChoosingAmbiguousPoints: Anotherpopularapproachis to choosethepointswhichthe
learneris leastcertainabout. This is thespirit of “query by committee”[10] and“uncer-
tainty sampling”[11]. In our settingthis is implementedin the following way. For each
datapoint, theEM algorithmmaintainsanestimateof theprobabilityof its membershipin
every mixture component.For eachpoint, we computetheentropy of the setof all such
probabilities,andrank thepointsin decreasingorderof theentropy. This way, the top of
thelist will have theobjectswhichare“owned”by multiple components.

For our example,this would choosethepointsshown in Figure3. As expected,pointson
thedecisionboundariesbetweenclassesarechosen.Here,theambiguitysetsareuseless
for the purposeof modelingthe entiredistribution. Onemight arguethis only holdsfor
this contriveddistribution. However, in generalthis is a fairly commonoccurrence,in the
sensethat theambiguitycriterionworks to nudgethedecisionsurfacessothey better�t a
relatively smallsetof labeledexamples.It mayhelpmodelingthepointsverycloseto the
boundaries,but it doesnot improvegeneralizationaccuracy in thegeneralcase.Indeed,we
seethatif werepeatedlyapplythiscriterionweendupaskingfor labelsfor agreatnumber
of pointsin closeproximity, to very little effecton theoverallmodel.In theresultssection
below, we call this methodambig.

Combining Unlik ely and Ambiguous Points: Our next candidateis a hybrid method
which triesto combinethehintsfrom thetwo previousmethods.Recallthey bothproduce
a rankedlist of all thepoints. We mergethe lists into anotherrankedlist in thefollowing
way. Alternatebetweenthe lists whenpicking items. For eachlist, pick the top item that
hasnot alreadybeenplacedin theoutputlist. Whenall elementsaretaken,theoutputlist
is a rankedlist asrequired.We now pick thetop itemsfrom this list for hints.

As expectedwe geta goodmix of pointsin bothhint sets(not shown). But, sinceneither



methodidenti�es thesmallcluster, their unionfails to �nd it aswell. However, in general
it is usefulto combinedifferentcriteria in this way, asour empiricalresultsbelow show.
There,this methodis calledmix-ambig-lowlik.

Interleaving: We now presentwhatwe consideris the logical conclusionof theobserva-
tionsabove. To thebestof our knowledge,theapproachis novel. Thekey insight is that
our groupof anomalieswas,in fact,reasonablyordinarywhenanalyzedona global scale.
In otherwords,themixture densityof the region we chosefor thegroupof anomaliesis
not suf�ciently low for themto rankhigh on thehint list. Recallthat the mixture model
sumsup theweightedper-modeldensities.Therefore,a point thatis “split” amongseveral
componentsapproximatelyevenly, andscoresreasonablyhigh on at leastsomeof them,
will notbe�agged asanomalous.

Anotherinstanceof thesameproblemoccurswhenapointwhich is somewhat“owned”by
a componentwith high mixtureweight. Evenif thesmallcomponentthat“owns” mostof
it predictsit is veryunlikely, thattermhasvery little effecton theoveralldensity.

Therefore,our goalis to eliminatethemixtureweightsfrom theequation.Our ideais that
if werestrictthefocusto matchthe“point of view” of justonecomponent,theseanomalies
will becomemoreapparent.We do this by consideringjust thepointsthat“belong” to one
component,andby rankingthemaccordingto thePDFof thiscomponent.Thehopeis that
giventhis restrictedview, anomaliesthatdo not �t thecomponent'sown modelwill stand
out.

More precisely, let c bea componentandi a datapoint. TheEM algorithmmaintains,for
every c andi , an estimatezc

i of the degreeof “ownership”that c exertsover i . For each
componentc we createa list of all thepointsfor whichc = argmaxc0 zc0

i , rankedby zc
i .

Having constructedthesortedlists,wemergethemin ageneralizationof themergemethod
describedabove. We cycle throughthe lists in someorder. For eachlist, we pick the top
item thathasnot alreadybeenplacedin theoutputlist, andplaceit at thenext positionin
theoutputlist.

This strategy is appealingintuitively, althoughwe have no further theoreticaljusti�cation
for it. Weshow resultsfor thisstrategy for ourexamplein Figure3,andin theexperimental
sectionbelow. We seeit meetstherequirementof representationfor all truecomponents.
Most of the pointsarealongthe major axesof the two elongatedGaussians,but two of
thepointsareinsidethesmallcircle. Correctlabelsfor evenjust thesetwo pointsresultin
perfectclassi�cationin thenext EM run.

In our experiments,we found it bene�cial to modify this methodasfollows. Oneof the
componentsis a uniform-density“background”. This modi�cation lets it nominatehints
moreoftenthanany othercomponent.In termsof list merging,we take oneelementfrom
eachof thelists of standardcomponents,andthenseveralelementsfrom thelist produced
for thebackgroundcomponent.All of theresultsshown wereobtainedusinganoversam-
pling ratio of 20. In otherwords,if thereareN components(excludinguniform), thenthe
�rst cycleof hint nominationwill resultin 20+ N hints,20of which from uniform.

Sofar, wehaveshown thesuccessof ourmethodjust for anillustrativeexample.Below we
presentempiricalevidencefor its usefulnessoveravarietyof realandsyntheticdatasets.

3 Experimental Results

To establishtheresultshintedby theintuition above,weconductedaseriesof experiments.
The �rst one usessyntheticdata. The datadistribution is a mixture of componentsin
5; 10; 15 and 20 dimensions. The classsize distribution is a geometricserieswith the
largestclassowninghalf of thedataandeachsubsequentclassbeinghalf assmall.
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Figure4: Learningcurvesfor simulateddatadrawn from a mixture of dependency trees
(left), andfor theSHUTTLE set(right). TheY axisshowsthefractionof classesrepresented
in queriessentto the teacher. For SHUTTLE andABALONE below, mix-ambig-loglike is
omittedbecauseit is sosimilar to lowlik.
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Figure5: Learningcurvesfor theABALONE (left) andKDD (right) sets.

The componentsaremultivariateGaussianswhosecovariancestructurecanbe modeled
with dependency trees.EachGaussiancomponenthasits covariancegeneratedin thefol-
lowing way. Randomattribute pairsarechosen,andaddedto an undirecteddependency
treestructureunlessthey closea cycle. Eachedgedescribesa lineardependency between
nodes,with thecoef�cients drawn uniformly at random,with randomnoiseaddedto each
value.Eachdatasetcontains10; 000points.Therearetentreeclassesandauniformback-
groundcomponent.Thenumberof “background”pointsrangesfrom 50 to 200. Only the
resultsfor 15 dimensionsand100noisypointsareshown asthey arerepresentativeof the
otherexperiments.In eachroundof learning,the learnerqueriestheteacherwith a list of
50pointsfor labeling,andhasaccessto all thequeriesandrepliessubmittedpreviously.

This datagenerationschemeis still verycloseto theonewhichour testedmodelassumes.
Note,however, thatwe do not requiredifferentcomponentsto beeasilyidenti�able. The
resultsof this experimentareshown in Figure4. Also included,areresultsfor random,
which is abaselinemethodchoosinghintsat random.

Our scoringfunction is drivenby our application,andestimatesthe amountof effort the
teacherhasto expendbeforebeingpresentedby representativesof everysingleclass.The
assumptionis that theteachercangeneralizefrom a singleexample(or a very few exam-
ples) to an entireclass,and the valuableinformation is concentratedin the �rst queried
memberof eachclass. More precisely, if thereare n classes,then the scoreunderthis
metricis 1=n timesthenumberof classesrepresentedin thequeryset.In thequerysetwe
includeall itemsqueriedin precedingrounds,aswe do for otherapplicablemetrics.

Thebestperformersofar is interleave, taking� veroundsor lessto revealall of theclasses,
includingtheveryrareones.Below weshow it is superiorin many of thereal-lifedatasets.
Wecanalsoseethatambig performsworsethanrandom. Thiscanbeexplainedby thefact
thatambig only choosespointsthatalreadyhaveseveralexistingcomponents“competing”
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Figure6: Learningcurvesfor theEDSGC (left) andSDSS (right) sets.
Table1: Propertiesof thedatasetsused.

NAME DIMS RECORDS CLASSES
SMALLEST

CLASS
LARGEST

CLASS
SOURCE

SHUTTLE 9 43500 7 0.01% 78.4% [12]
ABALONE 7 4177 20 0.34% 16% [13]
KDD 33 50000 19 0.002% 21.6% [13]
EDSGC 26 1439526 7 0.002% 76% [14]
SDSS 22 517371 3 0.05% 50.6% [15]

for them.Rarelydo thesepointsbelongto a new, yet-undiscoveredcomponent.

We were concernedthat the poor performanceof lowlik was just a consequenceof our
choiceof metric.After all, it doesnotmeasurethenumberof noisepoints(i.e pointsfrom
the uniform backgroundcomponent)found. Thesepointsaregenuineanomalies,so it is
possiblethat lowlik is beingpenalizedunfairly for its focusingon thenoisepoints. After
examining the fraction of noisepoints (i.e., pointsdrawn from the uniform background
component)foundby eachalgorithm,wediscoveredthatlowlik actuallyscoresworsethan
interleave on this metricaswell.

Theremainingexperimentswererun on variousrealdatasets.Table1 hasa summaryof
their properties.They representdataandcomputationaleffort ordersof magnitudelarger
thanany active-learningresultof whichwe areaware.

Resultsfor the SHUTTLE setappearin Figure4. We seethat it takesthe interleave al-
gorithm � ve roundsto spotall classes,whereasthe next bestis lowlik, with 11. The
ABALONE set(Figure5) is a very noisyset,in which random seemsto be thebestlong-
termstrategy. Again,notehow ambig performsverypoorly.

Dueto resourcelimitations,resultsfor kdd wereobtainedona 50000-recordrandomsub-
sampleof theoriginal trainingset(which is roughlytentimesbigger).This sethasanex-
tremelyskeweddistributionof classsizes,andalargenumberof classes.In Figure5 wesee
that lowlik performsuncharacteristicallypoorly. Anothersurpriseis that thecombination
of lowlik andambig outperformsthemboth. It alsomatchesinterleave in performance,
andthis is theonly casewherewe haveseenit doso.

TheEDSGC set,asdistributed,is unlabeled.Theclasslabelsrelateto theshapeandsizeof
thesky object.Weseein Figure6 thatfor thepurposeof classdiscovery, wecandoagood
job in a small numberof rounds:here,a humanwould have hadto label just 250objects
beforebeingpresentedwith a memberof the smallestclass- comprisingjust 24 records
outof asetof 1:4 million.

4 Conclusion

We have shown that someof the popularmethodsfor active learningperformpoorly in
realisticactive-learningscenarioswhereclassesare imbalanced.Working from the def-
inition of a mixture modelwe wereable to proposemethodswhich let eachcomponent



“nominate” its favorite queries. Thesemethodswork well in the presenceof noisy data
andextremelyrareclassesandanomalies.Our simulationsshow thata humanuseronly
needsto labeloneor two hundredexamplesbeforebeingpresentedwith very rareanoma-
lies in hugedatasets.In our experience,this kind of interactiontakesjust anhouror two
of combinedhumanandcomputertime [16].

We make no assumptionsabouttheparticularform a componenttakes.Consequently, we
expectourresultsto applyto many differentkindsof componentmodels,includingthecase
wherecomponentsarenotdependency trees,or evennotall from thesamedistribution.

Weareusinglessonslearnedfrom ourempiricalcomparisonin anapplicationfor anomaly-
huntingin theastrophysicsdomain.Our applicationpresentsmultiple indicatorsto helpa
userspotanomalousdata,aswell ascontrolsfor labelingpointsandaddingclasses. The
applicationwill bedescribedin a companionpaper.
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