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Introduction
Brief Description

Study of Access Control Logics through translations to modal logic S4

@ Policy

Rules/facts used to determine whether to allow a principal access
to a resource

@ Access Control Logic
A logic for expressing policies used in access control
@ Principal

Abstraction for any entity (machine, user, program) that accesses
resources or makes policies
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Introduction
The Problem of Access Control

- Do Reference | __| opject
Principal operation monitor
Source Request Guard Resource

@ Access control is pervasive in practice, hard to get right
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Introduction

Logic as a Language for Policies

@ Observed early on that logic is apt for expressing policies

@ Policies can be expressed naturally

@ Logic is rigorous

@ Logic is flexible, and extensible

@ First-order/propositional logic suffices

Exceptions: distributed policies and delegation
“Administrator says file1 may be deleted”
“Bob trusts Alice” or “Bob may represent Alice”
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Introduction
Access Control Logics

@ Specialized logics for representing policies

@ New connectives

o Asays s (principal A states that formula s is true)
o A= B (A speaks for B)

(A= B) D ((Asays s) D (B says s))

@ Example

@ (adminsays deletefilel) D deletefilel

© admin says ((Alice says deletefilel) D deletefilel)
© Alice says (Bob = Alice)

© Bobsays deletefilel
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Introduction

Our Motivation and Results

@ Many access control logics have been proposed
@ Much work on representing policies, enforcement, proof-theory,
languages
@ Limited work in other areas
Decidability?
Kripke semantics?
Relating logics to each other?

@ Objective of paper: fill this gap

Study 3 logics of access control
@ Technical method: translation to well-understood logic (modal S4)
@ Results:

Sound and complete translations to modal S4
Decidability, Kripke semantics

A complete calculus of Boolean principals
=s encoding in second-order logic
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Technical Results
High-Level Description

@ Three logics (intuitionistic): ICL < ICL= < ICL”
ICL = Intuitionistic Propositional Logic + A says s
ICL= =ICL+A= 1B
ICLE = ICL + Boolean principals
@ Three translations:
ICL—> 54
ICL= — S4
ICLB —> S4
@ Modal logic S4 (classical)
Fs
FOs
FOsDs
F(Os) > 0O0s
F(O(s D t)) o ((Os) o (O1)
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Technical Results ICL—> S4

ICL: Intuitionistic Propositional Logic + A says s

@ Formulas
Ssu=p|sDt|sAt|L]|...|Asayss

@ Axioms

FsD>Asayss

F (Asays Asays s) D Asays s

H(Asays (s D t)) D ((Asays s) D (Asays t))
All axioms of intuitionistic propositional logic

@ Generalizes lax logic / CL-logic
@ Prior work studies proof-theory, applications to access control
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Technical Results ICL—> S4

ICL — S4

@ Motivated by Gédel’s translation (intuitionistic logic —> S4)

@ Translation

rp—l — Dp
TsOt? = OFs'>mt)
I—s /\ t—l — I—s_| /\ I—t—l
r1 = 1
"Asayss' = [OAVTs"

@ Formula A: “Principal A is unhappy.”
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Technical Results ICL—> S4

Theorems

@ Soundness and Completeness:
FsinICLif and only if - "s7in S4

@ Proof based on sequent calculi

@ Corollaries:

o ICL is PSPACE decidable
o Kripke semantics

@ Special case lax logic; simplified Kripke semantics
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Technical Results ICL™ —>S4

ICL7:ICL+ A= B

@ Formulas:
su=...|A=B

@ New Axioms:
F(A= A)
F(A=B)D>((B=C)D>(A=0))
F (A= B) D ((Asays s) D Bsays s)
F(Asays (B= A)) D (B=A)

@ Translation:
"A= B7=0(ADB)
“If A is unhappy, so is B”

@ Sound and Complete

ICL= is PSPACE decidable
Kripke semantics
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Technical Results ~ ICLE — S4

ICLZ: ICL + Boolean principals

@ Formulas same as ICL (no speaks for)
@ Principals are no longer atomic
A:=alANB|AVB|ASB|T|L
@ View principals as Boolean algebra ~A=(AD> 1)
@ Properties of Boolean principals:
(A A B) says s = (Asays s) A (B says s)

(A V B) says s: Statements of A and B together imply s
(A D B) says s: A speaks for B on s and its consequences

A = B may be defined as (A D B) says L
T says s: Always (T is a liar)
(Lsayss)Ds
@ Translation to S4: same as that from ICL
ICLB is PSPACE decidable
Kripke semantics
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Technical Results Understanding Speaks For

Translations from ICL™

@ Intuitive embedding from ICL= —> ICL?
A=1B > (AD B)says L

@ Embedding is sound and complete
ICL? is more expressive than ICL=

@ Another embedding from ICL= —> ICL + Second order V
A=1B > VX. (Asays X) D (B says X)

@ Soundness straightforward: verify axioms

@ Completeness non-intuitive
Proof uses non-standard detour in Kripke semantics
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Conclusion

Summary and Future Work

@ Summary

e Translation from access control logics to S4 gives decidability,
Kripke semantics

e Description of Boolean principals

o Interpretation of =- using second order ¥

@ Future Work

e Other access control logics
e Theorem proving using translations
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Proof of embedding ICL= — ICL5

@ A= B——>(AD B)says L
FA=B < +FOADB)

= FO(ADB)V 1)
— F(ADB)says L
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Kripke Semantics for ICL

@ Take standard models for intuitionistic propositional logic

o W is a set of worlds
e < accessibility relation (pre-order)
o p: (Atomic formulas) — P(W)

@ Add a “happiness function”, 6 : Principals — P(W)
e w € §(A) <—-> Ais unhappy in world w

@ w = Asays sifand only if foreach w' > w, w € (A)orw' = A
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Extra Slides

Kripke Semantics for Lax Logic

@ Take standard models for intuitionistic propositional logic

o Wis a set of worlds
e < accessibility relation (pre-order)
o p: (Atomic formulas) — P(W)

@ Classify worlds into “good” and “bad”

@ w = (Osifandonly if for each w' > w, w' is bad or w’ |= A
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Extra Slides
Comparison to Mendler’s Translation

@ Mendler’s translation composed with Gédel’s translation:

rOs? = O(0A) Vs

@ Our translation
FOs? = 0O(AV s
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