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Abstract

Distributed systems frequently exhibit properties of interest which
span multiple entities. These properties cannot easily be recognized
from any single entity, but can be readily detected by combining the
knowledge of multiple entities. Testing for distributed properties is
especially important in debugging or verifying software for modular
robots. We have developed a technique we call distributed watchpoint
triggers which can efficiently recognize distributed conditions. Our
watchpoint description language can handle a variety of temporal,
spatial and logical properties spanning multiple robots. In this paper
we present the specification language, describe the distributed online
mechanism for detecting distributed conditions in a running system
and evaluate the performance of our implementation.

KEY WORDS—cellular and modular robotics, distributed ro-
bot systems, programming environment

1. Introduction

1.1. Modular Robotics

Modular robotics has attracted considerable research attention
over the past decade by pursuing the idea that many simple, of-
ten homogeneous modules can form an ensemble whose func-
tionality meets or exceeds that of a traditional monolithic ro-
bot. The flexibility of such a composite system could be high
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and the fabrication of individual modules would benefit from
the economies of scale inherent in fabricating larger numbers
of similar units (Chen and Burdick 1995� Pamecha et al. 1996).
There are (generally speaking) two main classes of modular
robots: lattice type and chain type. Lattice-type robots are ar-
rayed in some regular repeating structure and move only be-
tween the grid points in the lattice (Kotay et al. 1998). Chain-
type robots operate without a constraining lattice and typically
form one or more chains (either open or closed) of modules
(Støy 2004� De Rosa et al. 2006).

In addition to the expected work on hardware design and
control for such robots, modular robotics has proven to be a
fertile research area for inquiry into a variety of distributed
programming tasks. In the modular robotics community, no-
table work has been published on such topics as distributed
sensor fusion, distributed localization (Reshko 2004), leader
election and distributed motion planning (Støy 2004� De Rosa
et al. 2006).

Modular robotic ensembles of the order of tens of modules
have been constructed for research purposes (Yim et al. 1997�
Murata et al. 2002� Jorgensen et al. 2003), but ensembles of
larger sizes are much less common. This has not stopped sev-
eral projects (Nagpal 2001� Støy 2004� Goldstein et al. 2005�
Fitch and Butler 2006) from exploring algorithms for thou-
sands to millions of robots, but such experiments must cur-
rently be carried out in simulation.

Debugging tools for robots are typically integrated into a
simulation (Collett et al. 2005) or development (Tansley 2007)
frameworks and provide support for debugging motion plans
and other algorithm details for single or small groups of ro-
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bots (Gerkey et al. 2003). Stand-alone debugging tools for ro-
botics are relatively rare (Lamine and Kabanza 2002) and, to
the best of our knowledge, there are currently no generally ac-
cepted techniques for debugging the distributed behavior of
large numbers of robots.

1.2. Distributed Debugging

Designing algorithms for distributed systems is a difficult and
error-prone process. Concurrency, non-deterministic timing
and state-space explosions all contribute to the likelihood of
bugs in even the most meticulously designed software. These
factors also make the detection of such bugs very difficult.

Tools to assist programmers in debugging distributed algo-
rithms are few in number and generally inadequate. Most are
forced to fall back on standard debugging methods, such as de-
buggers (e.g. GDB� see FSF (2007)) or logging through con-
sole input/output (I/O) such as printf(). Both debuggers and
logging must be used very cautiously, or their file/console I/O
can impose unintended serialization (altering the timing be-
havior of the robot ensemble) and possibly masking some bug
manifestations. Debuggers are useful for detecting errors local
to an individual thread or process, but are not effective for er-
rors resulting from the interactions or states of multiple threads
of execution that span multiple modules. Console or file log-
ging may be used to detect some of these errors, but this re-
quires collecting all potentially relevant state information at
each robot. The information must then be centrally collected,
correlated and post-processed in order to extract the details of
the error condition. This requires significant effort, skill and
even luck on the part of the programmer.

One would like to have a tool that can allow programmers
to easily specify and detect distributed conditions in a multi-
robot ensemble. Such conditions constitute logical relations
between state variables that are distributed both temporally
and spatially across the ensemble. In general, distributed con-
ditions cannot be detected by observing the state of any single
robot or even the whole system at any single time. For exam-
ple, in debugging a distributed motion planning algorithm, we
may wish to detect whether two adjacent modules each initiate
motion within four iterations of their respective main loops. A
tool which can detect such conditions can provide insights into
the logical and temporal behavior of the systems and help to
pinpoint defects in distributed algorithms.

Unfortunately, detecting arbitrary distributed conditions
which may range freely inside an ensemble of modular ro-
bots can be quite difficult, given the large number of mod-
ule subsets that must be examined. As an example, a con-
dition that can occur in any three-module subset within an
ensemble of 1,000 modules would require examining almost
109 possible subsets of size three. To avoid this problem, we
limit ourselves to the subclass of conditions which can be de-
tected within fixed-size, connected subensembles of the entire

ensemble. That is to say, there must be at least one network
connection (and usually physical adjacency) between each el-
ement of the subensemble and some other element of the same
subensemble. Taking the above example, given a condition in-
volving three modules, in a topology where each module has at
most four neighbors, one would have to examine at most 4 mil-
lion different subensembles. This is a reduction of nearly three
orders of magnitude when compared with the unconstrained
case above.

We have developed a distributed watchpoint mechanism
that permits programmers to easily specify spatiotemporal
conditions across an ensemble of robots and trigger debug-
ging actions when they are detected. We have also developed a
corresponding fully distributed, online detection algorithm that
can be used to efficiently detect such distributed spatiotempo-
ral conditions in both simulated robotics systems and physical
hardware.

The remainder of this paper is primarily devoted to the in-
troduction of our mechanism for specifying distributed condi-
tions and our design and implementation of a distributed algo-
rithm to detect these conditions. We also present an evaluation
and analysis of the distributed watchpoint system, followed by
a discussion of its potential applicability to other disciplines.

2. Related Work

In considering the design of a distributed debugging system
for modular robots, there are three relevant areas of research
to consider. The first of these is distributed and parallel de-
bugging, including the Chandy–Lamport global snapshot al-
gorithm (Chandy and Lamport 1985) and subsequent related
work on global predicate evaluation (Fromentin et al. 1994�
Chase and Garg 1998� Hurfin et al. 1998). Snapshotting and
global predicate evaluation are valuable tools, but they are
geared towards the problem of finding a single instance of a
particular global configuration, where the conditions that man-
ifest in modular robots can be numerous and localized to con-
nected subensembles. In addition, global snapshots require the
aggregation of all relevant data at a central point, resulting in
a large communications overhead (Yang and Marsland 1992).
A related technique is deterministic replay (Bacon and Gold-
stein 1991� Xu et al. 2003), which provides the capability to
reproduce the distributed actions of a multi-agent system by
capturing the order and timing of messages. Unfortunately, de-
terministic replay algorithms typically require a shared bus or
memory and assume that all important causal channels can be
recorded and replayed (which is not the case for modular ro-
bots). Other important parallel debugging tools include static
code analysis tools such as race detectors (Savage et al. 1997�
Carr et al. 2001), which can detect many (but not all) data
races. While race detectors are important tools, they are not
general debugging aids.
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