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goto fail;
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.! static OSStatus
.! SSLverifySignedServerKeyExchange(SSLContext *ctx, bool isRsa,

1

2

3.! SSLBuffer signedParams,

4.! uint8 t *signature,

5.! UIntl6 signaturelLen) {

6.! OSStatus err;

7.! -

8.! if ((err = SSLHashSHAl.update(&hashCtx, &serverRandom)) != 0)
9.! goto fail;

10.! if ((err = SSLHashSHAl.update(&hashCtx, &signedParams)) != 0)
11.! goto fail;

12.! goto fail;

13.! if ((err = SSLHashSHAl.final(&hashCtx, &hashOut)) != 0)

14.! goto fail;

15.!

l6.fail:

17.! SSLFreeBuffer (&signedHashes);

18.! SSLFreeBuffer (&hashCtx);

19.! return err;

20.1}
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1.1/* from Linux 2.3.99 drivers/block/raid5.c */
2.lstatic struct buffer head *

3.lget free buffer(struct stripe head * sh,

4. int b size) {

5. struct buffer head *bh;

6.! unsigned long flags; YT % -9 8 he 1 128D
7.! save_flags(flags); 1.$"88%=$1";21,0/" ;6"

8.! cli(); // disables interrug

9.! if ((bh = sh->buffer pg

10.! return NULL;

11.! sh->buffer pool = bh -> b next;

12.! bh->b size = b size;

13.! restore flags(flags); // re-enables interrupts
14.! return bh;

15.%
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CNET » News

Klocwork: Our source code
analyzer caught Apple's

Security & Privacy » Klocwork: Our source code analyzer caught Apple's ...

Featured Posts

Google unveils Androi
wearables
Internet & Media
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. . . 0K, Gla:
If Apple had used a third-party source code analyzer on its encryption in my fa
library, it could have avoided the "gotofail" bug. Cutting E
Apple iF
by Declan McCullagh | February 28,2014 1:13 PM PST product
> Apple
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Klocwork's Larry Edelstein sent us this screen snapshot, complete with the arrows, showing how the company's Connect With CNET
product would have nabbed the "goto fail" bug.
(Credit: Klocwork) Facebook
It was a single repeated line of code -- "goto fail" -- that left millions of Apple users Like Us
vulnerable to Internet attacks until the company finally fixed it Tuesday. BE? cancle s
Di="44." 115#."$i#924n)\(RO\NFKORT_U(i _TSR)4J/0# I QLIROIRIONGH"RHO; "R, . ,IOK"4R#, HCDIR == 1RCOSO< , JRONCA'

instifute fo
SOFTWARE
RESEARCH



F/*/75()"*)2$5/./(5G)

M X&™9.'%. #9229 '8’ ;1 I H/SROORO84"
“N"#%-9. "=, $D1
P\/D#D'21' 1D0"2%$1'D, &;'$9'> . ;'$D"" 2'A2,'$" " 1- _ ClI'
M IN“H%— . C'3987. $"=8"" - . C49$D" & 1 21"
. JOK2.CB", /I'=, $D1'#O . #6'$"10'$9"> . ; "19#D"
S s1017) < 100/
¥ H?&5)-/)./&66B)-&$5)5")%")2()72/71)5?/)
1$'.1)8"((2:6/)(5&5/)(8&7/)"*)57/)8."1.84)
* )8&.'7#6&.)8."81.'(:)



F//75()+58'7)9$&6B(2()7&$)A&577

¥ F/*/75()5?2&5)./(#65)*."4)2$7"$(2(5/$56B)*"66"-2$1)
(2486/3)4/728&$278&6)%I(21$).#61(;)
Dl +/7#.25BERN "4 OA 68% . 112 2=49=""8/0"A, [2; ,$"" ;"2 =U$]
DID/4".B)(&*/SBE)LUI/ ; "6 < L% 2. -, [K" S8, 0
DIK/("#.7/)6/&I(E))O" ?980L"Y +&""19%4" 1

DIO<>)<."5"7"6(FEYJAM" ; LA 8IS /'~ " /104, &' 18'S el
&, ?" 1981

PIOL7/8™$(E " X&SD 2" -#4/10&, 404%1""¢R ;"> " ;!

D!O$7&8(#@6&'"$BZ()¢#"112.C'2.$"&. o8 U I C=RA,
Y. #-9_ 1
DIF&5&).&7/(EN9'SDE™, ;1" , #11'$D™"1, 2™ ; ,$, " 1 5D9US'
10.4Dé9. K, -9."
M/BE)7?/71)7"48628$7/)5")(2486/3)4/7?&$27&6)%/(21$

institute for
« | S SOFTWARE
RESEARCH



H?&5)2()+5&'7)9%&6B(2(@)

¥ +B(5/4&'7"N,?1.,-9.'9<, .'&:(5.&7"$ '9¢
=49C%, ?'(585/)(8& T
PIQ9™1' . 9%"'N""#%$"""#9 ; "'C"

¥ 9:(5.87"SE)=49 ;%™ , 8" =4"1" ., ~9.'9<","
=49C%, ?'$D, $21'102=/"2'$9", . , JOK""
Py 1%/817 . <" 188, 8189 N=/9¢""8 2, 3" 1" L M H%/§

=890/ 21'%&, #$, O/"'(’

¥ 7D"#J'K','8&.'7#6&.)8."8/.5BD9/; 1'OA4'$D"™
"gS, 8 = A
PInDA™ . "11Mp1972"'$D2.C'C99; "' A" . §%,//0'D,=="". 1iq’"
Pi+,<"$0MpsD21'0, ;'$D2. C'#, 0§ 'A"&'D,=="".((’

©
institute for
' I S SOFTWARE
RESEARCH



32/)N&%)O/-(E)K27/P()3?/"./4)

rX.0".9.8&A2,/'=49=""¢50" ,09%$'$D""
[,.C%,C™"&"#9C. K" ;'00", 'd%&.C’
2,800 "% ;L O AP

M 40'894:9. T (T’

“A"60'1S, -#', . /0120720 L, &0 #92 =181 96'% . 19%.. ;" 94
%. ;"#; 00394 2%/-=/"9<'$D"" 1"’



_ 0..")IL2(5() 0").." )IL2(5()

0..".)K/8".5/%) dé%''=912-A"" S,/1"™=912-A""
JHOGE"#S', - ,/0121'8"" 1%/%6"

0")0..".)K/8".5/%) s,/1"."C,-A" dé%™ .""C,-A™
3HOLE"#S', - ,/0121'8"" 1%/%6"

+9%. ;'X.., /011"
BU=0L, I L
B9, M. C, -A
'S0=l#,//0'9A"8, ==4ON2 2§

792=/"§""X.. , 011"
TATRORTSOMS S CHSIL, L, S
RE.9'C,1M=91-A"T"
'S0=2#,//0%.. ; "%, ==8ONI?,$" ;'
oL 9 IEL-LCTL 8L 5 <9872, PAT R #, -9 LN

institute for
S I S SOFTWARE
RESEARCH



Syntactic Analysis

Find every occurrence of this pattern:.

PHSNE()
..f$)__/012,#--_* AR'456/ AJ'&)887T  AR)S8I&I%)8:1 A
> PHSNE()
";’/o('*$)../01%8=/#".*++','
g JOL2/H" * AR'A56/° AJ'&)88'7'  AR)88/&9%)8:1 A¥:
5
-

grep "if \(logger\.inDebug" . -r



9:(5.&7"$@)

E public void| foo() {

§§ int a = computeSomething();
‘3 if (a_==_"5")

. doMoreStuff():

[ ]
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class X

_— ~

&$5::'>""
"?)../10'$)../0;'

I HS%86) 2/ )+

96(+$). /01968=/4"

"$)../012/#" *

Gt
AR'456/
)8:1 AY;'

835::'2)../0",
" 4))$/58'%68 4"+,

-<'

"6)062 2" *@I0%8. A+ <

<I

Ay"

field E method
[9CC""& foo
Logger __———~
E If stmt
expects bgolean
method block
invoc .

__beoleam AN
logger inDebug method
Logger ->boolean invoc .

‘Iogger \ debug parameter

Logger E String

String -> void
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""" $)../012/4" *
8)88'7" AR)88/&9%)8:1 A¥;
i

.

_

ARY'456/

Ay"

field E method
[9CC"'& foo
_
E if stmt
method block
invoc .
logger inDebug method
invoc .
logger debug parameter
\ E
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class X

_— ~

field E method
/9CC""& foo
&$5::'>"" E 4
"?)../10'$)../0;'
" HS968'6) %62/ () +!

""%('*$)../01%8=/#".*++','

"), /012/#" * AR'456/" Ay
&)88'7" AR)88/&9%)8:1 A¥;’ logger ' inDebug method
!

DIOC

net V ~a——  _A——
< logger debug parameter
&$5::'?)../0";' E

"H))$/58'%8=/H" F+' <"
"6)%2'2/#" *@90%8.'A: .+ -<'
<I
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Bug finding

public Boolean decide() {
if (computeSomething()==3)
return Boolean. TRUE;
if (computeSomething()==4)
return false;
return null;

} /e | ; % BugInfo X % 3 = E
# BB G

A.java: 69
+1 Navigation

Bug: FBTest.decide() has Boolean return type and returns explicit null

A method that returns either Boolean.TRUE, Boolean.FALSE or null is an accident waiting to happen.
This method can be invoked as though it returned a value of type boolean, and the compiler will insert
automatic unboxing of the Boolean value. If a null value is returned, this will result in a
NullPointerException.

Confidence: Normal, Rank: Troubling (14)
Pattern: NP BOOLEAN RETURN_NULL
Type: NP, Category: BAD PRACTICE (Bad practice)
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o public int foo() {

L doStuff();

e return 3;

«— O

i return 4: .

3

i
—~
h

5-6 | end

(2]
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1.!/* from Linux 2.3.99 drivers/block/raid5.c */
2.lstatic struct buffer head *

3.lget free buffer(struct stripe head * sh,

4.1 int b _size) {

5.1 struct buffer head *bh;

6.! unsigned long flags;

7.! save flags(flags);

8.! cli(); // disables interrupts

9. if ((bh = sh->buffer pool) == NULL)

10.! return NULL;

11.! sh->buffer pool = bh -> b next;

12.! bh->b size = b size;

13.! restore flags(flags); // re-enables interrupts
14.! return bh;

15.%

VD'SD, . J1'$9'M9 . ,$D, "X/ 824D, P=/""49?" s .CIMAS!
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int foo() {

unsigned long flags;
int rv;
save_flags(flags);

3" . 8606

!

unsigned long flags;
int rv;

save flags(flags);

cli();

rv = dont interrupt();

if (rv > 0) {

!

cli();

!

OW o0 J o O WDN -
L]

// do_stuft
restore flags();

rv = dont interrupt();

} else {

= =
_ o

handle error case();

12.!

}

13.1

!

if (rv > 0)

return rv;

14.!}

// do_stuff
restore flags();

/\

handle error case();

\/

return rv;
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!

1.1 int foo() { gziigg?d long flags;
2. unsigned long flags; Save_f]’_ags(flags);
3.! int rv;

4.1 save flags(flags); l

5.! cli(); cli();

6.! rv = dont interrupt(); l

7.0 if( rv >0){

8.! // do stuff rv = dont_interrupt();
9.! restore flags(); l

10.! } else {

11.! handle error case(); if (rv > 0)

12.! }

13.! return rv;

14.1} ééstEZigiigs(); handle error case();

\/

return rv;
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3" . 8606

!

1.1 int foo() { gziigg?d long flags;
2. unsigned long flags; Save_f]’_ags(flags);
3.! int rv;

4.1 save flags(flags); l

5.! cli(); cli();

6.! rv = dont interrupt(); l

7.1 while ( rv >0){

8.! // do stuff rv = dont_interrupt();
9.! restore flags(); l

10.! } else {

11.! handle error case(); if (rv > 0)

12.! }

13.! return rv;

14.1} ééstEZigiigs(); handle error case();

\/

return rv;
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!

1.1 int foo() { gziigg?d long flags;
2. unsigned long flags; Save_f]’_ags(flags);
3.! int rv;

4.1 save flags(flags); l

5.! cli(); cli();

6.! rv = dont interrupt(); l

7.1 while ( rv >0){

8.! // do stuff rv = dont_interrupt();
9.! restore flags(); l

10.! } else—f

11.! handle error case(); if (rv > 0)

12.! +

13.! return rv;

14.1} ééstEZigiigs(); handle error case();

\/

return rv;
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!

1.1 int foo() { gzilggfd long flags;
2. unsigned long flags; save flags(flags);
3.! int rv;

4.1 save flags(flags); l

5.! cli(); cli();

6.! rv = dont interrupt(); l

7. while (rv > 0) {

8.! // do stuff rv = dont_interrupt();
9.! restore flags(); l

10.! }

11.! handle error case(); while (v >0)
12.!

13.! return rv;

14.1} £2532;:i§§§gs(); handle error case();

\/

return rv;
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// do_stuff
restore flags();
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// do_stuff
restore flags();
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handle error case();
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13.! return rv;
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if (rv > 0)

5% 04, . #D
2.$"88%=5$1";21,0/";’

<,/1"0&, - #D
2.$"88%=3$1";21,0/";"

// do_stuff
restore flags();

2.$"e%=91""_, 0" ;" ).$"66%=%1";21,0/";"

handle error case();

\Va %2(&!16/p0X)
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13.! return rv;
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int foo() {
unsigned long flags;
int rv;
save flags(flags);
cli();
rv = dont interrupt();
if (rv > 0) {
// do stuff
restore flags();
} else {
handle error case();

3" . 8606

Lo

unsigned long flags,
int rv;

save flags(flags);

l{' L0
cli(

l{'! 01,00

rv = dont interrupt();

L o

if (rv > 0)

} a a Mo TN
return rv; {"! ';1,0/ ,/\ oo

} // do_stuff
restore flags();

handle error case();

return rv;
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3N$6 | o

institute For
SOFTWARE
RESEARCH




9:(5.&7"%)

3" $606
1.! void foo() {
2.
3.! cli();
4.1 if (a) {
5.1 restore flags(); 4.1if (rv > 0)
6.! }
7.1}
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X =10;

y =X,

z=0;

while (y > -1) {
X = Xy,
y =y-1;
Z=05;

}

RS

Nl 'c}H'0!

N'l 'c}H'0!

v
>
lN'! '‘c}'0!

lN'! 'c}'0!
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c}
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x =10

LN e}
y = X;

LN elor Y
z = 0;

N1 'Ol cUKT Y

LN c3E DL DY)
y > -1

lN'! 'cI)E BN JD\)
x = x/y

lN'! 'cI)@ B! D))
y = y-1;

lN'! 'cI'ol oK IPY)
z = 5;
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x = 10;
LN ey
Y = X;

RS

z = 0;

Nl 'c}H'0!

N'l 'c}H'0!

A 4
y > -1
lN'! 'c}'0!
x = x/y
lN'! 'c}L'0!
y = y-1;
Nl "*c}H'0!
z = 5;

N 'Ol oYK ¢}

c}

cIK Y

oMK 'O}
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o}k 'o}
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LN ey
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z = 0;
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A 4
y > -1
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x = x/y
lN'! 'c}L'0!
y = y-1;
Nl "*c}H'0!
z = 5;
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