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Abstract

Weintroduceanauditingframework for determin-
ing whethera databasesystemis adheringto its
datadisclosurepolicies.Usersformulateauditex-
pressionsto specifythe(sensitive) datasubjectto
disclosurereview. An audit componentaccepts
auditexpressionsandreturnsall queries(deemed
“suspicious”)thataccessedthespeci�eddatadur-
ing their execution.

Theoverheadof ourapproachonqueryprocessing
is small, involving primarily the logging of each
querystring along with otherminor annotations.
Databasetriggersare usedto captureupdatesin
a backlogdatabase.At the time of audit,a static
analysisphaseselectsa subsetof loggedqueries
for further analysis.Thesequeriesarecombined
and transformedinto an SQL audit query, which
whenrun againstthe backlogdatabase,identi�es
thesuspiciousqueriesef�ciently andprecisely.

We describethe algorithmsand data structures
used in a DB2-based implementationof this
framework. Experimentalresultsreinforceourde-
sign choicesandshow the practicalityof the ap-
proach.

1 Intr oduction
The requirementfor responsiblymanagingprivacy sensi-
tive datais being mandatedinternationallythroughlegis-
lations and guidelinessuchas the United StatesFair In-
formationPracticesAct, the EuropeanUnion Privacy Di-
rective, the CanadianStandardAssociation's Model Code
for the Protectionof PersonalInformation,the Australian
Privacy AmendmentAct, the JapanesePersonalInforma-
tion ProtectionLaw, andothers.A vision for a Hippocratic
database[2] proposesten privacy principlesfor managing
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privatedataresponsibly. A vital principle amongtheseis
compliance,whichrequiresthedatabaseto verify thatit ad-
heresto its declareddatadisclosurepolicy.

ConsiderAlice who getsa bloodtestdoneat Healthco,
a company whoseprivacy policy stipulatesthat it doesnot
releasepatientdatato externalpartieswithout thepatient's
consent.After sometime, Alice startsreceiving advertise-
mentsfor an over-the-counterdiabetestest. Shesuspects
thatHealthcomight have releasedthe informationthatshe
is at risk of developingdiabetes.TheUnitedStatesHealth
InsurancePortabilityandAccountabilityAct (HIPAA) em-
powers Alice to demandfrom Healthcothe nameof ev-
ery entity to whom Healthcohasdisclosedher informa-
tion. As anotherexample,considerBobwhoconsentedthat
Healthcocanprovide his medicaldatato its af�liates for
the purposesof research,provided his personallyidenti�-
able informationwas excluded. Later on, Bob could ask
Healthcoto show that they indeeddid exclude his name,
social securitynumber, and addresswhen they provided
his medicalrecordto theCardioInstitute.Thedemandfor
demonstratingcomplianceneednot only arisefrom anex-
ternally initiatedcomplaint– a company may institutepe-
riodic internalauditsto proactively guardagainstpotential
exposures.

Oneapproachto verifying thata databaseadheresto its
disclosurepoliciesmight be to supportdatadisclosureau-
diting by physicallyloggingtheresultsof eachquery. Prob-
lemswith thisapproachincludethefollowing:

� it imposesasubstantialoverheadonnormalquerypro-
cessing,particularlyfor queriesthatproducemany re-
sults,and

� the actualdisclosureauditing it supportsis limited,
sincedatadisclosedby a query is not necessarilyre-
�ected by its output.

As an example of the limitations on disclosureaudit-
ing, considerP3P[5], which allows individualsto specify
whetheranenterprisecanusetheir datain anaggregation.
Verifying thatdatabaseaccesseshave beencompliantwith
suchuserpreferencesis notpossiblegivenonly a log of ag-
gregatedresults. To addressthis issue,onemight instead
considerloggingthetuples“read” by aqueryduringits ex-
ecutioninsteadof its output. However, determiningwhich
tuplesaccessedduringqueryprocessingwereactuallydis-
closedis non-trivial. In addition,sucha changedramati-
cally increasesloggingoverhead.
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1.1 Our Contribution

We proposea systemthatcanbeusedto auditwhetherthe
databasesystemexecuteda queryin thepastthataccessed
thespeci�eddata.Theidealsystemshouldhavethefollow-
ing properties:

� Non-disruptive: Thesystemshouldput minimalbur-
denonnormalqueryprocessing.

� Fast and precise: The system should be able to
quickly andpreciselyidentify all the queriesthat ac-
cessedthespeci�eddata.

� Fine-grained: It shouldbe possibleto audit even a
single�eld of a speci�c record.

� Convenient: The languagefor specifyingdataof in-
terestshouldbeintuitiveanduserfriendly.

The proposedaudit systemsatis�es the above desider-
ata. Figure1 shows the overall architectureof our sys-
tem. During normaloperation,thetext of every querypro-
cessedby thedatabasesystemis loggedalongwith annota-
tionssuchasthetimewhenthequerywasexecuted,theuser
submittingthequery, andthequery's purpose.Thesystem
usesdatabasetriggersto captureandrecordall updatesto
basetablesin backlogtablesfor recovering thestateof the
databaseat any pastpoint in time. Readqueries,which are
usuallypredominant,do not write any tupleto thebacklog
database.

To performanaudit,theauditorformulatesanauditex-
pressionthatdeclaratively speci�esthedataof interest.Au-
dit expressionsare designedto be identical to the SQL
queries,allowing audits to be performedat the level of
an individual cell of a table. The audit expressionis pro-
cessedby the audit querygenerator, which �rst performs
a static analysisof the expressionto selecta subsetof
loggedqueriesthatcouldpotentiallydisclosethespeci�ed
information. It thencombinesandtransformsthe selected
queriesinto an audit queryby augmentingthemwith ad-
ditional predicatesderivedfrom theauditexpression.This
audit query, expressedin standardSQL, whenrun against
thebacklogdatabaseyieldstheprecisesetof loggedqueries
thataccessedthedesignateddata.Indicesonthebacklogta-
blesmaketheexecutionof theauditqueryfast.

1.2 Assumptions

We maketwo fundamentalassumptions:
� Therearesubtlewaysin which thecombinationof the

resultsof a seriesof queriesmay reveal certain in-
formation. For example, the statisticaldatabaselit-
erature[1] discusseshow individual informationcan
be deducedby runningseveral aggregatequeriesand
the databasesecurityliterature[3] shows how covert
channelscan be usedto leak information. We limit
ourselves to the problemof determiningif the spec-
i�ed datawasdisclosedby a singlequerywhenthat
queryis consideredin isolation. We alsoassumethat
the queriesdo not useoutsideknowledgeto deduce
informationwithoutdetection.

� TheSQLqueriesweconsidercompriseasingleselect
clause.A largeclassof queries(includingthosecon-
taining existential subqueries)can be converted into
this form [12]. Speci�cally, we considerqueriescon-
tainingselection,projection(includingdistinct), rela-
tional join, andaggregation(includinghaving) opera-
tions.

1.3 PaperLayout

Therestof thepaperis organizedasfollows.Section2 pro-
videsthe syntaxof an audit expression.We thenpropose
theconceptof anindispensabletuple,which in turn is used
to identify suspiciousquerieswith respectto an audit ex-
pression.Section3 describesthesystemstructuresneeded
to supportthe proposedauditingcapability. Speci�cally,
wediscusstheuseof triggersto implementrecoveryof past
databasestates.We alsoprovide temporalextensionsused
to supporttheexecutionof anauditquery, andgive details
of the querylog. Section4 statesthe algorithmfor gener-
ating the audit queryfrom an audit expression.Section5
presentsperformanceresults,Section6 discussesrelated
work, andSection7 concludeswith a summaryanddirec-
tionsfor futurework.

2 De�nitions

We have a databaseD, which is a collectionof basetables.
We denotetheschemeof tableT asT

�
C0 � C1 ��������� Cm � and

uset �C to referto thevalueof the�eld C in tuplet. Wewill
usethefollowing schemain ourexamples:

Customer (cid, name, address, phone, zip, contact)
Treatment (pcid, date, rcid, did, disease, duration)
Doctor (did, name)

The primary keys have beenunderlined. A customercan
bea patient,someoneaccepting�nancial responsibilityfor
a patient's treatment,or anemergency contact. TheTreat-
ment table usespcid to identify the patientreceiving the
treatmentandusesrcid to identify the customerassuming
�nancial responsibilityfor thetreatment(who couldbethe
samepersonasthepatient).Thedateis thestartdateof the
treatmentandduration re�ects the lengthof thetreatment.



Othercolumnnamesareself-explanatory. To simplify ex-
position,we will assumethat the databasehasreferential
integrity andthatno �eld valueis null.

2.1 Audit Expressions

We proposeto useexpressionsthat arevery closeto SQL
queriesto enablean auditor to conveniently specify the
queriesof interest,termedsuspiciousqueries.

Speci�cally, theproposedsyntaxof anauditexpression
is identicalto thatof aselect-project-join(SPJ)querywith-
outany distinct in theselectlist, exceptthataudit replaces
the key word selectandthe elementsof the audit list are
restrictedto becolumnnames:

audit audit list
fr om tablelist
where conditionlist

Let U be the crossproductof all the basetablesin the
database.The audit expressionmarksa setof cells in the
tableU. Themarkedcellsbelongto thecolumnsin theau-
dit list for thetuplesthatsatisfythepredicatein thewhere
clause.Weareinterestedin �nding thosequeriesthataccess
all themarkedcellsin any of thetuplesin U. Thesearethe
suspiciousquerieswith respectto theauditexpression.

Example1 We want to audit if thediseaseinformationof
anyoneliving in theZIP code95120wasdisclosed.Hereis
theauditexpression:

audit disease
fr om Customer c, Treatment t
where c.cid = t.pcid and c.zip = ‘95120’

This auditexpressionmarksthecellscorrespondingto the
diseasecolumn of thosetuplesin the Customer � Treat-
menttablethathave c.cid = t.pcidandc.zip= 95120.Any
querythataccessesthe diseasecolumnof any of thesetu-
pleswill beconsideredsuspicious.

2.2 Informal De�nitions

We introducethe notion of the indispensabilityof a tuple
andthenuseit to de�ne suspiciousqueries.

Informal De�nition 1 (IndispensableTuple - ind
�
t � Q� )

A tuple t � U is indispensablein the computationof a
queryQ, if its omissionmakesa difference.

Informal De�nition 2 (CandidateQuery - cand
�
Q � A� )

A query Q is a candidatequerywith respectto an audit
expressionA, if Q accessesall thecolumnsthatA speci�es
in its audit list.

Informal De�nition 3 (SuspiciousQuery - susp
�
Q � A� )

A candidatequeryQ is suspiciouswith respectto an audit
expressionA, if Q andA share an indispensabletuple.

Example2 Considerthe audit expressionA given in Ex-
ample1 andthefollowing queryQ:

select address
fr om Customer c, Treatment t
where c.cid = t.pcid and t.disease = ‘diabetes’

We seethat Q is a candidatequerywith respectto A asit
accessesthediseasecolumnthatA is auditing.Considerthe
Customer� Treatmenttable.Clearly, tuplesthatmatchthe
join conditionandhave diabetesin thediseasecolumnare
indispensablefor Q. Similarly, tuplesthat matchthe join
conditionandhave 95120asthezip codeareindispensable
for A. ThereforeQ will bedeemedsuspiciouswith respect
to A if therewassomecustomerwho livedin theZIP code
95120andwasalsotreatedfor diabetes.

Example3 ConsiderthequeryQ from Example2 andthe
following auditexpressionA:

audit address
fr om Customer c, Treatment t
where c.cid = t.pcid and t.disease = ‘cancer’

Q will not bedeemedsuspiciouswith respectto A because
no tuple in Customer� Treatmentcansimultaneouslysat-
isfy the predicatesof Q andA. But how aboutAlice who
hasbothcanceranddiabetes?AlthoughQ disclosesAlice's
address,thefact thatAlice hascanceris not relevantto the
query: Q only asksfor peoplewho have diabetes.In other
words,anyone looking at the outputof the querywill not
learnthat Alice hascancer. Henceit is reasonableto not
considerthequeryto besuspicious.Notethatall thetuples
of Customer� Treatmentmarkedby A have cancerin the
diseasecolumnandQ doesnot accessany oneof them.

2.3 Formal De�nitions

Let thequeryQ andauditexpressionA beof theform:

Q � ����� � sPQ

�
T � R � � (1)

A � pCOA

�
sPA

�
T � S� � (2)

whereT , R , Sarevirtual tablesof thedatabaseD, thatis,
crossproductsof basetables:

T � T1 � T2 � ����� � Tn

R � R1 � R2 � ����� � Rm

S � S1 � S2 � ����� � Sk �
Theoperatorp is themulti-setprojectionoperatorthatpre-
servesduplicatesin theoutput(asopposedto therelational
projectionoperatorp which eliminatesduplicates). Note
thatT is commonto Q andA.

We denoteby CQ the column namesthat appearany-
wherein a queryQ, andby COQ thecolumnnamesappear-
ing in theselectlist of Q. Similarly,COA denotesthecolumn
namespresentin theaudit list of anauditexpressionA. PQ
denotesthepredicateof thequeryandPA is thepredicateof
the audit expression.We refer to the tuplesof any virtual
tableasvirtual tuples.

We now formalizethede�nition of indispensability, for
all classesof queriesof interest.Speci�cally, wediscuss(a)
SPJqueries,(b) querieswith aggregationwithout having,
and(c) querieswith aggregationandhaving.



2.3.1 Indispensability - SPJqueries

Consider�rst a SPJquerythat doesnot containa distinct
in its selectlist. This caseis the most importantcaseon
which therestof thecaseswill bebased.For suchqueries,
theform of thequeryof Eq.(1) is specializedto:

Q � pCOQ

�
sPQ

�
T � R � � � (3)

We can now formalize the de�nition of an indispensable
tuplefor anSPJquery:

De�nition 1 (Indispensability - SPJ) A (virtual) tuplev �
T is indispensablefor an SPJqueryQ if the result of Q
changeswhenwedeletev:

ind � v� Q��� pCQ
� sPQ � T � R �����	 pCQ

� sPQ �
� T �
� v ����� R �
���
Theorem 1 A (virtual) tuple v � T of the SPJqueryQ is
indispensableif

ind
�
v� Q� � sPQ

���
v� � R ���� /0 � (4)

Proof FromDe�nition 1, wehave

ind � v� Q� � pCQ
� sPQ � T � R �
���	 pCQ

� sPQ �
� T ��� v����� R �
�
�
Sincetheprojectionsp maintaintheduplicates,wehave

ind � v� Q� � sPQ � T � R ���	 sPQ �
� T �
� v ����� R �� sPQ � T � R ���	 sPQ � T � R ��� sPQ ��� v ��� R �� sPQ ��� v��� R ���	 /0 �  

Querieswith distinct in the select clauseproducea
duplicate-freetable. Such querieshave the form Q �
pCOQ

�
sPQ

�
T � R � � � Let Q! betheSPJqueryobtainedfrom

theoriginalqueryQ afterremoving distinct from thequery
text. Then,wehave thefollowing de�nition:

De�nition 2 (Indispensability - Distinct) A (virtual) tu-
ple v is indispensablefor Q � pCOQ

�
sPQ

�
T � R � � if and

only if it is indispensablefor Q! � pCOQ

�
sPQ

�
T � R � � �

The motivation for this de�nition will becomeappar-
ent after the upcomingdiscussionof aggregationqueries.
Querieswith distinct canbeviewedasaspecialcaseof ag-
gregation,theaggregationfunctionbeingthe�rst tuplein a
group.

Wecanstatesuccinctly:

Observation1 Duplicateeliminationdoesnot changethe
setof indispensabletuplesfor anSPJquery.

2.3.2 Indispensability - Aggregationwithout having

Thede�nition of indispensabilityof a tuplefor anaggrega-
tion queryrequiresextra care.Considera querythatcom-
putesaveragesalaryper department.If Alice happensto
have exactly the averagesalaryof her departmentandher
tupleis omitted,thequeryresultwill notbeaffected.How-
ever, it will bewrong to treatAlice's tuple asdispensable
becausetheprivacy systemssuchasP3Pallow individuals

to optoutof theuseof theirvaluesin thecomputationof an
aggregation.

Theformof thequeryof Eq.(1) for anaggregationquery
withouta having clauseis specializedto:

Q � gby gagg
�
sPQ

�
T � R � � � (5)

wheregbyarethegroupingcolumnsandaggrepresentag-
gregationslike avg(duration), count(disease).

ConsiderthequeryQ! thatis a versionof Q, but without
aggregations. That is, Q! hasexactly the samefrom and
where clauses,anda selectclausewith the samecolumns
asQ, but without the aggregationfunctions. Note that the
columnsusedin agg(e.g.duration,disease)areincludedin
theselectlist of Q! .
De�nition 3 (Indispensability - Aggregation) A (virtual)
tuplev is indispensablefor Q if andonly if it is indispens-
ablefor theaggregate-freeversionQ! .
Example4 Considerthe following querythatoutputsav-
eragedurationof diabetestreatmentby doctor:

select name, avg(duration)
fr om Doctor d, Treatment t
where d.did = t.did and t.disease = ‘diabetes’
group by name

Indispensabilityof a tuple t in the the above query is de-
terminedby consideringtheindispensabilityof t in thefol-
lowing SPJquery:

select name, duration
fr om Doctor d, Treatment t
where d.did = t.did and t.disease = ‘diabetes’

We �nd that every Treatmenttuple having diabetesin the
disease�eld is indispensable.Thusthefactthattheduration
valuesof thesetupleswereusedin computingtheoutputis
not lost.

Thefollowing is immediate:

Observation2 A tuple v is indispensablefor Q � gby
gagg

�
sPQ

�
T � R � � if and only if it is indispensablefor

Q! � pCQ

�
sPQ

�
T � R � � �

2.3.3 Indispensability - Aggregationwith having

Wewill usethequeryin followingexampleto helpwith the
explanations.

Example5 Our query is a modi�ed versionof the query
givenin Example4. It outputsaveragedurationof diabetes
treatment,but only for thosedoctorsfor whomthisaverage
is greaterthan100days:

select name, avg(duration)
fr om Doctor d, Treatment t
where d.did = t.did and t.disease = ‘diabetes’
group by name
having avg(duration) " 100



Thegeneralformof anaggregationqueryQthatincludes
a having clausecanbewrittenas:

Q � sPH

�
gbygagg

�
sPQ

�
T � R � � � � (6)

Comparedto Eq. (5), we now have an extra having pred-
icatePH (avg(duration) � 100 in Example5). Any group
thatdoesnot satisfythispredicateis not includedin there-
sultof Q, whichimpliesthatany tuplebelongingto agroup
thatgets�ltered outby PH is dispensable.

Let Q! bethehaving-freeversionof Q, obtainedby sim-
ply removing thehaving clausefrom Q.

De�nition 4 (Indispensability - Aggregationwith having)
A (virtual) tuplev is indispensablefor Q if andonly if it is
indispensablefor Q! andit belongsto a groupthatsatis�es
thehaving predicatePH .

We will againrecastindispensabilityin termsof anSPJ
query. De�ne a grouptableG as:

G � gby gagg
�
sPQ

�
T � R � � � (7)

For ourexamplequery, G will havetwocolumns:nameand
avg(duration).It will have asmany tuplesastherearedoc-
torswho treatdiabetes.Every tuplewill have the average
durationof diabetestreatmentfor thecorrespondingdoctor.

Next form thefollowing table:

QG � sPG

� �
sPQ

�
T � R � � � G� (8)

where PG is the natural join condition on the group-by
columns,gby. We have augmentedtheresulttuplesof the
having-freeversionof Q with thecorrespondinggroupval-
ues.ThequeryQ cannow becomputedfrom s PH

�
QG� .

It followsthen

Observation3 A (virtual) tuplev � T is indispensablefor
query Q with aggregation and having if and only if v is
indispensablefor theSPJquery

pCQ

�
sPH

�
sPG

�
sPQ

�
T � R � G� � � � � (9)

2.3.4 SuspiciousQueries

We �rst de�ne a maximalvirtual tuple for queriesQ1 and
Q2.

De�nition 5 (Maximal Virtual Tuple) A tuplev is a max-
imal virtual tuplefor queriesQ1 andQ2, if it belongsto the
crossproductof commontablesin their fr om clauses.

We cannow formalizethe de�nitions of candidateand
suspiciousqueries.

De�nition 6 (CandidateQuery) A queryQ is a candidate
querywith respectto theauditexpressionA if andonly if

CQ
�

COA �
De�nition 7 (SuspiciousQuery) A candidatequery Q is
suspiciouswith respectto audit expressionA if they share
an indispensablemaximalvirtual tuplev, that is:

susp
�
Q � A� � � v � T s� t � ind

�
v� Q��� ind

�
v� A� �

NotethatT � T1 � T2 � ����� � Tn is thecrossproductof the
commontablesin Q andA.

3 SystemStructur es
We now discussthesystemstructuresneededto handleau-
dits in thepresenceof updatesto thedatabase.

3.1 Full Audit Expression

Theauditexpressionis prependedwith anadditionaldur-
ing clausethatspeci�esthetimeperiodof interest:

during start-timeto end-time
audit audit-list�����

Only if a queryhasaccessedthedataof concernduringthe
speci�edtimeperiodis thequerydeemedsuspicious.

Privacy policiesspecifywho is allowedto receive what
informationandfor what purpose[2, 5]. An auditexpres-
sion canusethe otherthan clauseto specifythe purpose-
recipientpairsto whomthedatadisclosuredoesnot consti-
tutenon-compliance:

otherthan purpose-recipientpairs
during start-timeto end-time
audit audit-list�����

3.2 Query Log

As shown in Figure1, theaudit systemmaintainsa log of
pastqueriesexecutedover the database.The querylog is
usedduring the static analysisto limit the set of logged
queriesthataretransformedinto anauditquery.

Our prototypeimplementationhas a thin middleware
that lies betweenthe applicationandthe databaseengine.
This middlewarehasbeenimplementedasanextensionto
the JDBC driver. The middleware interceptsqueriesand
writes the query string and associatedannotationsto the
log. We assumethe isolationlevel of serializable[8] and
log only queriesof committedtransactions.

The annotationsinclude the timestampof when the
query�nished, theID of theuserissuingthequery, andthe
purposeand the recipient informationextractedfrom the
context of theapplication[10, 11] in which thequerywas
embedded.Thequerylog is maintainedasa table.

Notethatsomedatabasesystems(e.g.,DB2) providethe
facility for logging incomingqueries.This capabilitycan
be extendedto log additionalinformationrequiredfor au-
diting.

3.3 Temporal Extensions

Wedetermineif acandidatequeryQaccessedthedataspec-
i�ed in anauditexpressionby selectively playingbackhis-
tory. We thusneedto recreatethestateof thedatabaseasit
existedat thetimeQ wasexecuted.A backlogdatabase[9]
is eminentlysuitedfor thispurpose.

Wedescribetwo organizationsfor thebacklogdatabase:
time stampedandinterval stamped.In both the organiza-
tions,a backlogtableTb is createdfor every tableT in the
database.Tb recordsall updatesto T. We will assumethat
every tableT hasa primarykey columnP; thesystemcan
createaninternallygeneratedkey columnotherwise.



3.3.1 Time stampedOrganization

This organizationis basedon the ideaspresentedin [9].
Aside from all columnsin T, a tuple in T b hastwo ad-
ditional columns: TS that storesthe time whena tuple is
insertedinto Tb, andOP that takesoneof thevaluesfrom�
`insert', `delete',`update'� . For every table,threetriggers

arecreatedto captureupdates.An inserttriggerrespondsto
insertsin tableT by insertinga tuplewith identicalvalues
into Tb andsettingits OP columnto `insert'. An update
trigger respondsto updatesto T by insertinga tuple into
Tb having theaftervaluesof the tuple in T andsettingits
OPcolumnto `update'.A deletetriggerrespondsto deletes
in T by insertinginto Tb the valueof the tuplebeforethe
deleteoperationandsettingits OP columnto `delete'. In
all the threecases,thevalueof theTScolumnfor thenew
tupleis setto thetimeof theoperation.

To recover thestateof T at time t , we needto generate
the“snapshot”of T at time t . This is achievedby de�ning
a view Tτ over thebacklogtableTb:

Tt � pP�C1 � � � ���Cm

���
t �

t � Tb 	 t 
 TS � t 	 t 
 OP �� 'delete'	
� 
 r � Tb s.t.t 
 P � r 
 P 	 r 
 TS � t 	 r 
 TS � t 
 TS����


Theschemefor Tτ is identicalto T. T τ containsat most
onetuple from Tb for every distinctprimary key valueP.
Amonga groupof tuplesin Tb having anidenticalprimary
key value,theselectedtuplet is theonethatwascreatedat
or beforetimet , is notadeletedtuple,andthereis noother
tupler having thesameprimarykey valuethatwascreated
ator beforetimet but whosecreationtime is laterthanthat
of t.

3.3.2 Interval stampedOrganization

In thisorganization,theendtime(TE) of atupleis explicitly
storedin additionto thestarttime(TS). Thus,thecombina-
tion of TSandTE for a tuplegivesthe time periodduring
which the tuplewasalive. A null valueof TE is treatedas
currenttime. Theoperation�eld (OP) is no longerneces-
sary.

Whena new tuplet is insertedinto T, the inserttrigger
alsoaddst to Tb, settingits TE columnto null. Whena
tuple t � T is updated,the updatetrigger searchesfor the
tupleb � Tb suchthatb� P � t � P � b� TE � null andsetsb� TE
to thecurrenttime. Additionally, thetrigger insertsa copy
of t into Tb with updatedvaluesandits TE columnsetto
null. Whena tuple t is deletedfrom T, the deletetrigger
searchesfor b � Tb suchthat b� P � t � P � b� TE � null and
setsb� TEto thecurrenttime.

3.3.3 Indexing

Weproposetwo strategiesfor indexing abacklogtableTb:

1. Eager: Index is keptfreshandupdatedevery time Tb

is updated.

2. Lazy: Index is createdafreshat thetimeof audit.Oth-
erwise,Tb is keptunindexed.

The advantageof the eagerstrategy is that thereis no la-
tency at thetimeof auditdueto thetimeneededto build the
index. However, anupdateduringnormalqueryprocessing
is burdenedwith the additionaloverheadof updatingthe
index. Thetrade-off is reversedin thelazy strategy.

Wecanalsochoosewhichcolumnsareindexed.Wecan
index theprimarykey. Wecanalsocreateacompositeindex
consistingof theprimarykey concatenatedwith the times-
tamp. We explore theperformancetrade-offs in managing
backlogtablesin Section5.

4 Algorithms
Theauditqueryis generatedin two steps:

1. StaticAnalysis: Selectcandidatequeries(i.e., poten-
tially suspiciousqueries)from thequerylog.

2. Audit Query Generation: Augment every candidate
querywith informationfrom theauditexpressionand
combinethemintoanauditquerythatunionstheirout-
put.

4.1 Static Analysis

For agivenauditexpressionA, somequerieswill bejudged
asnon-candidates,andexcludedimmediately. We usefour
static tests,explainednext. The query log is indexed to
makethesetestsfast.

The�rst is by comparingtheattributenames:with audit
columnsCOA, we simply checkwhetherCQ

�
COA. The

secondtestcheckswhetherthetimestampof queryQ is out
of rangewith respectto the audit interval in the during
clauseof A. The third test checkswhetherthe purpose-
recipientpair of Q matchesany of the purpose-recipient
pairsspeci�ed in the otherthan clauseof A. Finally, we
caneliminatesomequeriesby checkingfor contradictions
betweenthepredicatesPQ andPA, suchasPQ �

�
age � 40�

andPA �
�
age � 20� . This classof testsis an instanceof

the constraintsatisfactionproblem,for which many solu-
tion techniquesareavailable[6].

4.2 Audit Query Generation

At the end of static analysis,we have a set of candidate
queriesQ �

�
Q1 ������� � Qn � that are potentially suspicious

with respectto theauditexpressionA. We augmentevery
Qi with informationin A, producinganotherqueryAQi de-
�ned againstthe view of the backlogdatabaseat time t i,
wheret i is the timestampof Qi as recordedin the query
log. If we were to executetheseAQi queries,thosewith
non-emptyresultswill comprisetheexactsetof suspicious
queries. However, to increaseopportunitiesfor optimiza-
tion, all AQi arecombinedinto oneauditqueryAQ whose
outputis theunionof theoutputof theindividualAQi. This
auditqueryis the onethat is executedagainstthe backlog
database.

To simplify exposition,we will assumehenceforththat
Q hasonly onequeryQ anddiscusshow it is transformed



// Q is a simple selection query over a single table T, executed at time t .
// A is an audit expression over the same table T.

1) createan empty QGM for the audit query AQ
2) add Q to AQ
3) add A to AQ
4) rewrite A to range over the result of Q instead of T
5) replaceA’s audit list with id � Q�
6) replaceT with the view T t

Figure2: Audit querygenerationfor simpleselections

into anauditqueryAQ. Our implementationmakesuseof
theQueryGraphModel (QGM) to manipulateQ andA to
generateAQ.1 To avoid QGM diagramsfrom becomingun-
wieldy, wewill abbreviatecolumnnames.For ourexample
schemareproducedbelow, the abbreviatedcolumnnames
usedin the�gures areindicatedin bold letters:

Customer (cid, name, address, phone, zip, contact)
Treatment (pcid, rcid, did, disease, duration, date)
Doctor (did, name)

4.3 SimpleSelections

Consider�rst the simplecaseof a candidatequeryQ in-
volving a selectionover a singlebasetableT andtheaudit
expressionA over the sametable. This caseis a special
caseof theupcomingSPJqueries.However, we presentit
for pedagogicalreasons.

Lemma 1 Let T be a basetable of our databaseD. Let
A � pCOA

�
sPA

�
T � � be an audit expressionand let Q �

pCQ

�
sPQ

�
T � � be a candidatequery. Q is suspiciouswith

respectto A if andonly if s PA

�
sPQ

�
T � �
�� /0.

Proof From the upcomingTheorem2, by substitutingT
for T, andignoringthenon-existingR andS.

 

Thus, given that query Q has passedthe static anal-
ysis, we need to check whether the combinedselection
sPA

�
sPQ

�
T � � is emptyor not, which is what Figure2 im-

plementsusingthe QGM representation.We illustratethe
auditquerygenerationalgorithmusingthefollowingexam-
ple.

Example6 CandidatequeryQ: Retrieve all customersin
ZIP code95120.

select *
fr om Customer
where zip = ‘95120’

Audit expressionA: Findqueriesthathave accessedAl-
ice'snameandaddress.

1QGM [12] is a graphical representation that captures the semantics of
queries and provides convenient data structures for transforming a query
into equivalent forms. QGM is composed of entities portrayed as boxes
and relationships among entities portrayed as lines between boxes. Entities
can be operators such as table, select, group, union, etc. Lines between
operators represent quantifiers that feed an operator by ranging over the
output of the other operator.

Customer

Audit expression :=
n = ‘Alice’

n,a

c, n, a, h, z, o

Select :=
z = ‘95120’

c, n, a, h, z, o

C1 C2

(a) After Line 3 in Figure 2

Customer_backlog

Audit expression:=
n = Àlice'

`Q1'

c, n, a, h, z, o, ts, op

Select :=
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(b) After Line 6 in Figure 2

Figure3: QGM for Example6 (simpleselection)

audit name, address
fr om Customer
where name = ‘Alice’

Figure 3(a) shows the stateof the QGM graph after
Line 3. A new QGM structurefor theauditqueryAQ has
beencreatedandboththecandidatequeryQ andtheaudit
expressionA have beenaddedto AQ. Figure3(b)showsthe
stateof QGM afterLine 6. Line 4 haschangedtheauditex-
pression's quanti�er (rangevariable)C2 from rangingover
the Customertableto rangingover the resultof the query
Q. As partof this transformation,eachcolumnreferenced
by C2 is changedto referencea columnof Q's output. If
a columnreferencedby C2 is not in the outputof Q, it is
propagatedup from the Customertable to be includedin
theQ'sselectlist. Line 5 replacestheaudit list with Q's id:
Q1. Finally, Line 6 replacestheCustomertablewith aview
of theCustomertableat timet whenQ completed.

4.4 SPJQueries

Considernow thecasewhenthecandidatequeryaswell as
the audit expressioncontainjoins in the WHEREclauses.



1) createan empty QGM for the audit query AQ
2) add Q to AQ
3) add A to AQ
4) rewrite A to additionally range over the result of Q with quantifier x

5) for eachquantifier r in A which is over a table T also in Q
6) substitutex in place of r in A
7) replaceA’s audit list with id � Q�
8) replaceevery table Ti referenced in AQ with T t

i .

Figure4: Audit querygenerationwhenboththecandidate
queryandtheauditexpressioncontainjoins

Theauditlist maycontaincolumnsfrommultipletablesand
the join conditionin the candidatequerymay be different
from theonein theauditexpression.

Theorem 2 A candidateSPJqueryQ � pCQ

�
sPQ

�
T � R � �

is suspiciouswith respectto an audit expression A �
pCOA

�
sPA

�
T � S� � if andonly if

sPA

�
sPQ

�
T � R � S� � �� /0 �

Proof Accordingto ourDe�nition 7, wehave

susp
�
Q � A� � 
 m � T s
 t 
 ind

�
m� Q� 	 ind

�
m� A�

� 
 m � T � r � R � s � S s
 t 

PQ

���
mr ��� 	 PA

���
ms���

� 
 m � T � r � R � s � S s
 t 
�
mr s� � sPA

�
sPQ

�
T � R � S ���

� sPA

�
sPQ

�
T � R � S ��� �� /0 
  

Figure4 givesthealgorithm.Notethatanauditexpres-
sionA mayhave multiple quanti�ers,only somesubsetof
which mayrangeover a tablethatalsoappearsin queryQ.
Thesearetheonly onesfor which A is madeto rangeover
theresultof thequery(Lines5-6). For others,A continues
to rangeover theoriginaltables.Weillustratethealgorithm
usingthefollowing example.

Example7 CandidatequeryQ: Findall diseasestreatedby
doctorPhil.

select T.disease
fr om Treatment T, Doctor D
where T.did = D.did and D.name = ‘Phil’

Audit expressionA: Find queriesthat have disclosedthe
diseasesof Alice.

audit T.disease
fr om Customer C, Treatment T
where C.cid = T.pcid and C.name = ‘Alice’

Figure 5(a) shows the initial QGM (after Line 3) and
Figure 5(b) shows the �nal QGM (after Line 7). In the
�nal QGM, the audit expressionrangesover the resultof
thequeryandthenjoins theresultswith theCustomertable
sinceCustomeronly appearsin theauditexpression.

Customer

c,n,a,h,z,o

Treatment

p,r,i,s,u,t

Doctor

d,m

select :=
T.i = D.d and
D.m = P̀hil'

T D

T.s

audit expression :=
C.c = T.p and
C.n = Àlice'

C

T

T.s

(a) After Line 3 in Figure 4

Customer

c, n, a, h, z, o

Treatment

p, r, i, s, u, t

Doctor

d, m

select :=
T.i = D.d and
D.m = P̀hil'

D

T.p

audit expression :=
C.c = X.p and
C.n = Àlice'

T

`Q1'

X C

(b) After Line 7 in Figure 4

Figure5: QGM for Example7 (join)

4.5 Aggregation

To determineif anaggregatequerywithoutahaving clause
is suspicious,aggregatefunctionsaresimplyremovedalong
with the group by clause.Columnspreviously referenced
by aggregate functionsare addedto the selectlist of the
query. The resultingSPJquery is thenhandledusing the
algorithmgivenin Figure4.

If theaggregatequery, however, additionallycontainsa
having clause,thepredicatethereinmight have eliminated
the dataspeci�ed by the audit expressionfrom the query
result.Simplyremoving thehaving clausecanthusleadto
falsepositives.Thislimitationis overcomebythealgorithm
givenin Figure6,whichis basedontheupcomingtheorem.

Recallthat thegeneralform of sucha queryis givenby
Eq. (6): Q � sPH

�
gbygagg

�
sPQ

�
T � R � � � By Eq. (7), the

grouptableG � gbygagg
�
sPQ

�
T � R � � . Asalways,theaudit

expressionis A � pCOA

�
sPA

�
T � S� � .



// The QGM of an aggregate query Q that
includes having is a triplet (Qs � Qg � Qh):

// Qs is the SPJ part of Q,
// Qg contains aggregations ranging over Qs, and
// Qh is a selection over Qg representing having.

1) createan empty QGM for the audit query AQ
2) add Q to AQ
3) add A to AQ
4) rewrite A to additionally range over the result of Qs with quantifier x

5) for eachquantifier r in A which is over a table T also in Qs
6) substitutex in place of r in A
7) replacethe audit list of A with the grouping columns of Qg
8) createa new empty select box B and add it to AQ
9) add Qh, A as inputs to B
10)join inputs of B on grouping columns from Qh and A
11)replaceP � B� with id � Q�
12)replaceevery table Ti referenced in AQ

with its backlog counterpart T t
i at time t .

Figure6: Audit querygenerationfor an aggregatequery
containinghaving

Theorem 3 A candidatequery Q with aggregation and
having is suspiciouswith respectto an audit expressionA
if andonly if

sPA

�
sPH

�
sPG

�
sPQ

�
T � R � G � S� � � �
�� /0 � (10)

Proof From Observation 3, the queryQ hasthe samein-
dispensabletuplesastheSPJqueryQ! below:

Q! � pCQ

�
sPH

�
sPG

�
sPQ

�
T � R � G� � � � �

Then,from Theorem2 we have thatQ! is suspiciousif and
only if Eq.(10)holds.

 

An aggregatequerywith a having clausecanbeviewed
asconsistingof threeparts:Qs, Qg, andQh. The�rst part,
Qs, ignoresgroupingandaggregationand�nds the tuples
qualifying theWHEREclause.Groupingandaggregations
arethenappliedto this resultin Qg. Finally, any predicates
ongroupsareappliedusingaselectionoperatorover there-
sultof groupingandaggregationin Qh. A new selectbox is
createdonLine 8 in Figure6. Thisoperatorjoins thetuples
emanatingfrom Qh with thosefrom A to ensurethat these
A tupleswerenot all �ltered out by the having predicates
in Qh. We illustratethealgorithmwith Example8.

Example8 CandidatequeryQ: Computetheaveragetreat-
ment duration groupedby diseaseand the doctor per-
forming the treatmentfor treatmentswhich werebetween
01/01/2001and31/12/2003having a minimumduration �
100.

select D.name, T.disease, avg(T.duration)
fr om Doctor D, Treatment T
where T.date between‘01/01/2001’ and ‘31/12/2003’

and D.did = T.did
group by D.name, T.disease
having min (T.duration) � 100

Audit expressionA: Find queriesthathave accessedthe
diseaseand treatmentdurationof patientswho have dia-
betesandlive in ZIP code95120.

audit T.disease, T.duration
fr om Customer C, Treatment T
where C.cid = T.pcid and C.zip = ‘95120’

and T.disease = ‘diabetes’

The QGM for the candidatequeryQ in Example8 in-
tegratedwith theauditexpressionis shown in Figure7(a).
Figure7(b) shows the audit query. The selectbox B en-
suresthat thegroupsformedby thegroupingoperatorthat
survivedthehaving predicatematchtheauditexpression's
data.

5 Performance
This sectionpresentsthe resultsof performanceexperi-
mentsfrom a DB2 implementationof our auditing solu-
tion. Speci�cally, we studythe overheadimposedon nor-
malqueryprocessing,andthecostof conductingaudits.

Experimentswere performedon an IBM Intellistation
M Pro 6868 having an 800 MHz PentiumIII processor,
512 MB of memory, and a 16.9 GB disk drive, andrun-
ningWindows2000Version5.00.2195servicepack4. The
samemachinewasusedto hostdataaswell asbacklogta-
bles and to run audits. The DBMS usedwas DB2 UDB
Version7 with defaultsettings.Wewouldhave liked to use
real-lifequerylogsanddatatables,but nosuchdatasetwas
available. We thereforeperformedour experimentson the
Suppliertableof theTPC-Hdatabase[15], usingsynthetic
workload.Theresultsbelow givetheaveragewarmperfor-
mancenumbers.

We report resultsfor time stampedas well as interval
stampedorganizationsof the backlogtables. We consider
three cases:no index, simple index on the supplier key
SKEY, andcompositeindex onSKEYandstarttimeTS. We
explorebotheagerandlazy strategiesfor updatingindices.

We will write Supplierb to referto theSupplierbacklog
table. In theperformancegraphs,TS (IS) denotesthe time
stamped(interval stamped)organization.

5.1 Burden on Normal Query Processing

We performedthefollowing experimentto studytheover-
headof maintainingbacklogtables.TheSuppliertablecon-
tained100,000tuplesandSupplierb startedwith a copyof
every Suppliertuple. An SQL updatestatementupdated
every Suppliertuple,resultingin thecreationof a new ver-
sion of every supplier in Supplierb. Forty nine suchup-
datestatementswereexecuted,eachadding100,000tuples
to Supplierb that �nally endedup having �fty versionsof
every supplieranda total of 5 million tuples. Indicesof
Supplierb wereupdatedeagerly.

The updateoperationon the Supplier table took 5.2
minutesto completewhenperformedunburdenedwith the
maintenanceof Supplierb. This time essentiallyconsistsof
sequentiallyreadingthe Suppliertuplesandwriting them
backafterupdatingoneof the values.Figure8 shows the
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Figure7: QGM for Example8 (aggregation)

total time takenby the successive updateoperationswhen
the additionaltime spentby the databasesystemon �ring
theupdatetriggersandtheresultantoperationsonSupplierb

wasalsoincluded.
With the time stampedorganization,the updatetrigger

simply addsa new tuple to Supplierb correspondingto ev-
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Figure8: Costof maintainingbacklogtables.

eryupdateddatatuple.Therefore,whenthereisnoindex on
Supplierb, theoverheadexperiencedby successive updates
remainsfairly constant.Whenthereis an index on SKEY,
theoverheadis a bit largerdueto additionalindex updates,
andthis overheadincreasesa little for thelaterupdatesbe-
causethesizeof theindex grows. Thecompositeindex on
SKEYand TS obviously hasa somewhat larger overhead
thanthesimpleindex.

For equivalentoperationwith the interval stampedor-
ganization,the updatetrigger �rst locatesthe mostrecent
versionof the tuple, updatesits endtime, andthenaddsa
new currenttuple. Unfortunately, the costof locatingthe
mostrecentversionbecomesprohibitively largewhenthere
is no index; henceit is not shown in the�gure. Evenwhen
thereis anindex onSKEY, all theversionsof atupleneedto
bebroughtinto memoryto selectthemostrecentof them.
If differentversionsof asupplierdonotremainclusteredon
thesamepage(whichwefoundto bethecaseevenwhenwe
hada clusteredindex on SKEY), thenumberof pagefaults
increaseswith the numberof versions,resultingin a rapid
degradationof performance.Having the additionalindex
onTSdoesnothelpin cuttingdown thenumberof versions
thatareexaminedbeforethemostrecentoneis found. On
theotherhand,theoverheadincreasessomewhatdueto ad-
ditional index updatesanda largerindex.

It is very fastto sequentiallyupdateall thetuplesof a ta-
ble in DB2. Thus,updatingall thetuplesof theSupplierta-
blewith backlogmaintenanceusingthetimestampedorga-
nizationis about10timesslowerthanwithoutmaintenance.
We next performedanotherexperimentin which only one
Suppliertuple wasupdated.Supplierb had25 versionsof
every tuple in this experiment. Thecostof an updateto a
singletuplewith backlogmaintenancewasnow onaverage
3 times the costof the sameupdatewithout maintenance
whenusingthesimpleindex, and3.7 timeswhenusingthe
compositeindex.

We note that in mostof the installations,thereare far
morereadqueriesthanupdateoperations.Updatesareoften
batchedand performedwhile the systemis undera light
load.Thereadqueriesin ourauditsystemdo not incurany
overheadbeyondloggingthequerystring(whichis anyway
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donein many installations).

5.2 Eagervs. Lazy Indexing

It is clearfromthediscussionin theprevioussectionthatthe
lazy indexing is notaviableoptionfor theinterval stamped
organization. However, the overheadof eagerlyupdating
theindicescanbeavoidedin thetimestampedorganization
by building themasneededat the time of audit. Figure9
showsthetimeneededto build indicesfrom scratchwith an
initial setof 100,000suppliersin Supplierb, while increas-
ing thenumberof versionsof eachsupplier. Theresultsare
shownbothfor asimpleindex onSKEYandfor acomposite
index onSKEYandTS.

We seethattheindex constructiontimesaresuchthatit
would beacceptableto adoptthe lazy strategy andstrictly
createindicesat audittime.

5.3 Performanceof Audit

Westudytheauditperformanceby measuringtheexecution
time of simpleauditqueries.Theauditexpressionis of the
form:

during t1 to t2
audit name fr om Supplier where skey = k

We setboth t1 andt2 to the time whenthe initial versions
of theSuppliertupleswerecreated.Thevalueof k is ran-
domlysetto oneof thevaluesof SKEYpresentin theSup-
plier table. We assumethatstaticanalysishasyieldedone
candidatequery:select* from Supplier.

Weconsiderbothtimestampedandinterval stampedor-
ganizations,with simpleaswell ascompositeindices.Fig-
ures10shows theresults.

Both the time stampedand interval stampedorganiza-
tionsbene�t agreatdealfrom thecompositeindex onSKEY
and TS as the numberof versionsbecomeslarge. When
thereis anindex only on SKEY, thequeryplan�rst selects
all versionsof a tuple with the matchingsupplierkey and
thenselectsthe correctversionamongstthe matchingtu-
ples. Theseversionsmight resideon differentdisk pages
andcausepagefaultsasSupplierb becomeslarge.Thecom-
positeindex avoidsthisproblem.

We also seethat with few versionsof a tuple, the in-
terval stampedorganizationhasa slight performancead-
vantage,but losesthis advantageasthenumberof versions
increases.The interval stampedorganizationrequiresan
extra timestampattributeto recordtheendtime of validity
of a tuple. Thelarger tuplesizeresultsin morepagefaults
asthenumberof versionsincreases,andthustheimpactof
thelargersizeoutweighsthebene�t of thesimplerinterval
stampedcomputationover the time stampedorganization
thatrequiresa join.

5.4 TakeAways

Thecompositeindex ontheprimarykey andstarttimepays
largedividendover anindex only on theprimarykey at the
time of audit, althoughit putsa slightly larger burdenon
updatesif theindicesareupdatedeagerly.

Theintervalstampedorganizationhasaslightadvantage
overthetimestampedorganizationatthetimeof auditif the
numberof versionsis small.However, thelazy strategy for
updatingindicescannotbeusedwith the interval stamped
organizationandeagerupdatingbecomesquite expensive
asthenumberof versionsincreases.Overall,theuseof time
stampedorganizationalongwith thelazystrategy for updat-
ing indicesis recommended.However, theeagerstrategy is
alsonot tooburdensomefor thetimestampedorganization.

Thesystemsupportsef�cient auditingwithout substan-
tially burdeningnormalqueryprocessingtasks.

6 RelatedWork

Closely relatedto complianceis the privacy principle of
limited disclosure, which meansthat the databaseshould
not communicateprivateinformationoutsidethe database
for reasonsotherthanthosefor whichthereis consentfrom
the datasubject[2, 10]. Clearly, the two arecomplimen-
tary. Theprincipleof limited disclosurecomesinto play at
the time a queryis executedagainstthedatabase,whereas
demonstratingcomplianceis post facto and is concerned
with showing that usageof the databaseindeedobserved
limited disclosurein every queryexecution.



Oracle [11] offers a “�ne-grained auditing” function
wheretheadministratorcanspecifythatreadqueriesareto
beloggedif they accessspeci�edtables.This functionlogs
varioususercontext dataalongwith the queryissued,the
time it wasissued,andothersystemparametersincluding
the“systemchangenumber”. Oraclealsosupports“�ash-
backqueries”wherebythestateof thedatabasecanbere-
vertedto thestateimplied by a givensystemchangenum-
ber. A loggedquerycan thenbe rerunas if the database
wasin thatstateto determinewhatdatawasrevealedwhen
the querywasoriginally run. Theredoesnot appearto be
any auditingfacility wherebyanauditpredicatecanbepro-
cessedto discoverwhichqueriesdiscloseddataspeci�edby
theauditexpression.Instead,Oracleseemsto offer thetem-
poraldatabase(�ashbackqueries)andquerylogging(�ne-
grainedauditing)componentslargely independentof each
other.

The problemof matchinga queryagainstan audit ex-
pressionbearsresemblanceto the problem of predicate
locking [7] that testsif the predicatesassociatedwith two
lock requestsaremutuallysatis�able.Besidesbeingexpen-
sive, this testcanleadto falsepositiveswhenappliedto the
auditingproblem.Relatedwork alsoincludestheliterature
on queryprocessingover views thatcontainsthenotionof
augmentinga userquerywith predicatesderived from the
view de�nition [13]. Also relatedis thework onoptimizing
a groupof queries(e.g. [4, 14]) thatcanbepro�tably used
by oursystemto acceleratetheexecutionof auditqueries.

7 Summary
We identi�ed the problemof verifying whethera database
system is complying with its data disclosure policies
throughauditing.Giventheacceleratedpaceat which leg-
islationsarebeingintroducedto govern datamanagement
practices,this problemrepresentsa signi�cant opportunity
for databaseresearch.We formalizedtheproblemthrough
the fundamentalconceptsof indispensabilityand suspi-
ciousness.Additional contributionsincludea carefullyde-
signedandimplementedsystemthatmeetsthedesigngoals
identi�ed in theintroduction:

� Convenient: The audit expressionlanguageusedby
our systemreusesthe familiar SQL syntax,providing
a familiar, declarative andexpressive meansfor speci-
fying thedatawhosedisclosureis subjectto review.

� Fine-grained: The audit expressionlanguageallows
theauditorto specifyevena single�eld of a recordas
subjectfor review.

� Fast and preciseaudits: Our systemcombinesthe
auditexpressionwith loggedqueriesinto anSQL au-
dit querywhichexaminesonly thespeci�c dataneces-
saryto determinesuspiciousness.Guidedby our im-
plementationandexperimentationwith variousback-
logging andindexing strategies,we proposedsystem
structuresto supportef�cient auditqueryexecution.

� Non-disruptive: Our systemimposesonly a small
burdenon theexecutionof mostqueries.Ratherthan
loggingqueryresultsor thetuplesaccessedby aquery,

it logs thequerystrings. While updateoperationsre-
quire someadditionalbacklogdatabasemaintenance,
the predominantreadqueriesare processedwithout
any furtherencumbrance.

Weconsideredamodelof datadisclosurein whichwhat
a querierlearnsis restrictedto theinformationgainedfrom
thecurrentqueryassumingthequerierdoesnotpossessany
outsideknowledge.It would beinterestingto seehow our
framework could be extendedto supportmoreadversarial
disclosurescenarios.Otherremainingwork includeshow
schemaevolution canbe gracefullyaccommodatedin the
auditsystem.Finally, we feel it would bebene�cial to the
communityto developa setof comprehensive benchmarks
for measuringandtestingtheeffectivenessandperformance
of any databaseauditingproposal.
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