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Abstract

We introduceanauditingframavork for determin-
ing whethera databasesystemis adheringto its
datadisclosurepolicies.Usersformulateauditex-
pressiongo specifythe (sensitve) datasubjectto
disclosurereview. An audit componentaccepts
auditexpressionsandreturnsall queries(deemed
“suspicious”)thataccessethe speci ed datadur-
ing their execution.

Theoverheadf ourapproacton queryprocessing
is small, involving primarily the logging of each
query string along with other minor annotations.
Databasdriggersare usedto captureupdatesin
a backlogdatabase At the time of audit, a static
analysisphaseselectsa subsetof loggedqueries
for further analysis. Thesequeriesare combined
andtransformednto an SQL audit query which
whenrun againstthe backlogdatabaseidenti es
thesuspiciougjueriesef ciently andprecisely

We describethe algorithmsand data structures
used in a DB2-basedimplementationof this
framevork. Experimentatesultsreinforceour de-
sign choicesand shav the practicality of the ap-
proach.

1 Intr oduction

The requirementfor responsiblymanagingprivag/ sensi-
tive datais being mandatednternationallythroughlegis-
lations and guidelinessuch as the United StatesFair In-
formation PracticesAct, the EuropeanUnion Privacy Di-
rective, the CanadianStandardAssociations Model Code
for the Protectionof Personalnformation,the Australian
Privagy AmendmentAct, the Japanes®ersonalnforma-
tion ProtectionLaw, andothers.A visionfor a Hippocratic
databasg?] proposegen privagy principlesfor managing
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privatedataresponsibly A vital principle amongtheseis
compliancewhichrequireghedatabas#o verify thatit ad-
herego its declareddatadisclosurepolicy.

ConsiderAlice who getsa bloodtestdoneat Healthco,
a compary whoseprivagy policy stipulateghatit doesnot
releasgpatientdatato externalpartieswithoutthe patients
consent.After sometime, Alice startsreceving ad\ertise-
mentsfor an over-the-counterdiabetegest. Shesuspects
thatHealthcomight have releasedhe informationthatshe
is atrisk of developingdiabetes.The United StatesHealth
InsurancePortabilityand AccountabilityAct (HIPAA) em-
powers Alice to demandfrom Healthcothe nameof ev-
ery entity to whom Healthcohas disclosedher informa-
tion. As anotherexample,consideBobwho consentedhat
Healthcocan provide his medicaldatato its afliates for
the purposesf researchprovided his personallyidenti -
able informationwas excluded. Later on, Bob could ask
Healthcoto shav that they indeeddid exclude his name,
social security numbey and addresswhen they provided
his medicalrecordto the Cardiolnstitute. The demandor
demonstratingomplianceneednot only arisefrom an ex-
ternally initiated complaint— a compay may institute pe-
riodic internalauditsto proactiely guardagainstpotential
exposures.

Oneapproacho verifying thata databas@dheredo its
disclosurepoliciesmight be to supportdatadisclosureau-
diting by physicallyloggingtheresultsof eachquery Prob-
lemswith this approactincludethe following:

it imposesasubstantiabverheadn normalquerypro-
cessingparticularlyfor querieshatproducemary re-
sults,and

the actual disclosureauditing it supportsis limited,
sincedatadisclosedby a queryis not necessarilye-
ected by its output.

As an example of the limitations on disclosureaudit-
ing, considerP3P[5], which allows individualsto specify
whetheran enterprisecanusetheir datain an aggrgation.
Verifying thatdatabas@ccessebave beencompliantwith

suchusemreferencess notpossiblegivenonly alog of ag-
gregatedresults. To addresghis issue,one might instead
consideloggingthetuples‘read” by aqueryduringits ex-

ecutioninsteadof its output. However, determiningwhich

tuplesaccesseduring queryprocessingvereactuallydis-
closedis non-trivial. In addition, sucha changedramati-
cally increase$oggingoverhead.
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1.1 Our Contribution

We proposea systemthatcanbe usedto auditwhetherthe
databasesystemexecuteda queryin the pastthataccessed
thespeci eddata.Theidealsystenshouldhave thefollow-
ing properties:

Non-disruptive: Thesystemshouldput minimal bur-
denon normalqueryprocessing.

Fast and precise: The systemshould be able to
quickly and preciselyidentify all the queriesthat ac-
cessedhespeci eddata.

Fine-grained: It shouldbe possibleto audit even a
single eld of aspeci crecord.

Convenient: Thelanguagdor specifyingdataof in-
terestshouldbeintuitiveanduserfriendly.

The proposedaudit systemsatis esthe above desider
ata. Figurel shaws the overall architectureof our sys-
tem. During normaloperationthetext of every querypro-
cessedy thedatabassystems loggedalongwith annota-
tionssuchasthetimewhenthequerywasexecutedtheuser
submittingthe query andthe query's purpose.The system
usesdatabaseériggersto captureandrecordall updateso
basetablesin backlogtablesfor recosering the stateof the
databasatary pastpointin time. Readquerieswhich are
usuallypredominantdo not write ary tupleto the backlog
database.

To performan audit,the auditorformulatesan audit ex-
pressiorthatdeclaratiely speci esthedataof interest.Au-
dit expressionsare designedto be identical to the SQL
gueries,allowing auditsto be performedat the level of
anindividual cell of a table. The audit expressionis pro-
cessedvy the audit querygeneratgrwhich rst performs
a static analysisof the expressionto selecta subsetof
loggedqueriesthat could potentiallydisclosethe speci ed
information. It thencombinesandtransformgshe selected
gueriesinto an audit query by augmentinghemwith ad-
ditional predicateslerived from the auditexpression.This
audit query expressedn standardSQL, whenrun against
thebacklogdatabasgieldstheprecisesetof loggedqueries
thataccessethedesignatedata.Indicesonthebacklogta-
blesmakethe executionof theauditqueryfast.

1.2 Assumptions

We maketwo fundamentahssumptions:

Therearesubtlewaysin which thecombinatiorof the
resultsof a seriesof queriesmay reveal certainin-
formation. For example, the statisticaldatabasdit-
erature[1] discusse$ow individual informationcan
be deducedy runningseveral aggrgatequeriesand
the databasesecurityliterature[3] shavs how covert
channelscan be usedto leak information. We limit
oursehesto the problemof determiningif the spec-
i ed datawasdisclosedby a singlequerywhenthat
gueryis consideredn isolation. We alsoassumehat
the queriesdo not use outsideknowledgeto deduce
informationwithout detection.

The SQL queriesnve considercomprisea singleselect
clause.A large classof queries(includingthosecon-
taining existential subqueriesan be corvertedinto
thisform [12]. Speci cally, we considergueriescon-
tainingselection projection(includingdistinct), rela-
tionaljoin, andaggreation(includinghaving) opera-
tions.

1.3 PaperlLayout

Therestof the papelis organizedasfollows. Section2 pro-
videsthe syntaxof an audit expression. We thenpropose
theconcepf anindispensabléuple,whichin turnis used
to identify suspiciousquerieswith respecto an audit ex-
pression.Section3 describeghe systemstructureseeded
to supportthe proposedauditing capability Speci cally,
we discusgheuseof triggersto implementrecovery of past
databasetates.We alsoprovide temporalextensionsused
to supportthe executionof anauditquery andgive details
of the querylog. Section4 stateshe algorithmfor gener
ating the audit queryfrom an audit expression. Section5
presentgperformanceresults, Section6 discusseselated
work, and Section7 concludeswith a summaryanddirec-
tionsfor futurework.

2 De nitions

We have a databas®, whichis a collectionof basetables.
We denotethe schemeof tableT asT Cy C; Cn and
uset Cto referto thevalueof the eld C in tuplet. We will
usethefollowing scheman our examples:

Customer (cid, name, address, phone, zip, contact)
Treatment (pcid, date, rcid, did, disease, duration)
Doctor (did, name)

The primary keys have beenunderlined. A customercan
bea patient, someonecceptingnancial responsibilityfor
a patients treatmentpr anemegeng contact The Treat-
menttable usespcid to identify the patientreceving the
treatmentandusesrcid to identify the customerassuming
nancial responsibilityfor thetreatmen{who couldbethe
samepersorasthe patient). Thedateis the startdateof the
treatmen@ndduration re ects the lengthof thetreatment.



Othercolumnnamesare self-explanatory To simplify ex-
position,we will assumethat the databasédasreferential
integrity andthatno eld valueis null.

2.1 Audit Expressions

We proposeto useexpressionghat arevery closeto SQL
gueriesto enablean auditor to corveniently specify the
gueriesof interesttermedsuspiciougjueries.

Speci cally, the proposedsyntaxof an auditexpression
is identicalto thatof a select-project-joifSPJ)querywith-
outary distinct in the selectist, exceptthataudit replaces
the key word selectandthe elementsof the audit list are
restrictedto becolumnnames:

audit  auditlist
from tablelist
where conditionlist

Let U bethe crossproductof all the basetablesin the
database The audit expressionmarksa setof cellsin the
tableU. Themarkedcellsbelongto thecolumnsin theau-
dit list for the tuplesthatsatisfythe predicatdn thewhere
clause We areinterestedn nding thosequerieghataccess
all themarkedcellsin ary of thetuplesin U. Thesearethe
suspiciougjuerieswith respecto the auditexpression.

Example1 We wantto auditif the diseasenformationof
aryoneliving in theZIP code95120wasdisclosedHereis
theauditexpression:

audit  disease
from  Customer c, Treatment t
where c.cid =t.pcid and c.zip = ‘95120’

This audit expressiomrmarksthe cells correspondingo the
diseasecolumn of thosetuplesin the Customer Treat-
menttablethathave c.cid = t.pcidandc.zip= 95120. Any
querythataccessethe diseasecolumnof ary of thesetu-
pleswill beconsidereduspicious.

2.2

We introducethe notion of the indispensabilityof a tuple
andthenuseit to de ne suspiciougjueries.

Informal De nitions

Informal De nition 1 (IndispensableTuple-indt Q)
A tuplet U is indispensablen the computationof a
queryQ, if its omissiormakesa difference

Informal De nition 2 (Candidate Query - candQ A)

A query Q is a candidatequerywith respectto an audit
expressionA, if Q accesseall thecolumnsthat A speci es
in its auditlist.

Informal De nition 3 (SuspiciousQuery -sup Q A)
A candidatequeryQ is suspiciousvith respecto an audit
expressionA, if Q andA shae anindispensabléuple

Example2 Considerthe audit expressionA givenin Ex-
amplel andthefollowing queryQ:

select address
from  Customer c, Treatment t
where c.cid =t.pcid and t.disease = ‘diabetes

We seethat Q is a candidatequerywith respecto A asit
accessethediseaseolumnthatA is auditing.Considetthe
Customer Treatmentable.Clearly, tuplesthatmatchthe
join conditionandhave diabetesn the diseasecolumnare
indispensabldor Q. Similarly, tuplesthat matchthe join
conditionandhave 95120asthezip codeareindispensable
for A. ThereforeQ will be deemedsuspiciouswith respect
to A if therewassomecustomemho livedin the ZIP code
95120andwasalsotreatedfor diabetes.

Example 3 Considetthe queryQ from Example2 andthe
following auditexpressionA:

audit address
from  Customer c, Treatment t
where c.cid =t.pcid and t.disease = ‘ cancer’

Q will notbedeemedsuspiciouswith respecto A because
notuplein Customer Treatmentansimultaneouslysat-
isfy the predicatef Q and A. But how aboutAlice who
hasbothcancetanddiabetesAlthoughQ disclosedlice's
addressthefactthatAlice hascanceiis notrelevantto the
guery: Q only asksfor peoplewho have diabetes.In other
words, aryone looking at the outputof the querywill not
learnthat Alice hascancer Henceit is reasonabléo not
considetthequeryto be suspiciousNotethatall thetuples
of Customer Treatmentmarkedby A have cancerin the
diseaseolumnandQ doesnot accessry oneof them.

2.3 Formal De nitions

Let thequeryQ andauditexpressiomA be of theform:
Q s, T R ()
A ECOA Sp, T S (2)

whereT, R, Sarevirtual tablesof the databas®, thatis,
crossproductsof basetables:

T LER P T
R R R Rm
S S & S

Theoperatoip is the multi-setprojectionoperatotthatpre-
senesduplicatedn the output(asopposedo therelational
projectionoperatorp which eliminatesduplicates). Note
thatT is commonto Q andA.

We denoteby Cq the columnnamesthat appearary-
wherein aqueryQ, andby Coq the columnnamesappear
ingin theselectist of Q. Similarly, Coa denoteshecolumn
namesgresenin theauditlist of anauditexpressionA. Pg
denoteghe predicateof thequeryandP, is thepredicateof
the audit expression. We refer to the tuplesof ary virtual
tableasvirtual tuples.

We now formalizethe de nition of indispensabilityfor
all classe®f queriesf interest.Speci cally, wediscusqa)
SPJqueries,(b) querieswith aggrgationwithout having,
and(c) querieswith aggrgationandhaving.



2.3.1 Indispensability - SPJqueries

Considerrst a SPJquerythat doesnot containa distinct

in its selectlist. This caseis the mostimportantcaseon

which therestof the casewwill be based.For suchqueries,
theform of thequeryof Eq. (1) is specializedo:

(3)

We can now formalize the de nition of an indispensable
tuplefor anSPJquery:

Q ﬁCOQ Spy T R

De nition 1 (Indispensability - SPJ) A (virtual) tuplev
T is indispensabldor an SPJquery Q if the resultof Q
changesvhenwedeletev:

ind vQ 5% SpQT R 5% Sy T v R
Theorem1 A (virtual) tuplev T of the SPJqueryQ is
indispensabléf

ind vQ sp, VvV R 0

Q

(4)

Proof FromDe nition 1, we have

ind vQ 5(:OSPQT R ECQSPQ T v R

Sincetheprojectiong maintainthe duplicatesywe have
ind vQ SpQT R Sy T v R
SpQT R SpQT R Spy V R
Spy Vv R o

Querieswith distinct in the select clauseproducea
duplicate-freetable. Such querieshave the form Q
Pcog SRy T R LetQ bethe SPJqueryobtainedrom
theoriginal queryQ afterremaorving distinct from thequery
text. Then,we have thefollowing de nition:

De nition 2 (Indispensability - Distinct) A (virtual) tu-
ple v is indispensabldor Q  pc,, sp, T R if and
onlyif it isindispensabléor Q Py, Sp, T R

The motivation for this de nition will becomeappar
ent after the upcomingdiscussionof aggr@ation queries.
Querieswith distinct canbeviewedasa speciakaseof ag-
gregation,theaggregationfunctionbeingthe rst tuplein a
group.

We canstatesuccinctly:

Observation1 Duplicateeliminationdoesnot changethe
setof indispensabléuplesfor an SPJquery

2.3.2 Indispensability - Aggregationwithout having

Thede nition of indispensabilityof atuplefor anaggrea-
tion queryrequiresextra care. Considera querythatcom-
putesaveragesalaryper department.If Alice happengo
have exactly the averagesalaryof her departmenandher
tupleis omitted,thequeryresultwill notbeaffected.How-
ever, it will bewrongto treatAlice's tuple asdispensable
becausehe privag systemssuchasP3Pallow individuals

to optout of theuseof theirvaluesn thecomputatiorof an
aggreation.

Theform of thequeryof Eq. (1) for anaggregationquery
withouta having clauseis specializedo:

()

wheregbyarethe groupingcolumnsandaggrepresenag-
gregationslike avg(duration), count(disease).

ConsidetthequeryQ thatis aversionof Q, but without
aggreations. Thatis, Q hasexactly the samefrom and
where clausesanda selectclausewith the samecolumns
asQ, but without the aggregationfunctions. Note thatthe
columnsusedin agg(e.g.duration,diseaseareincludedin
theselectlist of Q .

Q gyGag S, I R

De nition 3 (Indispensability - Aggregation) A (virtual)
tuplev is indispensabldor Q if andonly if it is indispens-
ablefor theaggregate-fieeversionQ .

Example4 Considerthe following querythat outputsav-
eragedurationof diabetegreatmenty doctor:

select name, avg(duration)
from Doctor d, Treatment t
where d.did = t.did and t.disease = ‘diabetes

group by name

Indispensabilityof a tuplet in the the abore queryis de-
terminedby consideringheindispensabilityof t in the fol-
lowing SPJquery:

select name, duration
from Doctor d, Treatment t
where d.did = t.did and t.disease = ‘diabetes

We nd that every Treatmenttuple having diabetedn the
diseaseeld isindispensableThusthefactthattheduration
valuesof thesetupleswereusedin computingthe outputis
notlost.

Thefollowing is immediate:

Observation2 A tuple v is indispensablefor Q gy
Ggg Sp, I R if and only if it is indispensablefor

Q ECQ SpQ T R

2.3.3 Indispensability - Aggregationwith having

We will usethequeryin following exampleto helpwith the
explanations.

Example5 Our queryis a modi ed versionof the query
givenin Example4. It outputsaveragedurationof diabetes
treatmentbut only for thosedoctorsfor whomthis average
is greatetthan100days:

select name, avg(duration)
from Doctor d, Treatment t
where d.did = t.did and t.disease = ‘diabetes

group by name

having avg(duration) 100



Thegeneraform of anaggregationqueryQ thatincludes
ahaving clausecanbewritten as:

Q Sk, goySgg Sp, T R (6)
Comparedo Eq. (5), we now have an extra having pred-
icatePy (avg(duration) 100in Example5). Any group
thatdoesnot satisfythis predicatds notincludedin there-
sultof Q, whichimpliesthatary tuplebelongingto agroup
thatgets ltered outby P is dispensable.

LetQ bethehaving-freeversionof Q, obtainedoy sim-
ply remaving the having clausefrom Q.

De nition 4 (Indispensability - Aggregationwith having)
A (virtual) tuplev is indispensabléor Q if andonly if it is
indispensabléor Q andit belonggo a groupthatsatis es
thehaving predicatePy.

We will againrecastindispensabilityin termsof an SPJ
guery De ne agrouptableG as:

G gby Sagg SPy T R (7)
For ourexamplequery G will have two columns:nameand
avg(duration).It will have asmary tuplesastherearedoc-
torswho treatdiabetes.Every tuple will have the average
durationof diabetedreatmenfor thecorrespondingloctor
Next form thefollowing table:

QG Spg SpQT R G (8)

where Pg is the naturaljoin condition on the group-by
columns,gby. We have augmentedheresulttuplesof the
having-freeversionof Q with thecorrespondingroupval-
ues.ThequeryQ cannow becomputedromsp, QG .

It followsthen

Observation3 A (virtual) tuplev T isindispensablédor
query Q with aggregation and having if and only if v is
indispensabléor the SPJquery

ECQ Spy Spg SpQ T R G (9)

2.3.4 SuspiciousQueries
We rst de ne a maximalvirtual tuple for queriesQ1 and
Q2.

De nition 5 (Maximal Virtual Tuple) Atuplevisa max-
imal virtual tuplefor queriesQl andQ?2, if it belonggo the
crossproductof commortablesin their from clauses.

We cannow formalizethe de nitions of candidateand
suspiciougjueries.

De nition 6 (Candidate Query) AqueryQ is a candidate
guerywith respecto theaudit expressionA if andonly if

Co  Con

De nition 7 (SuspiciousQuery) A candidatequery Q is
suspiciouswith respectto audit expressionA if they shae
anindispensablenaximalvirtual tuplev, thatis:

sup Q A v TstindvQ indvA

NotethatT T, T Ty, is the crossproductof the
commontablesin Q andA.

3 SystemStructures

We now discusghe systemstructuresieededo handleau-
ditsin the presencef updatedo thedatabase.

3.1 Full Audit Expression

The audit expressionis prependedvith an additionaldur-
ing clausethatspeci esthetime periodof interest:

start-timeto end-time
audit-list

during
audit

Only if aqueryhasaccessethe dataof concernduringthe
speci edtime periodis thequerydeemedsuspicious.

Privagy policiesspecifywho is allowedto receve what
informationandfor what purpos€2, 5]. An auditexpres-
sion canusethe otherthan clauseto specifythe purpose-
recipientpairsto whomthe datadisclosuredoesnot consti-
tutenon-compliance:

otherthan purpose-ecipientpairs
during  start-timeto end-time
audit audit-list

3.2 Query Log

As showvn in Figurel, the audit systemmaintainsa log of
pastqueriesexecutedover the database The querylog is
usedduring the static analysisto limit the set of logged
guerieghataretransformednto anauditquery

Our prototypeimplementationhas a thin middlevare
that lies betweenthe applicationandthe databasengine.
This middlevarehasbeenimplementedasan extensionto
the JDBC driver. The middleware interceptsqueriesand
writes the query string and associatedannotationgo the
log. We assumethe isolationlevel of serializable[8] and
log only queriesof committedtransactions.

The annotationsinclude the timestampof when the
guery nished, theID of theuserissuingthe query andthe
purposeand the recipientinformation extractedfrom the
context of theapplication[10, 11] in which the querywas
embeddedThequerylog is maintainecasatable.

Notethatsomedatabassystemge.g.,DB2) provide the
facility for loggingincoming queries. This capability can
be extendedto log additionalinformationrequiredfor au-
diting.

3.3 Temporal Extensions

We determinef acandidatejueryQ accessethedataspec-
i ed in anauditexpressiorby selectvely playingbackhis-
tory. We thusneedto recreatehe stateof the databasesit
existedat thetime Q wasexecuted.A backlogdatabas¢9]
is eminentlysuitedfor this purpose.

We describawo organizationgor the backlogdatabase:
time stampedandinterval stamped.In both the organiza-
tions,a backlogtable T? is createdor every tableT in the
databaseTP recordsall updatego T. We will assumehat
every tableT hasa primarykey columnP; the systemcan
createaninternallygeneratedtey columnotherwise.



3.3.1 Time stampedOrganization

This organizationis basedon the ideaspresentedn [9].
Aside from all columnsin T, atuplein T hastwo ad-
ditional columns: TS that storesthe time whena tuple is
insertedinto TP, and OP that takesoneof the valuesfrom

‘insert', “delete’, update' . For everytable,threetriggers
arecreatedo captureupdatesAn inserttriggerrespondso
insertsin tableT by insertinga tuple with identicalvalues
into TP andsettingits OP columnto “insert'. An update
trigger respondgo updateso T by insertinga tuple into
TP having the after valuesof the tuplein T andsettingits
OP columnto “update'.A deletetriggerrespondso deletes
in T by insertinginto TP the value of the tuple beforethe
deleteoperationand settingits OP columnto “delete'. In
all thethreecasesthevalueof the TS columnfor the new
tupleis setto thetime of theoperation.

To recover the stateof T attimet, we needto generate

the“snapshot’of T attimet. Thisis achiered by de ning
aview TT overthebacklogtableTP:

T Ppc, c, t
t TP tTS t tOP 'delete’
r TPsttP rP rTS t rTS tTS

Theschemdor T' isidenticalto T. T containsat most
onetuple from TP for every distinctprimary key valueP.
Amongagroupof tuplesin T? having anidenticalprimary
key value,theselecteduplet is theonethatwascreatedat
or beforetimet, is notadeletedtuple,andthereis no other
tupler having the sameprimarykey valuethatwascreated
ator beforetimet but whosecreationtimeis laterthanthat
of t.

3.3.2 Interval stampedOrganization

In thisorganizationtheendtime (TE) of atupleis explicitly
storedin additionto thestarttime (TS. Thus,thecombina-
tion of TSand TE for a tuple givesthetime periodduring
which thetuplewasalive. A null valueof TE is treatedas
currenttime. The operationeld (OP) is nolongerneces-
sary

Whena new tuplet is insertedinto T, theinserttrigger
alsoaddst to TP, settingits TE columnto null. Whena
tuplet T is updatedthe updatetrigger searchesor the
tupleb TPsuchthatoP tP bTE nullandsetsb TE
to the currenttime. Additionally, thetriggerinsertsa copy
of t into T? with updatedvaluesandits TE columnsetto
null. Whena tuplet is deletedfrom T, the deletetrigger
searchegor b TP suchthatbP tP bTE null and
setsb TEto thecurrenttime.

3.3.3 Indexing

We proposéwo stratejiesfor indexing abacklogtableTP:

1. Eager Index is keptfreshandupdatedevery time TP
is updated.

2. Lazy Index is createdafreshatthetime of audit. Oth-
erwise, TP is keptunindeced.

The adwantageof the eagerstratey is thatthereis no la-
teng atthetime of auditdueto thetime neededo build the
index. However, anupdateduringnormalqueryprocessing
is burdenedwith the additional overheadof updatingthe
index. Thetrade-of is reversedn thelazy stratey.

We canalsochoosevhich columnsareindexed. We can
index theprimarykey. We canalsocreateacompositendex
consistingof the primary key concatenatedith the times-
tamp. We explore the performancedrade-ofs in managing
backlogtablesin Section5.

4 Algorithms

Theauditqueryis generatedh two steps:

1. StaticAnalysis Selectcandidatequeries(i.e., poten-
tially suspiciougjueries¥rom thequerylog.

2. Audit Query Geneation: Augmentevery candidate
guerywith informationfrom the auditexpressionand
combinetheminto anauditquerythatunionstheirout-
put.

4.1 Static Analysis

For agivenauditexpressiom, somequerieswill bejudged
asnon-candidategndexcludedimmediately We usefour
statictests, explainednext. The querylog is indexed to
makethesetestsfast.

The rst is by comparingheattributenameswith audit
columnsCqa, we simply checkwhetherCq ~ Coa. The
secondestchecksvhetherthetimestampf queryQ is out
of rangewith respectto the audit interval in the during
clauseof A. The third test checkswhetherthe purpose-
recipientpair of Q matchesary of the purpose-recipient
pairs speci ed in the otherthan clauseof A. Finally, we
caneliminatesomequeriesby checkingfor contradictions
betweerthepredicate®y andP,, suchasPy  age 40
andPy, age 20. Thisclassof testsis aninstanceof
the constraintsatisfactionproblem,for which mary solu-
tion techniquesreavailable[6].

4.2 Audit Query Generation

At the end of static analysis,we have a setof candidate
queriesQ Q1 Qn that are potentially suspicious
with respecto the auditexpressionA. We augmentevery
Qi with informationin A, producinganothemqueryAQ; de-
ned againstthe view of the backlogdatabaset time t;,
wheret; is the timestampof Q; asrecordedin the query
log. If we wereto executetheseAQ; queries,thosewith
non-emptyresultswill comprisethe exactsetof suspicious
gueries. However, to increaseopportunitesfor optimiza-
tion, all AQ; arecombinedinto oneauditquery AQ whose
outputis theunionof theoutputof theindividual AQ;. This
auditqueryis the onethatis executedagainsthe backlog
database.

To simplify exposition,we will assumenenceforththat
Q hasonly onequeryQ anddiscusshaow it is transformed



/I Qisasimpleselection query over asingletable T, executedat time't.
/I Alis an audit expression over the sametable T.

1) createan empty QGM for the audit query AQ

2) add Qto AQ

3) add Ato AQ

4) rewrite A to range over theresult of Q instead of T
5) replaceA’s audit list withid Q

6) replaceT with theview T!

Figure2: Audit querygeneratiorior simpleselections

into anauditqueryAQ. Ourimplementatiormakesuseof

the Query GraphModel (QGM) to manipulateQ andA to

generaté\Q.! To avoid QGM diagramsrom becomingun-

wieldy, we will abbreriate columnnamesFor ourexample
schemaeproduceddelow, the abbreiated columnnames
usedin the gures areindicatedin boldletters:

Customer (cid, name, address, phone, zip, contact)
Treatment (pcid, rcid, did, disease, duration, date)
Doctor (did, name)

4.3 Simple Selections

Consider rst the simple caseof a candidatequery Q in-

volving a selectionover a singlebasetable T andthe audit
expressionA over the sametable. This caseis a special
caseof the upcomingSPJqueries.However, we presenit

for pedagogicateasons.

Lemmal Let T bea basetable of our databaseD. Let
A DPco, Spa T be an audit expressionand let Q
Pcy Spy T be a candidatequery Q is suspiciouswith
respecto Aif andonlyif sp, Sk T 0.

Proof Fromthe upcomingTheorem2, by substitutingT
for T, andignoringthe non-&isting R andS.

Thus, given that query Q has passedthe static anal-
ysis, we needto check whetherthe combinedselection
Sp, Sp, T is emptyor not, which is what Figure2 im-
plementsusingthe QGM representationWe illustratethe
auditquerygeneratioralgorithmusingthefollowing exam-
ple.

Example6 CandidatequeryQ: Retrieve all customersn
ZIP code95120.

select *
from Customer
where  zip='95120'

Audit expressionA: Find queriesthathave accessedl-
ice'snameandaddress.

1QGM [12] isagraphical representation that captures the semantics of
queries and provides convenient data structures for transforming a query
into equivalent forms. QGM is composed of entities portrayed as boxes
and rel ationshipsamong entities portrayed aslines between boxes. Entities
can be operators such as table, select, group, union, etc. Lines between
operators represent quantifi ers that feed an operator by ranging over the
output of the other operator.

c,nah,z o

Select :=
z ='95120’

Audit expression :=
n = ‘Alice’

Customer

(a) After Line 3 in Figure 2

Audit expression:=
n = Alice’

c,nahzo

Select :=

ts< and

op <> delete’ and
not(C5)

Exists :=
C4ts< and
C3.c=C4.cand
C4.ts > C3.ts

Cc3

View of Customer table at time

Customer_backlog

o

(b) After Line6in Figure 2

Figure3: QGM for Exampleb (simpleselection)

audit name, address
from Customer
where name=‘Alice

Figure 3(a) shaws the state of the QGM graph after
Line 3. A new QGM structurefor the auditquery AQ has
beencreatedandboththe candidatequeryQ andthe audit
expressiom have beenaddedo AQ. Figure3(b)shavsthe
stateof QGM afterLine 6. Line 4 haschangedheauditex-
pressiors quanti er (rangevariable)C, from rangingover
the Customettableto rangingover the resultof the query
Q. As partof this transformationgachcolumnreferenced
by C, is changedo referencea columnof Q's output. If
a columnreferencedoy C; is not in the outputof Q, it is
propagatedip from the Customertableto be includedin
theQ'sselectist. Line 5 replacesheauditlist with Q'sid:
Q1. Finally, Line 6 replaceghe Custometablewith aview
of the Custometableattimet whenQ completed.

4.4 SPJQueries

Considemow the casewhenthe candidatequeryaswell as
the audit expressioncontainjoins in the WHERE clauses.



1) createan empty QGM for the audit query AQ

2) add Qto AQ

3) add Ato AQ

4) rewrite A to additionally range over the result of Q with quantifi er x

5) for eachquantifi er r in AwhichisoveratableT asoin Q
6) substitute xin placeof r in A
7) replaceA’s audit list withid Q

8) replaceevery table T referenced in AQ with T!.

Figure4: Audit querygeneratiorwhenboththe candidate
gueryandtheauditexpressiorcontainjoins

Theauditlist maycontaincolumnsfrom multipletablesand
thejoin conditionin the candidatequery may be different
from theonein theauditexpression.

Theorem2 AcandidateSPJqueryQ pc, sp, T R
is suspiciouswith respectto an audit expression A
Pcos SPa T S if andonlyif

Sp, SpQ T R S 0

Proof Accordingto our De nition 7, we have

sup QA m 7stindmQ ind mA
m Tr R s Sst
Po mr Prn ms
m Tr R s Sst
mrs sp,Sp, 7T R S

SpASpQ‘T R S 0

Figure4 givesthe algorithm. Note thatanauditexpres-
sion A may have multiple quanti ers, only somesubsef
which mayrangeover a tablethatalsoappearsn queryQ.
Thesearethe only onesfor which A is madeto rangeover
theresultof the query(Lines5-6). For others,A continues
to rangeover theoriginaltables.We illustratethealgorithm
usingthefollowing example.

Example7 CandidatgueryQ: Findall diseasetreatecby
doctorPhil.

select T.disease
from Treatment T, Doctor D
where T.did = D.did and D.name = * Phil’

Audit expressionA: Find queriesthat have disclosedthe
diseasesf Alice.

audit T.disease
from Customer C, Treatment T
where C.cid = T.pcid and C.name = ‘Alice’

Figure 5(a) shaws the initial QGM (after Line 3) and
Figure 5(b) showns the nal QGM (after Line 7). In the
nal QGM, the audit expressionrangesover the result of
thequeryandthenjoins theresultswith the Custometable
sinceCustomemonly appearsn the auditexpression.

Ts Ts

select := audit expression :=
T.i=D.d and C.c=T.pand

D.m = Phil’ C.n = Alice’

p.r,i,s,ut

Treatment Doctor Customer

(a) After Line3inFigure 4

\Qlﬂ
audit expression :=

C.c=X.p and
C.n = Alice’

select :=
T.i=D.d and

D.m = Phil
T D
p,r,i,s,u,t‘ d,m‘
Treatment ‘ Doctor ‘ Customer

(b) After Line 7 in Figure 4

Figure5: QGM for Example? (join)

4.5 Aggregation

To determinef anaggr@atequerywithoutahaving clause
is suspiciousaggreatefunctionsaresimplyremo/edalong
with the group by clause.Columnspreviously referenced
by aggr@ate functionsare addedto the selectlist of the
query TheresultingSPJqueryis thenhandledusingthe
algorithmgivenin Figure4.

If the aggr@atequery however, additionallycontainsa
having clause the predicatethereinmight have eliminated
the dataspeci ed by the audit expressionfrom the query
result. Simply remaving the having clausecanthusleadto
falsepositives. Thislimitationis overcomeby thealgorithm
givenin Figure6, whichis basedntheupcomingtheorem.

Recallthatthe generaform of sucha queryis givenby
Eq.(6): Q Smy goy%go Sk, I R By Eq.(7), the
grouptableG  ghyGigg Sr, T R . Asalwaystheaudit
expressionsA  Pc,, Sp, I S .



/I The QGM of an aggregate query Q that
includeshaving isatriplet (Qs Qg Qn):

Il Qs isthe SPJ part of Q,
/I Qq contains aggregationsranging over Qs, and
/I Qn isaselection over Qq representing having.

1) createan empty QGM for the audit query AQ

2) add Qto AQ

3) add Ato AQ

4) rewrite A to additionally range over the result of Qs with quantifi er x

5) for eachquantifi er r in Awhichisover atableT alsoin Q
6) substitute xin placeof r in A

7) replacethe audit list of Awith the grouping columnsof Qg
8) createanew empty select box B and add it to AQ

9) add Qp, Aasinputsto B

10)join inputs of B on grouping columnsfrom Qp and A
11)replaceP B withid Q

12)replaceevery table T; referencedin AQ
with its backlog counterpart T! at timet.

Figure 6: Audit query generatiornfor an aggrgatequery
containinghaving

Theorem3 A candidatequery Q with aggregation and
having is suspiciouswith respecto an audit expressionA
if andonly if

SPy, Shy Skg SpQ T R G S )] (10)
Proof From Obsenation 3, the query Q hasthe samein-
dispensabléuplesasthe SPJqueryQ below:

Q ECQ Shy Sk Sk T R G

Then,from Theoren? we have thatQ is suspiciousf and
onlyif Eq.(10)holds.

An aggregatequerywith ahaving clausecanbeviewed
asconsistingof threeparts: Qs, Qg, andQy,. The rst part,
Qs, ignoresgroupingand aggr@ationand nds thetuples
qualifying the WHERE clause.Groupingandaggr@ations
arethenappliedto thisresultin Qq. Finally, ary predicates
ongroupsareappliedusinga selectioroperatomover there-
sultof groupingandaggr@ationin Q. A new selectboxis
createcbnLine 8in Figure6. Thisoperatoljoinsthetuples
emanatingrom Qy, with thosefrom A to ensurethatthese
A tupleswerenot all Iltered out by the having predicates
in Qn. We illustratethe algorithmwith Example8.

Example8 CandidateueryQ: Computeheaveragereat-
ment duration groupedby diseaseand the doctor per
forming the treatmenffor treatmentsvhich were between
01/01/2001and31/12/200%aving a minimumduration
100.

select D.name, T.disease, avg(T.duration)

from Doctor D, Treatment T

where T.date between'01/01/2001’ and *31/12/2003'
and D.did = T.did

group by D.name, T.disease

having min (T.duration) 100

Audit expressionA: Find queriesthathave accessethe
diseaseand treatmentdurationof patientswho have dia-
betesandlivein ZIP code95120.

audit T.disease, T.duration
from Customer C, Treatment T
where C.cid = T.pcid and C.zip = 95120’

and T.disease = ‘diabetes’

The QGM for the candidatequery Q in Example8 in-
tegratedwith the auditexpressionis shovn in Figure7(a).
Figure 7(b) shaws the audit query The selectbox B en-
suresthatthe groupsformedby the groupingoperatorthat
survivedthe having predicatematchthe auditexpressions
data.

5 Performance

This sectionpresentsthe resultsof performanceexperi-
mentsfrom a DB2 implementationof our auditing solu-
tion. Speci cally, we studythe overheadmposedon nor-
mal queryprocessingandthe costof conductingaudits.

Experimentswere performedon an IBM Intellistation
M Pro 6868 having an 800 MHz Pentiumlll processar
512 MB of memory and a 16.9 GB disk drive, and run-
ning Windows 2000Version5.00.2195ervicepack4. The
samemachinewasusedto hostdataaswell asbacklogta-
blesandto run audits. The DBMS usedwas DB2 UDB
Version7 with defaultsettings We would have liked to use
real-life querylogsanddatatables but no suchdatasetvas
available. We thereforeperformedour experimentson the
Suppliertableof the TPC-H databas§l5], usingsynthetic
workload. Theresultsbelov give the averagewarmperfor
mancenumbers.

We reportresultsfor time stampedas well as interval
stampedrganization®f the backlogtables. We consider
three cases: no index, simple index on the supplier key
SKEY andcompositéndex on SKEYandstarttime TS We
explorebotheagerandlazy stratgiesfor updatingindices.

We will write SupplieP to referto the Supplierbacklog
table. In the performanca@raphs,TS (IS) denoteghetime
stampedinterval stampedprganization.

5.1 Burden on Normal Query Processing

We performedthe following experimentto studythe over
headof maintainingoacklogtables. TheSuppliertablecon-
tained100,000tuplesand SupplieP startedwith a copy of
every Suppliertuple. An SQL updatestatemenupdated
every Suppliertuple, resultingin the creationof a new ver
sion of every supplierin SupplieP. Forty nine suchup-
datestatementsvereexecuted eachadding100,000tuples
to SupplieP that nally endedup having fty versionsof
every supplierand a total of 5 million tuples. Indicesof
SupplieP wereupdatedeagerly

The updateoperationon the Supplier table took 5.2
minutesto completewhenperformedunburdenedwith the
maintenancef SupplieP. Thistime essentiallyconsistsof
sequentiallyreadingthe Suppliertuplesand writing them
backafter updatingone of the values. Figure 8 shavs the



Qh

.

select :=
mu < 100

—

n,d,avg(u) as au, min(u) as mu ‘

group :=n,d

Ts, T.u

audit expression :=
C.c=T.pand

C.z ='95120"' and
T.s = diabetes’

D.n, T.d, T.u

select :=
T.t between '01/01/01' and '31/12/03' and
D.d=T.i

Qs

p,r,i,s,u,t‘ c,n,a,h,z,o‘

Doctor

Treatment ‘ Customer ‘

(a) After Line3in Figure 6

[or]

select :=
B V1.m=V2.m and V1.s=V2.s

m, s, au

V2
select :=

mu < 100

v

m,s,avg(u) as au, min(u) as mu ‘

group := audit expression :=
m, s C.c=X.pand
C.z="95120" and
X.s = diabetes’

D.m, T.p, T.s, T.u

select :=
T.d between '01/01/01"' and '31/12/03"
and D.d=T.i

D T

d,m‘ p,r,i,s,u,t‘ c,n,a,h,z,o‘

Doctor ‘

Treatment ‘ Customer ‘

(b) After Line11in Figure 6

Figure7: QGM for Example8 (aggr@ation)

total time takenby the successie updateoperationsvhen
the additionaltime spentby the databasesystemon ring
theupdateriggersandtheresultanbperation®n SupplieP
wasalsoincluded.

With the time stampedorganizationthe updatetrigger
simply addsa new tuple to SupplieP correspondindo ev-
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Figure8: Costof maintainingbacklogtables.

eryupdatediatatuple. Thereforeywhenthereis noindex on
SupplieP, the overheadexperiencedy successie updates
remainsfairly constant.Whenthereis anindex on SKEY
the overheads abit largerdueto additionalindex updates,
andthis overheadncreases little for thelaterupdatede-
causehesizeof theindex grows. The compositeéndex on
SKEY and TS olviously hasa somevhat larger overhead
thanthesimpleindex.

For equivalent operationwith the interval stampedor-
ganizationthe updatetrigger rst locatesthe mostrecent
versionof the tuple, updatedts endtime, andthenaddsa
new currenttuple. Unfortunately the costof locatingthe
mostrecentversionbecomeprohibitively largewhenthere
is noindex; henceit is notshavn in the gure. Evenwhen
thereis anindex on SKEY, all theversionf atupleneedo
be broughtinto memoryto selectthe mostrecentof them.
If differentversionof asupplierdo notremainclusteredn
thesamepagg(whichwefoundto bethecasesvenwhenwe
hada clusteredndex on SKEY), the numberof pagefaults
increasesvith the numberof versionsresultingin a rapid
degradationof performance.Having the additionalindex
on TSdoesnothelpin cuttingdown the numberof versions
thatareexaminedbeforethe mostrecentoneis found. On
theotherhand theoverheadncreasesomevhatdueto ad-
ditionalindex updatesanda largerindex.

It is veryfastto sequentiallyupdateall thetuplesof ata-
blein DB2. Thus,updatingall thetuplesof the Supplierta-
ble with backlogmaintenancesingthetime stampedrga-
nizationis aboutlOtimesslowerthanwithoutmaintenance.
We next performedanotherexperimentin which only one
Suppliertuple was updated. SupplieP had 25 versionsof
every tuplein this experiment. The costof an updateto a
singletuple with backlogmaintenanc&asnow on average
3 timesthe costof the sameupdatewithout maintenance
whenusingthe simpleindex, and3.7 timeswhenusingthe
compositandex.

We notethatin mostof the installations,there are far
morereadquerieghanupdateoperationsUpdatesreoften
batchedand performedwhile the systemis undera light
load. Thereadqueriesn our auditsystendo notincur ary
overheadeyondloggingthequerystring(whichis arnyway
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Figure10: Executiontime of anauditquery

donein mary installations).

5.2 Eagervs. Lazy Indexing

It is clearfrom thediscussiorin theprevioussectiorthatthe
lazyindexing is notaviable optionfor theinterval stamped
organization. However, the overheadof eagerlyupdating
theindicescanbeavoidedin thetime stampedrganization
by building themasneededat the time of audit. Figure9
shavsthetime neededo build indicesfrom scratchwith an
initial setof 100,000suppliersin SupplieP, while increas-
ing thenumberof versionsof eachsupplier Theresultsare
shavn bothfor asimpleindex on SKEYandfor acomposite
index on SKEYandTS

We seethattheindex constructiortimesaresuchthatit
would be acceptableéo adoptthe lazy stratgy andstrictly
createndicesat audittime.

5.3 Performanceof Audit

We studytheauditperformancdy measuringheexecution
time of simpleauditqueries.The auditexpressions of the
form:

during tytoty
audit namefrom Supplier where skey = k

We setbotht; andt, to thetime whenthe initial versions
of the Suppliertupleswere created.Thevalueof k is ran-
domly setto oneof thevaluesof SKEYpresenin the Sup-
plier table. We assumehatstaticanalysishasyieldedone
candidatejuery:select* from Supplier

We considetbothtime stampedandinterval stampedr-
ganizationswith simpleaswell ascompositeéndices.Fig-
ures10shavstheresults.

Both the time stampedandinterval stampedorganiza-
tionsbene tagreatdealfrom thecompositéndex on SKEY
and TS asthe numberof versionsbecomedarge. When
thereis anindex only on SKEY thequeryplan rst selects
all versionsof a tuple with the matchingsupplierkey and
then selectsthe correctversionamongstthe matchingtu-
ples. Theseversionsmight resideon differentdisk pages
andcausepagefaultsasSupplieP becomesarge. Thecom-
positeindex avoidsthis problem.

We also seethat with few versionsof a tuple, the in-
tenal stampedorganizationhasa slight performancead-
vantageput losesthis advantageasthe numberof versions
increases. The interval stampedorganizationrequiresan
extra timestampattributeto recordthe endtime of validity
of atuple. Thelargertuplesizeresultsin more pagefaults
asthe numberof versiongncreasesandthustheimpactof
thelargersizeoutweighsthe bene t of the simplerinterval
stampedcomputationover the time stampedorganization
thatrequiresajoin.

5.4 TakeAways

Thecompositéndex ontheprimarykey andstarttime pays
large dividendover anindex only onthe primarykey atthe
time of audit, althoughit putsa slightly larger burdenon
updatesf theindicesareupdateceagerly

Theinterval stampedrganizatiorhasa slightadvantage
overthetime stampearganizatioratthetime of auditif the
numberof versionds small. However, thelazy strateyy for
updatingindicescannotbe usedwith the interval stamped
organizationand eagerupdatingbecomegjuite expensve
asthenumberof versionancreasesOverall,theuseof time
stampedrganizatioralongwith thelazy strategy for updat-
ing indicesis recommended-owever, theeagerstratgy is
alsonottoo burdensoméor thetime stampedrganization.

The systemsupportsef cient auditingwithout substan-
tially burdeningnormalqueryprocessingasks.

6 RelatedWork

Closelyrelatedto complianceis the privag/ principle of
limited disclosue, which meansthat the databaseshould
not communicateprivateinformation outsidethe database
for reason®therthanthosefor whichthereis consenfrom
the datasubject[2, 10]. Clearly the two are complimen-
tary. The principleof limited disclosurecomesinto play at
thetime a queryis executedagainsthe databasewhereas
demonstratingcomplianceis postfacto andis concerned
with shaving that usageof the databasendeedobsenred
limited disclosurdn every queryexecution.



Oracle [11] offers a " ne-grained auditing” function
wheretheadministratocanspecifythatreadqueriesareto
beloggedif they accesspeci edtables.This functionlogs
varioususercontet dataalongwith the queryissued,the
time it wasissued,and othersystemparametersncluding
the “systemchangenumber”. Oraclealsosupports' ash-
backqgueries"wherebythe stateof the databaseanbere-
vertedto the stateimplied by a given systemchangenum-
ber A loggedquerycanthenbererunasif the database
wasin thatstateto determinewvhatdatawasrevealedwhen
the querywasoriginally run. Theredoesnot appearto be
ary auditingfacility wherebyanauditpredicatecanbepro-
cessedo discorerwhichqueriedisclosedlataspeci edby
theauditexpressionInsteadOracleseemdgo offer thetem-
poraldatabasé¢ ashbackqueries)andquerylogging ( ne-
grainedauditing) componentdargely independenof each
other

The problemof matchinga query againstan audit ex-
pressionbearsresemblancdo the problem of predicate
locking [7] thattestsif the predicatesassociatedvith two
lock requestaremutuallysatis able.Besidedbeingexpen-
sive, thistestcanleadto falsepositiveswhenappliedto the
auditingproblem.Relatedwork alsoincludestheliterature
on queryprocessingver views that containsthe notion of
augmentinga userquerywith predicateslerived from the
view de nition [13]. Also relateds thework onoptimizing
agroupof queriege.g. [4, 14]) thatcanbe pro tably used
by our systento acceleratéhe executionof auditqueries.

7 Summary

We identi ed the problemof verifying whethera database
systemis complying with its data disclosure policies
throughauditing. Giventhe accelerategaceat which leg-
islationsare beingintroducedto govern datamanagement
practicesthis problemrepresents signi cant opportunity
for databaseesearchWe formalizedthe problemthrough
the fundamentalconceptsof indispensabilityand suspi-
ciousnessAdditional contributionsincludea carefullyde-
signedandimplementedystenthatmeetshedesigngoals
identi ed in theintroduction:

Convenient: The audit expressionlanguageusedby
our systemreuseghe familiar SQL syntax,providing
afamiliar, declaratve andexpressie meandor speci-
fying thedatawhosedisclosurds subjectto review.
Fine-grained: The audit expressionanguageallows
theauditorto specifyevenasingle eld of arecordas
subjectfor review.

Fast and preciseaudits: Our systemcombinesthe
auditexpressiorwith loggedqueriesinto an SQL au-
dit querywhichexaminesonly the speci c dataneces-
saryto determinesuspiciousnessGuidedby our im-
plementatiorand experimentationwith variousback-
logging andindexing stratgies, we proposedsystem
structurego supportef cient auditqueryexecution.
Non-disruptive: Our systemimposesonly a small
burdenon the executionof mostqueries.Ratherthan
loggingqueryresultsor thetuplesaccessetly aquery

it logsthe querystrings. While updateoperationge-
guire someadditionalbacklogdatabasenaintenance,
the predominantread queriesare processedvithout
ary furtherencumbrance.

We consideredimodelof datadisclosuren which what
aquerierlearnsis restrictedo theinformationgainedfrom
thecurrentqueryassuminghequerierdoesnot possesary
outsideknowledge. It would beinterestingto seehow our
frameavork could be extendedto supportmore adwersarial
disclosurescenarios.Otherremainingwork includeshow
schemaevolution canbe gracefullyaccommodateth the
auditsystem.Finally, we feel it would be bene cial to the
communityto developa setof comprehense benchmarks
for measuringindtestingtheeffectivenesandperformance
of ary databasauditingproposal.
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