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Administrivia

- Homework 5c due tonight!
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Software Engineering (SE) at CMU

17-214: Code-level design

— Extensibility, reuse, concurrency, functional correctness

e 17-313: Human aspects of software development

— Requirements, teamwork, scalability, security, scheduling, costs, risks,
business models

e 17-413 Practicum, 17-415 Seminar, Internship

e Various courses on requirements, architecture, software
analysis, SE for startups, etc.

e SE Minor: http://isri.cmmu.edu/education/undergrad
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http://isri.cmu.edu/education/undergrad/

Major topics in 17-313 (Foundations of SE)

e Process considerations for software development

e Requirements elicitation, documentation, and evaluation
e Design for quality attributes

e Strategies for quality assurance

e Empirical methods in software engineering

e Time and team management

o Software engineering meets machine learning

e Economics of software development

®
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Today: Software engineering in practice

e Software engineering for robotics
e Software testing for robotics
 Robot Operating System
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Robotic systems are an increasingly important part of our lives
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How a Self-Driving Uber

Killed a Pedestrian in Arizona

By TROY GRIGGS and DAISUKE WAKABAYASHI  UPDATED MARCH 21, 2018

A woman was struck and killed on Sunday night by an
autonomous car operated by Uber in Tempe, Ariz. It was believed
to be the first pedestrian death associated with self-driving

technology.

What We Know About the Accident

\

Body seen
in this area

strik while walking
her bike across the "+ &5
Street somewhere in

this'area. ~= The self-driving Uber
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& g \ i 'was traveling north at
- about 40 m.p.h.
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https://www.nytimes.com/interactive/2018/03/20/us/self-driving-uber-pedestrian-killed.html?mtrref=www.google.com&assetType=REGIWALL
https://www.bbc.com/news/business-50312340
https://www.bbc.com/news/technology-44243118
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Uber in fatal crash had safety flaws say
US investigators

@© 6 November 2019 f © ¥ [ <« shae

REUTERS

An Uber self-driving test vehicle that hit and killed a woman in 2018 had
software problems, according to US safety investigators.

Elaine Herzberg, 49, was hit by the car as she was crossing a road in Tempe,
Arizona.

The US National Transportation Safety Board (NTSB) found the car failed to identify
her properly as a pedestrian.

The detailed findings raised a series of safety issues but did not determine the
probable cause of the accident.
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Bk Bloomberg « A year after the first 737 Max crash,

L] L
e it's unclear when the plane will fly
Boeing’s 737 Max Software Outsourced to aaain
$9-an-Hour Engineers 9
By Peter Robison Two crashes of Boeing's 737 Max 8 killed 346 people, and
June 28, 2019, 4:46 PM EDT " . : : .
authorities are blaming Boeing's design, a faulty sensor and airline
P Flepemakerand sppliers tsed lowsssalddemparary Workers staff. Plus: Everything you need to know about the plane.
» Engineers feared the practice meant code wasn’t done right
ﬂ Kent German i’ November 1, 2019 9:01 AM PDT p @

— e 4

e —

How the Boeing 737 Max Disaster
Looks to a Software Developer

Design shortcuts meant to make a new plane
seem like an old, familiar one are to blame

By Gregory Travis

The cockpit of a grounded 737 Max 8 aircraft. Photographer: Dimas The VieWS expressed here are SOlely those Of the allthor Gnd do
not represent positions of IEEE Spectrum or the IEEE.

It remains the mystery at the hea
crisis: how a company renowned
made seemingly basic software i
deadly crashes. Longtime Boeing
was complicated by a push to ou
contractors.

The Max software -- plagued by i
planes grounded months longer
week revealed a new flaw - was ¢
was laying off experienced engin
suppliers to cut costs.

d killing 346 people.

737 Max 8 that killed 346 people, Boeing is facing
s newest and most critical aircraft models. The
nd the world, and the Federal Aviation

https://spectrum.ieee.org/aerospace/aviation/how-the-boeing-7
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How would you develop software for a delivery robot?

What are the requirements of your system?

Who are your stakeholders?

What software components might you need?

How do you safely glue together those components?
What assumptions are you making?

Robots will deliver food and drinks to
George Mason University students

The college taps ground drone startup Starship Technologies to make snack runs

Amazon delivery robots are officially on the
streets of California

By Sean O'Kane | @ Amazon has robots on the streets. It's a good bet urban delivery will never be the same.

| Jan 22, 2019, 5:07pm EST

[rem—r
Downloads: Tech Pro Research: Using Tech to Make Shopping Easier and More
Enjoyabls

f W (7 sHare

RECOMMENDED FOR YOU

Dontt let your business burn you
out

"MORE FROM GREG NICHOLS

Roboics
Stimmed down robot stalks stores.
stocks shelves

Artiicil Intelligence

Why business Leaders are short
sighted on Al

Robots
E Ruonomous obots s dorm
Gty minchioson camps
movaton
E i et s st ecome

N B 20205 tech powerhouse
NewsLETTERS
EXECUTIVE GUIDE. ZDNet Week in Review - US

European startup Starship Technologies is bringing its six-wheeled delivery robots to a Amazon has officially rolled out its last-mile delivery robots in w ) A weekly summary of the news that matters in
college campus in Virginia. The company announced Monday that George Mason University aSouthem California testbed, Called Scolt, the delivery fobot - siness technology.

RE——— - (kS e BaIEct 1904 et R Grlore QaIersT b is designed to autonomously ferry parcels from urban )
Wwill allow students to use their meal plans to have select food and drink orders delivered by distribution points to Amazon Prime customers, removing the /[\
the robots need for vans and cars in last-mile delivery. T, ?\ |

D
. . . . g RSN & s

Starship says it's providing George Mason with at least 25 robots, and orders from Blaze SEE‘Auiongmoyis Velicles snd the etaipriae T ——

: i . (ZDNet/TechRepublic special feature) | Download the free S s
Pizza, Starbucks, and Dunkin’ will be available at the start. More will be added in the . . Everything humans need

PDF version (TechRepublic) toknow RECOMMENDED FORYOU

“coming weeks,” and each order will cost $1.99 extra.

ps://tribly " . ing-to-pi

https://www.theverge.com/2019/1/22/18193391/robots-delivery-georg e e

ps; dnet.com/articl delivery-rob ficially-on-th f-california/
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Sidewalk delivery robots coming to Pitt this
fall

TRIB
LIVE

MATTMAIELLI | Monday

ttsburgh plan to deploy a fleet of o obats in Oakland to

The sidewalks in Oakland may soon be getting even

more crowded. EMAIL NEWSLETTERS &

. : : TribLIVE's Daily and Weekl I

The University of Pittsburgh and Starship babel Bl 1L
) ) newsletters deliver the news you

Technologies, a robotics company that makes 50- wantand information you need,

pound robots resembling coolers on wheels, plan right to your inbox.

to launch a delivery service this year.

“We are working with the city and our Oakland neighbors toward a launch later this
fall,” Pitt spokesman Kevin Zwick said in an email.

Afleet of about 25 robots will be programmed to travel on Pitt's campus carrying
groceries, take-out meals and packages.

The Oakland Planning and Development Corporation discussed bringing
automated delivery robots to the neighborhood during an August meeting. David
Catania, Starship’s head of government affairs, reported then that the robots
would operate in a similar manner to other universities.
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Robotics software engineering is all about integration

B C R 75+ amazon

webservices

....... p 3/Python-I svg/1024px-Python-log SvE.pn
com/isoc pp_logo.png
ikimedia. ikipedi Lisplogo.pn
10.bi m/s-7gave/p i ys3-0bl_2-600_12570. .1280.1280jpgPc=2
https://www.engadget.com/2014/12/31/oroginal-kinect-discontinued/
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https://upload.wikimedia.org/wikipedia/commons/thumb/c/c3/Python-logo-notext.svg/1024px-Python-logo-notext.svg.png
https://raw.githubusercontent.com/isocpp/logos/master/cpp_logo.png
https://upload.wikimedia.org/wikipedia/commons/f/f4/Lisplogo.png
https://cdn10.bigcommerce.com/s-7gavg/products/104/images/5166/Nexys3-obl_2-600__12570.1536184396.1280.1280.jpg?c=2

Metrics of software quality, i.e., design goals

Functional
correctness

Adherence of implementation to the specifications

Robustness
Flexibility
Reusability
Efficiency
Scalability

Security

17-214

Ability to handle anomalous events

Ability to accommodate changes in specifications

Ability to be reused in another application

Satisfaction of speed and storage requirements

Ability to serve as the basis of a larger version of the application

Level of consideration of application security

Source: Braude, Bernstein,
Software Engineering. Wiley
2011

o
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Today: Software engineering in practice

e Software engineering for robotics
e Software testing for robotics
 Robot Operating System

[ ]
17-214 12 e
RESEARCH



Could we have prevented this bug?

L ArduPilot / ardupilot @Watch~ 577 % Unstar 2,833

<> Code Issues 871 Pull requests 168 Projects 6 Wiki Insights

Plane: don't flare due to crash detection unless crash detection enabled

this fixes the issue in this bug report:

http://discuss.ardupilot.org/t/auto-landing-bug-crash-with-3d-video-and-logs-ardupilot-3-6-0

¥ master (#3

© Copter-3.5.2 ... APMrov

mtridge committed on Aug 22, 2016 1 parent 68dfe42  commit cbbc4d6774741132762dbf2b5364ac?
Showing 1 changed file with 1 addition and 1 deletion.

2 mm ArduPlane/landing.cpp

flight_stage == AP_SpdHgtControl::FLIGHT_LAND_PREFLARE);
1 below_flare_alt = (height <= g.land_flare_alt);
1 below_flare_sec = (aparm.land_flare_sec > 0 & height <= auto_state.sink_rate * aparm.land_flare_sec
1 probably crashed = (fabsf(auto_state.sink_rate) < ©.2f & !is _flying());

1 probably crashed = (g.crash_detection_enable &% fabsf(auto_state.sink_rate) < 0.2f & !is_flying());
if ((on_approach_stage && below_flare_alt) ||
(on_approach_stage && below_flare_sec && (auto_state.wp_proportion > 0.5)) ||

B

0 comments on commit cbbc4d6
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http://www.youtube.com/watch?v=Rjjj6DAylsk&t=100
https://www.youtube.com/watch?v=Rjjj6DAylsk

Unit Testing

When is unit testing not enough?
How should we test our robotics software?

[ ]
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Challenges for testing robotics

o It's really expensive! Requires substantial time and resources
e It’s dangerous!

o Test setup complexity

e Unpredictable corner cases

o The “oracle problem” is even harder
o How do we know that the robot did the right thing?
o How do we know that the robot didn’t do a bad thing?

e Cultural and economic issues
o Lack of incentives
o Emphasis on results rather than quality

http://www.thearttheater.org/wp-content/uploads/2015/10/Fantasia-brooms. ipg
https://www.youtube.com/watch?v=3hKgEylk8ks
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Record-and-

Replay Testing

battery/server2
joint_states
|_cart/state/x
|_cart/state/x_desi
|_cart/state/x_err
|_cart/state/xd
|_cart/state/xd_desi

|_forearm_cam/image_rect

narrow_stereo/left/image_rect

power_state
r_cart/state/x
r_cart/state/x_desi
r_cart/state/x_err
r_cart/state/xd
r_cart/state/xd_desi

wide_stereo/left/image_rect_color

wide_stereo/right/image_rect_color

[1293661026.203 |Dec 29 2010 14:17:06.203 [93.601s

https://wiki.ros.org/rxbag

https://www.ros.org/news/2010/03/whats-in-the-box-logging-and-playback-with-rosbag.html

https://20kh6h3g46133ivuea3rxuyu-wpengine.netdna-ssl.com/wp-content/uploads/2019/08/113NMNgKO9ASWOwwOmgWFBQ.png
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amazon mechanicalturk™

J/map_server

move_base

move_base/action_topics

Jrobot_state_publisher

fjoint_states.
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https://wiki.ros.org/rxbag
https://www.ros.org/news/2010/03/whats-in-the-box-logging-and-playback-with-rosbag.html

Robustness Testing (a.k.a. Stress Testing)

Conceptually similar to fuzzing.

NR=C0

EXPERIENCE - EXPERTISE - EXCELLENCE

https://edge-case-research.com/
http://safeautonomy.blogspot.com/2018/07/robustness-testing-of-autonomy-software.html
https://www.nrec.ri.cmu.edu/
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End-to-End Testing: Field Testing

VR g

https://i2.wp.com/agfax. P p 16 jpg?fit=6 3608s51=1
https://cbsnews1.cbsistatic.com/hub/i/2016/05/19/3b64ecc7-3da0-453f-a745-a22f26f7b27c/uatc-car-bridge-16x9-917x516.jpg
ps, u. i ctober/oct14_: ji.shtml
ngin.umich.edu/2018/03, ial-vehicle-outdoor-lab-

P
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https://i2.wp.com/agfax.com/wp-content/uploads/maxresdefault-e1505256365516.jpg?fit=640%2C360&ssl=1
https://cbsnews1.cbsistatic.com/hub/i/2016/05/19/3b64ecc7-3da0-453f-a745-a22f26f7b27c/uatc-car-bridge-16x9-917x516.jpg
https://www.cmu.edu/news/archive/2008/October/oct14_scarabhawaii.shtml

~S350M software bug reproduced in simulation

theguardian

news /opinion /sport /arts /life =

science/ US/ world/ environment/ US politics/ business/ more

Mars
How ExoMars Schiaparelli lander may have
met its fate on Mars

European Space Agency not immediately certain that probe crashed but early data analysis
indicates destructive impact on red planet

The data beamed back from Schiaparelli show that the first five minutes of its descent went flawlessly
Illustration: Reuters

< m

3
000 - -
© This article i 1year old

Hannah Devlin Science correspondent ¥
Thursday 20 October 2016 10.41 EDT

It was supposed to be the first European spacecraft to carry out science on Mars,
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Simulation-based testing: Software-in-the-loop

O

UNREAL

GAZEBO ENGINE

amazon
webservices”

PlayerStage

https://i.ytimg.com/vi/FYi8grwE-zE/maxresdefault.jpg
https://storage.googleapis.com/groundai-web-prod/media%2Fusers%2Fuser_75855%2Fproject_61467%2Fimages%2Fdrone_depth_materials.png
http://playerstage.sourceforge.net/stage/stage.html
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Simulation-based testing: Hardware-in-the-loop

.
.
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https://www.researchgate.net/figure/Typical-Hardware-In-The-Loop-HITL-testbed-configuration-25_figl_331103529
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https://www.researchgate.net/figure/Typical-Hardware-In-The-Loop-HITL-testbed-configuration-25_fig1_331103529
https://blog.jiashen.me/2015/06/30/uav-software-recipes-i-hardward-in-the-loop-simulation/
https://dev.px4.io/v1.9.0/en/simulation/hitl.html
http://vrthegamers.com/x-plane-11-20-patch-adds-native-vr-support/#.XdHZmNFOlhE

Simulation-based testing: Hybrid

-

ENGINE

https://www.orbisprotect.com/empty-warehouse/

17-214
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~50% of bugs can be detected with low-fidelity simulation

Only 1 40/0 of bugs rely

on the presence of physical

hardware
(e.g., lights and sounds)

o
Only 5 /O of bugs require

concurrent events in order
to be triggered

Only 1 O% of bugs

depend upon environmental

factors
(e.g., human arm)

36% of bugs occur

under a particular
configuration

720/0 of bugs can be

triggered using a single form
of discrete input.

89 O/O of bugs occur

during normal operating
conditions

Crashing Simulated Planes is Cheap: Can Simulation Detect Robotics Bugs Early?, Christopher Steven Timperley, Afsoon Afzal, Deborah Katz, Jam Marcos Hernandez, and Claire Le Goues, in
International Conference on Software Testing, Validation and Verification, ICST '18, 2018, pp. 331-342.

17-214
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Today: Software engineering in practice

e Software engineering for robotics
e Software testing for robotics
 Robot Operating System
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Eric Berger and Keenan Wyrobek were PhD students,
working on building a platform for personal robotics

http://www.willowgarage.com/pages/pr2/applications

[ J
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STAIR and the Stanford Al Lab

STAIR: STanford Artificial Intelligence Robot

Artificial Intelligence Laboratory, Computer Science Department, Stanford University

Papers I Data I Sponsors I Contact

Since Its birth In 1956, the Al dream has been to bulld systems that exhibit broad-
spectrum competence and Intelligence. In the STAIR (STanford Al Robot) project, we
are bullding a robot that can navigate home and office environments, pick up and
Interact with objects and tools, and Intelligently converse with and help people in
these environments.

Our single robot platform will integrate methods drawn from all areas of Al, including
machine learning, vision, navigation, manipulation, planning, reasoning, and
speech/natural language processing. This Is In distinct contrast to the 30-year trend
of working on fragmented Al sub-fields, and will be a vehicle for driving research
towards true Integrated Al.

Over the long term, we envislon a single robot that can perform tasks such as:

e Fetch or deliver items around the home or office.

L]

e Tidy up a room, Including picking up and throwing away trash, and using the
dishwasher.

® Prepare meals using a normal kitchen.

® Use tools to assemble a bookshelf.

A robot capable of these tasks will revolutionize home and office automation, and have important applications
ranging from home assistants to elderly care. However, carrying out such tasks will require significant
advances In Integrating learning, manipulation, perception, spoken dialog, and reasoning.

http://stair.stanford.edu
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Robotics had a code reuse problem

potics -
Ogesgarch Keeps

Re-Inventing
the lWheel

Fir‘s
¥ S
Dub115h:g??ne {j/
—
£ ~

“y

-..a paper with
a proof-of-
concept robot-

.+».and they write
code that barely
works but lets
them publish...

¢

But inevitably-
time runs out...

< oovoltiot
Co(oliovil

-..and countless
sleepless nights
are spent
writing code
from scratch.

So. a grandiose
plan is formed
to write a new
software API...

17-214

This prompts
another lab to
try to build on
this result...

-..but they can't
get any details
on the software
used to make it

work...

‘...and all the
code used by
previous lab

members is a mess-.

Reinventing the Wheel
New Research

Enough of This

Hopkins
CMU
KAIST
DART-KIIT
NEDO
Stanford
Honda
NASA

A slide from the original pitch!

https://www.theconstructsim.com/history-ros,
https://spectrum.ieee.org/automaton/robotics/robotics-software/the-origin-story-of-ros-the-linux-of-robotics

27 SOFTWARE
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Personal Robotics Program and PR1

17-214

PR1

STANFORD UNIVERSITY

Personal Robotics Program

Mission

Develop platform technology for research
and development where robots do mobile
manipulation tasks in human environments

PR1

Prototype mobile manipulation
development platform

« Videos - select video on right

« Paper - K. Wyrobek, E. Berger, H.EM.
Van der Loos, K. Salisbury, "Towards a
Personal Robotics Development tform:
Rationale and De: of an Intrinsically
Safe Personal Robot," 2008 IEEE ICRA,
May 19-23, 2008

PR2
The PR2 Robot is now in production at
Willow Garage.

Open Source Robot Operating System (ROS)
ROS code, tutorials and documentation is
available at Ros.org.

People

Graduate Students

» Eric Berger - CS

« Keenan Wyrobek - ME
P

T
 Prof. Kenneth Salisbury
In Collaboration With

Stanford Artificial Intelligence Robot
Project

The robot is being teleoperated in
these videos.

Broken Roomba

Robot Brings a Beer

\Watch later

Watch later

g

Share

d
Share

2006

28
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Spinoff: PR2 and Willow Garage

https://robots.ieee.org/robots/pr2/Interactive%201/Media%20Player/SD-Q3-M360/pr2-int1-01.jpg
http://www.willowgarage.com/
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“The Linux of Robotics”: Robot Operating System
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Robot Operating System

:::ROS

] L]
+ + *.--0: E,;;:_'
0\
Plumbing Tools Capabilities Ecosystem
® Process e Simulation e Control e Package organisation
management e Visualization e Planning e Software distribution
® Inter-process e Graphical user ® Perception e Documentation
communication interface e Mapping e Tutorials
e Device drivers e Data logging e Manipulation

o
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Exponential growth in the power of APIs
Without them, ROS wouldn’t be possible!

¢

’70s — malloc, bsearch, gsort, rnd, 1/0, system calls, formatting,

’50s-"60s — Arithmetic.

early databases
’80s — GUIs, desktop publishing, relational databases
’90s — Networking, multithreading, 3D graphics

’00s — Data structures, higher-level abstractions, Web APIs: social

media, cloud infrastructure

’10s — Machine learning, computer vision, 10T, robotics, pretty

much everything

[ ]
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ROS is inherently collaborative

ﬁgcw

00.00 mh

https://www.ros.org/wp-content/uploads/2013/12/user_map.j
https://i.ytimg.com/vi/qXZt-B7iUyw/maxresdefault.jpg
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https://www.ros.org/wp-content/uploads/2013/12/user_map.jpg

You don’t even need a robot!

“fetch

‘.\ ® The Mobile
v ’ t Manipulation
= o

Challenge

https://fetchrobotics.com
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ROS in production
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https://en.wikipedia.org/wiki/Robonaut

https://assets.newatlas.com/dims4/default/3cbf0d2/2147483647/strip/true/crop/2048x1367+0+85/resize/1160x7 74!/quality/90/?url=https % 3A%2F % 2F assets.newatlas.com%2F archive %2Flaser-paint-remover.jpg
https://www.robotics.org/content-detail.cfm/Industrial-Robotics-Industry-Insights/ROS-Industrial-for-Real-World-Solutions/content_id/7919
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https://en.wikipedia.org/wiki/Robonaut
https://assets.newatlas.com/dims4/default/3cbf0d2/2147483647/strip/true/crop/2048x1367+0+85/resize/1160x774!/quality/90/?url=https%3A%2F%2Fassets.newatlas.com%2Farchive%2Flaser-paint-remover.jpg
https://www.robotics.org/content-detail.cfm/Industrial-Robotics-Industry-Insights/ROS-Industrial-for-Real-World-Solutions/content_id/7919

Software architecture for ROS
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Design Patterns
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Architectural styles

& A
Gty 2 !/,%

https://bit.ly/35fFIfM
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Architectural Styles vs. Design Patterns
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ROS Graph

/map_server /move_base

Irobot_state_publisher
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ROS: Publish-Subscribe Architecture

/map_server

[joint_states

Jodom

5

/map

move_base

move_base/action_topics

/move_base

/robot_state_publisher

/scan

ROS Master

Registration Registration

Node 1 Node 2
Publisher Subscriber
Publish Subscribe
topic .
___________________________ ] Subscribe
*msg | Message definition
int numbelr
:::231; :::::iption More info
etch http://wiki.ros.org/Messages

https://www.researchgate.net/profile/Anis_Koubaa/publication/309668701/figure/fig1/AS:42463802822656 1@ 1478253003400/Example-of-a-ROS-Computation-Graph-An-ellipse-represents-a-node-and-a-rectangle.png
https://miro.medium.com/max/814/1*tQs9gRoM5SePPvQProhlbg.png
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https://www.researchgate.net/profile/Anis_Koubaa/publication/309668701/figure/fig1/AS:424638028226561@1478253003400/Example-of-a-ROS-Computation-Graph-An-ellipse-represents-a-node-and-a-rectangle.png

ROS: Service Calls (Remote Procedure Calls)

request

ROS Node

. - -
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ROS: Parameter Server

/Imap_server /move_base

roscore

Irobot_state_publisher

Parameter Server
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The evolution of ROS1 to ROS2

:::ROS 12

* Single point of failure * No need for roscore! Uses
(roscore server) dynamic discovery.

* Designed for researchers * Designed for production

* Assumes excellent network * QOperates with degraded
connectivity. network connectivity

* Hard to build multi-robot e Built for multi-robot systems
systems e Secure communications over

* Lack of security SSL

* No built-in real-time control * Uses new technologies for a
support smaller implementation (e.g.,

. ... DDS, Protocol Buffers).
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Summary

- Robots are increasingly important to our everyday lives.

- Making sure that robotics software is well designed and tested
is essential.

- ROS is an evolving software framework and ecosystem for

robotics development.
— Combination of architectural styles.
— ROS1 was confined by assumptions, and so ROS2 was born.

« 17-313 jumps from small-to-medium-scale software design to

large-scale software development in the wild.
— Reguirements, quality assurance, process, machine learning, large-scale
software design, economics
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