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Abstract. Predicatebstractiorprovidesapowerful tool for verifying properties
of in nite-state systemsausinga combinationof a decisionprocedureor a sub-
setof rst-order logic andsymbolicmethodsoriginally developedfor nite-state
model checking.We considermodelswherethe systemstatecontainsmutable
function and predicatestatevariables.Sucha model candescribesystemscon-
taining arbitrarily large memoriespuffers,andarraysof identicalprocessesiVe
describea form of predicateabstractiorthat constructsa formula over a setof
universally quanti ed variablesto describeinvariant propertiesof the function
statevariables.We provide a formal justi cation of the soundnes®f our ap-
proachanddescribehow it hasbeenusedto verify severalhardwareandsoftware
designs,ncluding a directory-baseaachecoherenceprotocol with unbounded
FIFO channels.

1 Intr oduction

Graf and Sadi introducedpredicateabstiaction[10] asa meansof automaticallyde-
termining invariant propertiesof in®nite-statesystemsWith this approachthe user
providesasetof Booleanformulasdescribingpossiblepropertieof the systenstate.
Thesepredicatesire usedto generatea ®nite stateabstraction(containingat most
states)of the system By performinga reachabilityanalysisof this ®nite-statemodel,
a predicateabstractiortool can generatehe strongestpossibleinvariantfor the sys-
tem expressiblein termsof this setof predicatesPrior implementationsf predicate
abstraction10,7,1, 8] requiredmaking a large numberof calls to a theoremprover
or ®rst-orderdecisionprocedureand hencecould only be appliedto caseswvherethe
numberof predicatesvas small. More recently we have shavn that both BDD and
SAT-basedBooleanmethodscanbe appliedto performthe analysisef®ciently [12].

In mostformulationsof predicateabstractionthe predicatesontainno free variables;
they evaluateto true or falsefor eachsystemstate.The abstractiorfunction hasa
simpleform, mappingeachconcetesystemstateto a singleabstiact statebasednthe
effect of evaluatingthe predicatesThetaskof predicateabstractioris to constructa
formula  consistingof someBooleancombinationof the predicatesuchthat
holdsfor everyreachablesystemstate .
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To verify systemscontainingunboundedesourcessuchas buffers and memoriesof
arbitrary size and systemswith arbitrary numberof identical, concurrentprocesses,
the systemmodelmustsupportstatevariablesthat arefunctionsor predicateg§11,4].
For example,a memorycanbe representeés a function mappingan addresso the
datastoredat an addresswhile a buffer canbe representedsa function mappingan
integerindex to the valuestoredat the speci®edbuffer position. The stateelementof
a setof identical processegan be modeledas functionsmappingan integer process
identi®erto the stateelemenfor the speci®edprocessin mary systemsthis capability
is restrictedo arraysthatcanbealteredonly by writing to asinglelocation[7, 11]. Our
veri®er allows a moregeneralform of mutablefunction,wherethe updatingoperation
is expressedisinglambdanotation.

In verifying systemawith function statevariables,we requirequanti®edpredicatedo
describeglobal propertiesof statevariables,suchas “At mostone processis in its
critical section, asexpressedy the formula
Corventionalpredicateabstractiorrestrictsthe scopeof a quanti®erto within an |nd|-
vidual predicate Systeninvariantsofteninvolve complex formulaswith widely scoped
quanti®ersThe scopingrestrictionimpliesthattheseinvariantscannotbe dividedinto
small,simplepredicatesThis putsa heary burdenon the userto supplypredicateshat
encodentricatesetsof propertiesaboutthe system Recentwork attemptsto discover
quanti®edpredicatesautomatically{7], but it hasnot beensuccessfufor mary of the
systemghatwe consider

In this papemwe presentanextensionof predicateabstractionn whichtheusersupplies
predicateghat include free variablesfrom a setof index variables . The predicate
abstractiorengineconstruct@aformula  consistingdof aBooleancombinatiorof these
predicatessuchthat the formula holdsfor every reachablesystemstate .
With this method the predicateganbe very simple,with the predicateabstractiortool
constructingcomple, quanti®edinvariantformulas.For example,the propertythatat
mostoneprocesganbein its critical sectioncould bederivedby supplyingpredicates
, , and , Where and aretheindex symbols.Encodingthese
predicatesn the abstracsystemwith Booleanvariables , ,and |, respectiely,
we canverify this propertyby usingpredicateabstractiorio prove that
holdsfor every reachablestateof the abstracsystem.

FlanagarandQadeeuseamethodsimilarto ours[8] for constructinguniversallyquan-
ti®ed loop invariantsfor sequentiasoftware,andwe brie y describedur methodin an
earlierpaper[12]. Our contribution in this paperis to describethe methodmore care-
fully, exploreits propertiesandto provide a formal argumentfor its soundnessThe

key ideaof our approachs to formulatethe abstractiorfunction to mapa concrete
systemstate to the setof all possiblevaluationsof the predicatesconsideringthe

setof possiblevaluesfor the index variables . Theresultingabstractsystemis un-

usual;it is not characterizedby a statetransitionrelationandhencecannotbe viewed

as a statetransitionsystem.Nonethelessit providesan abstractinterpretationof the

concretesystem6] thatcanbe usedto ®nd invariantsystemproperties.

Assuminga decisionprocedurethat candeterminethe satis®abilityof a formulawith
universalquanti®erswe canprove the following completenessesultfor our formula-



tion: Predicateabstractiorcanprove ary propertythatcanbe proved by inductionon
the statesequenceisingan inductionhypothesiexpressedisa universallyquanti®ed
formulaoverthe givensetof predicatesFor mary modelinglogics,this decisionprob-
lem is undecidableBy using quanti®erinstantiation,we canimplementa sound,but
incompleteveri®er

As anextensionwe shaow thatit is easyto incorporateaxiomsinto the system proper
tiesthatmusthold universallyfor every systemstate Axioms canbeviewedsimply as
quanti®edpredicateshatmustevaluateto trueonevery step For brevity, thispapermonly
sketcheghemainproofs.We concludethe paperby describingour useof predicateab-
stractionto verify several hardwareandsoftwaresystemsijncluding a directory-based
cachecoherencerotocoldevisedby Steven German9]. We believe we arethe®rstto
verify the protocolfor a systemwith anunboundedchumberof clients,eachcommuni-
catingvia unbounded~IFO channels.

2 Preliminaries

We assumehe concretesystemis de®nedin termsof somedecidablesubsetof ®rst-
orderlogic. Ourimplementations basednthe CLU logic [4], supportingexpressions
containinguninterpretedunctionsandpredicatesgqualityandorderingtests.andaddi-

tion by integerconstantsbut theideasof this paperdo notdependn the speci®cmod-
eling formalism.For discussionywe assumehatthelogic supportsBooleansjntegers,

functionsmappingintegersto integers,andpredicatesnappingintegersto Booleans.

2.1 Notation

Ratherthanusingthecommonindexedvectornotationto representollectionsof values
(e.g., ), we usea hamedsetnotation.Thatis, for a setof symbols
,welet indicateasetconsistingof avalue for each

For asetof symbols ,let  denoteaninterpretationof thesesymbols,assigningo
eachsymbol avalue of the appropriateype (Boolean,integer, function,
or predicate)Let denotethe setof all interpretations  overthesymbolset

Forinterpretations and overdisjointsymbolsets and , let denotean
interpretatiorassigningeither or to eachsymbol , accordingto
whether or

Forsymbolset | let denotehesetof all expressiongn thelogic over . Forary
expression andinterpretation , let the valuationof with respect
to ,denoted bethe (Boolean,nteger, function,or predicate)alueobtainedby
evaluating wheneachsymbol is replacedy its interpretation

Let beanamedsetover symbols , consistingof expressionsover symbolset

Thatis, for each . Givenaninterpretation of the symbolsin
evaluatingtheexpressionsn de®nesaninterpretatiorof thesymbolsin , whichwe
denote . Thatis, is aninterpretation  suchthat for each



A substitution for a setof symbols is a namedsetof expressionsver someset
of symbols (with no restrictionon therelationbetween and .) Thatis, for each

, thereis an expression . For an expression , we
let denotethe expression resultingwhenwe (simultaneously)
replaceeachoccurrencef every symbol with theexpression

2.2 SystemModel

We modelthe systemashaving a numberof stateelementswhereeachstateelement
may be a Booleanor integervalue,or a functionor predicateWe usesymbolicnames
to representhedifferentstateelementgiving the setof statesymbols . We introduce
asetof initial statesymbols andasetof inputsymbols representingrespectiely,
initial valuesandinputsthat canbe setto arbitrary valueson eachstepof operation.
Among the statevariables therecanbe immutablevaluesexpressingthe behavior of
functionalunits,suchasALUs, andsystenparametersuchasthetotal numberof pro-
cesse®r the maximumsizeof a buffer. Sincethesevaluesareexpressegymbolically
onerun of theveri®er canprove the correctnessf the systenfor arbitraryfunctionali-
ties, processcounts andbuffer capacities.

The overall systemoperationis characterizedby aninitial-state expressiorset  and
a next-stateexpressionset . Theinitial stateconsistsof an expressionfor eachstate
element,with the initial value of stateelement given by expression

The transitionbehaior alsoconsistsof an expressiorfor eachstateelementwith the
behaior for stateelement given by expression . In this expression,
the stateelementsymbolsrepresenthe currentsystemstateand the input symbols
representhe currentvaluesof the inputs. The expressiongivesthe new valuefor that
stateelement.

We will usea very simple systemas a running examplethroughoutthis presentation.
Theonly stateelementis afunction . Aninputsymbol determinesvhichelementbof
is updatedInitially, is theidentify function: . On eachstep,thevalue
of the functionfor argument is updatedo be . Thatis, ITE
, wherethe if-then-elseoperationI TE selectsits secondargument
whenthe®rst oneevaluatedo trueandthethird otherwise.

2.3 Concrete System

A concretesystemnrstateassignaninterpretatiorto every statesymbol. The setof states
of the concretesystemis givenby |, the setof interpretationof the stateelement
symbols.For corveniencewe denoteconcretestatesusingletters and ratherthan
themoreformal

From our systemmodel, we can characterizeéhe behaior of the concretesystemin
termsof an initial stateset and a next-statefunction operatingon sets
. Theinitial statesetis de®nedas
, 1.e.,thesetof all possiblevaluationsof theinitial stateexpressionsThenext-state
function is de®nedfor asinglestate as ,i.e.,theset



of all valuationsof the next-stateexpressiondor concretestate andarbitraryinput.
Thefunctionis thenextendedto setsof statesy de®ning

We canalsocharacterizéhe next-statebehaior of the concretesystemby atransmon
relation where when

We de®nethe setof reachablestates  ascontainingthosestates suchthatthereis
somestatesequence with , ,and for all
valuesof suchthat . We de®nethe depthof a reachablestate to bethe
length of theshortessequencéeadingto . Sinceourconcretesystemhasanin®nite
numberof statesthereis no ®nite boundon the maximumdepthover all reachable
states.

With ourexamplesystemtheconcretestatesetconsistof integerfunctions suchthat
forall and for in®nitely mary agumentsof

3 PredicateAbstraction

We usequanti®edpredicatego expressconstrainton the systemstate.To de®nethe
abstracstatespacewe introducea setof predicatesymbols andasetof index sym-
bols . Thepredicateszonsistof anamedset , wherefor each , predicate is
aBooleanformulaover thesymbolsin

Our predicatesle®neanabstracktatespace , consistingof all interpretations  of

thepredicatesymbols.For , the statespacecontains  elements.

As anillustration,supposdor our examplesystemwe wish to prove thatstateelement
will alwaysbeafunction satisfying for all . We introduceanindex

variable andpredicatesymbols , with and

We candenotea setof abstracstatesdy a Booleanformula . Thisexpression

de®nesa setof states . As anexample,our two predicates

and generateanabstracspaceconsistingof four elementswhich we denoteFF,
FT, TF,andTT, accordingto theinterpretationsssignedo and . Therearethenl6
possibleabstracttatesets,someof which areshovn in Table1. In this table,abstract
statesetsarerepresentetdothby Booleanformulasover and , andby enumerations
of the stateelements.

AbstractSystem ConcreteSystem
Formula StateSet SystemProperty StateSet

T
TF
FF TF
TFTT
FF TF TT

Table 1. Example abstract state setsand their concretizations Abstractstateelementsare
representedly theirinterpretation®f and . Thetermsareinterpretecbver



We de®nethe abstractionfunction to mapeachconcretestateto the setof abstract
stateggivenby thevaluationsof the predicatedor all possiblevaluesof theindex vari-
ables:

1)

Sincetherearemultipleinterpretations , asingleconcretestatewill generallymapto
multiple abstracstatesThis featureis not foundin mostusesof predicateabstraction,
but it is thekey ideafor handlingquanti®edpredicatesWe thenextendthe abstraction
functionto applyto setsof concretestatesn theusualway: . We
canseethat is monotonicj.e.,thatif , then

Working with our examplesystem,considerthe concretestategiven by the function

. Whenwe abstractthis function relative to predicates and , we gettwo
abstractstatesTT, when , andFF, when . This abstractstatesetis then
characterizethy theformula

We de®nethe concretizatiorfunction to requ|reunlversalquant|®cat|omverthe in-
dex symbols.Thatis, for a setof abstracstates

(2)

The universalquanti®erin this de®nition hasthe consequencthat the concretization
function doesnot distribute over set union. In particular we cannotview the con-
cretizationfunction asoperatingon individual abstracttatesput ratherasgenerating
eachconcretestatefrom multiple abstractstates.Nonetheless, is montonic,i.e., if

, then

Considerour examplesystemwith predicates and . Tablel shavs someexample
abstracstatesets  andtheirconcretizations . As the®rstthreeexamplesshaw,
some(altogether6) nonemptyabstractstatesetshave emptyconcretizationsbecause
they constrain to beeitheralwaysnegative or alwaysnon-negjative.Ontheotherhand,
thereare9 abstracstatesetshaving nonemptyconcretizationsWe canseeby this that
the concretizatiorfunctionis basedon the entire abstractstatesetandnot just on the
individual values.For example,thesets TF and TT have emptyconcretizations,
but TF TT concretizego thesetof all non-ngjative functions.

Theorem 1. Thefunctions form a Galois connectiort, i.e., for anysetsof con-
cretestates andabstract states

(3)

The proof follows by observingthat both the left andthe right-handsidesof (3) hold
preciselywhenfor every andevery , we have

! Thisis oneof severallogically equivalentformulationsof a Galoisconnectior{6].



A Galoisconnectionalso satis®eshe property (follows from (3)) that for ary setof
concretestates

(4)
The containmentelationin (4) canbe proper For example,the concretestatesetcon-
sisting of the single function abstractdo the stateset , which in turn

concretizeso thesetof all functions suchthat

4 Abstract System

Predicateabstractioninvolvesperformingareachabilityanalysisover the abstracstate
spacewhereon eachstepwe concretizehe abstracstatesetvia , applytheconcrete
next-statefunction, and then abstractthe resultsvia . We canview this processas
performingreachabilityanalysison an abstractsystemhaving initial stateset

anda next-statefunction operatingon sets: . Note
thatthereis notransitionrelationassociategvith this next-statefunction,since cannot
beviewedasoperatingon individual abstracstates.

It canbeseerthat  providesanabstractinterpretationof the concretesysten6, 5]:

1. is null-preserving:
2. iS monotonic:
3. simulates  (asimulationrelationde®nedby ):

We perform reachabilityanalysison the abstractsystemusing asthe next-state
function:

()
(6)

Sincethe abstractsystemis ®nite, theremustbe some suchthat . The
setof all reachableabstracstates isthen . By inductionon , it canbeshovn

thatif is areachablestatein the concretesystemwith depth , then .

Fromthis it follows that for any concretereachablestate , andtherefore
that . Thus,eventhoughdeterminingthe setof reachableconcretestates
would requireexamining pathsof unboundedength,we cancomputea conserative

approximatiorto this setby performinga boundedeachabilityanalysisof the abstract
system.

It is worth noting that we cannotusethe standard‘frontier set” optimizationin our

reachabilityanalysis.This optimization,commonlyusedin symbolicmodelchecking,

considersonly the nenly reachedstatesn computingthe next setof reachablestates.

In our context, thiswould meanusingthe computation

ratherthanthatof (6). Thisoptimizationis notvalid, dueto thefactthat , andtherefore
, doesnot distribute over setunion.



As anillustration, let us performreachabilityanalysison our examplesystem.In the
initial state stateelement is theidentity function,which we have seenabstractso the
setrepresentethy the formula . This abstractstatesetconcretizego the setof
functions satisfying .Let denotethevalueof inthenext state.
If input is ,wewould , but we canstill guarante¢hat
for . Applying the abstractiorfunction,we get  characterizedy the formula
(seeTablel.) For thesecondteration,the abstracstatesetcharacterizety the
formula concretizego the setof functions satisfying when ,
andthis conditionmustholdin thenext stateaswell. Applying theabstractiorfunction
to this set,we thenget , andhencethe processascorverged.

5 Verifying SafetyProperties

A Booleanformula de®nesa propertyof the abstracstatespaceThe prop-
erty is saidto hold for the abstractsystemwhenit holdsfor every reachableabstract
state.Thatis, for all

For Booleanformula , de®nethe formula to betheresult
of substitutingthe predicateexpression  for eachpredicatesymbol . Thatis,
viewing asa substitutionwe have . Formula  de®nesa property
of theconcretestatesThepropertyholdsfor concretestate , written ,
when for every . Thepropertyholdsfor theconcretesystem
when holdsfor every reachableconcretestate . Table1 shows the
concretesystempropertieggivenby differentabstracstateformulas .

Theorem 2. For aformula , if property holdsfor theabstactsystemthen
property holdsfor theconcretesystem.

Thisfollows by thede®nitionof andthefactthat

With ourexamplesystem|ettingformula , andnotingthat ,
we getthe property

Using predicateabstractionwe canpossiblyget a false neggativeresult,wherewe fail

to verify a property , eventhoughit holdsfor the concretesystem becausehe
given setof predicatesdoesnot adequatelycapturethe characteristicodf the system
thatensurehedesiredproperty Thus,this methodof verifying propertiess sound but

possiblyincomplete.

We canpreciselycharacterizeéhe classof propertiesor which the predicateabstraction
is bothsoundandcomplete assumingve have adecisionprocedurghatcandetermine
whethera universallyquanti®edformulain the underlyinglogic is satis®ableA prop-
erty is saidto beinductivefor the concretesystemwhenit satis®eshefollowing
two properties:

1. Everyinitial state satis®es
2. Forall concretestates and ,f holds,thensodoes



Clearlyaninductive propertymustholdfor every reachableoncretestateandtherefore
for theconcretesystemlt canalsobeshowvn thatif isinductive,then holdsfor
the abstracsystem Thatis, if we presenthe predicateabstractiorenginewith a fully
formedinductionhypothesisit canprove thatit holds.

For formula and predicateset , the property is saidto havean
inductionproof over  whenthereis someformula , suchthat and

isinductive. Thatis, thereis someway to strengthen into aformula thatcan
beusedto prove the propertyby induction.

Theorem 3. Aformula is a propertyof theabstract systenif andonlyif the
conceteproperty hasaninductionproofover the predicateset .

This theorempreciselycharacterizeshe capability of our formulation of predicate
abstraction—itcan prove ary propertythat can be proved by induction using an in-
duction hypothesisexpressedn termsof the predicatesThus, if we fail to verify a
systemusingthis form of predicateabstractionye canconcludethateitherl) the sys-
temdoesnot satisfythe property or 2) we did not provide anadequateetof predicates
to construcian universallyquanti®edinductionhypothesisprovidedoneexists.

6 Quantier Instantiation

For mary subset®f ®rst-orderlogic, thereis no completemethodfor handlingthe uni-
versalquanti®erintroducedin function (Equation2). For example,in a logic with
uninterpretedunctionsandequality determiningwhethera universallyquanti®edfor-
mulais satis®ables undecidablg3]. Instead we concretizeabstracstatesby consid-
ering somelimited subsetof the interpretationof the index symbols,eachof which
is de®nedby a substitutionfor the symbolsin . Our tool automaticallygenerates
candidatesubstitutionsbasedon the subexpressionghat appearin the predicateand
next-stateexpression$13]. Thesesubexpressiongancontainsymbolsin , ,and .
Theseinstantiatedversionsof the formulasenableto veri®er to detectspeci®ccases
wherethe predicatesanbeapplied.FlanagarandQadeeusea similar techniqug8].

More preciselylet  be a substitutionassigningan expression

for each . Then will be aBooleanexpressioroversymbols , , and
thatrepresentsomeinstantiationof predicate . For a setof substitutions and

interpretations and , we de®netheconcretizatiorfunction  as:
(7)

It canbeseerthat  is anoverapproximatiorof ,i.e.,that
for ary abstractstate , setof substitutions , andinterpretations and . From
(4), it thenfollowsthat

(8)

andhencehefunctions satisfyproperty(4) of aGaloisconnectioneventhough
they arenotatrue Galoisconnection.



Wecanuse asanapproximatiorio in de®ningthebehaior of theabstracsystem.
Thatis, de®ne  oversetsof abstracstatesas:

9)
Obsere in this equationthat is an expressiondescribingthe evaluation of
predicate in the next state.lt canbe seenthat for ary setof

abstractstates . Aslongas is nonempty(requiredto guaranteghat is null-
preserving)it canbeshavn thatthesystemde®nedby  is anabstracinterpretation
of theconcretesystemWe canthereforeperformreachabilityanalysis:

(10)
(11)
Theseterationswill corvergetoaset . Foreverystep , we canseethat ,
andthereforewe musthave
Theorem4. For a formula , if for every , then

property holdsfor theconcretesystem.

This demonstratethatusingquanti®erinstantiationduringreachabilityanalysisyields
asoundveri®cationtechniqueHowever, whenthetool failsto verify apropertyit could
meanjn additionto thetwo possibilitiedistedearlier that3) it usedaninadequatsetof
instantiationsor 4) thatthe propertycannotbe provedby any boundedsetof quanti®er
instantiations.

7 Symbolic Formulation of Reachability Analysis

We arenow readyto expresghereachabilitycomputatiorsymbolically whereeachstep
involves®ndingthesetof satisfyingsolutionsto anexistentiallyquanti®edormula.On
eachstep,we generatea Booleanformula , thatcharacterizes . Thatis

. The formulasdirectly encodethe approximatereachabilitycomputationof (10)
and(11).

Obsene thatby composinghe predicateexpressionsvith theinitial stateexpressions,

, We get a setof predicatesover the initial statesymbols indicatingthe
conditionsunderwhichthepredicate$oldin theinitial state We canthereforestartthe
reachabilityanalysishy ®nding solutionsto theformula

(12)

Theformulafor the next-statecomputatiorcombineghe de®nitionsof (9) and

(7):

(13)



To understandhe quanti®edtermin this equation,notethatthe left-handtermis the
formulafor , while the right-handterm expresseshe conditionsunder
which eachabstracstatevariable will matchthevalueof thecorrespondingredicate
in thenext state.

Let us seehow this symbolicformulationwould performreachabilityanalysisfor our

examplesystem.Recallthat our systemhastwo predicates and
. In theinitial state, is the function , andtherefore simply

becomes . Equation(12) thenbecomes , Which
reduceso
Now let usperformthe®rstiteration.For ourinstantiationsve requiretwo substitutions

and  with and . For , the left-handterm of
(13) instantiatego . Substituting

ITE for in gives

The quanti®edportionof (13) for thenbecomes

Theonly valuesof and wherethisformulacannotbesatis®eds when is falseand
is true.

As shown in [12], we cangeneratdhe setof solutionsto (12) and(13) by ®rst trans-
forming the formulasinto equivalentBooleanformulasandthenperformingBoolean
guanti®ereliminationto remove all Booleanvariablesotherthanthosein . Thisquan-
ti®er eliminationis similar to the relationalproductoperationusedin symbolicmodel
checkingandcanbe solvedusingeitherBDD or SAT-basedmethods.

8 Axioms

As a specialclassof predicatesyve may have somethatareto hold at all times. For
example,we could have anaxiom to indicatethatfunction is alwayspos-
itive, or to indicatethat is commutatve. Typically, we wantthese
predicateso beindividually quanti®ed put we canensurehis by de®ningeachof them
overauniquesetof index symbolsaswe have donein theabore examples.

We canaddthis featureto our analysisby identifyinga subset of the predicatesym-
bols tobeaxioms.We thenwantto restricttheanalysisto statesvherethe axiomatic
predicatesold. Let denotethe setof abstracistates  where for
every . Thenwe canapply this restrictionby rede®ning (Equationl) for
concretestate to be:

(14)

andthenusingthis de®nitionin theextensionof  to setstheformulationof thereach-
ability analysis(Equationss and6), andthe approximatereachabilityanalysis(Equa-
tions10and11).



9 Applications

We have usedour predicateabstractiortool to verify safetypropertiesof a variety of
modelsandprotocols.Someof the moreinterestingonesinclude:

— A microprocessoout-of-orderexecutionunit with anunboundedetirementuffer.
Prior veri®cationof this unit requiredmanuallygeneratingl3 invariants[13].

— A directory-basedacheprotocolwith unboundedhannelsgevisedby StevenGer
manof IBM [9], asdiscussedbelow.

— A versionof Lamport's bakery algorithm[14] thatallows arbitrarynumberof pro-
cessesindnonatomiaeadsandwrites.

— Selectionsortalgorithmfor sortinganarbitrarylarge array We prove the property
thatupontermination thealgorithmproducesa sortedarray

For thedirectory-based@ermans cache-coherengerotocol,an unboundecdhumberof

clients( ), communicatevith a centralhomeprocesgo gainexclusiveor shaed
accesso amemoryline. The stateof each canbe INVALID, SHARED, EXCLU-

SIVE . Thehomemaintainsexplicit representationsf two lists of clients:thosesharing
thecachdine ( - - ) andthosefor whichthe homehassentaninvalida-
tion requesbut hasnot recevedanacknaviedgement - - ).

Theclientplacesequests REQ_SHARED, REQ_EXCLUSIVE onachannel _ andthe
homegrants GRANT_SHARED, GRANT_EXCLUSIVE onchannel _ .Thehomealso
sendsnvalidationmessagesNnvALIDATE along _ . Thehomegrantsexclusiveaccess
toaclientonly whentherearenoclientssharingaline, i.e. - -

. The homemaintainsvariablesfor the currentclient ( - - )
andtherequesit is currentlyprocessing _ _ ). It alsomaintains
abit _ _ to indicatethatsomeclient hasexclusive accessThe
cachelines acknavledgeinvalidationrequestavith a INVALIDATE_ACK alonganother
channel _ . Detailsof theprotocoloperationwith single-entrychannelsanbefound
in mary previousworksincluding[15].

In our versionof the protocol,each communicate$o the homeprocesghrough
threedirectedunbounded-IFO channelspamelythechannels _ - _ . Thus,
thereare an unboundechumberof unboundedthannelsthreefor eachclient?. It can
be shavn thata client cangeneratean unboundedumberof requestdeforegettinga
responsdérom thehome.

To modelthe protocolin CLU, we needto changethe predicatestatevariablerep-
resentatiorof - - . Sincethe transitionfunctionsare expressecdver
quanti®erfreelogic, we cannotsupporta universalquanti®erin the model.Insteadwe
model _ _ asaset using(l) aqueue _ to storeall
cacheindices for which - - and(2) anarray -

to mapacacheindex to the positionin the queue jf - . Thisrepresentation
cansupportaddition,deletion,membership-checandemptiness-checkyhich arethe
operationgequiredfor this protocol.In addition,this representatiomlsoallows usto
enumeatethe cacheindicesfor which _ _

2 Theextensionwassuggestedy StevenGermarhimself



We hadpreviously veri®edthe cache-coherengaropertyof the protocolwith 31 non-
trivial, manuallyconstructednvariants.In contrastthe predicateabstractiorconstructs
the strongesinductive invariantautomaticallywith 29 predicatesall of which aresim-
ple anddo not involve arny Booleanconnectves. Thereare 2 index variablesin  to
specifythe predicatesThe abstractreachabilitytook 19 iterationsand 263 minutesto
producetheinductive invariant. For the simplerversionwhich hassingle-entrychan-
nelsfor communicationpur method®ndstheinductive invariantin 85susing17 predi-
catedn 9iterations All experimentsvereperformedona?2.1GHz Linux machinewith
1GB of RAM. The maindif®culty of makingthe channelsunboundeds the presence
of two-dimensionahrraysin the model,andadditionalstatevariablesfor the headand
tail pointersfor eachof theunboundedjueues.

For spaceconsiderationswe will only describethe natureof predicatesusedfor the
modelwith single-entrychannelsA few predicateslid not requireary index symbol.

Thesdanclude: _ _ , _ _ = REQ_SHARED,
_ _ = REQ_EXCLUSIVE, and . For mostpred-
icates,we requireda single index variable , to denotean arbitrary cachein-
dex. They include: - - (), ( ) = EXCLUSIVE, ()=
SHARED, _ ( ) = GRANT_EXCLUSIVE, _ () = GRANT_SHARED, _ () =IN-
VALIDATE, _ ( )=INVALIDATE.ACK and = . We alsorequiredanothelindex
variable to rangeovertheentriesof thequeue  _ . Thepredicateover are
and . Finally, to relatethe entriesin - and _ ,weneededhe

predicates ()and - ().

Mostof the predicatesrefairly easyto ®nd from themodelandfrom countergamples.
Predicateabstractionconstructsan inductive invariant of the form ,
whichimpliesthe cache-coherengeroperty Thisimplicationis checledautomatically
with a sounddecisionprocedureén UCLID [4], usingquanti®erinstantiation.

Previous attemptsat using predicateabstraction(with locally quanti®edpredicates),
for a versionof the protocolwith single-entrychannelsrequiredcomplex quanti®ed
predicateqd7, 2], sometimesas comple as an invariant. However, Baukuset al. [2]
provedthe livenesf the protocolin additionto the cache-coherengaroperty Pnueli
etal. [15] have usedthe methodof invisibleinvariantsto derive the inductive invariant
for themodelwith single-entrychannelsbut it is notclearif theirformalismcanmodel
theversionwith unboundeahannelgerclient.

10 Conclusions

We have found quanti®edinvariantsto be essentialn expressinghe propertiesof sys-
temswith function statevariables.The ability of our tool to automaticallygenerate
quanti®edinvariantshasedon smallandsimplepredicatesllows usto dealwith much
more complex systemsn a more automatedashionthan previouswork. A next step
would beto automaticallygeneratehe setof predicatesisedby the predicateabstrac-
tion tool. Othertoolsgeneratenew predicatedasedn the countergampletracesirom

theabstractmodel[1, 7]. Thisapproacttannotbeuseddirectlyin ourcontext, sinceour

% Thereis alot of scopefor optimizing the performancef our procedure.



abstracsystemcannotbe viewedasa statetransitionsystemandsothereis noway to
characterizea countergampleby a single statesequenceWe are currentlylooking at
techniquego extractrelevantpredicategrom the proof of unsatis®abléormulaswhich
representhatanerrorstatecan't bereachedafterany ®nite numberof steps.
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