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Abstract. Predicateabstractionprovidesapowerful tool for verifying properties
of in�nite-state systemsusinga combinationof a decisionprocedurefor a sub-
setof �rst-order logic andsymbolicmethodsoriginally developedfor �nite-state
modelchecking.We considermodelswherethe systemstatecontainsmutable
function andpredicatestatevariables.Sucha modelcandescribesystemscon-
tainingarbitrarily largememories,buffers,andarraysof identicalprocesses.We
describea form of predicateabstractionthat constructsa formula over a setof
universally quanti�ed variablesto describeinvariant propertiesof the function
statevariables.We provide a formal justi�cation of the soundnessof our ap-
proachanddescribehow it hasbeenusedto verify severalhardwareandsoftware
designs,including a directory-basedcachecoherenceprotocolwith unbounded
FIFO channels.

1 Intr oduction

Graf andSä�di introducedpredicateabstraction [10] asa meansof automaticallyde-
termining invariant propertiesof in®nite-statesystems.With this approach,the user
providesasetof

�

Booleanformulasdescribingpossiblepropertiesof thesystemstate.
Thesepredicatesareusedto generatea ®nite stateabstraction(containingat most ���

states)of thesystem.By performinga reachabilityanalysisof this ®nite-statemodel,
a predicateabstractiontool cangeneratethe strongestpossibleinvariant for the sys-
tem expressiblein termsof this setof predicates.Prior implementationsof predicate
abstraction[10,7,1,8] requiredmakinga large numberof calls to a theoremprover
or ®rst-orderdecisionprocedureandhencecould only be appliedto caseswherethe
numberof predicateswas small. More recently, we have shown that both BDD and
SAT-basedBooleanmethodscanbeappliedto performtheanalysisef®ciently [12].

In mostformulationsof predicateabstraction,thepredicatescontainno freevariables;
they evaluateto true or falsefor eachsystemstate.The abstractionfunction � hasa
simpleform, mappingeachconcretesystemstateto asingleabstractstatebasedonthe
effect of evaluatingthe

�

predicates.Thetaskof predicateabstractionis to constructa
formula ��� consistingof someBooleancombinationof thepredicatessuchthat �	��
���


holdsfor every reachablesystemstate� .
�
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To verify systemscontainingunboundedresources,suchasbuffers andmemoriesof
arbitrary size and systemswith arbitrary numberof identical, concurrentprocesses,
thesystemmodelmustsupportstatevariablesthatarefunctionsor predicates[11,4].
For example,a memorycanbe representedasa function mappingan addressto the
datastoredat an address,while a buffer canbe representedasa functionmappingan
integer index to thevaluestoredat thespeci®edbuffer position.Thestateelementsof
a setof identicalprocessescanbe modeledas functionsmappingan integer process
identi®erto thestateelementfor thespeci®edprocess.In many systems,thiscapability
is restrictedto arraysthatcanbealteredonly by writing to asinglelocation[7,11].Our
veri®erallows a moregeneralform of mutablefunction,wheretheupdatingoperation
is expressedusinglambdanotation.

In verifying systemswith function statevariables,we requirequanti®edpredicatesto
describeglobal propertiesof statevariables,suchas “At most one processis in its
critical section,” asexpressedby the formula ���������
	���
�� 
�� 
���	���
�� 
�� 
�������� .
Conventionalpredicateabstractionrestrictsthescopeof a quanti®erto within an indi-
vidualpredicate.Systeminvariantsofteninvolvecomplex formulaswith widely scoped
quanti®ers.Thescopingrestrictionimpliesthat theseinvariantscannotbedividedinto
small,simplepredicates.Thisputsaheavy burdenon theuserto supplypredicatesthat
encodeintricatesetsof propertiesaboutthesystem.Recentwork attemptsto discover
quanti®edpredicatesautomatically[7], but it hasnot beensuccessfulfor many of the
systemsthatwe consider.

In thispaperwepresentanextensionof predicateabstractionin whichtheusersupplies
predicatesthat include free variablesfrom a setof index variables � . The predicate
abstractionengineconstructsaformula �

�
consistingof aBooleancombinationof these

predicates,suchthat the formula ��� �
�


 � 
 holds for every reachablesystemstate � .
With thismethod,thepredicatescanbeverysimple,with thepredicateabstractiontool
constructingcomplex, quanti®edinvariantformulas.For example,thepropertythatat
mostoneprocesscanbein its critical sectioncouldbederivedby supplyingpredicates

	���
�� 
�
�
 , 	���
�� 
�� 
 , and 
 �!� , where 
 and � arethe index symbols.Encodingthese
predicatesin theabstractsystemwith Booleanvariables	"
 , 	#� , and $%
&� , respectively,
wecanverify thispropertyby usingpredicateabstractionto provethat 	"
'�(	#�)�*$+
&�

holdsfor every reachablestateof theabstractsystem.

FlanaganandQadeeruseamethodsimilarto ours[8] for constructinguniversallyquan-
ti®ed loop invariantsfor sequentialsoftware,andwebrie�y describedourmethodin an
earlierpaper[12]. Our contribution in this paperis to describethemethodmorecare-
fully, explore its properties,andto provide a formal argumentfor its soundness.The
key ideaof our approachis to formulatetheabstractionfunction � to mapa concrete
systemstate � to the set of all possiblevaluationsof the predicates,consideringthe
setof possiblevaluesfor the index variables� . The resultingabstractsystemis un-
usual;it is not characterizedby a statetransitionrelationandhencecannotbeviewed
asa statetransitionsystem.Nonetheless,it providesan abstractinterpretationof the
concretesystem[6] thatcanbeusedto ®nd invariantsystemproperties.

Assuminga decisionprocedurethatcandeterminethesatis®abilityof a formulawith
universalquanti®ers,we canprove thefollowing completenessresultfor our formula-



tion: Predicateabstractioncanprove any propertythat canbeprovedby inductionon
thestatesequenceusingan inductionhypothesisexpressedasa universallyquanti®ed
formulaover thegivensetof predicates.For many modelinglogics,this decisionprob-
lem is undecidable.By usingquanti®erinstantiation,we canimplementa sound,but
incompleteveri®er.

As anextension,we show thatit is easyto incorporateaxiomsinto thesystem,proper-
tiesthatmusthold universallyfor everysystemstate.Axiomscanbeviewedsimplyas
quanti®edpredicatesthatmustevaluateto trueoneverystep.For brevity, thispaperonly
sketchesthemainproofs.Weconcludethepaperby describingouruseof predicateab-
stractionto verify severalhardwareandsoftwaresystems,includinga directory-based
cachecoherenceprotocoldevisedby StevenGerman[9]. We believewe arethe®rst to
verify theprotocolfor a systemwith anunboundednumberof clients,eachcommuni-
catingvia unboundedFIFOchannels.

2 Preliminaries

We assumethe concretesystemis de®nedin termsof somedecidablesubsetof ®rst-
orderlogic. Our implementationis basedon theCLU logic [4], supportingexpressions
containinguninterpretedfunctionsandpredicates,equalityandorderingtests,andaddi-
tion by integerconstants,but theideasof thispaperdonotdependon thespeci®cmod-
eling formalism.For discussion,we assumethatthelogic supportsBooleans,integers,
functionsmappingintegersto integers,andpredicatesmappingintegersto Booleans.

2.1 Notation

Ratherthanusingthecommonindexedvectornotationto representcollectionsof values
(e.g., �

�

�

�����

�

���

�

�	�
�

�

���
�

), we usea namedsetnotation.That is, for a setof symbols
�

, we let � indicatea setconsistingof a value
���

for each���

�

.

For a setof symbols
�

, let �	� denotean interpretationof thesesymbols,assigningto
eachsymbol ���

�

a value �
�


�� 
 of theappropriatetype(Boolean,integer, function,
or predicate).Let �

� denotethesetof all interpretations�
� over thesymbolset

�

.

For interpretations�	� and ��� over disjoint symbolsets
�

and � , let �
������� denotean
interpretationassigningeither �	� 
�� 
 or ��� 
�� 
 to eachsymbol ���

���

� , accordingto
whether���

�

or ��� � .

For symbolset
�

, let ! 


�


 denotethesetof all expressionsin thelogic over
�

. For any
expression" �#! 


�


 andinterpretation�	�$�%�&� , let thevaluationof " with respect
to �	� , denoted

�

"

�('*)

bethe(Boolean,integer, function,or predicate)valueobtainedby
evaluating" wheneachsymbol �+�

�

is replacedby its interpretation�,�	
�� 
 .

Let � be a namedsetover symbols
�

, consistingof expressionsover symbolset � .
That is,

�
�

�-! 
.� 
 for each�#�

�

. Givenan interpretation�
� of thesymbolsin � ,
evaluatingtheexpressionsin � de®nesaninterpretationof thesymbolsin

�

, whichwe
denote

�

�

�/'10

. That is,
�

�

�/'20

is aninterpretation�	� suchthat ��� 
�� 
 �

�.�
�

�3'20

for each
���

�

.



A substitution� for a setof symbols
�

is a namedsetof expressionsover someset
of symbols� (with no restrictionon the relationbetween

�

and � .) That is, for each
�$�

�

, thereis an expression�

�

� ! 
.� 
 . For an expression" � ! 


� ���


 , we
let "�� ���

�	�

denotetheexpression"�
 ��! 
��

���


 resultingwhenwe (simultaneously)
replaceeachoccurrenceof everysymbol � �

�

with theexpression�

�

.

2.2 SystemModel

We modelthesystemashaving a numberof stateelements, whereeachstateelement
maybea Booleanor integervalue,or a functionor predicate.We usesymbolicnames
to representthedifferentstateelementsgiving thesetof statesymbols
 . We introduce
a setof initial statesymbols� anda setof input symbols� representing,respectively,
initial valuesandinputs that canbe set to arbitraryvalueson eachstepof operation.
Among the statevariables,therecanbe immutablevaluesexpressingthe behavior of
functionalunits,suchasALUs, andsystemparameterssuchasthetotalnumberof pro-
cessesor themaximumsizeof a buffer. Sincethesevaluesareexpressedsymbolically,
onerun of theveri®ercanprovethecorrectnessof thesystemfor arbitraryfunctionali-
ties,processcounts,andbuffer capacities.

Theoverall systemoperationis characterizedby an initial-stateexpressionset ��� and
a next-stateexpressionset � . The initial stateconsistsof an expressionfor eachstate
element,with the initial value of stateelement � given by expression���

�

� ! 
�� 
 .
The transitionbehavior alsoconsistsof anexpressionfor eachstateelement,with the
behavior for stateelement� given by expression�

�

��! 
�


�

� 
 . In this expression,
the stateelementsymbolsrepresentthe currentsystemstateand the input symbols
representthecurrentvaluesof the inputs.Theexpressiongivesthenew valuefor that
stateelement.

We will usea very simplesystemasa runningexamplethroughoutthis presentation.
Theonly stateelementis a function � . An inputsymbol 
 determineswhichelementof

� is updated.Initially, � is the identify function: ���

�

�����

�

� . On eachstep,thevalue
of the function for argument 
 is updatedto be � 
�
! #"�
 . That is, �

�

�$�%�

� ITE 
&� �


 �'� 
�
( )" 
 �*� 
&� 
 
 , wherethe if-then-elseoperationITE selectsits secondargument
whenthe®rst oneevaluatesto trueandthethird otherwise.

2.3 ConcreteSystem

A concretesystemstateassignsaninterpretationto everystatesymbol.Thesetof states
of the concretesystemis given by �,+ , the setof interpretationsof the stateelement
symbols.For convenience,we denoteconcretestatesusingletters � and - ratherthan
themoreformal �

+ .

From our systemmodel,we cancharacterizethe behavior of the concretesystemin
termsof an initial stateset .,� /10 �2+ and a next-statefunction operatingon sets

3

/

�54 
2�2+ 
�6 4 
*�2+ 
 . The initial stateset is de®nedas .
� /

�

�1798:�
��;

'=<?>

�A@ �

�	@�B , i.e.,thesetof all possiblevaluationsof theinitial stateexpressions.Thenext-state
function

3

/ is de®nedfor a singlestate� as
3

/


 � 


�

�C7

�

�

�ED:F '�G

>

�:H � ��HIB , i.e., theset



of all valuationsof the next-stateexpressionsfor concretestate � andarbitraryinput.
Thefunction is thenextendedto setsof statesby de®ning

3

/


��

/


 ���

D����	�

3

/


���
 .
We canalsocharacterizethenext-statebehavior of theconcretesystemby a transition
relation 
 where 
 � � - 
 ��
 when - �

3

/


 � 
 .

We de®nethesetof reachablestates�

/ ascontainingthosestates� suchthatthereis
somestatesequence�

�

� �

�

�

�
�	�

� �

�

with �

�

��.	� / , �

�

� � , and ��
��

�

�

3

/


���
�
 for all
valuesof � suchthat ��� ����� . We de®nethe depthof a reachablestate � to be the
length � of theshortestsequenceleadingto � . Sinceourconcretesystemhasanin®nite
numberof states,thereis no ®nite boundon the maximumdepthover all reachable
states.

With ourexamplesystem,theconcretestatesetconsistsof integerfunctions� suchthat
� 
&�  "�
���� 
�� 
�� � for all � and � 
&� 
 � � for in®nitely many argumentsof � .

3 PredicateAbstraction

We usequanti®edpredicatesto expressconstraintson the systemstate.To de®nethe
abstractstatespace,we introducea setof predicatesymbols� anda setof index sym-
bols � . Thepredicatesconsistof anamedset � , wherefor each��� � , predicate!#" is
a Booleanformulaover thesymbolsin 


�

� .

Ourpredicatesde®neanabstractstatespace�%$ , consistingof all interpretations�&$ of
thepredicatesymbols.For

�

�

�

>

�

>

, thestatespacecontains�
� elements.

As anillustration,supposefor our examplesystemwe wish to provethatstateelement
� will alwaysbea function � satisfying� 
&� 
'��� for all �(�)� . We introduceanindex
variable� andpredicatesymbols� �C7&���+* B , with !

"

�

� � 
�� 
,�)� and !%-

�

���.��� .

Wecandenoteasetof abstractstatesby aBooleanformula �-� ! 
/� 
 . Thisexpression
de®nesa setof states

�

�

�

�

� 7��
$

>

�

�

�/'�0

�21&35476 B . As anexample,our two predicates
!8" and !

- generateanabstractspaceconsistingof four elements,whichwe denoteFF,
FT, TF, andTT, accordingto theinterpretationsassignedto � and * . Therearethen16
possibleabstractstatesets,someof which areshown in Table1. In this table,abstract
statesetsarerepresentedbothby Booleanformulasover � and * , andby enumerations
of thestateelements.

AbstractSystem ConcreteSystem
Formula StateSet SystemProperty StateSet

9 :<;>=�?@9BA CEDF9HG :EI =�JLKM:<;ON

P,QSR T TT U

CWVFXZYWK@V	N\[(]

Q

V^[(] _

P`QSaLR T TFU

C8VFX�YWK@V	N\[(]

Q

V^b(] _

a#R T FFc TFU

C8VFXZV^b(] _

P T TF c TT U

C8VFXZYdK@V	N7[�]

Tfe#g

C8hiX

e

K@h8N\[(]

U

P`jSaLR T FFc TF c TT U

C8VFXZVF[�]`klYWK@V	N\[�]

Tfe#g

CWh.X�hm[(]`k

e

K@h<Nn[�]

U

Table 1. Example abstract state setsand their concretizations Abstractstateelementsare
representedby their interpretationsof P and R . Thetermsareinterpretedover o .



We de®nethe abstraction function � to mapeachconcretestateto the setof abstract
statesgivenby thevaluationsof thepredicatesfor all possiblevaluesof theindex vari-
ables:

� 
 � 


�

���

�

�

� D F '��

>

��� � ����� (1)

Sincetherearemultiple interpretations�	� , asingleconcretestatewill generallymapto
multiple abstractstates.This featureis not foundin mostusesof predicateabstraction,
but it is thekey ideafor handlingquanti®edpredicates.We thenextendtheabstraction
functionto applyto setsof concretestatesin theusualway: � 
 �

/




�

� �

D���� �

� 
�� 
 . We
canseethat � is monotonic,i.e., thatif �

/

0 


/ , then � 
��

/


%0 � 
/


/


 .

Working with our examplesystem,considerthe concretestategiven by the function
�%�

�

� . Whenwe abstractthis function relative to predicates! " and !%- , we get two
abstractstates:TT, when � � � , andFF, when � ��� . This abstractstateset is then
characterizedby theformula ��
 * .

We de®netheconcretizationfunction � to requireuniversalquanti®cationover the in-
dex symbols.Thatis, for a setof abstractstates��
 0-� $ :

� 
 �






�

�
�

�

>

� ����� ��� �

�

�

�ED:F '
�

� �

�� (2)

The universalquanti®erin this de®nitionhasthe consequencethat the concretization
function doesnot distribute over set union. In particular, we cannotview the con-
cretizationfunctionasoperatingon individual abstractstates,but ratherasgenerating
eachconcretestatefrom multiple abstractstates.Nonetheless,� is montonic,i.e., if

��
 0)
�
 , then � 
 ��
 
 0�� 
M
�
 
 .

Considerour examplesystemwith predicates!
" and !%- . Table1 showssomeexample

abstractstatesets�

 andtheirconcretizations� 
 �




 . As the®rst threeexamplesshow,

some(altogether6) nonemptyabstractstatesetshave emptyconcretizations,because
they constrain� to beeitheralwaysnegativeor alwaysnon-negative.Ontheotherhand,
thereare9 abstractstatesetshaving nonemptyconcretizations.We canseeby this that
theconcretizationfunction is basedon theentireabstractstatesetandnot just on the
individual values.For example,the sets 7 TF B and 7 TT B have emptyconcretizations,
but 7 TF � TT B concretizesto thesetof all non-negativefunctions.

Theorem1. Thefunctions 
 � ��� 
 form a Galoisconnection1, i.e., for anysetsof con-
cretestates�

/ andabstract states�

 :

� 
 �

/


�0���
�
 �

/

0�� 
���
 
 (3)

The proof follows by observingthatboth the left andthe right-handsidesof (3) hold
preciselywhenfor every �	� � ��� andevery � � �

/ , we have
�

�

�ED:F '
�

� �

 .

1 This is oneof severallogically equivalentformulationsof a Galoisconnection[6].



A Galoisconnectionalsosatis®esthe property(follows from (3)) that for any setof
concretestates�

/ :
�

/

0 � 
 � 
��

/


 


� (4)

Thecontainmentrelationin (4) canbeproper. For example,theconcretestatesetcon-
sistingof the single function �%�

�

� abstractsto the stateset � 
 * , which in turn
concretizesto thesetof all functions � suchthat � 
&� 
,� ��
 � �)� .

4 Abstract System

Predicateabstractioninvolvesperformingareachabilityanalysisover theabstractstate
space,whereon eachstepwe concretizetheabstractstatesetvia � , applytheconcrete
next-statefunction, and then abstractthe resultsvia � . We can view this processas
performingreachabilityanalysison an abstractsystemhaving initial stateset . �




�

�

� 
 .	� / 
 anda next-statefunctionoperatingon sets:
3


 
�� 
 


�

� � 


3

/


 � 
 � 
 
 
 
 . Note
thatthereis notransitionrelationassociatedwith thisnext-statefunction,since� cannot
beviewedasoperatingon individualabstractstates.

It canbeseenthat
3


 providesanabstract interpretationof theconcretesystem[6,5]:

1.
3


 is null-preserving:
3






�


'�

�

2.
3


 is monotonic:��
 0 
�
 �

3


 
 ��
 
%0

3


 
M
 
 


3.
3


 simulates
3

/ (asimulationrelationde®nedby � ): � 


3

/


��

/


 
�0

3




 � 
��

/


 


We perform reachabilityanalysison the abstractsystemusing
3


 as the next-state
function:

�

�




� .

�




(5)

�


 �

�




� �







�

3




 �








 (6)

Sincethe abstractsystemis ®nite, theremustbe some� suchthat �

�




� �

�

�

�




. The
setof all reachableabstractstates��
 is then �

�




. By inductionon � , it canbeshown
that if � is a reachablestatein theconcretesystemwith depth �2� , then � 
 � 
,0 �

�




.
Fromthis it follows that � 
�� 
 0 ��
 for any concretereachablestate � , andtherefore
that � 
 �

/


 0 �

 . Thus,eventhoughdeterminingthesetof reachableconcretestates

would requireexaminingpathsof unboundedlength,we cancomputea conservative
approximationto this setby performinga boundedreachabilityanalysisof theabstract
system.

It is worth noting that we cannotusethe standard“frontier set” optimizationin our
reachabilityanalysis.This optimization,commonlyusedin symbolicmodelchecking,
considersonly thenewly reachedstatesin computingthenext setof reachablestates.
In ourcontext, thiswouldmeanusingthecomputation�


��

�




� �







�

3




M�





��

�


��

�







ratherthanthatof (6).Thisoptimizationis notvalid,dueto thefactthat � , andtherefore
3


 , doesnotdistributeoversetunion.



As an illustration, let us performreachabilityanalysison our examplesystem.In the
initial state,stateelement� is theidentity function,whichwehaveseenabstractsto the
setrepresentedby the formula � 
 * . This abstractstatesetconcretizesto thesetof
functions� satisfying� 
&� 
,��� 
 � �)� . Let � denotethevalueof � in thenext state.
If input 
 is

�

" , wewould � 


�

" 
'� � 
 � 
���� , but wecanstill guaranteethat � 
&� 
,� �

for � � � . Applying theabstractionfunction,we get �

�




characterizedby theformula
�����\* (seeTable1.) For theseconditeration,theabstractstatesetcharacterizedby the
formula �����\* concretizesto thesetof functions � satisfying � 
&� 
 � � when � � � ,
andthisconditionmusthold in thenext stateaswell. Applying theabstractionfunction
to this set,we thenget �

�




� �

�




, andhencetheprocesshasconverged.

5 Verifying SafetyProperties

A Booleanformula � � ! 
@� 
 de®nesa propertyof theabstractstatespace.Theprop-
erty is saidto hold for the abstractsystemwhenit holdsfor every reachableabstract
state.Thatis,

�

�

� ' 0

��1&35476 for all � $%��� 
 .

For Booleanformula � �#! 
/� 
 , de®nethe formula � ���#! 
�


�

� 
 to be theresult
of substitutingthepredicateexpression!%" for eachpredicatesymbol �#� � . That is,
viewing � asa substitution,we have �

�

�

� � � �%���

�

. Formula �
� de®nesa property

��� �
�

of theconcretestates.Thepropertyholdsfor concretestate� , written � � �
�


���
 ,
when

�

�
�

� D:F ' �

� 1f354n6 for every � ������� . Thepropertyholdsfor theconcretesystem
when ��� �

�

 � 
 holds for every reachableconcretestate � � �

/ . Table1 shows the
concretesystempropertiesgivenby differentabstractstateformulas� .

Theorem2. For a formula �-� ! 
@� 
 , if property � holdsfor theabstractsystem,then
property ��� �

�
holdsfor theconcretesystem.

This followsby thede®nitionof � andthefactthat � 
 �

/


 0)� 
 .

With ourexamplesystem,lettingformula �

�

� �����\* , andnotingthat �����\*
	 * � � ,
we gettheproperty� � ��� � �)� � 
�� 
,�)� .

Usingpredicateabstraction,we canpossiblygeta falsenegativeresult,wherewe fail
to verify a property � � �

�
, even thoughit holdsfor theconcretesystem,becausethe

given set of predicatesdoesnot adequatelycapturethe characteristicsof the system
thatensurethedesiredproperty. Thus,thismethodof verifying propertiesis sound,but
possiblyincomplete.

Wecanpreciselycharacterizetheclassof propertiesfor whichthepredicateabstraction
is bothsoundandcomplete,assumingwehaveadecisionprocedurethatcandetermine
whethera universallyquanti®edformula in theunderlyinglogic is satis®able.A prop-
erty ��� �

�
is saidto beinductivefor theconcretesystemwhenit satis®esthefollowing

two properties:

1. Every initial state� �#.,�
/ satis®es� � �

�

 � 
 .

2. For all concretestates� and - �

3

/


 � 
 , if ��� �
�


 � 
 holds,thensodoes��� �
�


&- 
 .



Clearlyaninductivepropertymustholdfor everyreachableconcretestateandtherefore
for theconcretesystem.It canalsobeshown thatif � � � �

is inductive,then � holdsfor
theabstractsystem.That is, if we presentthepredicateabstractionenginewith a fully
formedinductionhypothesis,it canprovethatit holds.

For formula � � ! 
@� 
 and predicateset � , the property ��� � �
is said to havean

inductionproof over � whenthereis someformula � ��! 
@� 
 , suchthat � � � and
����� �

is inductive.Thatis, thereis someway to strengthen� into a formula � thatcan
beusedto provethepropertyby induction.

Theorem3. A formula �-� ! 
/� 
 is a propertyof theabstractsystemif andonly if the
concreteproperty ��� ��� hasan inductionproofover thepredicateset � .

This theorempreciselycharacterizesthe capability of our formulation of predicate
abstraction—itcanprove any propertythat can be proved by inductionusingan in-
duction hypothesisexpressedin termsof the predicates.Thus, if we fail to verify a
systemusingthis form of predicateabstraction,we canconcludethateither1) thesys-
temdoesnotsatisfytheproperty, or 2) wedid notprovideanadequatesetof predicates
to constructanuniversallyquanti®edinductionhypothesis,providedoneexists.

6 Quanti�er Instantiation

For many subsetsof ®rst-orderlogic, thereis nocompletemethodfor handlingtheuni-
versalquanti®erintroducedin function � (Equation2). For example,in a logic with
uninterpretedfunctionsandequality, determiningwhethera universallyquanti®edfor-
mula is satis®ableis undecidable[3]. Instead,we concretizeabstractstatesby consid-
ering somelimited subsetof the interpretationsof the index symbols,eachof which
is de®nedby a substitutionfor the symbolsin � . Our tool automaticallygenerates
candidatesubstitutionsbasedon the subexpressionsthat appearin the predicateand
next-stateexpressions[13]. Thesesubexpressionscancontainsymbolsin 
 , � , and� .
Theseinstantiatedversionsof the formulasenableto veri®er to detectspeci®ccases
wherethepredicatescanbeapplied.FlanaganandQadeerusea similar technique[8].

More precisely, let � be a substitutionassigningan expression�

�

��! 
�


�

�

�

� 


for each� � � . Then !E" � ���#�

�

will bea Booleanexpressionoversymbols
 , � , and
� that representssomeinstantiationof predicate!%" . For a setof substitutions� and
interpretations� � � ��� and � H ����H , we de®netheconcretizationfunction ��� as:
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It canbeseenthat ��� is anoverapproximationof � , i.e., that � 
 �




�0���� 
 �



� ��� �/�:H 


for any abstractstate �

 , setof substitutions� , andinterpretations�	� and � H . From

(4), it thenfollows that
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 �/�
�

� �
H




� (8)

andhencethefunctions
 � ����� 
 satisfyproperty(4)of aGaloisconnection,eventhough
they arenota trueGaloisconnection.



Wecanuse��� asanapproximationto � in de®ningthebehavior of theabstractsystem.
Thatis, de®ne

3

� oversetsof abstractstatesas:
3
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���
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� D:F ' � F ' G

>

� � � � � �/� H � � H � � � � � 
���
 �/� � � � H 
 � (9)

Observe in this equationthat !E" � � ��


�

is an expressiondescribingthe evaluationof
predicate!E" in the next state.It canbe seenthat

3

� 
 ��
 
��

3


 
���
 
 for any setof
abstractstates� 
 . As long as � is nonempty(requiredto guaranteethat

3

� is null-
preserving),it canbeshown thatthesystemde®nedby

3

� is anabstractinterpretation
of theconcretesystem.We canthereforeperformreachabilityanalysis:
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Theseiterationswill convergeto aset � � . For everystep� , wecanseethat �




�

�)�







,
andthereforewe musthave � ��� � 
 .

Theorem4. For a formula � � ! 
@� 
 , if
�

�

� ' 0

� 1&354n6 for every � $ � � � , then
property ��� � � holdsfor theconcretesystem.

This demonstratesthatusingquanti®erinstantiationduringreachabilityanalysisyields
asoundveri®cationtechnique.However, whenthetool failsto verify aproperty, it could
mean,in additionto thetwo possibilitieslistedearlier, that3) it usedaninadequatesetof
instantiations,or 4) thatthepropertycannotbeprovedby any boundedsetof quanti®er
instantiations.

7 SymbolicFormulation of Reachability Analysis

Wearenow readytoexpressthereachabilitycomputationsymbolically,whereeachstep
involves®ndingthesetof satisfyingsolutionsto anexistentiallyquanti®edformula.On
eachstep,we generatea Booleanformula �




�

, thatcharacterizes�




�

. That is 8
�




�

; �

�




�

. The formulasdirectly encodethe approximatereachabilitycomputationsof (10)
and(11).

Observe thatby composingthepredicateexpressionswith theinitial stateexpressions,
��� �!����
�� , we get a set of predicatesover the initial statesymbols � indicating the
conditionsunderwhichthepredicateshold in theinitial state.Wecanthereforestartthe
reachabilityanalysisby ®ndingsolutionsto theformula
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Theformulafor thenext-statecomputationcombinesthede®nitionsof
3

� (9) and �
�

(7):
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To understandthe quanti®edterm in this equation,notethat the left-handterm is the
formulafor � � 
 �




�

�/��� � �:H 
 , while the right-handtermexpressestheconditionsunder
whicheachabstractstatevariable� will matchthevalueof thecorrespondingpredicate
in thenext state.

Let usseehow this symbolicformulationwould performreachabilityanalysisfor our
examplesystem.Recallthatour systemhastwo predicates! "

�

� � 
.� 
�� � and !%-

�

�

� � � . In the initial state,� is the function �%�

�

� , and therefore! " � �!� ��
 � simply
becomes� � � . Equation(12) thenbecomes� �	� 
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, which
reducesto � 
 * .

Now let usperformthe®rst iteration.For ourinstantiationswerequiretwo substitutions
� and ��
 with �
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Theonly valuesof � and * wherethis formulacannotbesatis®edis when � is falseand
* is true.

As shown in [12], we cangeneratethesetof solutionsto (12) and(13) by ®rst trans-
forming the formulasinto equivalentBooleanformulasandthenperformingBoolean
quanti®ereliminationto removeall Booleanvariablesotherthanthosein � . Thisquan-
ti®er eliminationis similar to therelationalproductoperationusedin symbolicmodel
checkingandcanbesolvedusingeitherBDD or SAT-basedmethods.

8 Axioms

As a specialclassof predicates,we may have somethat areto hold at all times.For
example,we couldhave anaxiom � 
�� 
�� � to indicatethat function � is alwayspos-
itive, or � 
����	� 
 �
� 
�� ��� 
 to indicatethat � is commutative.Typically, we want these
predicatesto beindividually quanti®ed,but wecanensurethisby de®ningeachof them
overauniquesetof index symbols,aswe havedonein theaboveexamples.

We canaddthis featureto our analysisby identifying a subset
 of thepredicatesym-
bols � to beaxioms.We thenwantto restricttheanalysisto stateswheretheaxiomatic
predicateshold. Let ���

$

denotethesetof abstractstates� $ where � $ 
/� 
 ��1&35476 for
every � ��
 . Thenwe canapply this restrictionby rede®ning� 
���
 (Equation1) for
concretestate� to be:
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(14)

andthenusingthisde®nitionin theextensionof � to sets,theformulationof thereach-
ability analysis(Equations5 and6), andtheapproximatereachabilityanalysis(Equa-
tions10and11).



9 Applications

We have usedour predicateabstractiontool to verify safetypropertiesof a variety of
modelsandprotocols.Someof themoreinterestingonesinclude:

– A microprocessorout-of-orderexecutionunit with anunboundedretirementbuffer.
Prior veri®cationof thisunit requiredmanuallygenerating13 invariants[13].

– A directory-basedcacheprotocolwith unboundedchannels,devisedby StevenGer-
manof IBM [9], asdiscussedbelow.

– A versionof Lamport'sbakeryalgorithm[14] thatallowsarbitrarynumberof pro-
cessesandnonatomicreadsandwrites.

– Selectionsortalgorithmfor sortinganarbitrarylargearray. We provetheproperty
thatupontermination,thealgorithmproducesasortedarray.

For thedirectory-basedGerman's cache-coherenceprotocol,anunboundednumberof
clients( 	�� 	

�

$ ), communicatewith a centralhomeprocessto gainexclusiveor shared
accessto amemoryline. Thestateof each	��%	

�

$ canbe 7 INVALID, SHARED, EXCLU-
SIVE B . Thehomemaintainsexplicit representationsof two listsof clients:thosesharing
thecacheline (

�����

$ �

�

� � $ � �%
	��� ) andthosefor whichthehomehassentaninvalida-
tion requestbut hasnot receivedanacknowledgement(

���
�

$ 
��
�
�
�%
��
�#� $ �%
	��� ).

Theclientplacesrequests7 REQ SHARED, REQ EXCLUSIVE B onachannel	

� �

andthe
homegrants7 GRANT SHARED, GRANT EXCLUSIVE B onchannel	

� �

. Thehomealso
sendsinvalidationmessagesINVALIDATE along 	

� �

. Thehomegrantsexclusiveaccess
toaclientonlywhentherearenoclientssharingaline, i.e. � 
 �

���
�

$ �

�

� �"$ � �%
	��� 
�
 
 �

�������

6 . The homemaintainsvariablesfor the currentclient (
���
�

$ 	
� � � $��"� 	�� 
&$��"� )
andtherequestit is currentlyprocessing(

�����

$ 	��"� � $�� � 	

�
���

���
� ). It alsomaintains
a bit

�����

$ $ � 	������ 

� $ � �����"� $	� to indicatethatsomeclient hasexclusiveaccess.The
cachelinesacknowledgeinvalidationrequestswith a INVALIDATE ACK alonganother
channel	

� �

. Detailsof theprotocoloperationwith single-entrychannelscanbefound
in many previousworksincluding[15].

In our versionof theprotocol,each	��%	

�

$ communicatesto thehomeprocessthrough
threedirectedunboundedFIFO channels,namelythechannels	

� �

� 	

� �

� 	

� �

. Thus,
therearean unboundednumberof unboundedchannels,threefor eachclient2. It can
beshown thata client cangenerateanunboundednumberof requestsbeforegettinga
responsefrom thehome.

To model the protocol in CLU, we needto changethe predicatestatevariablerep-
resentationof

���
�

$ �

�

� � $ � �%
	��� . Sincethe transitionfunctionsare expressedover
quanti®er-freelogic, we cannotsupporta universalquanti®erin themodel.Instead,we
model

���
�

$ �

�

� �"$ � � 
	��� asa set, using(1) a queue
�

��� *

�

�

�

* �
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�+�����
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to storeall
cacheindices 
 for which
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$ �
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�
 � 1&354n6 and(2) an array
�

��� �

�

�

to mapa cacheindex 
 to thepositionin thequeue,if 
 �

�

��� * . This representation
cansupportaddition,deletion,membership-checkandemptiness-check,which arethe
operationsrequiredfor this protocol.In addition,this representationalsoallows us to
enumeratethecacheindicesfor which

���
�

$ �

�

� �"$ � � 
	��� 
�
�
'� 1f3Z476 .
2 Theextensionwassuggestedby StevenGermanhimself



We hadpreviously veri®edthecache-coherencepropertyof theprotocolwith 31 non-
trivial, manuallyconstructedinvariants.In contrast,thepredicateabstractionconstructs
thestrongestinductive invariantautomaticallywith 29predicates,all of whicharesim-
ple anddo not involve any Booleanconnectives.Thereare2 index variablesin � to
specifythepredicates.Theabstractreachabilitytook 19 iterationsand263minutesto
producetheinductive invariant3. For thesimplerversionwhich hassingle-entrychan-
nelsfor communication,ourmethod®ndstheinductiveinvariantin 85susing17predi-
catesin 9 iterations.All experimentswereperformedona2.1GHzLinux machinewith
1GB of RAM. Themaindif®culty of makingthechannelsunboundedis thepresence
of two-dimensionalarraysin themodel,andadditionalstatevariablesfor theheadand
tail pointersfor eachof theunboundedqueues.

For spaceconsiderations,we will only describethe natureof predicatesusedfor the
modelwith single-entrychannels.A few predicatesdid not requireany index symbol.
Theseinclude:

�����

$ $��+	������"
�� $ � ����� � $	� ,
�����

$ 	��"� � $�� � 	

�
���

���
� = REQ SHARED,
���
�

$ 	
�"� � $��"� 	

�
���

����� = REQ EXCLUSIVE,
�

��� ��� and
�

� � ��� . For mostpred-
icates,we requireda single index variable 
 � � , to denotean arbitrary cachein-
dex. They include:
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�
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������
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���� � $ �%
	��� ( 
 ), 	��%	

�

$ ( 
 ) = EXCLUSIVE, 	��%	

�
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 ) =
SHARED, 	
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 ) = GRANT EXCLUSIVE, 	
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 ) = GRANT SHARED, 	
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 ) = IN-
VALIDATE, 	

� �

( 
 ) = INVALIDATE ACK and 
 = * 


�

� 
 . Wealsorequiredanotherindex
variable ��� � to rangeover theentriesof thequeue

�

��� * . Thepredicatesover � are
�

�m� � and �>� ��� . Finally, to relatetheentriesin
�

��� * and
�

��� �

�

� , we neededthe
predicates
 � * ( � ) and �)�

�

��� �

�

� ( 
 ).

Mostof thepredicatesarefairly easyto ®ndfrom themodelandfrom counterexamples.
Predicateabstractionconstructsan inductive invariantof the form � 
 � � � �

�

�
 � � 
 ,

which impliesthecache-coherenceproperty. This implicationis checkedautomatically
with a sounddecisionprocedurein UCLID [4], usingquanti®erinstantiation.

Previous attemptsat using predicateabstraction(with locally quanti®edpredicates),
for a versionof the protocolwith single-entrychannelsrequiredcomplex quanti®ed
predicates[7,2], sometimesas complex as an invariant.However, Baukuset al. [2]
provedthe livenessof theprotocolin additionto thecache-coherenceproperty. Pnueli
et al. [15] have usedthemethodof invisibleinvariantsto derive theinductive invariant
for themodelwith single-entrychannels,but it is notclearif their formalismcanmodel
theversionwith unboundedchannelsperclient.

10 Conclusions

We have foundquanti®edinvariantsto beessentialin expressingthepropertiesof sys-
temswith function statevariables.The ability of our tool to automaticallygenerate
quanti®edinvariantsbasedonsmallandsimplepredicatesallowsusto dealwith much
morecomplex systemsin a moreautomatedfashionthanpreviouswork. A next step
would beto automaticallygeneratethesetof predicatesusedby thepredicateabstrac-
tion tool. Othertoolsgeneratenew predicatesbasedon thecounterexampletracesfrom
theabstractmodel[1, 7]. Thisapproachcannotbeuseddirectly in ourcontext, sinceour

3 Thereis a lot of scopefor optimizingtheperformanceof ourprocedure.



abstractsystemcannotbeviewedasa statetransitionsystem,andsothereis noway to
characterizea counterexampleby a singlestatesequence.We arecurrentlylooking at
techniquesto extractrelevantpredicatesfrom theproofof unsatis®ableformulaswhich
representthatanerrorstatecan't bereachedafterany ®nite numberof steps.
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