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Abstract

TCP performs poorly on paths that reorder pack-
ets signi�cantly, where it misinterprets out-of-order de-
livery as packet loss. The sender respondswith a fast
retransmit thoughno actual loss has occurred. Thesere-
peated false fast retransmitskeep the sender's window
small, and severely degrade the throughputit attains.Re-
quiring nearly in-order delivery needlesslyrestricts and
complicatesInternetroutingsystemsandrouters.Such ben-
e�cial systemsas multi-path routing and parallel packet
switchesare dif�cult to deployin a way that preservesor-
dering. Toward a more reordering-tolerant Internet ar-
chitecture, we presentenhancementsto TCP that improve
the protocol's robustnessto reordered and delayedpack-
ets.We extendthe senderto detectandrecover from false
fast retransmitsusing DSACK information, and to avoid
false fast retransmits proactively, by adaptively vary-
ing dupthresh. Our algorithm is the �r st that adaptively
balancesincreasingdupthresh, to avoid falsefast retrans-
mits,andlimiting thegrowthof dupthresh, to avoidunnec-
essarytimeouts.Finally, we demonstrate that TCP's RTO
estimatortoleratesdelayedpacketspoorly, andpresenten-
hancementsto it that ensure it is suf�ciently conserva-
tive, without using timestampsor additional TCP header
bits.Our simulationsshowthat theseenhancementssigni�-
cantly improveTCP's performanceover pathsthat reorder
or delaypackets.

1. Intr oduction and motivation

In today'sInternet,deploymentof systemsthatintroduce
packet reorderingin their normal courseof operation,re-
gardlessof their otherbene�ts, is stronglyill-advised.This
tabooderivesfrom the poor throughputTCP achievesun-
derreordering,andthepredominanceof TCPtraf�c on the
Internet.We seekto endthis restrictionon the Internetar-
chitectureby enhancingTCP to improve its robustnesson
networkpathsthat reorder packets. In this paper, we de-
scribeaReordering-RobustTCP(RR-TCP).
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To the extent that reorderingoccurstoday, it is gener-
ally perceivedasatransientmalfunction,or asanindication
thatatechnologyis maladaptedfor usewith TCP. Many au-
thorshave reportedon the causesof reorderingin today's
Internet.Routeoscillation for a destinationamongroutes
with differentround-triptimes(RTTs) may causereorder-
ing [16]. Routershave beenobserved to ceaseforwarding
while processinga routing update,andinterspersethe de-
layed packets with new arrivals, causingreordering[17].
Bennettet al. [4] show that MAE-East reorderedpackets
frequentlywhenit stripedpacketsacrossmultiple links be-
tweenneighboringswitches.Satellitelinks have very long
RTTs, typically on the order of several hundredmillisec-
onds.To keepthe pipe full, link-layer retransmissionpro-
tocols for such links must continue sendingsubsequent
packets while awaiting an ACK or NAK for a previously
sentpacket. Here,a link-layer retransmissionis reordered
by however many packets weresentbetweenthe original
transmissionof that packet and the return of the ACK or
NAK [18].

We wish to make clear that the primary motivation for
our work is to enablefuture deploymentof novel, bene�-
cial systemsthattodaycannotbedeployedbecausethey in-
troducefrequentand/orsevere reordering.The algorithms
weproposealsoimproveTCP'sperformancewhenreorder-
ing occurson thepresent-dayInternet.To arguefor theap-
plicability of our algorithmsin both thesecases,we simu-
late themacrossa comprehensive rangeof reorderingfre-
quenciesandseverities.Two examplesof importantfuture
systemsthatmotivateourwork are:
Multi-P ath Routing: Routing a TCP �o w's packets over
multiple routeswith distinct bottleneckswill increasethe
total end-to-endbandwidthavailable to the �o w. Overlay
networks arepoisedto offer this functionality. But the re-
sulting divergent routescan easily have RTTs that differ
suf�ciently to causesigni�cant packet reordering.While a
multi-path routing schemecould still offer bene�t by al-
waysroutinga single�o w's packetson oneroute,this ap-
proachdoesn't let one �o w usethe total available capac-
ity on all routes,and requiresthe router dividing packets
amongroutesto use�o w identi�er informationin making
per-packet forwardingdecisions.
Parallelism in Packet Forwarding: A promising tech-
niquefor building inexpensive high-speedroutersis to use
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parallelforwardingand/orswitchinghardware.Successive
packetsthat arrive at a router, even on the samelink, may
be forwardedand/orswitchedsimultaneouslyby indepen-
dent hardware. This simple parallel approachignoresor-
deringbetweenpacketsprocessedsimultaneously, and in-
troducesreorderingwhenpacketsrequiredifferentprocess-
ing delays.Enforcingin-orderdeliveryin sucharchitectures
signi�cantly increasestheir complexity [6], andin thecase
of switching,eliminatesmuchof thecostsavingsof thepar-
allel hardwareapproach.

TCP's inability to distinguish reorderingfrom packet
losscausestheprotocolto performpoorlyonpathsthatde-
liver packetsout of order. Losses,falselydetectedor gen-
uine, causeTCP to sendmore slowly. Yet mistaking re-
orderingfor lossis not fundamentalto window-basedcon-
gestioncontrol.Rather, it is anartifactof TCP'sfastretrans-
mit mechanism,which arbitrarily concludesthat a packet
musthave beenlost if it is still missingat thereceiver after
threepacketssentlaterhavearrivedatthereceiver. Onanet-
work paththat reorderspacketsmorethanminimally, this
choiceof threeis tooaggressive in concludingloss;waiting
longerbeforeconcludinglossmight reveal that the packet
wasn't lostatall, but only delayedenroute.

Clearly, thereis a tensionbetweentimely detectionof
lossandbeingforgiving in casepacketsarriveout-of-order.
We demonstratein this work thata properlyextendedTCP
sendercanachieve signi�cantly improvedrobustnessto re-
ordering,withoutsendingsigni�cantly moreaggressively in
thefaceof genuinecongestion.

We presenta control loop for dynamicallyadaptingthe
trigger for TCP's fast retransmit,basedon measurements
thesendertakesof thereorderingbehavior of thenetwork,
as provided by ACKs, selective ACKs (SACKs) [13] and
duplicateSACKS(DSACKs)[8]. Thecontrolloopalsouses
fastretransmiteventsandtimeouteventsasfeedback,and
aims to maximizethe throughputachieved by a connec-
tion. A key differencebetweenour control loop and the
prior work in this areais thatwe useinformationconcern-
ing timeoutsto avoid makingTCPtoo tolerant of reorder-
ing; we show in Sections4 and 5 that excessive reorder-
ing toleranceleadsto timeoutsandreducedthroughput.The
control loop presentedin this paperusesmorestateat the
senderthandopreviousapproaches;weseekto demonstrate
that this additionalstateconfersgreaterperformancebene-
�ts thanprior, lower-costapproaches.Finally, weproposea
simplechangeto TCP'sRTO estimatorthatrendersit suf�-
ciently conservative on pathsthatsigni�cantly delaypack-
ets,without requiringTCPheaderinformationbeyondthat
provided by standardDSACK TCP. The end result, RR-
TCP, offers signi�cantly enhancedthroughputon reorder-
ing paths,asdemonstratedin simulations.Its deployment
could substantiallyloosenthe in-orderdelivery restriction
on theInternetarchitecture.

We proceedin the remainderof this paperas follows:
Section2 describesthe phenomenonof false fast retrans-
mit, responsiblefor TCP's poor performanceon reorder-

ing paths,andreportson otherdynamicsof fastretransmit
thataffect performanceon reorderingpaths.Section3 cat-
alogsrelatedwork in TCPandreordering.In Section4, we
presentthealgorithmsusedin RR-TCP's reorderingadap-
tation control loop. A detailedperformanceevaluationof
RR-TCPin simulationcanbe found in Section5. To con-
clude,we suggestfuture avenuesof researchin Section6,
andsummarizeour �ndings in Section6.

2. Fast retransmit and reordering

Thefastretransmitandfastrecovery mechanism[2] al-
lows the TCP senderto detectlosswithout experiencinga
retransmittimeout,by retransmittinga packet after receiv-
ing three duplicate acknowledgements(duplicateACKs).
This valueof threefor the dupthreshparameteris �x ed in
the fastretransmitspeci�cation,which states,“Since TCP
doesnot know whethera duplicateACK is causedby a
lost segmentor just a reorderingof segments,it waits for
a small numberof duplicateACKs to be received.” [2]
Clearly, this choiceassumesthat the network hardly ever
perturbsapacket'spositionin thestreamsentby thesender
by more than three packets' distance;otherwise,fast re-
transmitwould incorrectlyconcludethat losshasoccurred,
andhalve thecongestionwindow needlessly.

We view reorderingasa processthatcausesa packet or
packetsto bedelayed,suchthatthey arrive laterthanpack-
ets sentlater by the sender. In the eyes of TCP, delaying
a packet and “accelerating”a packet are equivalent; both
causea packet with a highersequencenumberto arrive be-
fore a packet with a lower sequencenumber. Throughout
this work, we usetheconventionof referringto reordering
asbeingcausedby thedelayof packets.

This sectiondescribesthe interactionsbetweenfast re-
transmitandreordering,andhow they affect TCP's perfor-
mance.We restrictour attentionhereinto theeffectsof re-
orderingon the TCP sender's retransmissionbehavior and
window size.Thesenderenhancementswewill proposeare
robustbothto reordereddatapacketsandreorderedACKs.1

2.1. Falsefast retransmit

The false fast retransmitphenomenon[9] limits TCP's
throughputwhenthenetwork reordersaconnection'spack-
ets.When a packet in the sender's window is delayedby
many packet times,andsubsequentpacketsarenotdelayed,
thedelayedpacketarrivesafterthesubsequentones.A clus-
ter of duplicateACKs will arrive at the sender, triggering
fastretransmitof thedelayedpacket, andcausingthewin-
dow sizeto behalved,thoughno losshasoccurred.As re-
orderingsrecur, this processwill repeat,andbeatdown the
sender'swindow, resultingin aseverethroughputreduction

1ReorderedACKs have beenshown to have othereffectsoutsidethe
scopeof thispaper, e.g., increasingtheburstinessof thesender.
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unwarrantedby the network's congestionstatus.On net-
work pathsthat reorder, a valueof dupthreshgreaterthan
thedistancein packetsa segmentis displacedin thepacket
streamwill preventfalsefastretransmits.

The duplicate-SACK (DSACK) extension[8] to SACK
TCP[13] is a usefultool for makingtheTCPsendermore
robustto reordering.DSACK reportsto thesenderwhendu-
plicatepackets(for thesamesequencenumber)arriveat the
receiver, but doesnot specify the sender's actions.Should
the senderincorrectlyconcludethat a packet wasdropped
ratherthanreordered,andretransmitthatpacket,it will later
learnsofrom a DSACK, onceboththeoriginal packet and
thespuriousretransmissionof it arriveat thereceiver. If the
receiver doesn't implementDSACK, the senderwon't be
ableto detectfalsefastretransmitsandbehavesidentically
with standardSACK.

In the caseof false fast retransmit,upon receiving a
DSACK for the retransmittedpacket, the sendercanundo
the window reductionmadeat retransmissiontime. Prior
work onTCP'sresponseunderreordering,describedin Sec-
tion 3, investigatesthis recovery strategy; our work addi-
tionally avoidsfalsefastretransmits.

2.2. Risksof increasingdupthresh

Unfortunately, increasingdupthreshis not without cost.
While progressively greaterdupthreshvaluesprevent the
TCP senderfrom wrongly concludingthat progressively
longer reorderingsare losses,thesegreaterdupthreshval-
uesmake the TCP senderrespondmore slowly after real
packet drops. Shoulddupthreshgrow large,risksinclude:

� generationof one-second-minimumtimeouts,because
insuf�cient duplicateACKs return to trigger fast re-
transmitaftera loss.

� signi�cantly increasedend-to-enddelay for dropped
packets—even if enoughduplicateACKs return, the
fastretransmitwill bedelayeduntil they all arrive; in-
teractive transfersor video over TCP, asdoneby the
popularRealVideoapplication,areintolerantof spikes
in end-to-endpacket delay;

� delayedresponseof TCP to congestion,alsobecause
fast retransmitis delayedand limited transmit (de-
scribedin thenext section)maysendmultipleconges-
tion windows(cwnd) of additionalpacketsasduplicate
ACKsarrive.

Thereis a cleartradeoff betweenavoiding falsefastre-
transmitsand the above-enumeratedrisks. A schemefor
adaptingdupthreshmustbalancetheseopposinggoals.In-
creasingdupthreshaloneis insuf�ciently adaptive;analgo-
rithm for reducingdupthreshis alsoneeded.

2.3. Limited transmit and dupthresh

Onefurther detail of fast retransmitbearsmention:the
limited transmitextension,currently a ProposedStandard

in theIETF [1], underwhichthesenderis permittedto send
onenew datapacketfor eachof the�rst twoduplicateACKs
thatarrive.Thisbehavior helpsthesenderaccumulatethree
duplicateACKs aftera loss,so that it canusefastretrans-
mit evenwhenits window is small.While limited transmit
sendstwo packetsbeyond the sender's currentcongestion
window, it follows theACK clock,andsodoesnot signi�-
cantlydeviatefrom TCP's congestioncontrolmodel.

Theproposersof limited transmitspeci�cally avoid con-
sideringadupthreshof any valueotherthanthree.If weare
to considergreaterdupthreshvalues,the degreeto which
the sendersendsbeyond its current congestionwindow
will increase.Togetherwith the work we presenton vary-
ing dupthresh, we also extend limited transmit to permit
sendingup to oneadditionalcongestionwindow's worth of
packets.Note that this limit only matterswhendupthresh
is greaterthanthe currentcongestionwindow size;other-
wise, it is dupthreshitself that limits the numberof pack-
etssentwith limited transmit.Therearereasonsfor atten-
tion to the numberof packets limited transmitallows be-
yondthecurrentcongestionwindow. They include:

� Flows thatdo not uselimited transmitwill sendfewer
packetsaftera lossthan�o ws thatdo.

� Theextra transmissionsof limited transmitmaycause
retransmissionsby competing�o ws to bedropped.

� In caseswherethereis very little statisticalmultiplex-
ing atthebottleneck,a�o w usinglimited transmitmay
be substantiallyresponsiblefor the congestionat the
bottleneck,andmaysendpacketsunderlimited trans-
mit thatwill only congestthebottleneckfurther.

� Limited transmit can delay fast retransmit's reduc-
tion of the congestionwindow—after a singleloss,if
dupthreshis verygreat,sendingk congestionwindows
of packetswith limited transmitdelayswindow reduc-
tion by k RTTs.

Thesestatementsall relate to the aggressivenessof a
TCPthatuseslimited transmit,vs. thatof a TCPthatdoes
not. No matterhow many packets limited transmitsends,
it is always self-clocking.Bansalet al. [3] show that un-
der appreciablestatisticalmultiplexing, self-clockingcon-
gestioncontrol protocolsdo not causehigh packet drop
ratesat a bottleneckfor protractedperiods.Their resultap-
pliesto protocolsthatrespondslowly to congestion,suchas
TFRC[7], whichrequiresfour to eightRTTsto cut its send-
ing rate by half, even underpersistentcongestion.Thus,
our permitting limited transmit to sendup to one ACK-
clockedadditionalcongestionwindow'sworthof datawhen
dupthreshis greatdoesnot make TCP signi�cantly more
aggressive; it merelyslidesTCPin thedirectionof beinga
moreslowly respondingcongestioncontrolprotocol.

Finally, note that the numberof packet transmissions
permittedby limited transmitdeterminesthemaximumre-
ordering length for which an increaseddupthresh is use-
ful in improving TCP's throughput.If dupthreshbecomes
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greaterthanthe total numberof packetsthat limited trans-
mit is willing to send,thesenderwill beunableto keepthe
pipe full during reorderingslongerthantheboundon lim-
ited transmit.Thus, thereis a tradeoff betweenthe maxi-
mum reorderinglengthfor which TCP will be robust,and
restrictingthe delayof TCP's responseto lossby limiting
theboundon limited transmit.

3. Relatedwork

This sectiondescribesprior work in improving TCP's
performanceonnetworksthatdelayor reorderpackets,and
differentiatesourwork from thisearlierresearch.

Ludwig andKatz [12] studybothspurioustimeoutsand
spuriousfastretransmits.Thework doesnotconsideradap-
tation of dupthresh to avoid spuriousretransmissions;it
only backsout window reductionsthat are found to have
beenmade in responseto packet delaysor reorderings.
They do not use DSACK to notify the senderof dupli-
cates.Rather, they proposetwo alternatives.The �rst is to
useTCPtimestampsoneverypacket [10], suchthatthedif-
ferenttimestampson theoriginal andretransmissionreturn
in ACKs, and reveal to the senderthat the ACKs are for
distinct transmissionsof the samepacket. The secondis
to usea reserved bit in the TCP header, dubbedthe RTX
bit [12], to markevery packet aseitheranoriginal or a re-
transmission.An ACK re�ects theRTX bit valueof thedata
packet it acknowledges.Timestampsadd twelve bytes to
eachpacket's length,andrenderpresent-dayheadercom-
pressionschemesineffective;requiringtheiruseis therefore
stronglyundesirable.TheRTX bit usesoneof only threere-
mainingunusedbits in the TCP header;primarily for this
reason,it hasbeenwithdrawn from theIETF standardspro-
cess.We examinethe performancedifferencebetweenthe
RTX bit andDSACK in Section5.1.1.

BlantonandAllman [5] useDSACK informationto re-
storethe sender's congestionwindow size after detecting
false fast retransmits,and to increasedupthreshwith the
aimof avoiding futurefalsefastretransmits.Their schemes
all hold lessstateat the senderthanthe oneswe propose,
but they do not addressthe negative effectsof too greata
dupthresh. They presentno strategy for reducingdupthresh
other than resettingit to three packets upon a timeout.
In their work, they considersix strategies for increasing
dupthresh; later in the paper, we refer to them with short
textual tagsof the form DSACK-BL-x, wherex is a differ-
entstringfor eachof their six variants.

4. Algorithms

This sectiondescribesalgorithmsfor enhancingTCP's
robustnessto reordering.We begin with a simple scheme
that the senderusesto samplethe reorderinglength dis-
tribution experiencedby the datapackets senton a con-
nection.Next, we show how to usethis distribution to in-
creasedupthreshin suchawayasto avoid falsefastretrans-

mits. While increasingdupthreshon losslesspathsyields
improvedthroughput,thissimplisticstrategy is problematic
onlossypaths,whereadroppedpacket thatcouldhavetrig-
gereda fastretransmitwith thedefault dupthreshof 3 may
insteadcausea timeout.

Motivatedby thisdif�culty , wepresentastrategy for re-
ducing dupthreshadaptively in responseto timeouts.The
combinedincrease/decreaseschemefor dupthreshbalances
thetradeoff betweenfalsefastretransmitsandtimeoutsus-
ing a costfunctionthatquanti�es thereductionin through-
put associatedwith a false fast retransmit,vs. the reduc-
tion in throughputassociatedwith a timeout.Theresultis a
heuristicfor adaptingdupthreshin responseto falsefastre-
transmitandtimeoutevents.

Wecomplementthedupthreshadaptationalgorithmwith
an improvementto TCP's RTO estimatorthat eliminates
a samplingbias that causesRTOs to be too aggressive on
pathsthat delaypackets.Today's SACK TCP avoids sam-
pling RTTsfor all retransmittedpackets,in accordancewith
Karn's Algorithm [11], becausethe sendercannotknow
whetheran ACK matchesa data packet's original trans-
missionor its retransmission.Becausedelayed(reordered)
packets are likely to trigger retransmissions,they are less
likely to beincludedin TCP's RTO estimator, andproduce
RTO estimatesthataretoo short.We enhancetheRTO es-
timator to include RTT samplesfor falsely retransmitted
packets, without requiring the use of timestampsor any
otherextensionto the TCP header. We mustomit the de-
tails of the enhancedRTO estimatorand its evaluationin
simulationin this paperin the interestof brevity; the inter-
estedreaderis referredto [19].

4.1. Reordering-relatedstate: the scoreboard

The SACK TCP scoreboarddatastructure[14] stores
per-packet stateat thesenderconcerningrecentlytransmit-
ted packets. It offers a naturalframework for storingper-
packet reordering-relatedinformation: whethera fast re-
transmitis false,the durationof falsefast retransmit,and
thereorderinglengtha packet experiences.We recordeach
fastretransmit'sstartingtimeandwindow reductionamount
in theretransmittedpackets' scoreboardentry. If thefastre-
transmitis later identi�ed as false,we recordthe interval
betweenthe startandendof the falsefastretransmit,dur-
ing which thewindow wasunnecessarilyhalved.

Measurementof reordering length is more nuanced.
There are two phasesto samplingthe distribution of re-
orderinglengthsexperiencedby packets:measuringthere-
ordering length for each packet, and aggregating these
samplesinto a histogramof reorderinglengthsrecentlyob-
servedon theconnection's path.

It is importantto notethattheextensionswe describeto
thescoreboardheredonotchangetheasymptoticstorageor
computationrequirementsof scoreboard maintainance. The
techniqueswe describearenot signi�cantly greaterin cost
from SACK TCP, which is alreadywidely deployed [15].
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We mustelidea detaileddiscussionbecauseof spacecon-
straints,andrefertheinterestedreaderto [19].

4.1.1. One packet's reordering length For thesenderto
avoid a false fast retransmitafter a packet is reordered,
its dupthresh must be greaterthan the numberof dupli-
cateACKs the reorderinggenerates.Whenpacket i is de-
layed,oneduplicateACK will arrive at thesenderfor each
packet i + 1: : : i + k thatarrivesat thereceiverbeforepacket
i. Thus,delayingpacket i cangeneratek duplicateACKs:
the differencebetweenthe highestpacket numberACKed
or SACKedsofarandthenumberof thedelayedpacket.2 3

Intuitively, whena packet is delayedandarrivesout-of-
order, thereis a “hole” in the sender's scoreboardfor that
packet; the senderreceives SACKs for packets sent later
thanthedelayedpacketbeforereceiving theACK or SACK
for thedelayedpacket. For themoment,let usassumethat
ACKs are not droppedor reordered,and that delayedac-
knowledgementis not used.Here,thearrival of onepacket
at the receiver triggersone cumulative or selective ACK,
that communicatesthe receiptof that one packet. In this
case,a returningACK or SACK block for a delayedpacket
mustalwayscloseexactly a one-packet hole in the score-
board.This holemustlie betweenthepreviously acknowl-
edgedpacket with the greatestcontiguouspacket number
andthegreatestpacket numberin thenewly arriving ACK
or SACK. Thus,wherei is the greatestpacket numberin
the newly arriving ACK or SACK, a sendermeasuresthe
reorderinglengthr by scanningthescoreboardasfollows:

c = greatestcontiguouslyACKedpacketnumber
m= greatestACK or SACK numberreceivedsofar
n = 0
foreachpacket k suchthatc < k � i

if currentACK newly ACKsor SACKsk
then

h = k // foundahole
n = n+ 1

endif
end
if n == 1 then

r = m� h
endif

WhenACKs aredroppedor reordered,a singlereturn-
ing ACK canclosemorethanonehole in the scoreboard.
The test for n == 1 ignoressampleswhere a returning
ACK closesmorethanonehole,suchthat erroneoussam-
plesarenotcausedby droppedor reorderedACKs.Thistest
makes the reorderinglength measurementmechanismro-
bustagainstreorderedor droppedACKs; in Section5.3,we

2We usepacket numbersherefor clarity of exposition;thecorrespon-
dencebetweenpacket and sequencenumbersis abstractedaway by the
scoreboard.

3It' spossibleto usethenumberof duplicateACKsto measurereorder-
ing length.But thenumberof duplicateACKs is affectedstronglyby de-
layed,droppedor reorderedACKs.Themethoddescribedbelow isnot,and
alsoallows us to measuremultiple reorderingeventswithin a singlewin-
dow of packets.

SACKs at Sender: S2 S3 S4 S5 C5
Packet Stream at Receiver:  2  3  4  5  1

1 2 3 4 5
ACKed?

sequence number

length 4

Figure 1. Reordering measurement using the
scoreboar d.

demonstratein simulationthat reorderedACKs do not af-
fectourTCPsender's throughput.

Figure1showsasimpleexampleof thereorderinglength
measurementmechanism.Here,packet1 is reorderedto ar-
rive after packets 2: : :5, for which SACKs return to the
sender. Thescoreboardis shown at themomentthecumu-
lative ACK for packet 5 returns.The sender�nds the hole
atpacket 1, andconcludesa reorderinglengthof 4.

Whena packet is retransmitted,thereis anambiguityas
to whetherits ACK correspondsto theoriginal transmission
or theretransmission.WhennoDSACK for theretransmis-
sionreturns,thesenderdiscardsthereorderinglengthsam-
ple for the retransmittedpacket, becausethat packet was
lost,not reordered.WhenaDSACK doesreturn,thesender
pairstheoriginal transmissionwith the�rst ACK to return,
and the retransmissionwith the second,computesthe re-
orderinglengthfor each,andtakestheir meanasa conser-
vative approximationto the reorderinglengthencountered
by bothpackets.Notethatthismeanhasthesamevalue,re-
gardlessof whichof thetwo possiblepairingsof ACKswith
datapacketsis used.

TCP receivers are not intendedto use delayedACKs
whenthey receive out-of-orderpackets[2], to promotethe
accumulationof duplicateACKsatthesender. A look at the
FreeBSD4.3TCPcoderevealsthatareceiveronly usesde-
layedACK whenboththenewly arrivedsegmentis contigu-
ouswith previouslyacknowledgeddata,andthereassembly
queue(containingpacketswith sequencenumbersgreater
thanthosecontiguouslyacknowledged)is empty. We con-
cludethatdelayedACKsareextremelyunlikely duringare-
orderingepoch,betweenreceiptof the�rst non-contiguous
packet at the receiver, andthe emptyingof the reassembly
queue.

4.1.2. Aggregatinginto the reordering histogram Sam-
plesof reorderinglengthsfrom eachtransmittedpacket are
stored in a reordering histogram as ACKs return to the
sender. The bins in the histogramare reorderinglengths;
they count the numberof packets that have experienced
each reordering length betweenone and a con�gurable
maximum.Thehistogramtracksthereorderinghistoryfor a
con�gurableperiodof time.Eachreorderingeventstoredin
thehistogramholdsa timestamp.Periodically, eventsolder
thanthehistoryperiodaredeletedfrom thehistogram.The
histogramprovidesdetailsof the reorderingdistribution to
our dupthreshadjustmentalgorithms.BlantonandAllman
explorealternativesthataccumulatelessstate[5]; our goal
is to demonstratethe best-caseperformanceimprovement
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thatcanbeattainedby usingthemostaccurateanddetailed
reorderinginformation.We stressthat a histogrammakes
no assumptionaboutthedistribution of reorderinglengths;
for any persistentreorderingprocess,it will provide per-
centilesof reorderinglengths.

Notethatfor eachretransmissionof a packet, thesender
must wait for the return of both an ACK and a DSACK,
asdescribedpreviously, beforebeingableto determinethe
packet's reorderinglength. If no DSACK returns,we as-
sumetheoriginalor retransmittedpacket wasdropped.

4.2. Avoiding false fast retransmits: increas-
ing dupthr esh

Thereorderinghistogramsummarizesthedistributionof
reorderingsexperiencedby a connection's packets.A sim-
ple strategy for avoiding falsefastretransmitsis to choose
thedesiredpercentageof reorderingsfor whichfalsefastre-
transmitsareto be avoided,andto setdupthreshsuchthat
it equalsthat percentilevalue in the reorderinglengthcu-
mulative distribution. That is, if 90% of reorderingevents
areof 8 packetsor fewer, a dupthreshof 9 will avoid 90%
of falsefastretransmits.Evenwith a�x edpercentilechoice,
dupthreshmayvaryovertime,asthereorderinghistogram's
contentschangein accordancewith thereorderingbehavior
of theconnection's path.

Wereferto thisalgorithmasDSACK-FA, for FalseFast
RetransmitAvoidance,and the percentageof reorderings
thealgorithmavoidsastheFA ratio.

4.3. Avoiding timeouts: adapting the FA ratio

As describedin Section 2.2, increasingdupthresh is
not without cost.Potentialnegative effects of a too-large
dupthresh include timeouts, long end-to-enddelays for
packetsretransmittedafterdrops,andadelayedresponseof
TCPto congestion.To avoid theseills, analgorithmfor re-
ducingdupthreshis alsoneeded.

Ratherthandirectly varyingdupthresh, we insteadpro-
posevarying the FA ratio. Increasingthe FA ratio will in-
creasedupthresh, while decreasingthe FA ratio will de-
creasedupthresh. A naturalapproachto building a control
loop that governsadaptationof the FA ratio is to consider
therelative costsof falsefastretransmitsandtimeouts,and
to settheFA ratioaccordingly.

Cost Function: TimeoutsBoth false fast retransmitsand
timeoutshaveopportunitycostsin needlesslymissedpacket
transmissions.A falsefastretransmitcausesa window re-
duction by half, and this smaller window prevails until
DSACKs return,andpermit reinstatementof the previous
window value.In contrast,timeoutshave two main costs:
the idle period after the full window of packets hasbeen
sent,but before the timer expires; and slow start, during
whichthecongestionwindow sizemustgrow from one,and
will be smallerthanhalf the previous congestionwindow

sizefor multiple RTTs. We distinguishbetweentwo types
of timeouts:

� False timeouts, for which a DSACK eventually re-
turns,occurwhendelay, not loss,causesantimeout.

� True timeouts, for which no DSACK returns,occur
whenlosscausesantimeout.

Supposethat a TCP connectionhasa steadystatewin-
dow sizeW, a smoothedRTT of R, and a retransmission
timeoutperiodof T. TCPwill sendamaximumof k� cwnd
additionalpacketswhile duplicateACKs returnunderlim-
ited transmit[1], which permitsTCP to sendnew datain
responseto returningduplicateACKs to easetriggeringof
fastretransmit.

A true timeoutconsistsof threephases:an idle period,
slow start,andlinear increasebeyond the halved window.
Fastretransmitsreducethroughputlessthantimeouts;they
consistonly of halving the window and linear increase.
Thus,theadditionalcostof suffering a true timeoutrather
thana fastretransmitis only theidle periodandslow start.

Duringtheidle period,thesendermissestheopportunity
to transmitW T

R � W(1+ k) packets.Duringslow startup to
W=2, thesendermissestheopportunityto send(W � 1) +
(W � 2) + : : : + (W � W=2+ 1) + (W � W=2) packets,or:

log2W� 1

å
i= 0

[W � 2i ] = W(log2W � 1) + 1

packets.Thus,thetotal costof a truetimeoutis:

C(truetimeout) = W(
T
R

+ log2W � k� 2) + 1

packets.After a falsetimeout,whena DSACK returns,the
pre-timeoutcongestionwindow is restored.Thus,thereis
no periodof opportunitycostduring linear increaseof the
congestionwindow, and the cost of a false timeout with
window restorationunderDSACK is roughlyequalto that
of a truetimeout.4

Cost Function: False Fast RetransmitsThe transmission
opportunity cost after a false fast retransmitdependson
the interval requiredfor the senderto receive the DSACK
that identi�es the fastretransmitasfalse.Recallfrom Sec-
tion 4.1thatthescoreboardmeasures,for eachfalsefastre-
transmit,thedurationof thewrongly reducedwindow (be-
tweenthewindow reductionandthereturnof theDSACK,
if any). Wemaintainanexponentiallyweightedmoving av-
erageof this falsefastretransmitduration,D. WhenD = R,
the costof a falsefastretransmitis merelyW=2; the win-
dow was halved unnecessarilyfor only one RTT. When
D > R, however, the cost is greater, as the reducedwin-
dow is in effect for a longer period. Note that eachsub-
sequentRTT costsless,aslinearincreaseof thecongestion

4Thecostsareonly approximatelyequal;theDSACK informationmay
bedelayedin returning,in whichcaselinearincreasemaybegin beforethe
old window canberestored.
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window progresses,until afterW=2 RTTs, whentheorigi-
nal window valuehasbeenrestored.Thus,for k = dD=Re,
the cost of a false fast retransmitis boundedabove by
(W � W

2 ) + (W � W
2 � 1) + : : : + (W � W

2 � (k � 1)) , or:

C(falsefastretransmit) �
k� 1

å
i= 0

[
W
2

� i] =
k(W � k+ 1)

2

packets.Notethatwe limit k toW=2 regardlessof D, to cap
thecostappropriately.

Because D and R are estimated as exponentially
weightedmoving averages,their valuesare not instanta-
neouslyaccurate.The actual cost of a false fast retrans-
mit lies betweenthe cost for khigh = dD=Re and the
cost for klow = bD=Rc. Ratherthan using a discretesin-
gle valueof k, suchthata smallchangein D or R canpro-
voke a disproportionatechangein C(falsefastretransmit),
we linearly interpolatebetweenklow andkhigh.

Cost Function: Limited Transmit The bound on limited
transmit also introducesan opportunity cost in idle time
when the FA ratio (and thus dupthresh) are great.In this
situation,it mayhappenthatlimited transmitis insuf�cient
to accumulatethe numberof duplicateACKs to trigger a
fastretransmit,andanidle periodresults.This is not to say
that limited transmitis problematic.On thecontrary, when
dupthreshis solarge,theidle timeprovidesdownwardpres-
sureon theFA ratio without incurringthemoreseverecost
associatedwith a timeout.

Morespeci�cally, whenalargedupthreshis in effectand
theRTT issmallin relationto theminimumRTO,thesender
may remainidle after it exhaustslimited transmit.Yet no
timeoutmayoccur, asthedelayedpacket caneasilybeac-
knowledgedbeforethe timer expires.The idle periodindi-
catesdupthreshhasgrown too large.

Whenthesenderexhaustslimited transmit,we storethe
time this event occurs.If an ACK returnsthat permitsthe
window to advanceonce again, and no timeout has oc-
curred,the idle periodI is thedifferencebetweenthe time
the ACK returnsandthe storedtime limited transmitwas
exhausted.During this period,we countthenumberof fur-
ther duplicateACKs that return,d. TheseduplicateACKs
partially�lled thepipeatthetimetheidle periodbegan,and
arenot part of the opportunitycostduring the idle period.
The cost of this idle period is thusC(limited transmit) =
I
RW � d.

HereW is the steadystatewindow size, and R is the
smoothedRTT. By reducing the FA ratio basedon the
cost of this idle period,we risk increasingthe numberof
falsefastretransmitsexperienced.Thus,we only decrease
the FA ratio after a limited-transmit-inducedidle periodif
C(limited transmit) > C(falsefastretransmit).

Adaptingthe FA Ratio: CombinedCost Function Having
de�ned the cost functionsassociatedwith timeouts,false
fastretransmits,andlimited transmit,we now explain how

Algorithm Name Description
SACK StandardSACK

DSACK-R DSACK + FFRrecovery
DSACK-FA DSACK-R + �x edFA ratio
DSACK-TA DSACK-FA + timeoutavoidance

Table 1. Algorithms compared in sim ulation.

they areusedtogetherto vary theFA ratio.Let theparame-
ter Sbethefundamentalstepby which we adapttheFA ra-
tio. In theresultspresentedherein,weuseanSof 0.01,cho-
sento permit �ne adjustmentof theFA ratio by thecontrol
loop.Rulesfor adaptingtheFA ratioare:
Uponevery falsefastretransmit,increasetheFA ratioby S.
Uponevery timeout,decreasetheFA ratioby

C(timeout)
C(falsefastretransmit)

S

Uponevery limited-transmit-inducedidle period,provided
C(limited transmit) > C(falsefastretransmit), decreasethe
FA ratioby

C(limited transmit)
C(falsefastretransmit)

S

Theserules heuristicallyadaptthe FA ratio (and thus
dupthresh) in a way that maximizesthroughputfor a con-
nection experiencing reordering. False fast retransmits
causea gradualincreasein theFA ratio.Timeoutsandsig-
ni�cant idle periodstriggeredby great dupthresh values
causethe FA ratio to decreasein proportion to the rela-
tive throughputreductionsthey create,as comparedwith
the throughputreductionassociatedwith a false fast re-
transmit.dupthreshis setto theFA ratio's percentilevalue
in the reorderinglength cumulative distribution. We re-
fer to the algorithm that uses thesecost functions and
rules to adaptthe FA ratio as DSACK-TA, for Timeout
Avoidance.

Thesecollectedenhancementsto the senderresult in a
TCP that achieves signi�cantly greaterthroughputthan a
standardSACK TCP, but it is importantto notethatthisdis-
parity doesnot directly imply any fairnessdif�culties be-
tweena senderusing theseDSACK enhancementsand a
senderusingstandardSACK TCP. It is the reorderingthat
causesstandardSACK TCPto performpoorly. A DSACK-
enhancedsenderdoesn't causereordering,andsois not re-
sponsiblefor thepoorthroughputSACK achievesunderre-
ordering. In caseswherea DSACK-enhancedTCP com-
peteswith aSACK TCPonareorderingpath,replacingthe
DSACK TCPwith a SACK TCPshouldnot materiallyim-
prove theperformanceof theotherSACK TCP.

5. Experimental evaluation

This sectionpresentssimulationresultsto demonstrate
theimprovementDSACK-basedalgorithmsmake to TCP's
performanceover pathsthat reorderor delaypackets.We
comparethe performanceof several variantsof DSACK,
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Parameter Value
Initial FA ratio 90%ilesampled

RTT Histogramratio 99.8%ilesampled
Minimum dupthresh 3 pkts
Maximumdupthresh 64pkts

Maximumsendingwindow (maxwnd) 50pkts
Limited transmitbound 1� cwnd

Reorderinglengthsamplelifetime 80s
a in EWMA of FFRduration 1

8

Table 2. Simulation parameter s. FFR denotes
false fast retransmit.

both thoseproposedin Section4 and thoseproposedby
others.Table 1 summarizesthe algorithmsin simulation.
We simulatethesealgorithmsin the ns-2 network simu-
lator [14], version2.1b8.To introducereordering,we ex-
tendedns-2 to delaya con�gurable percentageof packets
thattraversealink. Independentlyof thedelay, wealsocon-
trol thedroprateassociatedwith a link.

S1 S2R1 R21ms 1ms?ms
 10Mb/s 10Mb/s   ?Mb/s

Figure 2. Simulated netw ork topology .

We simulatea wide variety of delay (reordering)dis-
tributionsto demonstratethe valueof our algorithms.Be-
causeof spacelimitations,nearlyall theresultswe present
in thispaperarefor normallydistributedreorderinglengths.
In practice,ouralgorithmswork similarly well for theother
distributionswe simulate.In fact,its effectivenessdoesnot
rely onany assumptionaboutthedelaydistributions,asex-
plainedin Section4.1.2;we refer the interestedreaderto
[19] for detailedmeasurements.

Oursimulationsconsistof asingle,long-livedTCP�o w
traversingthe network shown in Figure 2. The �o w lasts
1000 seconds.All datapoints in simulation resultsplots
aremeansof � ve runswith differentpseudorandomnum-
ber generatorseedsfor the packet reorderingprocess,ex-
ceptwhereotherwisenoted.Reorderingeventsandpacket
dropsareintroducedatbottlenecklink (R1;R2), whoselink
speedandpropagationdelaywevary. In all simulations,the
maximumwindow sizeM permittedby thesenderis �x ed
at 50 packets.To achieve precisecontrolof thelossbehav-
ior of thebottleneck,wherethebottlenecklink hasRTT R,
wesetthecapacityS(in packetspersecond)of link (R1;R2)
suchthatS= M=R. Thus,whenwe don't introducea con-
trolled packet delayor droppingprocessat the link, a TCP
�o w achieves throughputS, and the steadystatewindow
sizewill beexactlyM = 50.WereM greater, thebottleneck
link would periodicallycausepacket dropsasTCP's con-
gestionwindow variedin saw-tooth fashionbracketing 50
packets.Weshow othersimulationparametersin Table2.

5.1. Falsefast retransmit avoidance

We �rst show how use of DSACK at the senderim-
proves TCP's performanceby detecting,recovering from,
andavoiding falsefastretransmits.Here,the delayof link
(R1, R2) is 50 ms. Packet delaysarenormally distributed,
with a meanof 25 msandstandarddeviation of 8 ms,such
thatmostpacketsselectedfor delayaredelayedbetween0
ms and50 ms. Note that theseparametersrepresenttypi-
cal Internetlink delays,andrelatively mild reordering.
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Figure 3. Throughput vs. fraction of delayed
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Figure 4. False fast retransmit ratio vs. frac-
tion of delayed packets.

5.1.1. Varying packet delay rate First, we vary the per-
centageof delayedpacketsfrom 1% to 30%,without intro-
ducingpacket drops.As shown in Figure35, asmorepack-
etsaredelayed,thethroughputof SACK dropsrapidly, but
thatof DSACK-FA and-TA is better. DSACK-TA performs
best,asits throughputdecreasesmuchmoreslowly thanthat
of theotherschemes.

DSACK-FA and-TA avoid falsefastretransmitsby vary-
ing dupthresh. Figure4 revealsthat the fractionof packets
resentwith fastretransmitfor which retransmissionis false
underDSACK-FA is lessthan10%.DSACK-TA prevents
still more falsefast retransmits.We do not show SACK's
fractionof falsefastretransmitsherebecausetheSACK im-
plementationdoesnotdetecttheseevents.

5NotethatSACK-NODELAY is asinglepointplottedatx= 0,andthat
DSACK-TA-MEAN andDSACK-TA-RTX areplottedatoponeanother.
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In caseswith virtually no timeouts,suchasin this simu-
lation,DSACK-TA adjuststheFA ratio to 99%sothatmost
falsefastretransmitsareavoided.SACK-NODELAY shows
theideal throughputTCPachieveswhenthereis no packet
delay. DSACK-TA canmaintainover 71%of the through-
putpossiblewithoutpacketdelays,evenwhen30%of pack-
etsaredelayed.

The -RTX and -MEAN variantsof the TA and FA al-
gorithmsshow a comparisonof two differentstrategiesfor
resolving the ambiguity in matchingACKs with retrans-
mitted packets. The -RTX variant usesthe RTX bit [12]
to mark retransmittedpacketsand their ACKs differently.
The -MEAN variantusesthe techniquedescribedin Sec-
tion 4.1.1, where no RTX bit is used.In all subsequent
simulations,plots with no -MEAN or -RTX suf�x usethe
-MEAN variant.The performanceof DSACK-TA-MEAN
is comparableto that of DSACK-TA-RTX, but the FA-
MEAN variantperformsa bit betterthantheFA-RTX vari-
ant.DSACK-FA-MEAN averagesthetwo transmittedpack-
ets' measuredreorderinglengths.In this simulation,there-
orderinglengthof theoriginal packet is mostoftenshorter
than that of the retransmittedpacket becausethe original
packet's ACK usually arrives earlier. Thus, DSACK-FA-
MEAN tendsto measureslightly longer reorderings,and
thusselectsaslightly largerdupthresh, whichin turncauses
fewer falsefastretransmits.Theresultis higherthroughput
for DSACK-FA-MEAN.
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Figure 5. Throughput vs. drop rate .

5.1.2. Varying packet drop rate Next, we studythe be-
havior of DSACK whenpacketsarebothdelayedandlost.
In this example,5% of packetsaredelayed,andthepacket
dropratevariesbetween0%and2%.As shown in Figure5,
the throughputachieved by DSACK-TA and DSACK-FA
decreasessharplyasthelossrateincreases.As oneexpects,
all TCPvariantssuffer reducedthroughputunderloss.In the
caseof theDSACK variants,a fastretransmitcanbeidenti-
�ed asa falsefastretransmitonly whenthereareno packet
lossesin thatwindow of packets.As thedroprateincreases,
it becomesincreasinglylikely thatat leastonepacket drop
occurswithin awindow. As aresult,thepercentageof false
fastretransmitsdecreasesrapidly, andtheperformancedif-
ferencebetweenDSACK andSACK diminishes.

5.2. Timeout avoidance
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Figure 6. Throughput vs. link delay.

Here,we demonstratethe performancebene�ts of dy-
namically adaptingthe FA ratio to balancebetweenfalse
fastretransmitsandtimeouts.Wedelay1.4%of packetsand
drop 0.6%of packets,andvary the link propagation delay
P of (R1;R2) between40 ms and200 ms. The packet de-
lay time variesuniformly between[0;4P] (up to 2 RTTs).
Theseparametersrepresentcasesin theupperrangeof In-
ternetlink delays,andmoderatepacket delay.

As shown in Figure6, DSACK-TA performsbest.But
this is not becauseDSACK-TA causesthe lowestpercent-
ageof falsefastretransmits;DSACK-FA actuallycausesan
evensmallerpercentage.To examinethis relationshipmore
closely, we �x the link delay of (R1;R2) at 100 ms, and
vary the target FA ratio of DSACK-FA from 95% down
to 5%. Figure 7 shows (a) the timeout behavior, (b) the
fast retransmitbehavior, and (c) the throughputbehavior
of DSACK-FA under theseconditions.In Figure 7a, the
fraction of sentpackets that encountertimeoutsdecreases
rapidly astheFA ratio decreasesfrom 95%to to 60%,then
decreasesfurtheronly slightly astheFA ratiodecreasesfur-
ther. Note that DSACK-TA adaptively choosesan FA ra-
tio of approximately60%,at this point of diminishingre-
turns below which fewer timeoutsare avoided.Figure 7b
revealsthat as the FA ratio (dupthresh) decreases,the ac-
tual fraction of fast retransmitswill increase.Thus,were
DSACK-TA to decreasetheFA ratio below 60%,not many
timeoutswould beavoided,but progressively morefastre-
transmitswould result.Figure 7c shows that DSACK-TA
achievesahigherthroughputthanDSACK-R, whichusesa
�x ed dupthreshof 3, andDSACK-FA, which �x esthe FA
ratio at 90%,becauseDSACK-TA balancesbetweenfalse
fastretransmitsandtimeouts.Notefurtherin Figure7c that
DSACK-TA adaptsdupthreshsuchthat it achievesapprox-
imately themaximumthroughputavailableamongall pos-
sible�x edFA ratios.

Figure6 shows the effect of increasingthe propagation
delayof link (R1;R2). Notethattheperformancedifference
betweenDSACK-TA andDSACK-FA narrows. This phe-
nomenonoccursbecauseasthelink delayincreases,theidle
costassociatedwith timeoutdecreases,andthecostdiffer-
encebetweena timeoutandfalsefastretransmitdoes,too.
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Figure 7. Timeout avoidance: comparing DSACK-FA and DSACK-TA.

Thus, the performanceof DSACK-FA approachesthat of
DSACK-TA asthelink delayincreases.

5.3. Robustnessto ACK reordering

The mechanismswe proposeaddressthe effectsof re-
ordereddatapacketson thesender'swindow size.Reorder-
ing of ACKs may alsooccur. Becauseour algorithmsuse
the ACK streamto measurethe reorderinglengthsof data
packets,it is importantto verify thatreorderedACKsdonot
diminishtheir effectiveness.6

In simulationswherewe vary the fraction of reordered
ACKsbetweenzeroandtenpercent,we�nd everyDSACK
variantoffers nearlyconstantthroughputacrossthis entire
rangeof reorderedACK fractions.Thus,reorderedACKs
have no signi�cant negative effect on thesender's through-
put,for reasonspreviouslyexplainedin Section4.1.1.There
is similarly negligible effectonthroughputfor theotherlink
delaysanddataandACK packet delaydistributionswe've
simulated,aswell. Detailedsimulationresultsfor ACK re-
orderingappearin [19].

5.4. Robustnessfor multi-path routing

In Figure8, weexamineDSACK-TA-MEAN' sbehavior
underpacket delayssimilar to thosethatwould beseenif a
sender's packetsweresentalternatelyover two pathswith
differentRTTs.If weassumethattheRTT of eachof thetwo
pathsremains�x ed,all delayedpacketsaredelayedby the
differencebetweenthetwo paths'RTTs.Here,weexamine
acasewith a50mspropagationdelay, andsimulate50%of
packetsbeingdelayedfor thesameperiod,representingthe
RTT differencebetweenthe100msRTT pathanda longer
path.At a delayof zeroseconds,all packetsareroutedon
thesamepath,andthereis no reordering.As thedelay, and
thus the reorderinglength, increase,DSACK-TA-MEAN
continuesto offer signi�cantly increasedthroughputover

6We con�ne our interesthereto theavoidanceof falsefastretransmits
andfalsetimeoutsthat areour goalsin this paper;reorderedACKs have
othereffects,including increasingthe burstinessof the sender, that have
beeninvestigatedby otherspreviously.
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Figure 8. Throughput vs. pkt delay.

SACK. Note that the performanceadvantageof DSACK-
TA-MEAN beginsto diminishatdelayslongerthan100ms;
at this point, packetsaredelayedmorethanonewindow's
worth. Recall that we restrict limited transmitto onewin-
dow'sworthof packets,to avoid delayingTCP'sresponseto
a genuinepacket loss.Thus,theperformanceimprovement
diminishesbecauseof idle time inducedby limited trans-
mit, in accordancewith thediscussionin Section2.3.Even
with limited transmitof onewindow anda pathRTT dif-
ferenceof two 100msRTTs(200ms),DSACK-TA-MEAN
offersaseven-foldthroughputimprovementoverSACK.

5.5. Comparisonwith prior work

Blanton and Allman proposeseveral techniquesfor
adaptingdupthreshin responseto reordering[5]. They in-
creasedupthreshafter measuringreorderings,but do not
explicitly weigh the tradeoff betweenfalse fast retrans-
mits andtimeouts.After a timeout,they proposeresetting
dupthresh to 3. This sectioncomparesBlanton and All-
man's algorithmswith ourown.

We�rst characterizetheexpectedbehavioral differences
betweenthealgorithms.First, in BlantonandAllman's al-
gorithms,dupthreshoften increasesto a greatvalue,often
asgreatasthemaximumreorderinglengthseen.This great
dupthreshvaluemayincreaseend-to-enddelayfor dropped
packetswhenthereorderinglengthhasaheavy-taileddistri-
bution.Whenanetwork pathreorderslessseverelythanbe-
fore,theiralgorithmswithoutadupthreshdecreasestrategy
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mustrely on a timeoutto resetdupthreshto 3. In compari-
son,our timeoutavoidancealgorithmavoidsmostfalsefast
retransmits,while ignoringrareandextremelylongreorder-
ings.Shouldthereorderinglengthdistribution changeover
time,thehistogramre�ects any suchchange,anddupthresh
changesaccordingly.

As timeoutsare expensive, Blanton and Allman limit
dupthreshto 90%of thecurrentcongestionwindow. How-
ever, this limit maynot alwaysprevent timeoutsthatcould
have beenavoidedwith a smallerdupthresh—whenmulti-
ple packets are delayedor lost within a single window, a
timeout may be inevitable. The dupthresh limit of 0:9 �
cwnd can't prevent false fast retransmitsin caseswhere
reordering lengths are longer than 0:9 � cwnd, but not
long enoughto trigger falsetimeoutswith theone-second-
minimumRTO.Whenthecongestionwindow is small,such
casesoccurfrequently.

We use Blanton and Allman's simulator code in ns-
2.7 We comparethe approacheson a network wherelink
(R1;R2) hasP = 50 mspropagationdelay, S= 4 Mb/s link
capacity, and1%of packetsaredelayedaccordingto anor-
maldistributionwith meankP andstandarddeviation k

3. As
shown in Figures9 and10, we graduallyincreasek from
0.1to 4.0,andthusvary thepacketdelaybetween5 msand
200ms.
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Figure 9. Throughput vs. average delay time .

The DSACK-BL-XXX curves give results for Blan-
ton andAllman's algorithms.As shown in Figure9, when
kP is small, all schemesperform similarly better than
SACK, but as kP increases,DSACK-TA achieves in-
creasinglyhigher throughputas comparedwith all other
schemes.Figure10 shows that the fraction of fastretrans-
mits sufferedby DSACK-TA hovers around0%, whereas
the other schemessuffer increasinglyfrom fast retrans-
mits asmeanpacket delayincreases.Here,the0:9� cwnd
boundondupthreshpreventstheotherschemesfrom avoid-
ing falsefastretransmitscausedby longerreorderings.

We now explore the behavior of BlantonandAllman's
algorithmsunderburstypacket loss.Here,link (R1;R2) has

7Their coderunsin ns-2.1b7,whereasoursrunsin ns-2.1b8.In thein-
terestof maximalcomparabilityof results,weusedtheTCPparameterde-
faultsfrom 2.1b8whenrunningtheir codein 2.1b7.
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Figure 10. Incidence of fast retransmits
vs. average delay time .

No drops Drops No drops Drops
Totalpkts Totalpkts FRratio FRratio

DSACK-BL 97184 60708 0.13% 0.48%
DSACK-TA 103770 81916 0.03% 0.19%

Table 3. Throughput and FR ratios, with and
without bursty loss.

P = 200 ms propagation delay, and2% of packetsarede-
layed accordingto a normal distribution with mean100
ms and standarddeviation 33 ms. We further introducea
small fraction (0.02%) of packet drops.Eachdrop event
lasts for a period that variesuniformly in [300;400] ms,
duringwhich all consecutive packetsto arrive aredropped.
Thisdropbehavior triggerstimeoutsevenwith a0:9� cwnd
boundon dupthresh. In Table3 we seethat the throughput
of DSACK-BL-INC suffersmorethanthatof DSACK-TA
underburstydrops.EachtimeoutcausesDSACK-BL-INC
to resetdupthreshto 3, so that DSACK-BL-INC losesall
its reorderinglengthhistory. Thereafter, it linearly increases
dupthreshasit encountersreordering.In contrast,DSACK-
TA usesits reorderinglengthhistogramto preservesknowl-
edgeof the path's characteristicsacrosstimeouts.8 Thus,
DSACK-TA suffers fewer falsefast retransmitsandoffers
higherthroughput.

We have comparedall variantsof DSACK underanex-
tensive setof network conditions,wherewe vary the link
delay of (R1;R2) between[50;400] ms; the packet drop
rate between[0;9] percent;the fraction of delayedpack-
etsbetween[0:1;10] percent;andmeanpacket delaysbe-
tween[25;1600] ms,usingmany of the randomprocesses
supportedin ns-2. As expected,DSACK-TA performsbest
overallbecauseit combinesthebene�tsof falsefastretrans-
mit avoidanceandtimeoutavoidance.

6. Conclusionand futur ework

We have presentedRR-TCP, a TCP senderextendedto
distinguishbetweenreorderingand loss, in the interestof

8Plotsof dupthreshvs. time for the two schemesomittedfor brevity;
they maybefoundin [19].
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improving TCP's robustnesson pathsthat reorderpackets.
Our extensionsusea histogramof the reorderinglengths
packetsexperienceto adaptTCP's dupthresh, anda control
loop to adapttheFA ratio, thefractionof reorderingevents
that the sendershouldavoid misidentifyingas losses.The
key novel featureof RR-TCPis its useof timeoutavoid-
ance; our control loop for varying the FA ratio is mindful
not only of the costsof falsefast retransmits,but also of
thecostsof timeoutsandidle periodsduring limited trans-
mit. Our simulationson networksover a wide rangeof link
delays,packet delays,andlosspatternsshow thatRR-TCP
consistentlyimprovesTCP's throughputsigni�cantly in the
faceof reordering,ascomparedwith bothstandardSACK
TCP and previously publishedreorderingrobustnessen-
hancementsto SACK TCP.

Our experimentalevaluationof RR-TCPrevealsmuch
aboutthenatureof thereorderingproblem.As thelossrate
increases,the sender's window is kept small by conges-
tion avoidance,andreorderingdoesn't limit throughput—
congestiondoes.As thelengthof reorderingsincreasesbe-
yond the permittedextent of limited transmit,an RR-TCP
sendermustincur idle periods,andwill offer lessof a per-
formanceimprovementover SACK. Limited transmitem-
bodiesa fundamentaltradeoff betweenthe responsiveness
of thesenderto congestionandthereorderinglengthaTCP
sendercanbemadeto tolerate.

Several avenuesbear further investigation. In this pa-
per, we've pursuedonly sender-sidedesignsthat storeex-
tra statefor eachconnectionin theSACK scoreboard,and
in the reorderinghistogram.On a busy server with many
thousandsof connections,thisadditionalstatemaybelarge.
We believe RR-TCPcanbebuilt in a receiver-sidefashion,
wherebythe receiver measuresreordering,keepsthe his-
togram,appliesthe dupthreshadjustmentalgorithms,and
dynamicallyinformsthesenderof thisdupthreshvalue,per-
hapsin a TCPoption.This designdevolvesthereordering-
relatedstaterequirementsfrom theserver to eachclient,but
requireschangingtheover-the-wireprotocol.

We have only consideredlong-lived�o ws in theinterest
of simplifying theevaluationof our algorithms'properties.
Many webtransfersareshort-lived.Webelieve thatsharing
reorderingstate(i.e., thereorderinghistogramand/orFA ra-
tio) betweenshort-lived�o wsthatoccurseriallyin timewill
conferthebene�tsof RR-TCPto short-lived�o ws.We fur-
ther believe that thereis little to no risk to the network in
sharingthis statein this way; it is not congestionstate,but
reorderingstate,and thuswill not causea senderto send
moreaggressively thancurrentnetwork conditionspermit.

A reordering-robusttransportprotocolis onesteptoward
viable multi-pathrouting. But other transportproblemsin
spreadinga single �o w's packets over multiple pathsre-
main. The differentpathspackets take may not only have
differentRTTs, but alsodifferentlossrates.Understanding
TCP's behavior in suchcaseswill requirefurtherstudy.

RR-TCPis a Reordering-RobustTCPthat is safeto de-
ploy. We believe its deploymentcouldsubstantiallyloosen

the in-order delivery restriction on the Internet architec-
ture. Simulationcodefor RR-TCPfor ns-2may be found
athttp://www.icir.org/bkarp/RR-TCP/ .
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