To appeaiin IEEE ICNP 2003,Atlanta, GA, USA.

RR-TCP: A Reordering-Robust TCP with DSACK

Ming Zhang
PrincetonUniversity

BradKarp

Intel Researh Pittskurgh

Sally Floyd
ICSI

Larry Peterson
PrincetonUniversity

Carnggie Mellon University

Abstract

TCP performs poorly on paths that reoder padk-
ets signi cantly, whee it misinterpets out-of-oder de-
livery as padet loss. The senderrespondswith a fast
retransmitthough no actual loss has occurred. Thesere-
peated false fast retransmitskeep the senders window
small, and severely degrade the throughputit attains. Re-
quiring nearly in-order delivery needlesslyrestricts and
complicatednternetroutingsystemsindrouters. Sud ben-
e cial systemsas multi-path routing and parallel padet
switchesare dif cult to deployin a way that preservesr-
dering Toward a more reomering-toleant Internet ar-
chitectue, we presentenhancementt TCP that improve
the protocol's robustnesso reordered and delayedpad-
ets.We extendthe senderto detectandrecover from false
fast retransmitsusing DSACK information, and to avoid
false fast retransmits proactvely, by adaptively vary-
ing dupthresh Our algorithm is the r st that adaptively
balancesincreasingdupthreshto avoid false fast retrans-
mits, andlimiting the growth of dupthreshto avoid unnec-
essarytimeouts.Finally, we demonstate that TCP's RTO
estimatortoleratesdelayedpadketspoorly, and presenten-
hancementdo it that ensue it is sufciently conserva-
tive, without using timestampsor additional TCP header
bits. Our simulationsshowthattheseenhancementsigni -
cantlyimprove TCP's performanceover pathsthat reorder
or delaypadkets.

1. Intr oduction and motivation

In todays’s Internet,deploymentof systemghatintroduce
paclet reorderingin their normal courseof operation,re-
gardlesf their otherbene ts, is stronglyill-advised. This
tabooderivesfrom the poor throughputTCP achiezes un-
derreorderingandthe predominancef TCPtrafc onthe
Internet.We seekto endthis restrictionon the Internetar-
chitectureby enhancingTCP to improve its robustnesson
network pathsthat reoder padets. In this paper we de-
scribea Reordering-Robist TCP (RR-TCP).
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To the extent that reorderingoccurstoday it is gener
ally percevedasatransienmalfunction,or asanindication
thatatechnologyis maladaptedor usewith TCP. Marny au-
thors have reportedon the causesf reorderingin today's
Internet. Route oscillation for a destinationamongroutes
with differentround-triptimes (RTTs) may causereorder
ing [16]. Routershave beenobsenred to ceaseforwarding
while processinga routing update,andinterspersehe de-
layed paclets with new arrivals, causingreordering[17].
Bennettet al. [4] shov that MAE-Eastreorderedpaclets
frequentlywhenit stripedpacletsacrossmultiple links be-
tweenneighboringswitches.Satellitelinks have very long
RTTs, typically on the order of several hundredmillisec-
onds.To keepthe pipe full, link-layer retransmissionpro-
tocols for such links must continue sending subsequent
paclets while awaiting an ACK or NAK for a previously
sentpaclet. Here, a link-layer retransmissioris reordered
by however mary paclets were sentbetweenthe original
transmissiorof that paclet and the return of the ACK or
NAK [18].

We wish to malke clearthat the primary motivation for

our work is to enablefuture deploymentof novel, bene -
cial systemghattodaycannotbe deployedbecausehey in-
troducefrequentand/orsevere reordering.The algorithms
we proposealsoimprove TCP's performancevhenreorder
ing occurson the present-daynternet.To arguefor the ap-
plicability of our algorithmsin both thesecaseswe simu-
late them acrossa comprehenske rangeof reorderingfre-
guenciesand severities. Two examplesof importantfuture
systemghatmotivateour work are:
Multi-P ath Routing: Routinga TCP o w's paclets over
multiple routeswith distinct bottleneckswill increasethe
total end-to-endbandwidthavailable to the o w. Overlay
networks are poisedto offer this functionality But the re-
sulting divergent routescan easily have RTTs that differ
sufciently to causesigni cant paclet reordering While a
multi-path routing schemecould still offer bene t by al-
waysrouting a single o w's pacletson oneroute,this ap-
proachdoesnt let one o w usethe total available capac-
ity on all routes,and requiresthe router dividing paclets
amongroutesto use o w identi er informationin making
perpaclet forwardingdecisions.

Parallelism in Packet Forwarding: A promising tech-
niquefor building inexpensve high-speedoutersis to use
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parallelforwardingand/orswitchinghardware. Successie
pacletsthat arrive at a router even on the samelink, may
be forwardedand/orswitchedsimultaneoushby indepen-
dent hardware. This simple parallel approachignoresor-
dering betweenpaclets processesimultaneouslyandin-
troducegeorderingwhenpacletsrequiredifferentprocess-
ing delays Enforcingin-orderdeliveryin sucharchitectures
signi cantly increasesheir complity [6], andin the case
of switching,eliminateanuchof the costsavingsof thepar
allel hardwareapproach.

TCP's inability to distinguishreorderingfrom paclet
losscauseshe protocolto performpoorly on pathsthatde-
liver pacletsout of order Lossesfalselydetectedor gen-
uine, causeTCP to sendmore slowly. Yet mistakingre-
orderingfor lossis not fundamentato window-basedcon-
gestioncontrol.Ratherit is anartifactof TCP'sfastretrans-
mit mechanismwhich arbitrarily concludesthat a paclet
musthave beenlostif it is still missingat therecever after
threepacletssentlaterhave arrivedattherecever. Onanet-
work paththat reorderspaclets morethan minimally, this
choiceof threeis too aggressie in concludingloss;waiting
longerbeforeconcludingloss might reveal that the paclet
wasnt lostatall, but only delayedenroute.

Clearly, thereis a tensionbetweentimely detectionof
lossandbeingforgiving in casepacletsarrive out-of-order
We demonstratén this work thata properlyextendedTCP
sendercanachieve signi cantly improvedrobustnesdo re-
orderingwithoutsendingsigni cantly moreaggressielyin
thefaceof genuinecongestion.

We presenta control loop for dynamicallyadaptingthe
trigger for TCP's fastretransmit,pasedon measurements
the sendettakesof the reorderingbehaior of the network,
asprovided by ACKs, selectve ACKs (SACKSs) [13] and
duplicateSACKS (DSACKS)[8]. Thecontrolloopalsouses
fastretransmiteventsandtimeouteventsasfeedbackand
aims to maximizethe throughputachiezed by a connec-
tion. A key differencebetweenour control loop and the
prior work in this areais thatwe useinformationconcern-
ing timeoutsto avoid making TCP too tolerant of reorder
ing; we shav in Sections4 and 5 that excessve reorder
ing tolerancdeadsto timeoutsandreducedhroughputThe
controlloop presentedn this paperusesmore stateat the
sendethando previousapproachesye seekto demonstrate
thatthis additionalstateconfersgreatemperformancéene-

ts thanprior, lower-costapproachedrinally, we proposea
simplechangeo TCP's RTO estimatoithatrenderst suf-
ciently conserative on pathsthat signi cantly delaypack-
ets,withoutrequiring TCP headelinformationbeyond that
provided by standardDSACK TCPR The end result, RR-
TCR offers signi cantly enhancedhroughputon reorder
ing paths,as demonstratedn simulations.lts deployment
could substantialljoosenthe in-order delivery restriction
onthelnternetarchitecture.

We proceedin the remainderof this paperas follows:
Section2 describeghe phenomenorof false fast retrans-
mit, responsiblefor TCP's poor performanceon reorder

ing paths,andreportson otherdynamicsof fastretransmit
that affect performanceon reorderingpaths.Section3 cat-
alogsrelatedwork in TCP andreorderingln Sectiond, we

presenthe algorithmsusedin RR-TCPS reorderingadap-
tation control loop. A detailedperformanceevaluation of

RR-TCPin simulationcanbe foundin Section5. To con-
clude,we suggesfuture avenuesof researchin Section6,

andsummarizeour ndings in Section6.

2. Fastretransmit and reordering

The fastretransmitandfastrecorery mechanisnj2] al-
lows the TCP senderto detectlosswithout experiencinga
retransmittimeout, by retransmittinga paclet after recev-
ing three duplicate acknowledg@ments(duplicate ACKSs).
This value of threefor the duptheshparameteis x edin
the fastretransmitspeci cation, which states,'Since TCP
doesnot know whethera duplicate ACK is causedby a
lost segmentor just a reorderingof segments,it waits for
a small numberof duplicate ACKs to be receved’ [2]
Clearly this choiceassumedhat the network hardly ever
perturbsa paclet's positionin the streamsentby thesender
by more than three paclets' distance;otherwise,fast re-
transmitwould incorrectlyconcludethatlosshasoccurred,
andhalve the congestiorwindow needlessly

We view reorderingasa processhat causes paclet or
pacletsto bedelayed suchthatthey arrive laterthanpack-
ets sentlater by the senderiIn the eyesof TCR, delaying
a paclet and “accelerating”a paclet are equialent; both
causea pacletwith a highersequenc@umberto arrive be-
fore a paclet with a lower sequencenumber Throughout
this work, we usethe corventionof referringto reordering
asbeingcausedy thedelayof paclets.

This sectiondescribeghe interactionsbetweenfastre-
transmitandreorderingandhow they affect TCP's perfor
mance We restrictour attentionhereinto the effectsof re-
orderingon the TCP senders retransmissiotbehaior and
window size.Thesendeenhancementse will proposeare
robustbothto reorderediatapacletsandreorderedACKs !

2.1. Falsefastretransmit

The false fast retransmitphenomenorif9] limits TCP's
throughputwhenthe network reordersa connections pack-
ets.When a paclet in the senders window is delayedby
mary paclettimes,andsubsequemtacletsarenotdelayed,
thedelayedpacletarrivesafterthesubsequeninesA clus-
ter of duplicateACKs will arrive at the sendertriggering
fastretransmitof the delayedpaclet, and causingthe win-
dow sizeto be halved, thoughno losshasoccurred As re-
orderingsrecur this processill repeatandbeatdown the
senderswindow, resultingin a severethroughputeduction

1ReorderedACKs have beenshavn to have other effects outsidethe
scopeof this papere.g., increasingheburstinesof the sender
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unwarrantedby the network's congestionstatus.On net-
work pathsthat reorder a value of duptheshgreaterthan
thedistancein pacletsa seggmentis displacedn the paclet
streamwill preventfalsefastretransmits.

The duplicate-SAK (DSACK) extension[8] to SACK
TCP[13] is a usefultool for makingthe TCP sendemmore
robustto reorderingDSACK reportsto thesendemwhendu-
plicatepaclets(for thesamesequencaumber)arrive atthe
recever, but doesnot specify the senders actions.Should
the senderincorrectly concludethat a paclet wasdropped
ratherthanreorderedandretransmithatpaclet, it will later
learnsofrom a DSACK, onceboththe original paclet and
thespuriougretransmissionf it arrive attherecever. If the
recever doesnt implementDSACK, the senderwon't be
ableto detectfalsefastretransmitandbehaesidentically
with standardSACK.

In the caseof false fast retransmit,upon receving a
DSACK for the retransmittechbaclet, the sendercanundo
the window reductionmadeat retransmissiortime. Prior
work on TCP'sresponsendermreorderingdescribedn Sec-
tion 3, investicatesthis recovery stratgy; our work addi-
tionally avoidsfalsefastretransmits.

2.2. Risksof increasingdupthresh

Unfortunately increasingdupthieshis not without cost.
While progressiely greaterduptheshvaluesprevent the
TCP senderfrom wrongly concludingthat progressiely
longerreorderingsare losses thesegreaterdupthieshval-
uesmalke the TCP senderrespondmore slowly after real
padetdrops Shoulddupthieshgrow large,risksinclude:

generatiorof one-second-minimurimeouts because
insufcient duplicate ACKSs returnto trigger fastre-
transmitafteraloss.

signi cantly increasedend-to-enddelay for dropped
paclets—een if enoughduplicate ACKs return, the
fastretransmitwill be delayeduntil they all arrive; in-

teractive transfersor video over TCR, asdoneby the
popularRealMdeoapplication areintolerantof spikes
in end-to-engpacletdelay;

delayedresponsef TCP to congestionalsobecause
fast retransmitis delayedand limited transmit (de-

scribedin the next section)may sendmultiple conges-
tionwindows (cwnd of additionalpacketsasduplicate
ACKsarrive.

Thereis a cleartradeof betweenavoiding falsefastre-
transmitsand the above-enumeratedisks. A schemefor
adaptingdupthieshmustbalancetheseopposinggoals.In-
creasingdupthieshaloneis insufciently adaptve; analgo-
rithm for reducingduptheshis alsoneeded.

2.3. Limited transmit and dupthresh

Onefurther detail of fastretransmitbearsmention:the
limited transmitextension,currently a ProposedStandard

in thelETF [1], underwhichthe sendeiis permittedto send
onenew datapacletfor eachof the rst two duplicateACKs
thatarrive. This behaior helpsthe sendeimccumulateéhree
duplicateACKs after a loss,sothatit canusefastretrans-
mit evenwhenits window is small. While limited transmit
sendstwo paclets beyond the senders currentcongestion
windaw, it follows the ACK clock, andso doesnot signi -
cantlydeviatefrom TCP's congestiorcontrolmodel.
Theproposer®sf limited transmitspeci cally avoid con-
sideringa duptheshof ary valueotherthanthree.If we are
to considergreaterduptheshvalues,the degreeto which
the sendersendsbeyond its current congestionwindow
will increaseTogetherwith the work we presenton vary-
ing dupthesh we also extend limited transmitto permit
sendingup to oneadditionalcongestiorwindow's worth of
paclets. Note that this limit only matterswhen dupthesh
is greaterthanthe currentcongestionwindow size; other
wise, it is duptheshitself that limits the numberof pack-
etssentwith limited transmit.Therearereasondor atten-
tion to the numberof pacletslimited transmitallows be-
yondthecurrentcongestiorwindow. They include:

Flows thatdo not uselimited transmitwill sendfewer
pacletsafteralossthan o wsthatdo.

Theextratransmissionsf limited transmitmay cause
retransmissionby competing o wsto bedropped.

In caseswherethereis very little statisticalmultiplex-
ing atthebottlenecka o w usinglimited transmitmay
be substantiallyresponsiblefor the congestiomat the
bottleneckandmay sendpacletsunderlimited trans-
mit thatwill only congesthebottleneckfurther.

Limited transmit can delay fast retransmits reduc-
tion of the congestiorwindov—after a singleloss, if

duptheshis very great,sendingk congestiorwindows
of pacletswith limited transmitdelayswindow reduc-
tionby k RTTs.

Thesestatementsll relateto the aggressienessof a
TCPthatuseslimited transmit,vs. thatof a TCP thatdoes
not. No matterhowv mary paclets limited transmitsends,
it is always self-clocking.Bansalet al. [3] shav that un-
der appreciablestatisticalmultiplexing, self-clockingcon-
gestion control protocolsdo not causehigh paclet drop
ratesat a bottleneckfor protractedberiods.Their resultap-
pliesto protocolsthatrespondslowly to congestionsuchas
TFRCJ7], whichrequiresfour to eightRTTsto cutits send-
ing rate by half, even under persistentcongestion.Thus,
our permitting limited transmitto sendup to one ACK-
clockedadditionalcongestiorwindow'sworth of datawhen
duptheeshis greatdoesnot make TCP signi cantly more
aggressie; it merelyslidesTCPin thedirectionof beinga
moreslowly respondingongestiorcontrol protocol.

Finally, note that the numberof paclet transmissions
permittedby limited transmitdetermineghe maximumre-
orderinglength for which an increasedduptheshis use-
ful in improving TCP's throughput.If dupthieshbecomes
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greaterthanthe total numberof pacletsthatlimited trans-
mit is willing to send the sendemwill be unableto keepthe
pipe full duringreorderingdongerthanthe boundon lim-

ited transmit. Thus, thereis a tradeof betweenthe maxi-
mum reorderinglengthfor which TCP will be robust,and
restrictingthe delay of TCP's responseo loss by limiting

theboundon limited transmit.

3. Relatedwork

This sectiondescribesprior work in improving TCP's
performancen networksthatdelayor reordemaclets,and
differentiateour work from this earlierresearch.

Ludwig andKatz [12] studyboth spurioustimeoutsand
spurioudfastretransmitsThework doesnot consideradap-
tation of duptheshto avoid spuriousretransmissionsit
only backsout window reductionsthat are found to have
beenmadein responseto paclet delaysor reorderings.
They do not use DSACK to notify the senderof dupli-
cates.Rather they proposetwo alternatves.The rst is to
useTCPtimestamp®n every packet[10], suchthatthedif-
ferenttimestamp®n the original andretransmissiometurn
in ACKs, andreveal to the senderthat the ACKs are for
distinct transmission®f the samepaclet. The secondis
to usea resened bit in the TCP headerdubbedthe RTX
bit [12], to mark every paclet aseitheran original or a re-
transmissionAn ACK re ectstheRTX bit valueof thedata
paclet it acknavledges.Timestampsadd twelve bytesto
eachpaclet's length, and renderpresent-dayheadercom-
pressiorschemeneffective; requiringtheiruseis therefore
stronglyundesirableTheRTX bit usesoneof only threere-
maining unusedbits in the TCP header;primarily for this
reasonijt hasbeenwithdrawvn from the IETF standardgro-
cess.We examinethe performanceifferencebetweenthe
RTX bit andDSACK in Section5.1.1.

BlantonandAllman [5] useDSACK informationto re-
storethe senders congestiorwindow size after detecting
falsefastretransmitsand to increaseduptheshwith the
aim of avoiding futurefalsefastretransmitsTheir schemes
all hold lessstateat the senderthanthe oneswe propose,
but they do not addresghe neggative effects of too greata
dupthesh They presenno stratey for reducingdupthiesh
other than resettingit to three paclets upon a timeout.
In their work, they considersix stratgies for increasing
dupthesh laterin the paper we refer to themwith short
textual tagsof the form DSACK-BL-x, wherex is a differ-
entstringfor eachof their six variants.

4. Algorithms

This sectiondescribesalgorithmsfor enhancingTCP's
robustnesgo reordering.We begin with a simple scheme
that the senderusesto samplethe reorderinglength dis-
tribution experiencedby the data paclets senton a con-
nection.Next, we shav how to usethis distribution to in-
creasaupthieshin suchaway asto avoid falsefastretrans-

mits. While increasingdupthieshon losslesspathsyields
improvedthroughputthis simplisticstratey is problematic
onlossypathswhereadroppedacletthatcouldhave trig-

gereda fastretransmitwith the default dupthieshof 3 may
insteadcauseatimeout.

Motivatedby this dif culty , we presenta stratagy for re-
ducing duptheshadaptvely in responseo timeouts.The
combinedncrease/decreasehemedor duptheshbalances
thetradeof betweerfalsefastretransmitsandtimeoutsus-
ing a costfunctionthatquanti esthe reductionin through-
put associatedvith a falsefast retransmit,vs. the reduc-
tion in throughputassociatedvith atimeout. Theresultis a
heuristicfor adaptingdupthieshin responseo falsefastre-
transmitandtimeoutevents.

We complementhedupthieshadaptatioralgorithmwith
an improvementto TCP's RTO estimatorthat eliminates
a samplingbiasthat causesRTOs to be too aggressie on
pathsthat delay paclets. Today's SACK TCP avoids sam-
pling RTTsfor all retransmitteghbaclets,in accordancevith
Karn's Algorithm [11], becausethe sendercannotknow
whetheran ACK matchesa datapaclet's original trans-
missionor its retransmissionBecauselelayed(reordered)
pacletsarelikely to trigger retransmissionghey areless
likely to beincludedin TCP's RTO estimatoyandproduce
RTO estimateghataretoo short.We enhancehe RTO es-
timator to include RTT samplesfor falsely retransmitted
paclets, without requiring the use of timestampsor ary
other extensionto the TCP headerWe mustomit the de-
tails of the enhancedRTO estimatorand its evaluationin
simulationin this paperin theinterestof brevity; the inter-
estedreaderis referredto [19].

4.1. Reordering-relatedstate: the scoreboard

The SACK TCP scoreboarddata structure[14] stores
perpaclket stateat the senderconcerningecentlytransmit-
ted paclets. It offers a naturalframework for storing per
paclet reordering-relatednformation: whethera fast re-
transmitis false,the durationof falsefastretransmit,and
thereorderingengtha paclet experiencesWe recordeach
fastretransmits startingtime andwindow reductionramount
in theretransmitteghbaclets' scoreboarentry If thefastre-
transmitis later identi ed asfalse,we recordthe interval
betweenthe startandend of the falsefastretransmit,dur-
ing which thewindow wasunnecessarilhalved.

Measurementof reorderinglength is more nuanced.
There are two phasesto samplingthe distribution of re-
orderinglengthsexperiencedy paclets:measuringhere-
ordering length for each paclet, and aggregating these
samplesnto a histogramof reorderingengthsrecentlyob-
senedontheconnectiors path.

It is importantto notethatthe extensionswve describeto
thescoreboardieredonotchange theasymptoticstorage or
computatiorrequirrment®f scoeboad maintainanceThe
techniquesve describearenot signi cantly greaterin cost
from SACK TCR which is alreadywidely deployed [15].
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We mustelide a detaileddiscussiorbecausef spacecon-
straints,andrefertheinterestedeadetto [19].

4.1.1. One packet'sreordering length For the sendetto
avoid a false fast retransmitafter a paclet is reordered,
its dupthresh must be greaterthan the numberof dupli-
cate ACKs thereorderinggeneratesWhenpacleti is de-
layed,oneduplicateACK will arrive atthe sendeifor each
pacleti+ 1:::i+ kthatarrivesattherecever beforepaclet
i. Thus,delayingpacleti cangeneratek duplicateACKs:
the differencebetweenthe highestpaclet numberACKed
or SACKedsofar andthe numberof thedelayedpacket? 3
Intuitively, whena paclet is delayedandarrivesout-of-
order, thereis a “hole” in the senders scoreboardor that
paclet; the senderreceves SACKs for paclets sentlater
thanthedelayedoaclet before receving the ACK or SACK
for the delayedpaclet. For the moment,let us assumehat
ACKs are not droppedor reordered and that delayedac-
knowledgements not used.Here,the arrival of one paclet
at the recever triggersone cumulatve or selectve ACK,
that communicateghe receiptof that one paclet. In this
caseareturningACK or SACK block for adelayedpaclet
must always closeexactly a one-packt hole in the score-
board.This hole mustlie betweerthe previously acknavl-
edgedpaclet with the greatestcontiguouspaclet number
andthe greatespacket numberin the newly arriving ACK
or SACK. Thus,wherei is the greatestpaclet numberin
the newly arriving ACK or SACK, a sendemeasureshe
reorderingengthr by scanninghe scoreboardsfollows:

¢ = greatestontiguouslyACKed paclet number
m = greatesACK or SACK numberrecevedsofar
n=0
foreachpacletk suchthatc< k i
if currentACK newly ACKs or SACKsk
then
h=k
n=n+1
endif
end
if n== 1then
r=m h
endif

/I foundahole

When ACKs are droppedor reordereda singlereturn-

ing ACK canclosemorethanonehole in the scoreboard.

The testfor n == 1 ignoressampleswhere a returning
ACK closesmorethanonehole, suchthat erroneousam-
plesarenotcausedy droppedor reorderedACKs. Thistest
males the reorderinglength measurementechanisnro-
bustagainstreorderedr droppedACKs;in Sections.3,we

2We usepaclet numbersherefor clarity of exposition;the correspon-
dencebetweenpaclet and sequencenumbersis abstractedaway by the
scoreboard.

3|t's possibleto usethe numberof duplicateACKs to measureeorder
ing length.But the numberof duplicateACKs is affectedstronglyby de-
layed,droppedrreorderedACKs. Themethoddescribedelow is not,and
alsoallows usto measuramultiple reorderingeventswithin a singlewin-
dow of paclets.

Packet Stream at Receiver: 2 3 4 5 1
SACKs at Sender: S2 S3 S4 5
1121 3] 4l 5| sequence number

ACKed?

T Ienéth 4

Figure 1. Reordering measurement using the
scoreboar d.

demonstratén simulationthat reorderedACKs do not af-
fectour TCPsenders throughput.

Figurel shavsasimpleexampleof thereorderingength
measuremenhechanismHere,paclet 1 is reorderedo ar
rive after paclets 2:::5, for which SACKSs returnto the
senderThe scoreboards shavn at the momentthe cumu-
lative ACK for paclet 5 returns.The sendernds the hole
atpaclet1, andconcludesreorderingengthof 4.

Whena pacletis retransmittedthereis anambiguityas
to whetheiits ACK correspond$o theoriginaltransmission
or theretransmissiorMWhenno DSACK for theretransmis-
sionreturnsthe sendeiscardghereorderingdengthsam-
ple for the retransmittedpaclet, becausethat paclet was
lost, notreorderedWhena DSACK doesreturn,thesender
pairsthe original transmissiomwith the rst ACK to return,
and the retransmissiorwith the second,computesthe re-
orderinglengthfor each,andtakestheir meanasa conser
vative approximationto the reorderinglengthencountered
by bothpaclets.Notethatthis meanhasthe samevalue,re-
gardlesf which of thetwo possiblepairingsof ACKswith
datapacletsis used.

TCP recevers are not intendedto use delayedACKs
whenthey receve out-of-orderpaclets[2], to promotethe
accumulatiorof duplicateACKs atthesenderA look atthe
FreeBSD4.3TCP coderevealsthatarecever only usesde-
layedACK whenboththenewly arrivedsegmentis contigu-
ouswith previously acknavledgeddata,andthereassembly
gueue(containingpaclets with sequencenumbersgreater
thanthosecontiguouslyacknavliedged)is empty We con-
cludethatdelayedACKsareextremelyunlikely duringare-
orderingepoch betweerreceiptof the rst non-contiguous
paclet at the recever, andthe emptyingof the reassembly
queue.

4.1.2. Aggregatinginto the reordering histogram Sam-
plesof reorderingengthsfrom eachtransmittecbaclet are
storedin a reodering histogram as ACKs return to the
sender The bins in the histogramare reorderinglengths;
they countthe numberof paclets that have experienced
eachreorderinglength betweenone and a con gurable
maximum.Thehistograntracksthereorderinghistoryfor a
con gurableperiodof time. Eachreorderingeventstoredin

the histogramholdsatimestampPeriodically eventsolder
thanthe history periodaredeletedfrom the histogram.The
histogramprovidesdetailsof the reorderingdistribution to

our dupthieshadjustmentlgorithms.Blantonand Allman

explore alternatvesthataccumulatdessstate[5]; our goal

is to demonstratehe best-casgperformancemprovement
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thatcanbeattainedby usingthe mostaccurateanddetailed
reorderinginformation. We stressthat a histogrammakes
no assumptioraboutthe distribution of reorderingengths;
for ary persistentreorderingprocessit will provide per

centilesof reorderingengths.

Notethatfor eachretransmissiownf a paclet, the sender
mustwait for the return of both an ACK anda DSACK,
asdescribedpreviously, beforebeingableto determinethe
paclet's reorderinglength. If no DSACK returns,we as-
sumetheoriginal or retransmittegpaclet wasdropped.

4.2. Avoiding false fast retransmits: increas-

ing dupthresh

Thereorderinghistogramsummarizeshedistribution of
reorderingssxperiencedoy a connectiors paclets. A sim-
ple stratgy for avoiding falsefastretransmitgs to choose
thedesiredpercentagef reorderinggor whichfalsefastre-
transmitsareto be avoided,andto setduptheshsuchthat
it equalsthat percentilevaluein the reorderinglength cu-
mulative distribution. Thatis, if 90% of reorderingevents
areof 8 pacletsor fewer, a duptheshof 9 will avoid 90%
of falsefastretransmitsEvenwith a x edpercentilechoice,
duptheshmayvary overtime,asthereorderinghistograms
contentschangen accordancevith thereorderingoehaior
of the connectiors path.

We referto this algorithmasDSACK-FA, for FalseFast
RetransmitAvoidance,and the percentageof reorderings
thealgorithmavoidsasthe FA ratio.

4.3. Avoiding timeouts: adapting the FA ratio

As describedin Section 2.2, increasingdupthiesh is
not without cost. Potentialnegative effects of a too-laige
dupthesh include timeouts, long end-to-enddelays for
pacletsretransmitte@fterdrops,andadelayedesponsef
TCPto congestionTo avoid theseills, analgorithmfor re-
ducingduptheshis alsoneeded.

Ratherthandirectly varying dupthiesh we insteadpro-
posevarying the FA ratio. Increasingthe FA ratio will in-
creasedupthiesh while decreasinghe FA ratio will de-
creasedupthesh A naturalapproacho building a control
loop that governsadaptatiorof the FA ratio is to consider
therelative costsof falsefastretransmitandtimeouts,and
to setthe FA ratio accordingly

Cost Function: TimeoutsBoth false fast retransmitsand
timeoutshave opportunitycostsin needlesslynissedaclet
transmissionsA falsefastretransmitcausesa window re-
duction by half, and this smaller window prevails until
DSACKs return, and permit reinstatemenof the previous
window value.In contrasttimeoutshave two main costs:
the idle period after the full window of paclets hasbeen
sent, but beforethe timer expires; and slow start, during
whichthecongestiorwindow sizemustgrow from one,and
will be smallerthan half the previous congestionwindowv

sizefor multiple RTTs. We distinguishbetweentwo types
of timeouts:

False timeouts, for which a DSACK eventually re-
turns,occurwhendelay notloss,causesantimeout.

True timeouts, for which no DSACK returns,occur
whenlosscausesntimeout.

Supposeéhat a TCP connectionhasa steadystatewin-
dow sizeW, a smoothedRTT of R, and a retransmission
timeoutperiodof T. TCPwill sendamaximumofk cwnd
additionalpacletswhile duplicateACKs returnunderlim-
ited transmit[1], which permitsTCP to sendnew datain
responseo returningduplicateACKs to easetriggeringof
fastretransmit.

A true timeoutconsistsof threephasesanidle period,
slow start,andlinear increasebeyond the halved window.
Fastretransmitgeducethroughputessthantimeouts;they
consistonly of halving the window and linear increase.
Thus,the additional costof suffering a true timeoutrather
thanafastretransmitis only theidle periodandslow start.

Duringtheidle period,thesendemissegheopportunity
to transmit\NTﬁ W(1+ K) paclets.During slow startupto
W=2, the sendemisseghe opportunityto send(W 1)+
(W 2)+::+ (W W=2+1)+ (W W=2) paclets,or:

log,W 1 ]
a W 2]=w(og,W 1)+1
i=0

paclets.Thus,thetotal costof atruetimeoutis:
. T
C(truetimeou) = W(§+ logpbW k 2)+1

paclets.After a falsetimeout,whena DSACK returns,the
pre-timeoutcongestionwindow is restored.Thus, thereis
no periodof opportunitycostduring linear increaseof the
congestionwindow, and the cost of a false timeout with
window restoratiorunderDSACK is roughly equalto that
of atruetimeout?

Cost Function: False Fast Retansmits The transmission
opportunity cost after a false fast retransmitdependson
the interval requiredfor the senderto receve the DSACK
thatidenti es thefastretransmitasfalse.Recallfrom Sec-
tion 4.1thatthe scoreboaraneasuredor eachfalsefastre-
transmit,the durationof the wrongly reducedwindow (be-
tweenthewindow reductionandthe returnof the DSACK,
if ary). We maintainanexponentiallyweightedmoving av-
erageof this falsefastretransmitduration,D. WhenD = R,
the costof a falsefastretransmitis merelyW=2; the win-
dow was halved unnecessarilyfor only one RTT. When
D > R, however, the costis greatey as the reducedwin-
dow is in effect for a longer period. Note that eachsub-
sequenRTT costsless,aslinearincreaseof the congestion

4Thecostsareonly approximatehequal;the DSACK informationmay
bedelayedn returning,in which casdinearincreasemaybegin beforethe
old window canberestored.
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window progresseqntil afterw=2 RTTs, whenthe origi-
nal window valuehasbeenrestoredThus,for k = dD=Re,
the cost of a false fast retransmitis boundedabove by

w YH+w ¥ n+i+w ¥ (ko 1),on
KITW o k(W k+ 1)
C(falsefastretransmiy g [E i]= —

i=0

paclets.Notethatwe limit k to W=2 regardlessf D, to cap
the costappropriately

BecauseD and R are estimated as exponentially
weightedmoving averagestheir valuesare not instanta-
neouslyaccurate.The actual cost of a false fast retrans-
mit lies betweenthe cost for khigh = dD=Re and the

costfor kg, = bD=Rc. Ratherthanusing a discretesin-
gle valueof k, suchthata smallchangein D or R canpro-
voke a disproportionatehangein C(falsefastretransmiy,
we linearly interpolatebetweerk|q,, a”dkhigh-

Cost Function: Limited Transmit The bound on limited
transmitalso introducesan opportunity costin idle time
whenthe FA ratio (and thus dupthiesh are great.In this
situation,it may happerthatlimited transmitis insuf cient
to accumulatehe numberof duplicateACKs to trigger a
fastretransmitandanidle periodresults.Thisis notto say
thatlimited transmitis problematic.On the contrary when
duptheeshis solarge,theidle time providesdonvnwardpres-
sureon the FA ratio withoutincurringthe moreseverecost
associateavith atimeout.

More speci cally, whenalargeduptheshis in effectand
theRTT is smallin relationto theminimumRTO, thesender
may remainidle afterit exhaustslimited transmit.Yet no
timeoutmay occut asthe delayedpaclet caneasilybe ac-
knowledgedbeforethe timer expires. Theidle periodindi-
catesdupthieshhasgrown too large.

Whenthe senderexhaustdimited transmit,we storethe
time this event occurs.If an ACK returnsthat permitsthe
window to adwanceonce again, and no timeout has oc-
curred,theidle periodl is the differencebetweenthetime
the ACK returnsandthe storedtime limited transmitwas
exhaustedDuring this period,we countthe numberof fur-
ther duplicateACKs thatreturn,d. TheseduplicateACKs
partially lled thepipeatthetimetheidle periodbegan,and
arenot part of the opportunitycostduring the idle period.
The costof this idle periodis thus C(limited transmi} =
tw o d.

HereW is the steadystatewindow size,andR is the
smoothedRTT. By reducingthe FA ratio basedon the
costof this idle period,we risk increasingthe numberof
falsefastretransmitsexperiencedThus,we only decrease
the FA ratio after a limited-transmit-induceddle periodif
C(limited transmi} > C(falsefastretransmi}.

Adaptingthe FA Ratio: CombinedCost Function Having
de ned the cost functionsassociatedvith timeouts,false
fastretransmitsandlimited transmit,we now explain how

Algorithm Name Description
SACK Standard/SACK
DSACK-R DSACK + FFRrecovery
DSACK-FA DSACK-R + x edFA ratio
DSACK-TA DSACK-FA + timeoutavoidance

Table 1. Algorithms compared in sim ulation.

they areusedtogethetrto vary the FA ratio. Let the parame-
ter Sbethefundamentastepby which we adaptthe FA ra-
tio. In theresultspresentedherein we useanSof 0.01,cho-
sento permit ne adjustmenbf the FA ratio by the control
loop. Rulesfor adaptinghe FA ratio are:
Uponeveryfalsefastretransmitjncreaseahe FA ratioby S.
Uponeverytimeout,decreas¢heFA ratio by

C(timeou)
C(falsefastretransmit

Upon every limited-transmit-induceddle period, provided
C(limited transmi} > C(falsefastretransmi}, decreas¢he
FA ratio by

C(limited transmi)

C(falsefastretransmit

Theserules heuristically adaptthe FA ratio (and thus
duptheesh) in a way that maximizesthroughputfor a con-
nection experiencing reordering. False fast retransmits
causea gradualincreasen the FA ratio. Timeoutsandsig-
ni cant idle periodstriggeredby great dupthiesh values
causethe FA ratio to decreasen proportionto the rela-
tive throughputreductionsthey create,as comparedwith
the throughputreductionassociatedvith a false fast re-
transmit.dupthieshis setto the FA ratio's percentilevalue
in the reorderinglength cumulatve distribution. We re-
fer to the algorithm that usesthese cost functions and
rules to adaptthe FA ratio as DSACK-TA, for Timeout
Avoidance.

Thesecollectedenhancement® the sendemresultin a
TCP that achieves signi cantly greaterthroughputthana
standardc5ACK TCP butit is importantto notethatthis dis-
parity doesnot directly imply ary fairnessdif culties be-
tweena senderusing theseDSACK enhancementand a
sendemsingstandardSACK TCP It is the reorderingthat
causestandardiSACK TCPto performpoorly. A DSACK-
enhancedenderdoesnt causereorderingandsois notre-
sponsiblefor the poorthroughputSACK achiezesunderre-
ordering.In caseswhere a DSACK-enhancedl CP com-
peteswith a SACK TCPonareorderingpath,replacingthe
DSACK TCPwith a SACK TCP shouldnot materiallyim-
prove the performancef the otherSACK TCR

5. Experimental evaluation

This sectionpresentsimulationresultsto demonstrate
theimprovementDSACK-basedalgorithmsmake to TCP's
performanceover pathsthat reorderor delay paclets. We
comparethe performanceof several variantsof DSACK,
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Parameter Value

Initial FA ratio 90%ile sampled

RTT Histogramratio 99.8%ilesampled
Minimum dupthiesh 3 pkts
Maximumdupthesh 64 pkts
Maximumsendingwindow (maxwvnd) 50 pkts

Limited transmitbound 1 cwnd
Reorderingengthsampldifetime 80s
a in EWMA of FFRduration :

Table 2. Simulation parameter s. FFR denotes
false fast retransmit.

both thoseproposedin Section4 and those proposedby
others.Table 1 summarizeghe algorithmsin simulation.
We simulatethesealgorithmsin the ns-2 network simu-
lator [14], version2.1b8.To introducereordering,we ex-
tendedns-2to delaya con gurable percentagef paclets
thattraversealink. Independentlpf thedelay we alsocon-
trol thedroprateassociatedvith alink.

@ 10|v|b/s(R11 mt;/s (RZW 10Mb/s@

1ms 1lms

Figure 2. Simulated network topology .

We simulatea wide variety of delay (reordering)dis-
tributionsto demonstratehe value of our algorithms.Be-
causeof spacdimitations,nearlyall the resultswe present
in this paperarefor normallydistributedreorderingengths.
In practice our algorithmswork similarly well for the other
distributionswe simulate.In fact, its effectivenesgddoesnot
rely on ary assumptioraboutthe delaydistributions,asex-
plainedin Section4.1.2;we refer the interestedreaderto
[19] for detailedmeasurements.

Our simulationsconsistof a single,long-lived TCP o w
traversingthe network shavn in Figure2. The ow lasts
1000 secondsAll datapointsin simulation resultsplots
aremeansof ve runswith differentpseudorandommum-
ber generatorseeddfor the paclet reorderingprocessex-
ceptwhereotherwisenoted.Reorderingeventsand paclet
dropsareintroducedat bottlenecKink (Rz; Rz), whoselink
speechndpropagtiondelaywe vary. In all simulationsthe
maximumwindow sizeM permittedby the senderis x ed
at50 paclets.To achieve precisecontrol of thelossbeha-
ior of the bottleneckwherethebottleneckink hasRTT R,
we setthecapacityS(in pacletspersecondpf link (Ry; Ry)
suchthatS= M=R. Thus,whenwe don' introducea con-
trolled paclet delayor droppingprocessat thelink, a TCP

ow achieves throughputS, and the steadystatewindow

sizewill beexactlyM = 50.WereM greaterthebottleneck
link would periodically causepaclet dropsas TCP's con-
gestionwindow variedin sav-tooth fashionbracleting 50

paclets.We shav othersimulationparametergn Table2.

5.1. Falsefastretransmit avoidance

We rst shav how use of DSACK at the senderim-
proves TCP's performanceby detecting,recovering from,
andavoiding falsefastretransmitsHere, the delay of link
(R1, R2) is 50 ms. Packet delaysare normally distributed,
with a meanof 25 msandstandardieviation of 8 ms,such
thatmostpacletsselectedor delayaredelayedbetweerD
ms and 50 ms. Note that theseparametersepresentypi-
cal Internetlink delaysandrelatively mild reordering.
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100000
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Figure 3. Throughput vs. fraction of delayed

packets.
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DSACK-TA-RTX ---m

50
40
30

20

False Fast Retransmit Ratio %
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Figure 4. False fast retransmit ratio vs. frac-
tion of delayed packets.

5.1.1. Varying packet delay rate First, we vary the per
centageof delayedpacletsfrom 1% to 30%,withoutintro-
ducingpaclet drops.As shavn in Figure3®, asmorepack-
etsaredelayedthethroughputof SACK dropsrapidly, but
thatof DSACK-FA and-TA is better DSACK-TA performs
bestasits throughputlecreasesiuchmoreslowly thanthat
of theotherschemes.

DSACK-FA and-TA avoid falsefastretransmitdy vary-
ing dupthiesh Figure4 revealsthatthe fraction of paclets
resentwith fastretransmitfor which retransmissioris false
underDSACK-FA is lessthan10%. DSACK-TA prevents
still morefalsefastretransmitsWe do not shav SACK's
fractionof falsefastretransmitderebecaus¢he SACK im-
plementatiordoesnot detecttheseevents.

5NotethatSACK-NODELAY is asinglepointplottedatx= 0, andthat
DSACK-TA-MEAN andDSACK-TA-RTX areplottedatoponeanother
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In caseswith virtually no timeouts suchasin this simu-
lation, DSACK-TA adjustgheFA ratioto 99%sothatmost
falsefastretransmit@areavoided. SACK-NODELAY shows
theidealthroughpufT CP achiezeswhenthereis no paclet
delay DSACK-TA canmaintainover 71% of the through-
putpossiblewithoutpacletdelaysevenwhen30%of pack-
etsaredelayed.

The -RTX and-MEAN variantsof the TA and FA al-
gorithmsshav a comparisorof two differentstratgiesfor
resolving the ambiguity in matchingACKs with retrans-
mitted paclets. The -RTX variant usesthe RTX bit [12]
to mark retransmittecpaclets and their ACKs differently
The -MEAN variant usesthe techniquedescribedn Sec-
tion 4.1.1, whereno RTX bit is used.In all subsequent
simulations plots with no -MEAN or -RTX sufx usethe
-MEAN variant. The performanceof DSACK-TA-MEAN
is comparableto that of DSACK-TA-RTX, but the FA-
MEAN variantperformsa bit betterthanthe FA-RTX vari-
ant. DSACK-FA-MEAN averageghetwo transmittecpack-
ets' measuredeorderingengths.In this simulation,there-
orderinglengthof the original paclet is mostoftenshorter
thanthat of the retransmittedbaclet becausehe original
paclet's ACK usually arrives earlier Thus, DSACK-FA-
MEAN tendsto measureslightly longer reorderings,and
thusselectsaslightly largerdupthiesh whichin turncauses
fewer falsefastretransmitsTheresultis higherthroughput
for DSACK-FA-MEAN.

500000

SACK —+—

DSACK-R —x— |
DSACK-FA-MEAN %
DSACK-FA-RTX &

DSACK-TA-MEAN -—-m-— ]
DSACK-TA-RTX ---0---

SACK-NODELAY - 1

450000 F
400000 -

]
350000

.
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Figure 5. Throughput vs. drop rate.

5.1.2. Varying packet drop rate Next, we studythe be-
havior of DSACK whenpacletsareboth delayedandlost.
In this example,5% of pacletsaredelayed andthe paclet
dropratevariesbetweerD% and2%. As shavn in Figure5,
the throughputachieved by DSACK-TA and DSACK-FA
decreasesharplyasthelossrateincreasesAs oneexpects,
all TCPvariantssufier reducedhroughputundeross.In the
caseof the DSACK variants afastretransmitcanbeidenti-
ed asafalsefastretransmitonly whenthereareno paclet
lossesn thatwindow of paclets.As thedroprateincreases,
it becomesncreasinglylikely thatat leastone paclet drop
occurswithin awindow. As aresult,thepercentagef false
fastretransmitdecreasegapidly, andthe performancalif-
ferencebetweerDSACK andSACK diminishes.

5.2. Timeout avoidance

140000

] SACK —+——
A DSACK-R -

DSACK-FA-MEAN -
O DSACK-FA-RTX @&
% DSACK-TA-MEAN ---B---
DSACK-TA-RTX ---0---
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Figure 6. Throughput vs. link delay.

Here, we demonstratehe performancebene ts of dy-
namically adaptingthe FA ratio to balancebetweenfalse
fastretransmit@indtimeouts We delay1.4%of pacletsand
drop 0.6% of paclets,andvary thelink propagtiondelay
P of (Ry;Ry) betweerd0 ms and 200 ms. The paclet de-
lay time variesuniformly between[0;4P] (up to 2 RTTS).
Theseparametersepresentasesdn the upperrangeof In-
ternetlink delays,andmoderateacletdelay

As shawvn in Figure6, DSACK-TA performsbest.But
this is not becausddSACK-TA causeghe lowestpercent-
ageof falsefastretransmitsDSACK-FA actuallycausesn
evensmallerpercentagelo examinethis relationshipmore
closely we x thelink delay of (Ry;Ry) at 100 ms, and
vary the tarmget FA ratio of DSACK-FA from 95% down
to 5%. Figure 7 shaws (a) the timeout behaior, (b) the
fast retransmitbehaior, and (c) the throughputbehaior
of DSACK-FA undertheseconditions.In Figure 7a, the
fraction of sentpacletsthat encountettimeoutsdecreases
rapidly asthe FA ratio decreasefom 95%to to 60%,then
decreasefurtheronly slightly asthe FA ratio decreasefur-
ther Note that DSACK-TA adaptiely choosesan FA ra-
tio of approximately60%, at this point of diminishingre-
turns below which fewer timeoutsare avoided. Figure 7b
revealsthat asthe FA ratio (dupthesl) decreaseghe ac-
tual fraction of fastretransmitswill increase Thus, were
DSACK-TA to decreas¢he FA ratio belav 60%,not mary
timeoutswould be avoided,but progressiely morefastre-
transmitswould result. Figure 7¢ shawvs that DSACK-TA
achievesahigherthroughputhanDSACK-R, which usesa
x ed duptheshof 3, andDSACK-FA, which x esthe FA
ratio at 90%, becausddSACK-TA balancedetweenfalse
fastretransmitaandtimeouts.Notefurtherin Figure7cthat
DSACK-TA adaptdupthieshsuchthatit achievesapprox-
imately the maximumthroughputavailableamongall pos-
sible x edFA ratios.

Figure 6 shaws the effect of increasingthe propagtion
delayof link (Rz; Rz). Notethatthe performancalifference
betweenDSACK-TA and DSACK-FA narravs. This phe-
nomenoroccurshecausasthelink delayincreasesheidle
costassociateavith timeoutdecreasesndthe costdiffer-
encebetweena timeoutandfalsefastretransmitdoes,too.
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Figure 7. Timeout avoidance: comparing DSACK-FA and DSACK-TA.

Thus, the performanceof DSACK-FA approacheshat of
DSACK-TA asthelink delayincreases.

5.3. Robustnessto ACK reordering

The mechanismsve proposeaddresgshe effects of re-
ordereddatapacletson the senders window size.Reorder
ing of ACKs may alsooccur Becauseour algorithmsuse
the ACK streamto measurédhe reorderinglengthsof data
paclets,it isimportantto verify thatreorderedACKsdonot
diminishtheir effectivenes$

In simulationswherewe vary the fraction of reordered
ACKsbetweerzeroandtenpercentwe nd every DSACK
variantoffers nearly constanthroughputacrossthis entire
rangeof reorderedACK fractions.Thus, reorderedACKs
have no signi cant negative effect on the senders through-
put,for reasongreviously explainedin Sectiord.1.1.There
is similarly nggligible effectonthroughpufor theotherlink
delaysanddataand ACK paclet delaydistributionswe've
simulated aswell. Detailedsimulationresultsfor ACK re-
orderingappeain [19].

5.4. Robustnessfor multi-path routing

In Figure8, we examineDSACK-TA-MEAN' s behaior
underpaclet delayssimilar to thosethatwould be seenif a
senders pacletswere sentalternatelyover two pathswith
differentRTTs.If weassumehattheRTT of eachof thetwo
pathsremains x ed, all delayedpacletsaredelayedby the
differencebetweernthetwo paths'RTTs. Here,we examine
acasewith a50 mspropagtiondelay andsimulate50% of
pacletsbeingdelayedor the sameperiod,representinghe
RTT differencebetweerthe 100msRTT pathandalonger
path.At a delayof zerosecondsall pacletsareroutedon
thesamepath,andthereis no reordering As the delay and
thus the reorderinglength, increase DSACK-TA-MEAN
continuesto offer signi cantly increasedhroughputover

6We con ne our interesthereto the avoidanceof falsefastretransmits
andfalsetimeoutsthat are our goalsin this paper;reorderedACKs have
othereffects, including increasingthe burstinessof the senderthat have
beeninvestigatedby otherspreviously.
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Figure 8. Throughput vs. pkt delay.

SACK. Note that the performanceadvantageof DSACK-
TA-MEAN begginsto diminishatdelaydongerthan100ms;
at this point, pacletsare delayedmorethanonewindow's
worth. Recallthat we restrictlimited transmitto one win-
dow'sworthof paclets,to avoid delayingTCP'srespons¢o
agenuinepacletloss.Thus,the performancemprovement
diminishesbecauseof idle time inducedby limited trans-
mit, in accordancevith the discussiorin Section2.3. Even
with limited transmitof onewindow anda pathRTT dif-
ferenceof two 100msRTTs (200ms),DSACK-TA-MEAN
offersa seven-foldthroughpuimprovementover SACK.

0.15 0.2

5.5. Comparisonwith prior work

Blanton and Allman propose several techniquesfor
adaptingduptheshin responseo reordering[5]. They in-
creasedupthesh after measuringreorderings,but do not
explicitly weigh the tradeof betweenfalse fast retrans-
mits andtimeouts.After a timeout,they proposeresetting
duptheshto 3. This sectioncomparesBlanton and All-
man's algorithmswith our own.

We rst characterizéheexpectedbehaioral differences
betweerthe algorithms.First, in Blantonand Allman's al-
gorithms,duptheshoftenincreasego a greatvalue, often
asgreatasthe maximumreorderingengthseen.This great
duptheshvaluemayincreasesnd-to-endielayfor dropped
pacletswhenthereorderingengthhasaheavy-taileddistri-
bution. Whenanetwork pathreorderdessseverelythanbe-
fore, theiralgorithmswithout a dupthieshdecreasstratey
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mustrely on a timeoutto resetdupthieshto 3. In compari-
son,our timeoutavoidancealgorithmavoids mostfalsefast
retransmitswhile ignoringrareandextremelylongreorder
ings. Shouldthe reorderingengthdistribution changeover
time, thehistogranre ects ary suchchangeanddupthesh
changesccordingly

As timeoutsare expensve, Blanton and Allman limit
duptheshto 90% of the currentcongestiorwindow. How-
ever, this limit may not alwayspreventtimeoutsthatcould
have beenavoidedwith a smallerdupthiesh—whenmulti-
ple paclets are delayedor lost within a single window, a
timeout may be inevitable. The duptheshlimit of 0:9
cwnd cant prevent false fast retransmitsin caseswhere
reordering lengths are longer than 0:9 cwnd, but not
long enoughto trigger falsetimeoutswith the one-second-
minimumRTO. Whenthecongestiorwindow is small,such
caseccurfrequently

We use Blanton and Allman's simulator code in ns-
2.” We comparethe approache®sn a network wherelink
(R1; Rp) hasP = 50 mspropagtiondelay S= 4 Mb/s link
capacityand1% of pacletsaredelayedaccordingo anor
mal distribution with meankP andstandardieviation 'g As
shavn in Figures9 and 10, we graduallyincreasek from
0.1to 4.0,andthusvarythepaclet delaybetweerb msand
200ms.
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Figure 9. Throughput vs. average delay time.

The DSACK-BL-XXX curves give results for Blan-
ton and Allman's algorithms.As shavn in Figure9, when
kP is small, all schemesperform similarly better than
SACK, but as kP increases,DSACK-TA achieses in-
creasinglyhigher throughputas comparedwith all other
schemesFigure 10 shavs thatthe fraction of fastretrans-
mits suffered by DSACK-TA hoversaround0%, whereas
the other schemessuffer increasinglyfrom fast retrans-
mits asmeanpaclet delayincreasesHere,the 0:9 cwnd
boundon duptheshpreventsthe otherscheme$rom avoid-
ing falsefastretransmitcausecy longerreorderings.

We now explore the behaior of Blantonand Allman's
algorithmsunderbursty pacletloss.Here,link (Ry; Ry) has

"Their coderunsin ns-2.1b7whereasoursrunsin ns-2.1b8In thein-
terestof maximalcomparabilityof results we usedthe TCP parametede-
faultsfrom 2.1b8whenrunningtheir codein 2.1b7.
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Figure 10. Incidence of fast retransmits
vs. average delay time.
No drops Drops Nodrops| Drops
Total pkts | Totalpkts || FRratio | FRratio
DSACK-BL 97184 60708 0.13% 0.48%
DSACK-TA 103770 81916 0.03% 0.19%

Table 3. Throughput and FR ratios, with and
without bursty loss.

P = 200 ms propagtion delay and 2% of pacletsarede-
layed accordingto a normal distribution with mean 100
ms and standarddeviation 33 ms. We further introducea
small fraction (0.02%) of paclet drops. Eachdrop event
lastsfor a period that varies uniformly in [300 400 ms,
duringwhich all consecutie pacletsto arrive aredropped.
Thisdropbehaior triggerstimeoutsevenwith a0:9 cwnd
boundon dupthesh In Table3 we seethatthe throughput
of DSACK-BL-INC sufiers morethanthatof DSACK-TA
underbursty drops.EachtimeoutcausedDSACK-BL-INC
to resetdupthieshto 3, so that DSACK-BL-INC losesall
its reorderingengthhistory Thereafterit linearlyincreases
duptheshasit encounterseorderingln contrast DSACK-
TA usests reorderingengthhistogranto preseresknowl-
edgeof the path's characteristicacrosstimeouts® Thus,
DSACK-TA suffers fewer falsefastretransmitsand offers
higherthroughput.

We have comparedll variantsof DSACK underanex-
tensve setof network conditions,wherewe vary the link
delay of (Ry;Ry) between[50;40(0 ms; the paclet drop
rate between[0; 9] percent;the fraction of delayedpack-
etsbetween[0:1; 10] percent;and meanpacket delaysbe-
tween[25; 1600 ms, usingmary of the randomprocesses
supportedn ns-2 As expected DSACK-TA performsbest
overallbecausé& combineghebene tsof falsefastretrans-
mit avoidanceandtimeoutavoidance.

6. Conclusionand futur e work

We have presentedRR-TCR a TCP senderextendedto
distinguishbetweenreorderingandloss, in the interestof

8Plots of duptheshvs. time for the two schemesmittedfor brevity;
they maybefoundin [19].
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improving TCP's robustnes®n pathsthatreorderpaclets.
Our extensionsuse a histogramof the reorderinglengths
pacletsexperienceto adaptTCP's dupthiesh anda control
loop to adaptthe FA ratio, thefractionof reorderingevents
that the sendershouldavoid misidentifyingaslosses.The
key novel featureof RR-TCPis its useof timeoutavoid-
ance our control loop for varying the FA ratio is mindful

not only of the costsof falsefastretransmitsbut also of

the costsof timeoutsandidle periodsduring limited trans-
mit. Our simulationson networks over awide rangeof link

delays,paclet delays,andlosspatternsshov thatRR-TCP
consistentlyimprovesTCP's throughpusigni cantly in the
faceof reordering,ascomparedwith both standardSACK

TCP and previously publishedreorderingrobustnessen-
hancementto SACK TCP.

Our experimentalevaluation of RR-TCPrevealsmuch
aboutthe natureof thereorderingproblem.As thelossrate
increasesthe senders window is kept small by conges-
tion avoidance,andreorderingdoesnt limit throughput—
congestiordoes.As thelengthof reorderingsncreasede-
yond the permittedextent of limited transmit,an RR-TCP
sendemustincur idle periods,andwill offer lessof a per
formanceimprovementover SACK. Limited transmitem-
bodiesa fundamentatradeof betweenthe responsieness
of thesendetto congestiorandthereorderingengtha TCP
sendeicanbe madeto tolerate.

Several avenuesbear further investigation. In this pa-
per, we've pursuedonly senderside designsthat storeex-
tra statefor eachconnectionn the SACK scoreboardand
in the reorderinghistogram.On a busy sener with mary
thousandsf connectionsthisadditionalstatemaybelarge.
We believe RR-TCPcanbebuilt in arecever-sidefashion,
wherebythe recever measureseordering,keepsthe his-
togram,appliesthe duptheshadjustmentalgorithms,and
dynamicallyinformsthesendef thisduptheshvalue,per
hapsin a TCP option. This designdevolvesthereordering-
relatedstaterequirement$rom thesenerto eachclient, but
requireschangingthe over-the-wireprotocol.

We have only consideredong-lived o wsin theinterest
of simplifying the evaluationof our algorithms'properties.
Many webtransfersareshort-lived. We believe thatsharing
reorderingstate(i.e., thereorderinghistogramand/orFA ra-
tio) betweershort-lived o wsthatoccurseriallyin time will
conferthebene tsof RR-TCPto short-lived o ws. We fur-
ther believe thatthereis little to no risk to the network in
sharingthis statein this way; it is not congestiorstate, but
reorderingstate,and thus will not causea senderto send
moreaggressiely thancurrentnetwork conditionspermit.

A reordering-rohsttransporfrotocolis onesteptoward
viable multi-path routing. But othertransportproblemsin
spreadinga single ow's paclets over multiple pathsre-
main. The different pathspacletstake may not only have
differentRTTs, but alsodifferentlossrates.Understanding
TCP'sbehaior in suchcaseswill requirefurtherstudy

RR-TCPis a Reordering-Robst TCP thatis safeto de-
ploy. We believe its deploymentcould substantialljoosen

the in-order delivery restriction on the Internetarchitec-
ture. Simulationcodefor RR-TCPfor ns-2 may be found
athttp://www.icir.org/bkarp/RR-TCP/
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