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ABSTRACT
Makingeffectiveuseof thevastamountsof datagatheredby large-
scalesensornetworks will requirescalable,self-organizing, and
energy-ef�cient datadisseminationalgorithms.Previouswork has
identi�ed data-centricrouting as one suchmethod. In an asso-
ciated position paper[23], we argue that a companionmethod,
data-centricstorage(DCS),is alsoa usefulapproach.UnderDCS,
senseddataarestoredatanodedeterminedby thenameassociated
with thesenseddata.

In thispaper, wedescribeGHT, aGeographicHashTablesystem
for DCSon sensornets.GHT hasheskeys into geographiccoordi-
nates,andstoresakey-valuepairat thesensornodegeographically
nearestthe hashof its key. The systemreplicatesstoreddatalo-
cally to ensurepersistencewhen nodesfail. It usesan ef�cient
consistency protocolto ensurethatkey-valuepairsarestoredat the
appropriatenodesaftertopologicalchanges.And it distributesload
throughoutthenetwork usinga geographichierarchy. We evaluate
theperformanceof GHT asaDCSsystemin simulationagainsttwo
otherdisseminationapproaches.Our resultsdemonstratethatGHT
is thepreferableapproachfor theapplicationworkloadspredicted
in [23], offers high dataavailability, andscalesto large sensornet
deployments,evenwhennodesfail or aremobile.

Categoriesand SubjectDescriptors:
H.3.4[Systemsand Software]: DistributedSystems

GeneralTerms:
Algorithms,Design,Performance

1. INTRODUCTION
A sensornetis adistributedsensingnetwork comprisedof alarge

numberof small devices,eachwith somecomputational,storage
andcommunicationcapability. Suchnetworks canoperatein an
unattendedmodeto recorddetailedinformation about their sur-
roundings. They are thus well suitedto applicationssuchas lo-
cationtrackingandhabitatmonitoring[4, 18]. As thesenetworks
scalein size,sowill theamountof datathey make available. The
greatvolumeof thesedataandthefact that they arespreadacross
the entire sensornetcreatethe needfor data-disseminationtech-
niquescapableof extractingrelevantdatafrom within thesensor-
net. Moreover, communicationbetweennodesrequirestheexpen-
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diture of energy, a scarcecommodityfor mostsensornets.Thus,
makingeffective useof sensornetdatawill requirescalable,self-
organizing,andenergy-ef�cient datadisseminationalgorithms.

Theutility of asensornetderivesprimarily from thedatait gath-
ers;theidentity of theindividual sensornodethatrecordsthedata
tendsto be lessrelevant. Accordingly, sensornetresearchershave
arguedfor communicationabstractionsthat aredata-centric. Un-
der this model,dataare“named”andcommunicationabstractions
refer to thesenamesratherthanto nodenetwork addresses[1, 9].
The directeddiffusion [10] data-centricrouting schemehasbeen
shown to beanenergy-ef�cient datadisseminationmethodfor sen-
sornetenvironments.In anassociatedpositionpaper[23], we sug-
gestthatacompanionmethod,data-centricstorage(DCS),will also
beuseful.UndertheDCSapproach,theparticularnodethatstores
a givendataobjectis determinedby theobject's name.Henceall
datawith the samegeneralname(e.g., “elephantsightings”)will
bestoredat thesamesensornetnode(not necessarilythenodethat
originally gatheredthe data). The advantageof DCS thenis that
queriesfor datawith a particularnamecanbe sentdirectly to the
nodestoringthesenameddata,therebyavoidingthequery�ooding
typically requiredin data-centricroutingproposals.

This paperoutlineswhatwe believe arethreecanonicaldissem-
ination methods,oneof which is data-centricstorage.The three
methodshave very different performancecharacteristics.Which
oneis appropriatefor aparticularsettingwill dependon thenature
of thesensornetandits use.Consequently, we stressthatour point
hereis not thatdata-centricstorageis alwaysthemethodof choice,
but ratherthatundersomeconditionsit will bepreferable.In fact,
we expectthatfuturesensornetswill embodyall of these(or simi-
lar) data-centricdisseminationmethods,andthatuserswill choose
which to useaccordingto thetaskathand.

This paperservestwo aims. Our �rst is to identify thecircum-
stanceswhereDCS is the preferreddisseminationmethod. In a
relatedposition paper[23], we lay out the context for this com-
parativestudywith alengthy discussionof sensornetdissemination
algorithmsandthesettingsin which they might beused.For com-
pleteness,webegin ourpaperwith abrief review of thisdiscussion.
This review alsoprovidestheneededcontext for thelatercompar-
ativesimulations.

Our secondaim is to presentdesigncriteria for scalable,ro-
bust DCS, anda DCS systemthat meetsthosecriteria, the Geo-
graphicHashTable(GHT). GHT is inspiredby thenew generation
of Internet-scaleDistributed HashTable (DHT) systemssuchas
Chord,CAN, Pastry, andTapestry[6, 21,24,25]. In thesesystems,
a dataobjectis associatedwith a key andeachnodein thesystem
is responsiblefor storinga certainrangeof keys. A name-based
routingalgorithmallows any nodein thesystemto locatethestor-
agenodefor anarbitrarykey. This enablesnodesto put andget



�les basedon their key, therebysupportinga hash-table-like inter-
face. GHT usesthe GPSRgeographicrouting algorithm[13] as
the underlyingroutingsystemto provide a similar hash-table-like
functionalityin sensornets.

Our paperhas7 sections. We start with a brief discussionof
datadisseminationin sensornetsin Section2 andelaborateon the
DCSproblemin Section3. Section4 presentsthedetaileddesign
of GHT which we evaluatein Section5. We discussrelatedwork
in Section6 andconcludewith ashortdiscussionof futurework in
Section7.

2. CONTEXT
In thissectionwe�rst stateourbasicassumptionsabouttheclass

of sensornetswe consider. We thendescribesomebasicconcepts
usedin organizingsensornetdataandoutlinepossibleapproaches
to datadisseminationin sensornets.

2.1 Assumptionsand Metrics
Projectedsensornetdesignsin the literature[5] differ greatlyin

their characteristicsandintendeduse.In this paper, we focuson a
classof sensornetsthat is mostrelevant to the datadissemination
issuesweaddress.

Weconsiderlarge-scalesensornetswith nodesthatarespreadout
overanareawhoseapproximategeographicboundariesareknown
to the network operators. We assumethat nodesknow their ge-
ographiclocation. This canbe achieved throughthe useof GPS
or someotherapproximatebut lessburdensomelocalizationtech-
nique[3, 8,19,20,22]. Thisassumptionis critical for ourproposed
data-centricstoragealgorithm.However, wethink it is areasonable
assumptionbecausein many casesthe sensornetdataare useful
only if thelocationof their sourceis known.

We assumethat thesensornetis connectedto theoutsideworld
througha small numberof accesspoints,hencegettingdatafrom
a sensornetnode to the outsideworld requiresrouting the data
throughthesensornetto theaccesspoint. Thisassumptionis notre-
quiredby our DCSmechanismpersebut is key to our comparison
of thedifferentdisseminationmechanisms.

Finally, weassumethatenergy is ascarcecommodityfor sensor-
netnodes[18] andsothedatadisseminationalgorithmsshouldseek
to minimizecommunicationin orderto extendoverall systemlife-
time. While themappingbetweencommunicationandenergy con-
sumptionis complicated– dependinggreatlyon the precisehard-
wareinvolvedandthepackettransmissionpattern– in whatfollows
wewill focuson two simpli�ed metricsof energy consumption:

Total usage: Thetotal numberof packetssentin thesensornet

Hotspot usage: Themaximalnumberof packetssentby any par-
ticular sensornetnode

2.2 Sensornet Data
In thissection,wepresentourterminologyfor thedifferenttypes

of sensornetdataanddescribethe operationswe envisagewill be
usedto extractrelevantdatafrom asensornet.

2.2.1 Observations and Events
We usethe term observations to refer to the low-level readings

from thesesensorsandthetermevents to referto pre-de�nedcon-
stellationsof low-level observations. For example,detailedtem-
peratureandpressurereadingsmightconstituteobservations,while
a particularcombinationof temperatureandpressureobservations
mightde�ne an“elephant-sighting”event.

Typically, the largevolumeof observationsprohibitscommuni-
catingthemdirectly to theoutsideworld. Eventsarethusderived

by processingthe low-level observationswithin the network and
userscanthenqueryfor events. Onceeventshave beendetected,
usersmight want to accessthe low-level observationsrelatedto a
particularevent.Thisis easilyaccommodatedby having eachevent
noti�cation includetheevent's location,sothatto gatheradditional
dataoneneedonly download the requiredobservationsfrom the
relevantsensors.

2.2.2 Tasks, Actions, and Queries
Userssendinstructions(by �ooding or someotherglobal dis-

seminationmethod)to sensornetnodesto run certainlocal identi-
�cation tasks. Thesetaskscouldbesimple,suchastakingtemper-
aturereadings,or complex, suchas identifying an animal from a
collectionof sensorreadings.In essence,onecanthink of tasksas
downloadedcode.

Oncean event hasbeenidenti�ed, nodescantake a numberof
different actions. For example,actionsmight instructa nodeon
whereto storeinformationfor aparticularevent.

Whenevent informationis storedwithin the sensornet,queries
areusedto retrievethisinformationfrom thenetwork. How queries
areexecutedwill dependon theactionsnodestake uponeventde-
tection.

2.3 Approachesto Data Dissemination
Datadisseminationstartsby �ooding thetasksto theentiresen-

sornet. The tasksspecify which events to detect,how to detect
them,andwhatactionsto take upondetection.Upondetectingan
event, therearethreebasicactionsa nodecantake which leaddi-
rectly to threecanonicaldatadisseminationmethods.Thesethree
methodshaveaverydifferentcoststructure.In thissection,we�rst
describethesecanonicalmethodsandthencomparetheircostsana-
lytically; in Section5 weusesimulationto performamoredetailed
comparison.

In the discussionthat follows, we assumethat tasksare long-
lived (i.e., that the tasking instructionsremain in force for long
periodsof time) and so the initial cost of issuingtasksis domi-
natedby theensuingdataprocessing.1 In evaluatingcommunica-
tion costswe usethe asymptoticcostof O(n) messagetransmis-
sionsfor �oods andO(

p
n) for point-to-pointrouting wheren is

thenumberof sensornetnodes.

2.3.1 Canonical Methods
Whenaneventoccurs,thedetectingnodehasonly threeoptions

for wheretheevent informationcanbestored:at externalstorage
outsidethe sensornet,within the sensornetat the detectingnode
or within the sensornetat a nodeother than the detectingnode.
Thesethreestorageactionslead to the following canonicaldata
disseminationmethods:

External Storage(ES): Upondetectionof events,therelevantdata
aresentto external storagewherethey canbe further pro-
cessedasneeded.Thisentailsacostof O(

p
n) for eachevent

(to shiptheinformationto theaccesspoint). Thereis nocost
for userqueriessincetheevent informationis alreadyexter-
nal.2

Local Storage(LS): Eventinformationisstoredlocally (atthede-
tectingnode)upondetectionof anevent;this incursnocom-
municationcosts.Queriesare�ooded to all nodesat a cost

1Of course,thereare situationswhere tasksare short-lived; for
these,the cost of �ooding tasksdominatesall other costs,so it
won't mattermuchwhichof theapproachesareused.
2If queriescanbe generatedby internalnodes,they will incur a
costof O(

p
n) to reachtheexternalstorage.



of O(n). Responsesaresentbackto thesourceof thequery
atacostof O(

p
n).

Data-Centric Storage(DCS): Here,afteraneventis detectedthe
dataarestoredby name(i.e., at a storagenodethatneednot
bethesameasthedetectingnode)within thesensornet.The
communicationcostto storetheeventis O(

p
n). Queriesare

directedto the nodethat storeseventsof that name,which
returnsa response,bothatacostof O(

p
n).

Thethreeapproachesabove certainlydo not exhaustthedesign
space;see[23] for variantsandcombinationsof theabove.

2.3.2 Approximate Communication Costs
Wenow comparetheperformanceof thesemethodsusingasim-

ple analyticalmodel.Thecoststructurefor thecanonicalmethods
is describedby severalparameters.Weconsiderasensornetwith n
nodesequippedto detectT eventtypes.Welet Dtotal denotetheto-
tal numberof eventsdetected,Q denotethenumberof eventtypes
for which queriesareissued,andDq denotethenumberof events
detectedfor thetypesof eventsqueriedfor. We assumethereis no
morethanonequeryfor eachevent type,sothereareQ queriesin
total.

In comparingcosts,we alsoconsiderthecasewhereusersonly
careabouta summaryof the eventsratherthana listing of each
event;e.g., onemight just wanta countof thenumberof elephants
seenratherthana listing of eachelephantsighting.

We comparecostsusingapproximationsfor boththetotal num-
berof packetsin thesensornetandthepacketsarriving attheaccess
point.3 We assumethat the packet countat the accesspoint is a
goodestimateof thehotspotusage,sinceweexpectthattheaccess
point to be themostheavily usedareaof thesensornet.With this
setup,thecostsareasfollows:

External Storage:
Total: Dtotal

p
n Hotspot:Dtotal

Local Storage:
Total: Qn+Dq

p
n Hotspot:Q+Dq

Data-Centric Storage:
Total: Q

p
n+Dtotal

p
n+Dq

p
n (list)

Total: Q
p

n+Dtotal
p

n+Q
p

n (summary)
Hotspot:Q+Dq (list) or 2Q (summary)

where(list) indicatesa full listing of eventsis returned(requiringa
packet for eachevent)and(summary)indicatesonly asummaryof
eventsis returned(requiringonly onepacket).

Thesecalculationssupporta few relatively obviouspoints.First,
all otherparametersbeing �x ed, asn getslarge the local storage
methodincursthehighesttotalpacketcount.Second,externalstor-
agealways incurs a lower total messagecount than data-centric
storage,but the ratio 1+

Q+ Dq
Dtotal

is unlikely to be large if thereare
many eventsdetected(and,if thereis at leastoneeventdetectedof
eachtype,this ratio is boundedby 3). Third, if Dq � Q andevents
aresummarized,thendata-centricstoragehasthe lowest load (of
all threemethods)on the accesspath. Fourth, if eventsarelisted
andDtotal � Dq thendata-centricstorageandlocal storagehave
signi�cantly loweraccessloadsthanexternalstorage.

Weconcludethatdata-centricstorageispreferablein caseswhere
(a)thesensornetis large,(b) therearemany detectedeventsandnot
all event typesarequeried,sothatDtotal � max[Dq,Q]. This per-
formanceadvantageincreasesfurther when summariesare used.
3While we assumea single accesspoint, our discussionextends
easilyto caseswheretherearea few accesspoints.

However, if the numberof events is large comparedto the sys-
temsize,Dtotal > Q

p
n, andeventlists (ratherthansummaries)are

used,thenlocal storagemaybepreferable.

3. THE DCSPROBLEM
We have arguedfor theutility of a DCS servicefor sensornets.

Now we will de�ne the data-centricstorageproblemin morede-
tail: the storageabstractionDCS provides,the designgoalsa ro-
bust,scalableDCSsystemmustmeet,andour geographic hashing
approachto DCSarchitecturethatmeetsthesedesigngoals.

3.1 StorageAbstraction
Like the many distributed hashtable systemsbeforeit [6, 21,

24, 25], DCS provides a (key, value)-basedassociative memory.
Eventsarenamedwith keys. Both the storageof an event andits
retrieval areperformedusingthesekeys. DCSis naming-agnostic;
any namingschemethatdistinguisheseventsthatusersof thesen-
sornetwish to identify distinctlysuf�ces. Thetwo operationsDCS
supportsare:

Put(k,v) storesv (the observed data)accordingto the key k, the
nameof thedata.

Get(k) retrieveswhatevervalueis storedassociatedwith key k.

3.2 DesignCriteria for Scalable,Robust DCS
The challengein any designfor a DCS systemis to meetscal-

ability androbustnesscriteria despitethe system's fundamentally
distributednature.Sensornetsrepresenta particularlychallenging
environmentfor adistributedstoragesystem:

Nodefailur esmayberoutine;exhaustionof batterypower and
permanentor transientfailurein aharshenvironmentareproblems
in any realisticsensornetdeployment.

Topologychangeswill bemorefrequentthanontraditionalwired
networks.Nodefailures,nodemobility, andreceivedsignalstrength
variationsin realradiodeploymentseachindependentlycauseneigh-
bor relationshipsamongnodesto changeover time.

Systemscalein nodesmay be very great. Sensornodesmay
be deployed extremely densely(considerthe limit caseof smart
dust[11]), andmaybedeployedover a very wide physicalregion,
suchthatthetotal numberof devicesparticipatingin theDCSsys-
temmaybeon theorderof 106 or morenodes.

Energyconstraintswill oftenbesevere;nodeswill operatefrom
batterypower.

Thesechallengessuggestseveralspeci�c, importantdesigncrite-
ria for ensuringscalabilityandrobustnessin thedistributedstorage
systemweenvision:

Persistence:a(k,v) pairstoredin thesystemmustremainavail-
able to queriers,despitesensornodefailuresand changesin the
sensornetwork topology.

Consistency: a queryfor k mustbe routedcorrectlyto a node
where(k,v) pairsarecurrentlystored;if thisnodechanges(e.g., to
maintainpersistenceafter a nodefailure), queriesandstoreddata
mustchooseanew nodeconsistently.

Scalingin databasesize: asthenumberof (k,v) pairsstoredin
thesystemincreases,whetherfor thesameor differentks, storage
shouldnot concentrateatany onenode.

Scaling in node count: as the numberof nodesin the system
increases,thesystem's total storagecapacityshouldincrease,and
thecommunicationcostof thesystemshouldnotgrow unduly. Nor
shouldany nodebecomeaconcentrationpointof communication.

Topologicalgenerality: thesystemshouldwork well onabroad
rangeof network topologies.



3.3 GHT: A GeographicHashTable
TheDCSsystemarchitecturewe describein this paperto meet

theabove-enumerateddesigncriteria is GHT, a Geographic Hash
Table (GHT). Thecorestepin GHT is thehashingof a key k into
geographiccoordinates.Both a Put() operationanda Get() oper-
ationon thesamekey k hashk to thesamelocation. A key-value
pair is storedat a nodein the vicinity of the locationto which its
key hashes.Choosingthis nodeconsistentlyis centralto building
aGHT. If weassumeaperfectlystaticnetwork topologyandanet-
work routing systemthat candeliver packets to positions,sucha
GHT will causestoragerequestsandqueriesfor the samek to be
routedto thesamenode,andwill distributethestoragerequestand
queryloadfor distinctk valuesevenlyacrosstheareacoveredby a
network.

The serviceprovided by GHT is similar in characterto those
offered by other distributed hashtable systems[6, 21, 24, 25].
However, as is the casewith thosesystems,muchof the nuance
to the GHT systemdesignarisesspeci�cally to ensurerobustness
andscalabilityin thefaceof themany sortsof failurespossiblein a
distributedsystem.GHT usesanovel perimeter refresh protocol to
providebothpersistenceandconsistency whennodesfail or move.
This protocolreplicatesstoreddatafor key k at nodesaroundthe
location to which k hashes,and ensuresthat one nodeis chosen
consistentlyasthehome node for thatk, sothatall storagerequests
andqueriesfor k canbe routedto that node. Yet the protocol is
ef�cient; it typically useshighly local communication,especially
on networkswherenodesaredeployeddensely. By hashingkeys,
GHT spreadsstorageand communicationload betweendifferent
keys evenly throughoutthesensornet.Whenmany eventswith the
samekey arestored,GHT avoidscreatingahotspotof communica-
tion andstorageattheirsharedhomenodeby employing structured
replication, wherebyeventsthat hashto the samehomenodecan
bedividedamongmultiplemirrors.

4. ALGORITHMS
We proceednow to describethealgorithmsthatcompriseGHT.

GHT is built atopGPSR[12, 13,14], a geographicroutingsystem
for multi-hop wirelessnetworks. After brie�y reviewing the fea-
turesof GPSR's designrelevant to GHT, we identify a previously
unexploitedcharacteristicof GPSRthatallowsall packetsdestined
for anarbitrarylocation(unoccupiedby a node)to beroutedcon-
sistentlyto the samenodein the vicinity of that location. GHT
leveragesthis characteristicto routestoragerequestsandqueries
for the samekey to the samenode,despitethe ignoranceof the
hashfunction that mapskeys into locationsof the placementof
nodesin thenetwork. We thendescribealgorithmsandimplemen-
tationsof theperimeterrefreshprotocolandstructuredreplication,
whichallow GHT to achievetheDCSdesigncriteriafor scalability
androbustnessdiscussedin theprevioussection.

4.1 GPSR
UnderGPSR,packetsareroutedgeographically. All packetsare

marked with the positions of their destinations.All nodesknow
their own positions,and the positionsof the nodesa single hop
awayfrom them.Usingonly this localknowledge,GPSRcanroute
a packet to any connecteddestination.Therearetwo distinctalgo-
rithms GPSRusesfor routing: a greedy forwardingalgorithm[7]
that movespacketsprogressively closerto the destinationat each
hop, anda perimeter forwardingalgorithmthat forwardspackets
wheregreedyforwardingis impossible.

Thegreedyforwardingruleis simple:anodex forwardsapacket
to its neighbory that is closestto thedestinationD marked in the
packet, so long as that neighboris closerto D than x. Figure 1

shows anexampleof greedyforwarding;thedottedline represents
theradiorangeof nodex, andthedashedline thecirclecenteredat
D with radiusxD.

Greedyforwardingfailswhennoneighboris closerthanx to the
destination.Figure2 shows an exampletopologyfor greedyfor-
wardingfailure. Hereagain, thedottedline shows x's radio range
andthedashedline thecirclecenteredat D of radiusxD. Thesolid
lines show the links that exist, as dictatedby radio range. Note
thattwo pathsto D exist, but x cannotforwardgreedilyoneitherof
thembecausebothinvolvetemporarilymoving farther away thanx
from thedestination.

GPSRrecoversfrom greedyforwardingfailureusingperimeter
mode, which amountsto forwardingpacketsusingthe right-hand
rule. Figure3 demonstratesthe right-handrule: uponarriving on
anedgeat nodex, thepacket is forwardedon thenext edgecoun-
terclockwiseaboutx from the ingressedge. This processcauses
packetsto tour enclosedfacesasshown; intuitively, it is usefulfor
circumnavigatingregionswheregreedyforwardingfails,asin Fig-
ure2. GPSRroutesperimetermodepacketson a planarsubgraph
of the network connectivity graph,in which thereareno crossing
edges.A perimeteris afaceof thisplanargraph.Boseet al. [2] also
presentanalgorithmthatusesplanarnetwork subgraphsto recover
from greedyforwardingfailure.

GPSRoriginatespackets in greedymode,but changesthemto
perimetermodewhennoneighborof theforwardingnodeis closer
to thepacket's destinationthanthe forwardingnodeitself. GPSR
returnsa perimeter-modepacket to greedymodewhenthepacket
reachesanodecloserto thedestinationthanthatatwhichthepacket
enteredperimetermode(storedin thepacket). As will beshown in
the next section,our GHT algorithmsuseperimetermodein an-
other, novel, wayto routepacketsthatreferto thesamestoragekey
to thesamenode.

4.2 The HomeNodeand HomePerimeter
GPSRwasdesignedfor anetwork modelwhereasenderwishes

to transmitpacketstoadestinationnodewith aknownnon-geographic
address;a sendermustmapthe destination's identi�er to its cur-
rent locationusinga locationdatabase,suchasGLS [16]. Under
GHT, however, the originatorof a Put() or Get() packet doesnot
know the identi�er of the nodethat is the eventualdestinationof
the packet. As sketchedin Section3.3, the originatorof a Put()
or Get() for akey k hashesthenamek into geographiccoordinates
that arethe destinationof the packet for that operation.The hash
function is ignorantof the placementof individual nodesin the
topology; it merelyspreadsthedifferentkey namesevenly across
the geographicregion wherethe network is deployed. Thus,it is
quitelikely thatthereis nonodeat theprecisecoordinatesthehash
functionproduces.We de�ne thehome node for a GHT packet to
be the nodegeographically nearest the destinationcoordinatesof
thepacket. Thehomenodeservesastherendezvouspointfor Put()
andGet() operationson thesamekey.

Becausea GHT packet is not addressedto a speci�c node,but
ratheronly to a speci�c location,it is treatedby GPSRasa packet
bound for a disconnecteddestination: no receiver ever seesthe
packet addressedto its own identi�er. We observe thatGPSRwill
routesuchapacketto theappropriatehomenode.GHTusesGPSR's
perimetermodeto �nd thesehomenodes.UnderGHT, thepacket
entersperimetermodeat the homenode,as no neighborof the
homenodecanbe closerto the destination.The packet thentra-
versestheentireperimeterthatencloses thedestination,beforere-
turning to thehomenode[13]. We namethis perimeterthe home
perimeter. Under GHT, the home node knows to consumethe
packetwhenit returnsafterthis tourof thehomeperimeter.
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Figure 3: Right-hand Rule Example:
Packets travel clockwise around the en-
closedregion.

With only the homenodebinding mechanismwe've described
thus far, GHT will work on staticnetwork topologies. Note that
when the network topology changesafter nodefailures,deploy-
mentof new nodes,or mobility, theidentity of thehomenodeand
membershipof thehomeperimetermaychange.But for any snap-
shotof thenetwork topology, thereexist ahomenodeandenclosing
homeperimeterfor every locationin thenetwork. To offer persis-
tenceandconsistency underthetopologicaldynamicsthatsensor-
netsaresuretoexhibit, GHTneedsaprotocolto replicatekey-value
pairs,andre-associatethemwith theappropriatehomenodewhen
thetopologychanges.

4.3 Perimeter RefreshProtocol
GHT usesthe perimeter refresh protocol (PRP)to accomplish

replicationof key-valuepairsandtheir consistentplacementat the
appropriatehomenodeswhenthenetwork topologychanges.Re-
call thatGHT routesall packetsonatourof thehomeperimeterthat
enclosesa destinationlocation. PRPstoresa copy of a key-value
pairat each node on the home perimeter.

PRPdistinguishesbetweenthe homenodeandothernodeson
the homeperimeter, the replica nodes. A nodebecomesa home
nodefor a particularkey whenthePut() packet arrivesaftercom-
pletingits tourof thehomeperimeter. (Thisconditionis detectable
becauseGPSRwrites the identity of the �rst edgea packet takes
on a perimeterinto thepacket; theperimeterhasbeentouredpre-
cisely when the packet arrives in perimetermodeand would be
forwardednext on thesamedirectededgewritten in thepacket as
the�rst perimeteredgetaken.)

PRPgeneratesrefresh packets periodicallyusinga simpletimer
scheme.Every Th seconds,the homenodefor a key generatesa
refreshpacket addressedto the hashedlocationof that key. The
refreshcontainsthe datastoredfor that key, andis routedexactly
asareGet() andPut() packetsin GHT. Thus,therefreshpacketwill
takea tourof thecurrenthomeperimeterfor thatkey, regardlessof
changesin thenetwork topologysincethatkey's insertion.

Whena refreshpacket arrivesat a node,therearetwo possibil-
ities: eitherthe receiver is closerto thedestinationthantheorigi-
nator, in which casethe receiver consumesthe refreshpacket and
initiatesits own; or thereceiver is not,in whichcaseit forwardsthe
refreshpacket in perimetermode. In both cases,the receiver ap-
pendsany additionalkey-valuepairsit hasstoredfor thatkey to the
refreshpacket. Whena refreshpacket returnsto its originator, and
that nodewasnot previously the homenodefor that key, it con-
sumesthe refreshpacket, andtransitionsto beingthe homenode
for thatkey. Thatis, thenew homenodesetsits own refreshtimer,
andsubsequentlyoriginatesrefreshesfor thatkey. Thismechanism
provides the designgoal of consistency: it ensuresthat the node
closestto akey'shashlocationwill becomethehomenodefor that
key andstorethatkey'sdataaftertopologicalchanges.

Whenareplicanodereceivesarefreshpacket it didn't originate,
it cachesthedatain the refresh,andsetsa takeover timer for that
key, Tt . This timer is resetevery time a refreshfor that key from
anothernodearrives.Shouldthetimerexpire,thereplicanodeiniti-
atesarefreshfor thatkey andits data,addressedto thekey'shashed
location.Thereplicanodesandtakeover timer provide persistence
whennodesfail. Whenthe homenodefor a key fails, its replica
nodeswill notetheabsenceof refreshesfor thatkey from its home
node,andstepforwardto initiate refreshes.A replicanodemayor
maynot itself be thenew homenode;theGHT routingprocedure
causestherefreshto reachthenew homenode.

All nodesthathold datafor a key, bothhomenodesandreplica
nodes,expire keys they cachewhenthe deathtimer, Td, expires.
Thedeathtimer is resetevery time a nodereceivesa refreshmes-
sagefor thatkey, whetherfrom itself or from anothernode.Clearly,
Td > Th and Tt > Th. That is, a homenodeexpires a key-value
pair after failing to receive back multiple refreshesit originates,
anda replicanodewaits for multiple homenoderefreshintervals
to elapsebeforesteppingforward to senda refreshfor it. These
choicesof timer valuesmake thePRProbustagainstepisodicloss
of its refreshpackets. In the GHT systemwe evaluateherein,
Td = 3Th, andTt = 2Th.

Figures4 through6show anexampleof theoperationof thePRP.
Here,key k hashesto locationL. After a Put() of (k,v), nodea
becomesthehomenode,andsendsa refreshto L containing(k,v).
Figure4 shows the homeperimeterenclosingL after this refresh
hasreturnedto a. Supposethatnodea fails. After time Tt elapses,
during which noded receives no refreshesfrom nodea, noded
sendsa refreshto L containing(k,v), asshown in Figure5. This
refreshis deliveredto node f , which becomesthenew homenode
for (k,v). Figure6 showsthenetwork after f hassentarefreshthat
hasreturnedto it, andthe replicasit hasrecruitedalongthe new
homeperimeteraboutL.

It is importantto notethat thePRPtypically generatesvery lo-
cal network traf�c. On densenetworks,perimetersarequiteshort
(mostperimetersin adensenetworkarethreehopsin length).When
a homenodemoves, the refreshesit generateswon't have far to
travel beforereachingthe homeperimeter, underreasonableas-
sumptionsof mobility rate and radio range(that is, that a node
doesn't movemany radiorangesin aperiodshorterthanTh).

ThePRPalsoincludesa join optimization, which improvesper-
formanceon dynamictopologies. When a nodeA sensesa new
neighborB, A sendsB all thoseevententriesfrom its localdatabase
for which B is closerto theeventdestinationthanA, andfor which
A is theclosestof its neighborsto thateventdestination.This op-
timization tradesoff increasedcommunicationfor morerapid re-
establishmentof aconsistenthomenodewhennodesfail or move.



(replica)
d

e

f

b
c

a

L

(home)

(replica)

Figure 4: Key stored at location L, home
node a, replicas d and e on the home
perimeter.

(replica)
d

e

f

b
c

L

(replica)

Figure5: Time Tt after nodea fails, replica
d initiates a refreshfor L.

(replica)

d
e

f

b
c

L

(replica) (replica)

(home)

(replica)

Figure 6: Node f becomesthe new home
node,and recruits replicasb,c,d, and e.

(0,100)

 level 1 mirror points:  (53,3) (3,53) (53,53)    

root point:   (3,3)

level 2 mirror points: (28,3) (3,28) (28,28) (78,3) (53,28) (78,28)

                                     (3,78) (28,53) (28,78) (78,53) (53,78)(78,78)

(0,0) (100,0)

(100,100)

Figure 7: Example of Structur ed Replication with a 2-level de-
composition.

4.4 Structur edReplication
Thusfar, GHT storesall eventswith the samekey in the same

place.If toomany eventswith thesamekey aredetected,thatkey's
homenodecould becomea hotspot,both for communicationand
storage.GHT employs structured replication (SR) to addressthis
scalingproblem.In SRwe augmenteventnameswith a hierarchy
depthandusea hierarchicaldecompositionof thekey space(simi-
lar to thatusedin GLS [16]). Let usnamethesinglelocationGHT
hashesa key nameinto theroot of thatkey. Now, for a givenroot
r anda given hierarchy depthd, onecancompute4d � 1 mirror
imagesof r; d = 0 refersto theoriginal GHT schemewithout mir-
rors. For example,Figure7 shows a d = 2 decomposition,andthe
mirror imagesof therootpoint (3,3) atevery level.

A nodethat detectsan event now storesthe event at the mir-
ror closestto its location,which is easilycomputable.Thus,SR
reducesthe storagecostat onenodefor onekey with n detected
eventsfrom O(

p
n) to O(

p
n/2d). GHT mustnow routequeriesto

all mirror nodes,however. It doesso recursively; �rst it routesa
queryto the root node,thenfrom theroot nodeto the threelevel-
1 mirror points. Eachof thesein turn forwardsthe query to the
threelevel-2 mirror points associatedwith them. This recursive

processcontinuesuntil all mirrorsarereached.Responsestraverse
thesamepathasqueriesbut in thereversedirection—upthehier-
archy toward the root. Thus,a singlequeryincursa routing cost
of O(2dp

n) ascomparedwith O(
p

n) for GHT without mirrors.
For an event i with Di detectedinstancesandQi queriesthe total
messagecostof storingandretrieving thiseventinformationis ap-
proximatelyO(Qi2dp

n + Di(
p

n/2d)) Thus,SR reducesthe cost
of storagebut increasesthecostof queries.SRoffersan interme-
diatesolutionbetweenthe local storagecanonicalmethod,where
storageis freebut queriesexpensive, andGHT without SR,where
both areof moderatecost.4 We expectthat SR will be useful for
frequentlydetectedevents.Notethatthedepthof thehierarchy (d)
can,andindeedshould,bedifferentfor differenteventtypes.5

5. SIMULA TION RESULTS
In thissection,we�rst evaluatetheperformanceof ourproposed

mechanism(Section5.1) in ns-2 simulationsof relatively small
systemsof between50 and200nodes.Thesesimulationsinclude
detailedmodelsof a wirelessnetwork's MAC andphysical layer.
After verifying the correctfunctioningof GHT andmeasuringits
performanceon staticnetworks,we thenconsiderthesystem's be-
havior in simulationswith bothfailing nodesandmobilenodes,to
testthesystemin theharshsensornetenvironment.

After con�rming theviability of ourdesign,wethen(Section5.2)
verify thescalingargumentsfrom Section2.3.2with simulationsof
muchlarger-scalesystemsof up to 105 nodesthat, in the interest
of computationaltractability, do not modelradiodetails,nodefail-
ures,or mobility.

5.1 Small­ScaleNetworks, Wir elessDetails
WeimplementedGHT in ns-2 [17], whichsupportsdetailedsim-

ulationof mobile,wirelessnetworksusingIEEE 802.11radios.In
thesesimulations,we seekto demonstrateGHT's robustnesson
real radiosanddynamictopologies,wherenodefailuresandmo-
bility causechangesin nodes'neighbors,andchangesin thenode
closestto a key's hashedcoordinates.

By modelingthe full 802.11MAC layerandphysical layer, ns-
2 allows evaluationof a system's performanceon a bandwidth-
limited, contention-pronewirelessmedium. Our simulationsuse
a modi�ed 802.11radio with a 40-m radio range,ratherthanthe
250-mradio rangeof IEEE-complianthardware; this choicemir-
rorsthatmadein theevaluationof directeddiffusionin [10], in the

4Choosingd suchthat2d =
p

n coststhesameaslocal storage.
5Onemight, for example,encodethe hierarchy level in the event
namesothatd is globallyknown for eacheventtype.



NodeDensity 1 node/ 256m2

RadioRange 40m
GPSRBeaconInterval 1 s

GPSRBeaconExpiration 4.5s
Planarization GG
Mobility Rate 0, 0.1,1 m/s

Numberof Nodes 50,100,150,200
SimulationTime 300s

QueryGenerationRate 2 qps
QueryStartTime 42s
RefreshInterval 10s

EventTypes 20
EventsDetected 10 / type

Table1: GHT simulation parametersin ns-2 simulations.

interestof usingparameterscloserto thosefoundin sensorradios.
Our radiomodelis realisticin its useof the802.11MAC protocol
for �oor acquisition,andin its modelingof capture;theseaspects
re�ect thecontentionbehavior of today's commodityoff-the-shelf
radios.However, we do not considerenvironmentalnoiseor prop-
agationobstacles,andleave examinationof their importanteffects
to a futureimplementationstudy.

In all ourns-2 simulations,thereis asinglequeryingnodeplaced
in the upper-left cornerof the simulatedregion. This noderepre-
sentstheaccesspoint wherequeriesenterthesensornetwork. At
thestartof a simulation,all eventsareinsertedinto theDHT once,
by sensorschosenuniformly at random;thesearethesensorsthat
measuredthe insertedevents. Queriesareacknowledgedandre-
tried until they succeed.At time 42 s, to allow the DHT to stabi-
lize, thequeryingnodebeginsgeneratingqueriesata rateof 2 qps,
includingbothnew andretransmittedqueries.

Table1 shows the parameterswe usedin our ns-2 simulations.
We presentresultsthat areaveragedover multiple simulations;in
all cases,the variancesof theseruns are reasonable.Note that
nodedensityremainsconstantin our simulations;aswe increase
thenumberof nodes,we scaletheregion sizesuchthatnodeden-
sity doesnot change.6

In measuringGHT's performance,we are concernedwith the
availability of the datastoredto queriers,andthe load placedon
nodesparticipatingin GHT, bothin communicationandstorageof
events. To measureavailability, we proposethemetricof success
rate, measuredafterall eventshave beeninsertedinto GHT: for a
workloadof queries,we computethemeanover all queriesof the
fraction of eventsreturnedin eachresponse,divided by the total
numberof eventsknown to havebeenstoredin thenetwork for that
key. Becauseinsertionsandqueriesareboth acknowledged,this
measurementfocusesmainly on the ability of GHT to hold data
written to it.

To measurethestorageloadonnodes,weexaminethemaximum
numberof eventsstoredat any node,to capturetheworst-casere-
quired storage;and the meannumberof eventsstoredacrossall
nodesin thenetwork, to capturetypical storagerequirements.We
measurethe communicationload on nodesby countingthe mean
numberof messagesforwardedby a nodein a refreshinterval, and
themeannumberof refreshmessagesforwardedby anodein a re-
freshinterval; thesemessagecountsareaveragedacrossall nodes
andrefreshintervalsin asimulation.

Notethatwedonotmeasuretheroutingprotocolloadplacedon

6We do not investigatevaryingnodedensitiesin this work. Karp's
thesisdemonstratestheef�cacy of perimeter-modeforwardingon
bothdenseandsparsenetworks[14].

Number Success Max Avg Total Refresh
of Nodes Rate(%) Storage Storage Msgs Msgs

50 100% 47.2 40.7 10.2 4.4
100 100% 11.9 10.0 2.6 1.1
150 99.8% 7.2 5.9 1.6 0.72
200 100% 5.8 4.6 1.2 0.53

Table 2: Performanceof GHT on Static Networks. Resultsare
the meansof thr eesimulations.

f Success Max Avg Total Refresh
Rate(%) Storage Storage Msgs Msgs

0 83.3% 25.4 8.8 3.2 1.6
0.2 94.2% 24.9 10.3 3.4 1.8
0.4 97.3% 22.6 10.7 3.4 1.8
0.6 98.6% 17.4 10.3 3.1 1.6
0.8 99.7% 14.0 10.1 3.1 1.5
1.0 100% 16.2 14.5 3.9 1.6

Table 3: Performance of GHT. Stationary nodes,varied frac-
tion of nodesalternate betweenup and down states. Results
are the meansof eight simulations.

thenetwork by GPSRin our simulations;we areevaluatingGHT,
not theunderlyingroutingsystem,asis thepracticein theevalua-
tion of DHT systems[6, 21, 24, 25]. GPSRgeneratesa constant
volumeof routing protocol traf�c (beacons)per node,regardless
of systemsizein nodes[14]; this load is of lower orderthanthat
generatedby GHT, whichsendspacketsonpathsof lengthO(

p
n).

Moreover, thereis no location database like GLS [16] usedwith
GHT, asGHT sendsno traf�c to nodeIDs.

5.1.1 Stable and Static Nodes
As one would expect, on static networks, wherethe topology

doesn't change,GHToffersverynearlyperfectavailability of stored
events. At all network scales,essentiallyall queriesareanswered
with all eventsstoredin the network. As the systemscalesin in-
creasingnumberof nodes,the unchangingnumberof eventsare
dispersedamonga wider populationof nodes,and thusboth the
meanandmaximumstaterequirementsper nodedecrease.Sim-
ilarly, dispersionreducesthe count of the meannumberof for-
wardedrefreshmessages;fewer nodesareon perimetersabouta
point to which a (key, value) pair hashes,andsoa smallerfraction
of nodesreceivesrefreshmessagesfor forwarding.

5.1.2 Static but Failing Nodes
We now demonstratethatGHT is robustin thepresenceof node

failures,despitethetopologychangesthatresult.All theresultswe
presentin thissectionarefor networksof 100nodes.

Table3 shows the performanceof GHT undera failure model
whereacon�guredfractionof nodesselecteduniformly at random
alternatebetweenfailing andrestarting.Whenanodefails, it loses
thecontentsof its database;it only reacquiresits databasecontents
uponreturningtooperationandreceiving refreshesfromneighbors.
In theseresults,a nodeselectedasunreliableremainsup for a pe-
riod selecteduniformly at randomin [0,120] s, thengoesdown for
a perioduniformly chosenin [0,60]. We denoteby f the fraction
of nodesthatremainup for theentiresimulation.

As onewould expect,thesuccessratedecreasesas f does.But
the decreaseis slight, until all nodescycle betweenavailableand
unavailable,at f = 0. Thedeteriorationin thesuccessrateis caused
by eventsthatwerenot savedby therefreshmechanismwhenthe
nodeholding themfailed. Analysisof thesimulationlogs reveals
that thevastmajority of queriesandresponsesreachtheir destina-



Up/Down Success Max Avg Total Refresh
Time(s) Rate(%) Storage Storage Msgs Msgs
60/30 75.1% 18.6 6.0 2.9 0.93
120/60 84.7% 29.6 9.8 3.5 1.8
240/120 94.7% 45.9 15.2 4.7 3.1
480/240 95.7% 53.2 17.5 5.3 3.7

Table 4: Performance of GHT. Stationary nodes,all alternate
betweenup and down statesof varied lengths. Resultsare the
meansof four simulations.

Motion Success Max Avg Total Refresh
Rate(m/s) Rate(%) Storage Storage Msgs Msgs

0.1 96.8% 18.6 10.4 19.2 1.45
1 96.3% 52.2 22.5 17.4 4.10

Table 5: Performance of GHT on mobile networks. 0.1 and 1
m/smobility. Resultsare the meansof four runs for the 0.1m/s
case,and twelve runs for the 1 m/scase.

tion successfullyin a singletransmission.Notethat themaximum
numberof eventsstoredatanodedecreases asmorenodesbecome
reliable,while the meannumberof eventsstoredacrossall nodes
increases; thesetrendsre�ect the increaseduniformity of the dis-
tribution of eventsacrossnodes,asthe numberof simultaneously
availablenodesincreases.

Table 4 shows the performanceof GHT where f = 0 (that is,
whereall nodesfail andrestartrepeatedly).Here,wevary theperi-
odsthatnodesremainup anddown. For anup/down time valueof
x/y, a noderemainsup for a periodchosenuniformly in [0,x], and
remainsdown for a periodchosenuniformly in [0,y]. Simulation
timesfor this groupof simulationsonly arenot 300s; we scalethe
simulationtime linearly with the up/down time; eachsimulation
lasts� ve timesthelengthof adown time interval.

Whennodestransitionbetweenup anddown more frequently,
GHT's ability to hold eventsis stressedmoreheavily, asthenode
closestto anevent's destinationpositionchangesmorefrequently.
Thesuccessratedecreasesverygraduallyat �rst, but progressively
morenoticeablyas the up/down periodsshorten. The maximum
andaveragestorage�gures in thesecasesre�ect that eventsdis-
appear from GHT whenthejoin optimizationandrefreshesfail to
keepeventsalive in GHT.

5.1.3 Stable but Mobile Nodes
Table5 shows how GHT performson a mobile sensornetwork

of 100nodes.In thesesimulations,nodesmove usingtherandom
waypointmodel[17]; thatis, in discretesteps,eachto a point cho-
senuniformly at random,at a ratechosenuniformly at randomin
(0,M) m/s,whereM is themaximummotionrate. They pause60
s betweenmotion steps. In thesesimulations,we usea timer to
causeGPSRto replanarizeonceevery two seconds,whichcostsno
communication;only computationwithin asensornode.

Undernodemobility, GHT continuesto offer robustpersistence
for storedevents,as demonstratedby the 96+% successratesin
Table 5. The cost of this robustnessis in communication—note
thegreaternumberof messagesforwardedby GHT in themobile
scenarios,vs. in the non-mobileones. Under mobility, GPSR's
perimeterschange,andit' spossiblefor apacketwalkingaperime-
terthatchangesunderfootto loop,until thepacketexhaustsits TTL
in hops[14]. We limit theTTL on refreshmessagesto tenhopsin
themobilesimulations;they neednotall walk theintendedperime-
ter for refreshesto functionproperly, andthecostin congestionto
the network of forwardingthemon far longertoursis signi�cant.
In amoregeneralimplementationof GHT, anodecandynamically

determinetheappropriateTTL to use,by periodicallysendingare-
freshwith a small TTL, andexpandingthe TTL until the refresh
returnssuccessfully. In theseresults,we elidethis implementation
step,and�x theTTL at tenhopsfor refreshes.Thisvalueis longer
thanthetypicalperimeterfor thenetwork densitywesimulate.

5.1.4 Discussion
Asexpected,GHTworkswell in sensornetswith stableandstatic

nodes.But failures(andmovement,in somecases)areinevitable,
andthuswe areinterestedin the robustnessof our designagainst
thesefactors.In our variousrobustnesstestswe subjectour design
to very harshenvironments. Our mostgenerousrun with failing
nodesusesmeancycle-timeson the order of minutes,far worse
thanwe hopefor mostprojectedsensornetsystems.And yet, as
long asthe fractionof failing nodesisn't overly high, or thecycle
timesaretensof minutes,thesystemperformswell. Similarly, the
extentandrateof movementin themobilenodecaseis signi�cant;
nodesrestonly a minutebetweenmovements,andthemovements
arelargeexcursions(half thesizeof thesensornet,onaverage),not
slightadjustments.Here,too,availability remainshigh.

Our GHT algorithmreplicatesa key-valuepair at nodesin the
immediatevicinity of thehomenode.Localizedreplicationof this
form is of little useif all thenodesin anareafail at thesametime
(e.g., a �re destroys all nodesin a region). Resilienceagainstthese
clustered failures couldbeprovidedby storingeacheventmultiple
timesatdispersedlocations(usingmultiplehashfunctions).

5.2 ComparativeStudy
Thedetailedns-2 simulationsverify thecorrectnessandrobust-

nessof theGHT systemin arealisticwirelessenvironment,includ-
ing MAC-layerbehavior, packet loss,nodedynamics,&c. How-
ever, they werelimited to systemsizeson theorderof 100nodes.
We now uselessdetailedsimulationsto comparethe threecanon-
ical mechanisms—external storage(ES), local storage(LS), and
data-centricstorage(DCS)—in much larger systems.We built a
special-purposesimulatorthat assumesthat nodesare stableand
stationaryandthatpacket delivery to neighboringnodesis instan-
taneousanderror-free.Thissimulatorthusfaithfully representsthe
packetgenerationandforwardingbehavior of thevariouscanonical
mechanisms.Weusethissimulatorto examinethenumberandpat-
ternof packet transmissions(asameasureof energy consumption)
asthesizeandnatureof thesensornetandworkloadvary, to illumi-
natethe relative performanceof the canonicaldatadissemination
algorithms.WedonotcountPRPpacketsin thesesimulations.The
lengthof aperimeteris purelydeterminedby thedensityof thenet-
work, andwe only vary systemscalein nodes,not density, in the
large-scalesimulations.

We usetwo metricsto evaluatetheperformance:thetotal num-
ber of packets generated,and the hotspotusage,the maximum
numberof packetstransmittedby any singlenode.We don't mea-
sure latency, as that is approximatelythe sameacrossthe algo-
rithms. Moreover, we assumethat all other factors(suchas the
�delity of thedata)areheld�x edacrossthevariousalgorithms.

Therelevantsystemparametersare:
� n, thenumberof nodesin thesystem
� T , thenumberof eventtypes
� Q, thenumberof eventtypesqueriedfor
� Di , thenumberof detectedeventsof eventtypei

In this sectionwe setT = 100andDi = 100 for all i, andvary
n andQ. We presenttwo basictests. In test#1 we hold n �x ed
(n = 10000)andvary Q. In test#2 we setQ = 50 andvary n; for
reasonswe gave in Section5.1, we hold the systemdensity�x ed
andincreasethesensornetsizeaswe increasen. All theseresults
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Figure 11: The maximum number of messagessentby any sin-
glenodeasn, the number of nodes,is increased.The number of
event typesqueried for (Q) is held �xed at 50.

areaveragedacrossten differenttopologies,andten runson each
topology. In eachof thesetests,we show the resultsES,LS, and
thefollowing threeversionsof DCS:

Normal DCS(N-DCS): A query returnsa separatemessagefor
eachdetectedevent

SummarizedDCS(S-DCS): A queryreturnsasinglemessagere-
gardlessof thenumberof detectedevents

Structur edReplication DCS(SR-DCS): We assumean optimal
level of SR(asdescribedin Section4.4) to provide a lower
bound.Weassumesummarizationin thiscase.7

5.2.1 Test #1: Varying Q

The resultsfrom varying Q areshown in Figures8 and9. For
low Q, LS haslow total andhotspotusage,but bothquantitiesin-
creaselinearly in Q, making LS a poor choicefor systemswith
many queries.Externalstoragehasa very high hotspotloadanda
mediumlevel of total usage,bothindependentof Q. Both variants
of DCS that usesummarizationhave low total andhotspotusage,
but notethatstructuredreplicationin SR-DCSreducesthetotalus-
agesigni�cantly. Thehotspotandtotalusageof DCSwithoutsum-
marization(N-DCS) increaseslinearly in Q, but the slopeof the
7We omit structuredreplicationwithout summarizationin the in-
terestof brevity.

total usageis muchlower thanthatof LS (but hasa higheroffset).
Theseresultssuggestthat for low Q all methodsbut ES perform
reasonablywell, with LS and SR-DCSbeing the best. For high
Q, SR-DCSis the clearly superiorchoice,followed by S-DCS.If
summarizationis notallowed,thenthechoiceis betweenthelower
hotspotusageof N-DCSandthelower total usageof ES.
5.2.2 Test #2: Varying n

Theresultsfrom varyingn appearin Figures10 and11. All of
the methodshave reasonablysimilar behavior for total usage,but
LS startsoff (at low n) with thelowestvalue,andendsup (at high
n) with the highestvalue. S-DCSand SR-DCShave the lowest
hotspotusageby far, but amongmethodswithout summarization
DCS andLS have similar performance.ES hasthe worst hotspot
load. Thus, at all but the lowest valuesof n (lower than around
n = 1000)the DCS variantsarethe superiorchoices.Recall that
thesesimulationsuseQ = 50,andsotheseconclusionsaresimilar
to thosein test#1above.

Theseperformanceresultsareremarkablyconsistentwith theap-
proximateformulaepresentedin Section2.3.2;theonly signi�cant
deviationsarisein caseswherethehotspotusagedoesnot occurat
theaccesspoint. Thesesimulations,while idealizingwirelesslink
behavior, weretruepacket-level simulationsof thesealgorithmsin
systemsas large asn = 100,000. The formulaeof Section2.3.2
suggestthat DCS is particularlyappropriateassystemsizegrows



andthe numberof eventsis far greaterthanthe numberreturned
in queries(either becausenot all event typesare queriedfor, or
becauseeventsaresummarizedin responses).

6. RELATED WORK
Directeddiffusion[9, 10] isanexampleof data-centric routing—

routingbasedon thenameof thedataratherthanon theidentityof
thedestinationnode.Unlike our proposedDCSmechanism,event
informationin directeddiffusion is storedlocally at the detecting
node;assuch,directeddiffusionis closerto thelocal storage(LS)
model. Directeddiffusion also provides additionalmechanisms
for the reinforcement of high-quality datadelivery pathsand for
in-network aggregation (i.e., asthe datais beingroutedto the re-
questor, it may be aggregatedby intermediatenodes). Directed
diffusiondoesn't requiregeographicinformation;it uses�ooding.

TheGeographicLocationSystem(GLS) usedin GRID [16] can
be augmentedto provide a DCS-like service.Geographicrouting
deliverspacketsto locations,not addresses;thus,a packet sender
mustbeableto mapadestination's identi�er to its geographicloca-
tion. GLSis ascalablelocationservicethatperformsthismapping.
The location databaseis distributed acrossthe nodes;eachnode
acting as the location server for a small numberof other nodes.
The crux of the problemis that nodesmustbe able to �nd these
locationserver without knowing their geographiclocation. GLS
achievesthis with a novel algorithmthatusesa prede�nedhierar-
chicaldecompositionof thegeographicspaceinto nestedgridsand
a prede�nedorderingof nodeidenti�ers. Thus,whatGLS enables
is routing to nodeidentifiers. Moreover, anattemptto routeto an
identi�er Y for which no nodeexists terminatesat the nodewith
identi�er closestto Y asper theprede�nedorderingof identi�ers.
Thus,we coulduseGLS to provide theDHT interfaceby hashing
event namesto the nodeaddressspace.The main drawbackwith
the above approachis that supportingthe DHT interfacerequires
the locationdatabaseto bebuilt andmaintained.While GLS pro-
videsthislocationdatabaseitself asaservice,GHTavoidsthislevel
of indirectionandinsteadmapseventnamesdirectly to locations.

The SCOUT[15] location trackingsystemmight alsobe used
similarly. While SCOUTuseshierarchicaladdressingandrouting
basedon landmarkrouting, GHT usesGPSR,a �at routing algo-
rithm whereinnodesareaddressedwith geographiccoordinates.

AlthoughGHT wasinspiredby DistributedHashTablesystems
like ChordandCAN [6, 21, 24, 25], we did not adoptthe rout-
ing algorithmsusedin thesesystems. Thesealgorithmsrequire
nodesto beinterconnectedin afairly rigid manner. OntheInternet,
nodeneighborrelationshipsareat the logical level; theunderlying
IP routingsystemlogically connectsnodesthatarenot immediate
physicalneighbors.It is notclearhow (if atall) thenodeconnectiv-
ity requiredby theseDHT algorithmscanbeef�ciently achievedin
a sensornetenvironment. GPSRallows us to achieve the required
hash-tablefunctionalitywhile working with only thetruephysical
connectivity betweennodes.

7. CONCLUSION AND FUTURE WORK
This paperpresentedthedesignandevaluationof GHT, a DCS

systemfor sensornetsbuilt on geographicrouting. We have pre-
dictedanalyticallyandveri�ed in simulationsof networksof up to
100,000nodesthe caseswhereDCS offers reducedtotal network
load and hotspotnetwork usageas comparedwith external stor-
ageandlocal storage.Our analysisrevealsthat thesebene�ts oc-
cur on sensornetscomprisedof largenodepopulations,andwhere
many eventsaredetected,but notall eventtypesarequeried.GHT
leveragestheGPSRgeographicroutingsystemto offer anef�cient

DCSservicethatmaintainspersistenceof datawhennodesfail or
move,while scalablyspreadingtheloadof (key, value)pairsevenly
throughoutthesensornet.

Severalavenuesbeg furtherinvestigation.Foremostamongthese
is the effect of varying nodedensity. UnderGHT, keys areuni-
formly hashedover thegeographicspace.Hence,asnodesaredis-
tributedincreasinglynon-uniformly, weexpectthestorageandfor-
wardingloadacrossnodesto becorrespondinglyskewed. We are
investigating the consequentperformanceimplicationsanddevel-
opingmechanismsthatcanadaptto suchnon-uniformity.

To avoid hashingkeys to pointsoutsidethesensornet,GHT re-
quiresapproximateknowledgeof a sensornet's boundaries.8 Our
work hereinassumesforeknowledgeof theseboundaries(recorded,
e.g., whenthenetwork was�rst deployed).An openresearchprob-
lem is to devisescalabledistributedalgorithmsto mapthese(pos-
sibly changing!)geographicboundaries.

Finally, our proposeddesignfundamentallyrequiresthata node
know its own geographicposition. While this assumptionseems
reasonablefor mostsensornets,anopenquestionis how onemight
achieve DCS usingonly approximategeographicinformation,or
withoutany suchinformation.
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