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ABSTRACT

Making effective useof thevastamountof datagathereddy large-
scalesensometworks will require scalable,self-olganizing, and
enepgy-efcient datadisseminatioralgorithms.Previouswork has
identi ed data-centricrouting as one suchmethod. In an asso-
ciated position paper[23], we argue that a companionmethod,
data-centristoragg[DCS), is alsoa usefulapproachUnderDCS,
sensediataarestoredat a nodedeterminedy thenameassociated
with thesensediata.

In thispaperwe describeGHT, aGeographitdashTablesystem
for DCSon sensornetsGHT hashegeys into geographicoordi-
natesandstoresakey-valuepair atthe sensonodegeographically
nearesthe hashof its key. The systemreplicatesstoreddatalo-
cally to ensurepersistencavhen nodesfail. It usesan ef cient
consisteng protocolto ensurehatkey-valuepairsarestoredatthe
appropriatsnodesaftertopologicalchangesAnd it distributesload
throughouthe network usinga geographidierarcly. We evaluate
theperformancef GHT asaDCSsystemin simulationagainsttwo
otherdisseminatiorapproachesOurresultsdemonstratéhatGHT
is the preferableapproacHor the applicationworkloadspredicted
in [23], offers high dataavailability, andscalesto large sensornet
deployments,evenwhennodedfail or aremobile.

Categoriesand Subject Descriptors:
H.3.4[Systemsand Software]: DistributedSystems
General Terms:
Algorithms, Design,Performance

1. INTRODUCTION

A sensorneis adistributedsensinghetwork comprisedf alarge
numberof small devices, eachwith somecomputational storage
and communicationcapability Suchnetworks canoperatein an
unattendednodeto record detailedinformation abouttheir sur
roundings. They arethuswell suitedto applicationssuchaslo-
cationtrackingandhabitatmonitoring[4, 18]. As thesenetworks
scalein size,sowill theamountof datathey malke available. The
greatvolumeof thesedataandthe factthatthey arespreadacross
the entire sensornetreatethe needfor data-disseminatiotech-
niguescapableof extractingrelevantdatafrom within the sensor
net. Moreover, communicatiorbetweemodesrequiresthe expen-
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diture of enegy, a scarcecommodityfor mostsensornetsThus,
making effective useof sensornetlatawill requirescalable self-
organizing,andenegy-efcient datadisseminatioralgorithms.

Theutility of asensornetierivesprimarily from the datait gath-
ers;theidentity of theindividual sensomodethatrecordsthe data
tendsto be lessrelevant. Accordingly sensornetesearcherbave
amguedfor communicatiorabstractionghat are data-centric. Un-
derthis model,dataare“named” andcommunicatiorabstractions
referto thesenamesratherthanto nodenetwork addressefl, 9].
The directeddiffusion [10] data-centricouting schemehasbeen
shavn to beanenegy-efcient datadisseminatiomethodfor sen-
sornetervironments.ln anassociateghositionpaper{23], we sug-
gestthatacompaniormethod data-centristoraggDCS),will also
beuseful. Underthe DCS approachthe particularnodethatstores
a given dataobjectis determinedby the object's name.Henceall
datawith the samegeneralname(e.g., “elephantsightings”) will
be storedat the samesensornehode(not necessarilyhe nodethat
originally gatheredthe data). The adwvantageof DCS thenis that
queriesfor datawith a particularnamecanbe sentdirectly to the
nodestoringthesenameddata therebyavoidingthequery ooding
typically requiredin data-centricoutingproposals.

This paperoutlineswhatwe believe arethreecanonicaldissem-
ination methods,one of which is data-centricstorage. The three
methodshave very different performancecharacteristics.Which
oneis appropriatdor a particularsettingwill depenconthenature
of the sensorneandits use.Consequentlywe stresshatour point
hereis notthatdata-centristoragds alwaysthe methodof choice,
but ratherthatundersomeconditionsit will be preferable.n fact,
we expectthatfuture sensornetsiill embodyall of these(or simi-
lar) data-centridisseminationmethodsandthatuserswill choose
whichto useaccordingto thetaskat hand.

This papersenestwo aims. Our rst is to identify the circum-
stanceswvhere DCS is the preferreddisseminatiormethod. In a
relatedposition paper[23], we lay out the contet for this com-
paratve studywith alengtty discussiorof sensornetlissemination
algorithmsandthe settingsin which they mightbe used.For com-
pletenesswe begin our paperwith abrief review of thisdiscussion.
This review alsoprovidesthe neededtontet for thelatercompar
ative simulations.

Our secondaim is to presentdesigncriteria for scalable,ro-
bust DCS, and a DCS systemthat meetsthosecriteria, the Geo-
graphicHashTable(GHT). GHT is inspiredby the new generation
of Internet-scaleDistributed Hash Table (DHT) systemssuchas
Chord,CAN, Pastry andTapestry[6, 21,24, 25]. In thesesystems,
a dataobjectis associatedvith a key andeachnodein the system
is responsiblefor storinga certainrangeof keys. A name-based
routing algorithmallows ary nodein the systemto locatethe stor
agenodefor anarbitrarykey. This enablesrodesto put andget



les basedon their key, therebysupportinga hash-table-lik inter-

face. GHT usesthe GPSRgeographicouting algorithm[13] as
the underlyingrouting systemto provide a similar hash-table-like
functionalityin sensornets.

Our paperhas? sections. We startwith a brief discussionof
datadisseminationin sensornet Section2 andelaborateon the
DCS problemin Section3. Section4 presentghe detaileddesign
of GHT which we evaluatein Section5. We discussrelatedwork
in Section6 andconcludewith ashortdiscussiorof futurework in
Section?.

2. CONTEXT

In thissectiorwe rst stateourbasicassumptionabouttheclass
of sensornetsve consider We thendescribesomebasicconcepts
usedin organizingsensornetiataandoutline possibleapproaches
to datadisseminatiorin sensornets.

2.1 Assumptionsand Metrics

Projectedsensornetlesignsin theliterature([5] differ greatlyin
their characteristicandintendeduse. In this paper we focuson a
classof sensornetghatis mostrelevantto the datadissemination
issuesve address.

We considetarge-scalesensornetwith nodeghatarespreacut
over anareawhoseapproximategeographidoundariesareknovn
to the network operators. We assumehat nodesknow their ge-
ographiclocation. This canbe achieved throughthe useof GPS
or someotherapproximatebut lessburdensomeocalizationtech-
nique[3, 8,19,20,22]. Thisassumptioris critical for our proposed
data-centristoragealgorithm.However, wethink it is areasonable
assumptiorbecausdén mary casesthe sensornetlataare useful
only if thelocationof their sourceis known.

We assumehatthe sensornets connectedo the outsideworld
througha small numberof accesgoints,hencegettingdatafrom
a sensornenodeto the outsideworld requiresrouting the data
throughthesensorneto theaccespoint. Thisassumptioris notre-
quiredby our DCS mechanisnpersebut is key to our comparison
of thedifferentdisseminatiormechanisms.

Finally, we assuméhatenegy is ascarcecommodityfor sensor
netnoded18] andsothedatadisseminatiomlgorithmsshouldseek
to minimize communicatiorin orderto extendoverall systemlife-
time. While themappingbetweercommunicatiorandenegy con-
sumptionis complicated- dependinggreatly on the precisehard-
wareinvolvedandthepaclettransmissiompattern-in whatfollows
we will focusontwo simpli ed metricsof enegy consumption:

Total usage: Thetotal numberof pacletssentin thesensornet

Hotspot usage: The maximalnumberof pacletssentby ary par
ticular sensornenode

2.2 Sensonet Data

In thissectionwe presenburterminologyfor thedifferenttypes
of sensornetiataanddescribethe operationsve ervisagewill be
usedto extractrelevantdatafrom a sensornet.

2.2.1 Observations and Events

We usethe term observations to referto the low-level readings
from thesesensorsandthetermevents to referto pre-de nedcon-
stellationsof low-level obserations. For example, detailedtem-
peratureandpressureeadingsmight constituteobsenations while
a particularcombinationof temperatur@ndpressurebsenations
mightde ne an“elephant-sightingevent.

Typically, thelarge volumeof obsenationsprohibitscommuni-
catingthemdirectly to the outsideworld. Eventsarethusderived

by processinghe low-level obsenationswithin the network and
userscanthenqueryfor events. Onceeventshave beendetected,
usersmight wantto accesshe low-level obsenationsrelatedto a
particularevent. Thisis easilyaccommodately having eachevent
noti cation includetheevent'slocation,sothatto gatheradditional
dataone needonly download the requiredobserationsfrom the
relevantsensors.

2.2.2 Tasks, Actions, and Queries

Userssendinstructions(by ooding or someotherglobal dis-

seminatiormethod)to sensornehodesto run certainlocal identi-
cation tasks. Thesetaskscouldbe simple,suchastakingtemper

aturereadings,or comple, suchasidentifying an animalfrom a
collectionof sensoreadings.In essencegnecanthink of tasksas
downloadedcode.

Oncean event hasbeenidenti ed, nodescantake a numberof
differentactions. For example,actionsmight instructa nodeon
whereto storeinformationfor a particularevent.

Wheneventinformationis storedwithin the sensornetqueries
areusedto retrieve thisinformationfrom thenetwork. How queries
areexecutedwill dependon the actionsnodestake uponeventde-
tection.

2.3 Approacheso Data Dissemination

Datadisseminatiorstartsby ooding thetasksto the entiresen-
sornet. The tasksspecify which eventsto detect,how to detect
them,andwhatactionsto take upondetection.Upondetectingan
event, therearethreebasicactionsa nodecantake which leaddi-
rectly to threecanonicaldatadisseminatiormethods.Thesethree
methodshave averydifferentcoststructure In thissectionwe rst
describghesecanonicamethodsandthencompareheir costsana-
lytically; in Section5 we usesimulationto performamoredetailed
comparison.

In the discussionthat follows, we assumethat tasksare long-
lived (i.e., that the taskinginstructionsremainin force for long
periodsof time) and so the initial costof issuingtasksis domi-
natedby the ensuingdataprocessind. In evaluatingcommunica-
tion costswe usethe aaymptotlccostof O(n) messagédransmis-
sionsfor oods andO(" n) for point-to-pointrouting wheren is
the numberof sensornenodes

2.3.1 Canonical Methods

Whenaneventoccurs thedetectingnodehasonly threeoptions
for wherethe eventinformationcanbe stored: at externalstorage
outsidethe sensornetwithin the sensornett the detectingnode
or within the sensornett a node other than the detectingnode.
Thesethree storageactionslead to the following canonicaldata
disseminatioomethods:

External Storage(ES): Upondetectiorof events therelevantdata
are sentto external storagewherethey c&n be further pro-
cesse@sneededThisentailsacostof O(" n) for eachevent
(to shiptheinformationto theaccesspomt) Therels no cost
for gserqueriessincethe eventinformationis alreadyexter-
nal:

Local Storage(LS): Eventinformationis storedocally (atthede-
tectingnode)upondetectionof anevent;thisincursno com-
municationcosts. Queriesare ooded to all nodesat a cost

10f course,there are situationswhere tasksare short-lived; for
these,the costof ooding tasksdominatesall other costs,so it
won't mattermuchwhich of theapproacheareused.

2\f quer|Q§can be generatedy internalnodes,they will incur a
costof O(" n) to reachtheexternalstorage.



of O(n). Res;bonsearesentbackto the sourceof the query
atacostof O(" n).

Data-Centric Storage(DCS): Here,afteraneventis detectedhe
dataarestoredby name(i.e., at a storagenodethatneednot
bethe sameasthe detectingnode)within trHe sensornetThe
communicatiorcostto storetheeventis O(" n). Queriesare

directedto the nodethat storese\/ent%of that name,which

returnsaresponsehothatacostof O(" n).

Thethreeapproachesbore certainlydo not exhaustthe design
spacesee[23] for variantsandcombinationof theabove.

2.3.2 Approximate Communication Costs

We now comparegheperformancef thesemethodausinga sim-
ple analyticalmodel. The coststructurefor the canonicaimethods
is describedyy severalparametersWe considera sensornetvith n
nodesequippedo detectT eventtypes.We let Dyqt5 denotetheto-
tal numberof eventsdetectedQ denotethe numberof eventtypes
for which queriesareissued,and Dq denotethe numberof events
detectedor thetypesof eventsqueriedfor. We assumehereis no
morethanonequeryfor eacheventtype, sothereareQ queriesin
total.

In comparingcosts,we alsoconsiderthe casewhereusersonly
careabouta summaryof the eventsratherthana listing of each
event;e.g., onemightjustwanta countof the numberof elephants
seerratherthanalisting of eachelephansighting.

We comparecostsusingapproximationgor boththe total num-
berof pacletsin thesensorneandthe pacletsarriving attheaccess
point? We assumehat the paclet countat the accesspoint is a
goodestimateof the hotspotusagesincewe expectthattheaccess
point to bethe mostheaily usedareaof the sensornetWith this
setupthecostsareasfollows:

External Storage:

Total: Dygtal P n Hotspot:Digtal

Local Storage:

Total: Qn+ qu

n Hotspot:Q + Dq
Data-Centric Etorage: P D

Total: Q. N+ Digtai, N+Dg N (list)

Total: Q" N+ Digtar N+Q N (Ssummary)

Hotspot:Q 4 Dq (list) or 2Q (summary)

where(list) indicatesafull listing of eventsis returnedrequiringa
pacletfor eachevent)and(summary)indicatesonly a summaryof
eventsis returned(requiringonly onepacilet).
Thesecalculationsupportafew relatively obviouspoints.First,
all otherparameterdeing x ed, asn getslarge the local storage
methodincursthe highestotal pacletcount. Secondexternalstor

age always incurs a lower total messagecount than data-centric

storagebut theratio 1 + %Jr—tqu is unlikely to belargeif thereare

mary eventsdetectec(and,lii9 thereis atleastoneeventdetectecf
eachtype,thisratiois boundedby 3). Third,if Dq  Q andevents
aresummarizedthendata-centricstoragehasthe lowestload (of
all threemethods)on the accesath. Fourth, if eventsarelisted
andDygta  Dq thendata-centricstorageand local storagehave
signi cantly lower accesdoadsthanexternalstorage.

We concludehatdata-centristorages preferablen casesvhere
(a)thesensorneis large, (b) therearemary detectedventsandnot
all eventtypesarequeried,sothatDygta  maxDg, Q]. This per
formanceadwantageincreasedurther when summariesare used.

3While we assumea single accesspoint, our discussionextends
easilyto casesvherethereareafew accesgoints.

However, if the numberof eventsis large comparedto the sys-
temsize,Diotal > Q' N, andeventlists (ratherthansummariesare
usedthenlocal storagemaybe preferable.

3. THE DCSPROBLEM

We have arguedfor the utility of a DCS servicefor sensornets.
Now we will de ne the data-centricstorageproblemin more de-
tail: the storageabstractiorDCS provides, the designgoalsa ro-
bust, scalableDCS systemmustmeet,andour geographic hashing
approacho DCSarchitecturghatmeetshesedesigngoals.

3.1 StorageAbstraction

Like the mary distributed hashtable systemsbeforeit [6, 21,
24, 25], DCS provides a (key, value)-basedassociatie memory
Eventsarenamedwith keys. Both the storageof an eventandits
retrieval areperformedusingthesekeys. DCSis naming-agnostic;
ary namingschemehatdistinguishesventsthat usersof the sen-
sornetwish to identify distinctly sufces. Thetwo operationdCS
supportsare:

Put(k,v) storesv (the obsered data)accordingto the key k, the
nameof thedata.

Get(k) retrieveswhatevervalueis storedassociatedavith key k.

3.2 DesignCriteria for Scalable,Robust DCS

The challengein ary designfor a DCS systemis to meetscal-
ability androbustnesscriteria despitethe systems fundamentally
distributed nature. Sensornetsepresent particularly challenging
ervironmentfor adistributedstoragesystem:

Node failur esmay be routine; exhaustionof batterypower and
permanenbr transienfailurein a harshervironmentareproblems
in ary realisticsensornetieployment.

Topologychangeswill bemorefrequenthanontraditionalwired
networks. Nodefailures,nodemobility, andrecevedsignalstrength
variationsn realradiodeploymentseachindependentlgauseneigh-
bor relationshipsamongnodesto changeover time.

Systemscalein nodesmay be very great. Sensomodesmay
be deployed extremely densely(considerthe limit caseof smart
dust[11]), andmay be deployed over a very wide physical region,
suchthatthetotal numberof devicesparticipatingin the DCSsys-
temmaybeon theorderof 10° or morenodes.

Energy constraintswill oftenbesevere;nodeswill operatérom
batterypower.

Thesechallengesuggessereralspeci ¢, importantdesigncrite-
ria for ensuringscalabilityandrobustnessn thedistributedstorage
systemwe ervision:

Persistence:a (k,v) pair storedin the systenmustremainavail-
able to queriers,despitesensomodefailuresand changesn the
sensomnetwork topology

Consistency: a queryfor k mustbe routedcorrectlyto a node
where(k,v) pairsarecurrentlystored;if thisnodechangege.g., to
maintainpersistencafter a nodefailure), queriesand storeddata
mustchoosea new nodeconsistently

Scalingin databasesize: asthenumberof (k,v) pairsstoredin
the systemincreaseswhetherfor the sameor differentks, storage
shouldnot concentratatary onenode.

Scaling in node count: asthe numberof nodesin the system
increasesthe systems total storagecapacityshouldincreaseand
thecommunicatiorcostof thesystemshouldnotgrow unduly Nor
shouldany nodebecomea concentratiorpoint of communication.

Topologicalgenerality: thesystenshouldwork well onabroad
rangeof network topologies.



3.3 GHT: A GeographicHash Table

The DCS systemarchitecturewve describen this paperto meet
the abore-enumeratedesigncriteriais GHT, a Geographic Hash
Table (GHT). The corestepin GHT is the hashingof a key k into
geographicoordinates Both a Put() operationanda Get() oper
ationon the samekey k hashk to the samelocation. A key-value
pair is storedat a nodein the vicinity of the locationto which its
key hashes.Choosingthis nodeconsistentlyis centralto building
aGHT. If we assume perfectlystaticnetwork topologyandanet-
work routing systemthat candeliver pacletsto positions,sucha
GHT will causestoragerequestsandqueriesfor the samek to be
routedto thesamenode,andwill distributethe storageequestnd
queryloadfor distinctk valuesevenly acrosghe areacoveredby a
network.

The serviceprovided by GHT is similar in characterto those
offered by other distributed hashtable systemg[6, 21, 24, 25].
However, asis the casewith thosesystemsmuch of the nuance
to the GHT systemdesignarisesspeci cally to ensurerobustness
andscalabilityin thefaceof the mary sortsof failurespossiblein a
distributedsystem GHT usesa novel perimeter refresh protocol to
provide both persistencandconsisteng whennodesfail or move.
This protocolreplicatesstoreddatafor key k at nodesaroundthe
locationto which k hashesand ensureghat one nodeis chosen
consistentlyasthehome node for thatk, sothatall storageequests
and queriesfor k canbe routedto that node. Yet the protocolis
efcient; it typically useshighly local communicationgespecially
on networks wherenodesare deployed densely By hashingkeys,
GHT spreadsstorageand communicationoad betweendifferent
keys evenly throughoutthe sensornetWhenmary eventswith the
samekey arestored GHT avoidscreatinga hotspotof communica-
tion andstorageattheir sharechomenodeby emplgying structured
replication, wherebyeventsthat hashto the samehomenodecan
bedividedamongmultiple mirrors.

4. ALGORITHMS

We proceechow to describethe algorithmsthatcompriseGHT.
GHT is built atopGPSR[12, 13, 14], ageographiaouting system
for multi-hop wirelessnetworks. After briey reviewing the fea-
turesof GPSRS designrelevantto GHT, we identify a previously
unexploitedcharacteristiof GPSRthatallows all pacletsdestined
for anarbitrarylocation (unoccupiedy a node)to be routedcon-
sistentlyto the samenodein the vicinity of thatlocation. GHT
leverageshis characteristido route storagerequestand queries
for the samekey to the samenode, despitethe ignoranceof the
hashfunction that mapskeys into locationsof the placementof
nodesin thenetwork. We thendescribealgorithmsandimplemen-
tationsof the perimeterefreshprotocolandstructuredeplication,
whichallow GHT to achieze the DCSdesigncriteriafor scalability
androhustnessliscussedh the previoussection.

4.1 GPSR

UnderGPSR pacletsareroutedgeographicallyAll pacletsare
marked with the positions of their destinations.All nodesknow
their own positions,and the positionsof the nodesa single hop
away from them.Usingonly thislocalknowledge GPSRcanroute
apacletto arny connectedlestination.Therearetwo distinctalgo-
rithms GPSRusesfor routing: a greedy forwardingalgorithm[7]
that moves paclets progressiely closerto the destinationat each
hop, and a perimeter forwarding algorithmthat forwardspaclets
wheregreedyforwardingis impossible.

Thegreedyforwardingruleis simple:anodex forwardsapaclet
to its neighbory thatis closestto the destinationD markedin the
paclet, so long asthat neighboris closerto D thanx. Figurel

shavs anexampleof greedyforwarding;the dottedline represents
theradiorangeof nodex, andthedashedine thecircle centeredht
D with radiusxD.

Greedyforwardingfails whenno neighboris closerthanx to the
destination. Figure 2 shavs an exampletopologyfor greedyfor-
wardingfailure. Hereagain, the dottedline shavs x's radio range
andthedashedine thecircle centeredat D of radiusxD. Thesolid
lines shaw the links that exist, as dictatedby radio range. Note
thattwo pathsto D exist, but x cannotforwardgreedilyon eitherof
thembecausdothinvolve temporarilymoving farther away thanx
from thedestination.

GPSRrecoversfrom greedyforwardingfailure usingperimeter
mode, which amountsto forwarding packets usingthe right-hand
rule. Figure3 demonstratethe right-handrule: uponarriving on
anedgeat nodex, the paclet is forwardedon the next edgecoun-
terclockwiseaboutx from the ingressedge. This processcauses
pacletsto tour enclosedacesasshawn; intuitively, it is usefulfor
circumnaigating regionswheregreedyforwardingfails, asin Fig-
ure 2. GPSRroutesperimetermodepacletson a planarsubgraph
of the network connectiity graph,in which thereareno crossing
edgesA perimeteiis afaceof thisplanargraph.Boseet al. [2] also
presentinalgorithmthatusesplanametwork subgraphso recover
from greedyforwardingfailure.

GPSRoriginatespacletsin greedymode,but changeshemto
perimetermodewhenno neighborof theforwardingnodeis closer
to the paclet's destinatiorthanthe forwardingnodeitself. GPSR
returnsa perimetermodepaclet to greedymodewhenthe paclet
reachesnodecloserto thedestinatiorthanthatatwhichthepaclet
enterecperimetermode(storedin the paclet). As will beshavnin
the next section,our GHT algorithmsuseperimetermodein an-
other novel, wayto routepacletsthatreferto the samestoragekey
to thesamenode.

4.2 The Home Nodeand Home Perimeter
GPSRwasdesignedor anetwork modelwherea sendewishes

to transmitpacletsto adestinatiomodewith aknovn non-geographic

addressa sendemustmapthe destinatiors identi er to its cur
rentlocationusinga locationdatabasesuchasGLS [16]. Under
GHT, however, the originatorof a Put() or Get() packet doesnot
know theidenti er of the nodethatis the eventualdestinationof
the paclet. As sketchedin Section3.3, the originatorof a Put()
or Get() for akey k hasheshe namek into geographicoordinates
thatarethe destinationof the paclet for that operation. The hash
function is ignorantof the placementof individual nodesin the
topology; it merelyspreadshe differentkey namesevenly across
the geographiaegion wherethe network is deployed. Thus, it is
quitelikely thatthereis no nodeatthe precisecoordinateshehash
function produces.We de ne the home node for a GHT paclet to
be the nodegeographically nearest the destinationcoordinatesof
thepaclet. Thehomenodesenesastherendezwouspointfor Put()
andGet() operationn the samekey.

Becausea GHT paclet is not addressedo a speci ¢ node,but
ratheronly to a speci c location,it is treatedby GPSRasa paclet
boundfor a disconnectediestination: no recever ever seesthe
paclet addressedtb its own identi er. We obsene that GPSRwill
routesuchapacletto theappropriatéhomenode.GHT usesGPSRS
perimetermodeto nd thesehomenodes.UnderGHT, the paclet
entersperimetermode at the home node, as no neighborof the
homenodecanbe closerto the destination. The paclet thentra-
verseghe entireperimeterthatencloses the destinationpeforere-
turning to the homenode[13]. We namethis perimeterthe home
perimeter. Under GHT, the home node knows to consumethe
pacletwhenit returnsafterthis tour of thehomeperimeter
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Figure 1: GreedyForwarding Example: x
forwards to y, its neighbor closestto D.

bor closerto D.

With only the homenodebinding mechanismwe've described
thusfar, GHT will work on static network topologies. Note that
when the network topology changesafter node failures, deploy-
mentof new nodesor mobility, the identity of thehomenodeand
membershipf the homeperimetermay change But for ary snap-
shotof thenetwork topology thereexistahomenodeandenclosing
homeperimeterfor every locationin the network. To offer persis-
tenceandconsisteng underthe topologicaldynamicsthatsensor
netsaresureto exhibit, GHT needsaprotocolto replicatekey-value
pairs,andre-associatthemwith the appropriatthomenodewhen
thetopologychanges.

4.3 Perimeter RefreshProtocol

GHT usesthe perimeter refresh protocol (PRP)to accomplish
replicationof key-valuepairsandtheir consistenplacementatthe
appropriatehomenodeswhenthe network topologychangesRe-
callthatGHT routesall pacletsonatourof thehomeperimetethat
encloses destinationlocation. PRPstoresa copy of a key-value
pair ateach node on the home perimeter.

PRPdistinguishedbetweenthe homenodeand other nodeson
the homeperimeter the replica nodes. A nodebecomesa home
nodefor a particularkey whenthe Put() paclet arrivesaftercom-
pletingits tour of thehomeperimeter (This conditionis detectable
because€sPSRwrites the identity of the rst edgea paclet takes
on a perimeterinto the paclet; the perimeterhasbeentouredpre-
cisely when the paclet arrives in perimetermode and would be
forwardednext on the samedirectededgewritten in the paclet as
the rst perimeteredgetaken.)

PRPgeneratesefresh packets periodicallyusinga simpletimer
scheme.Every T, secondsthe homenodefor a key generates
refreshpaclet addressedo the hashedocation of thatkey. The
refreshcontainsthe datastoredfor thatkey, andis routedexactly
asareGet() andPut() pacletsin GHT. Thus,therefreshpacletwill
take atour of the currenthomeperimeterfor thatkey, regardlesof
changesn the network topologysincethatkey's insertion.

Whena refreshpaclet arrivesat a node,therearetwo possibil-
ities: eitherthe recever is closerto the destinatiorthanthe origi-
nator in which casethe recever consumeshe refreshpaclet and
initiatesits own; or thereceveris not, in which caset forwardsthe
refreshpaclet in perimetermode. In both casesthe recever ap-
pendsary additionalkey-valuepairsit hasstoredfor thatkey to the
refreshpaclet. Whenarefreshpaclet returnsto its originator and
that nodewas not previously the homenodefor that key, it con-
sumesthe refreshpaclet, andtransitionsto beingthe homenode
for thatkey. Thatis, thenew homenodesetsits own refreshtimer,
andsubsequentlgriginatesefreshedor thatkey. Thismechanism
providesthe designgoal of consisteng. it ensureghat the node
closesto akey's hashlocationwill becomehe homenodefor that
key andstorethatkey's dataaftertopologicalchanges.

Figure 3:
Figure 2: Void Example: x hasno neigh- packets travel clockwise around the en-

Right-hand Rule Example:

closedregion.

Whenareplicanoderecevesarefreshpacletit didn't originate,
it cacheghe datain therefresh,andsetsa takeover timer for that
key, Tt. Thistimer is resetevery time a refreshfor thatkey from
anothemnodearrives. Shouldthetimerexpire, thereplicanodeiniti-
atesarefreshfor thatkey andits data,addressetb thekey'shashed
location. Thereplicanodesandtakeover timer provide persistence
whennodesfail. Whenthe homenodefor a key fails, its replica
nodeswill notethe absencef refreshedor thatkey from its home
node,andstepforwardto initiate refreshesA replicanodemay or
may not itself be the nev homenode;the GHT routing procedure
causesherefreshto reachthenew homenode.

All nodesthathold datafor a key, bothhomenodesandreplica
nodes,expire keys they cachewhenthe deathtimer, Ty, expires.
The deathtimer is resetevery time a noderecevesa refreshmes-
sagefor thatkey, whetherfromitself or from anothemode.Clearly,
Tg > Tp and Ty > Ty. Thatis, a homenode expires a key-value
pair after failing to receive back multiple refreshest originates,
anda replicanodewaits for multiple homenoderefreshintervals
to elapsebeforesteppingforward to senda refreshfor it. These
choicesof timer valuesmake the PRProbust againstepisodicloss
of its refreshpaclets. In the GHT systemwe evaluateherein,
Ty = 3Th, andT; = 2T;,.

Figures4 through6 shav anexampleof theoperatiorof thePRP
Here, key k hashedo locationL. After a Put() of (k,v), nodea
becomeshehomenode,andsendsarefreshto L containing(k,v).
Figure 4 shavs the homeperimeterenclosingL after this refresh
hasreturnedto a. Supposehatnodea fails. After time T; elapses,
during which noded receves no refreshefrom nodea, noded
sendsa refreshto L containing(k,v), asshowvn in Figure5. This
refreshis deliveredto node f, which becomeghe nev homenode
for (k,v). Figure6 shavsthenetwork after f hassentarefreshthat
hasreturnedto it, andthe replicasit hasrecruitedalongthe new
homeperimeteraboutL.

It is importantto notethatthe PRPtypically generatesery lo-
cal network traf c. On densenetworks, perimetersarequite short
(mostperimetersn adensenetwork arethreehopsin length).When
a homenodemoves, the refreshedt generatesvon't have far to
travel beforereachingthe home perimeter underreasonableas-
sumptionsof mobility rate and radio range(that is, that a node
doesnt move mary radiorangesn aperiodshorterthanTy).

The PRPalsoincludesa join optimization, which improvesper
formanceon dynamictopologies. Whena nodeA sensesa new
neighborB, A sends all thoseevententriesfrom its localdatabase
for which B is closerto the eventdestinatiorthanA, andfor which
A is the closestof its neighborgo thateventdestination.This op-
timization tradesoff increaseccommunicatiorfor more rapid re-
establishmendf a consistenhomenodewhennodedfail or move.
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Figure 7: Example of Structur ed Replication with a 2-level de-
composition.

4.4 Structured Replication

Thusfar, GHT storesall eventswith the samekey in the same
place.lf too mary eventswith thesamekey aredetectedthatkey's
homenodecould becomea hotspot,both for communicatiorand
storage.GHT employs structured replication (SR) to addresghis
scalingproblem.In SRwe augmeneventnameswith a hierarcly
depthandusea hierarchicaldecompositiorof the key spaceg(simi-
lar to thatusedin GLS[16]). Let usnamethesinglelocationGHT
hashes key nameinto theroot of thatkey. Now, for a givenroot
r anda given hierarcly depthd, onecancompute4? 1 mirror
imagesof r; d = 0 refersto the original GHT schemewithout mir-
rors. For example,Figure7 shovs ad = 2 decompositionandthe
mirror imagesof theroot point (3, 3) atevery level.

A nodethat detectsan event now storesthe event at the mir-
ror closestto its location, which is easily computable. Thus, SR
reduceshe stoFgagecost gt one nodefor onekey with n detected
eventsfrom O(" n) to O(" n/249). GHT mustnow routequeriesto
all mirror nodes hoNever It doessorecursvely; rst it routesa
gueryto theroot node,thenfrom the root nodeto the threelevel-
1 mirror points. Eachof thesein turn forwardsthe queryto the
threelevel-2 mirror points associatedvith them. This recursve

node,and recruits replicasb,c,d, ande.

processcontinuesuntil all mirrorsarereached Responseaverse
the samepathasqueriesbut in the reversedirection—upthe hier

arcty taﬁ/ard theroot. Thus,a swple queryincursa routing cost
of O(24 ascomparedwith O(" n) for GHT without mirrors.

For an eventl with Dj detectednstancesand Qi queriesthe total
messageostof storwgandrebne/lng this eventinformationis ap-
proximatelyO(Q;24" n+ Dj(" n/24)) Thus, SR reduceshe cost
of storagebut increaseshe costof querles.SR offersaninterme-
diate solution betweenthe local storagecanonicalmethod,where
storagds free but queriesexpensve, andGHT without SR, where
both are of moderatecost? We expectthat SRwill be usefulfor

frequentlydetectedevents.Notethatthe depthof the hierarcly (d)

can,andindeedshould,bedifferentfor differente\/enttypes.5

5. SIMULATION RESULTS

In thissectionwe rst evaluatetheperformancef ourproposed
mechanism(Section5.1) in ns-2 simulationsof relatively small
systemsof betweens0 and 200 nodes. Thesesimulationsinclude
detailedmodelsof a wirelessnetwork's MAC and physical layer
After verifying the correctfunctioningof GHT and measuringts
performancen staticnetworks, we thenconsiderthe systems be-
havior in simulationswith bothfailing nodesandmobile nodesto
testthe systemin the harshsensornegénvironment.

After con rming theviability of ourdesignwethen(Sectionb.2)
verify thescalingagumentgrom Section2.3.2with simulationsof
muchlargerscalesystemsof up to 10° nodesthat, in the interest
of computationatractability do not modelradiodetails,nodefail-
ures,or mobility.

5.1 Small-ScaleNetworks, Wir elessDetails

WeimplementedsHT in ns-2 [17], whichsupportsletailedsim-
ulation of mobile,wirelessnetworks usinglEEE 802.11radios.In
thesesimulations,we seekto demonstraté€SHT's robustnesson
real radiosand dynamictopologies,wherenodefailuresand mo-
bility causechangesn nodes'neighborsandchangesn the node
closesto akey's hashectoordinates.

By modelingthe full 802.11MAC layerandphysicallayer, ns-
2 allows evaluationof a systems performanceon a bandwidth-
limited, contention-pronavirelessmedium. Our simulationsuse
a modi ed 802.11radio with a 40-m radio range,ratherthanthe
250-mradio rangeof IEEE-complianthardware; this choice mir-
rorsthatmadein the evaluationof directeddiffusionin [10], in the

4Choosingd suchthat2d = P n coststhe sameaslocal storage.

50Onemight, for example,encodethe hierarcly level in the event
namesothatd is globally known for eacheventtype.



NodeDensity 1 node/ 256 m?
RadioRange 40m
GPSRBeacorinterval 1s
GPSRBeacorExpiration 45s
Planarization GG
Mobility Rate 0,0.1,1m/s
Numberof Nodes 50, 100,150,200
SimulationTime 300s
QueryGeneratiorRate 2qps
QueryStartTime 42s
Refreshinterval 10s
EventTypes 20
EventsDetected 10/ type

Table 1: GHT simulation parametersin ns-2 simulations.

interestof usingparametersloserto thosefoundin sensoradios.
Ourradiomodelis realisticin its useof the 802.11MAC protocol
for oor acquisition,andin its modelingof capture;theseaspects
re ect the contentionbehaior of today’s commodityoff-the-shelf
radios.However, we do not considerervironmentalnoiseor prop-
agation obstaclesandleave examinationof their importanteffects
to afutureimplementatiorstudy

In all ourns-2 simulationsthereis asinglequeryingnodeplaced
in the uppetleft cornerof the simulatedregion. This noderepre-
sentsthe accespoint wherequeriesenterthe sensometwork. At
the startof a simulation,all eventsareinsertednto the DHT once,
by sensorghoseruniformly at random;thesearethe sensorghat
measuredhe insertedevents. Queriesare acknavledgedandre-
tried until they succeed At time 42 s, to allow the DHT to stabi-
lize, the queryingnodebeginsgeneratingjueriesatarateof 2 gps,
includingbothnew andretransmittedjueries.

Table 1 shavs the parametersve usedin our ns-2 simulations.
We presentresultsthat are averagedover multiple simulations;in
all casesthe variancesof theseruns are reasonable. Note that
nodedensityremainsconstantin our simulations;aswe increase
the numberof nodes,we scalethe region sizesuchthatnodeden-
sity doesnot changé®

In measuringGHT's performancewe are concernedwith the
availability of the datastoredto queriers,andthe load placedon
nodesparticipatingin GHT, bothin communicatiorandstorageof
events. To measureavailability, we proposethe metric of success
rate, measuredfter all eventshave beeninsertedinto GHT: for a
workloadof querieswe computethe meanover all queriesof the
fraction of eventsreturnedin eachresponsedivided by the total
numberof eventsknown to have beenstoredin the network for that
key. Becausdnsertionsand queriesare both acknavledged,this
measuremenfocusesmainly on the ability of GHT to hold data
writtento it.

To measureéhestoragdoadon nodeswe examinethemaximum
numberof eventsstoredat ary node,to capturethe worst-caseae-
quired storage;and the meannumberof eventsstoredacrossall
nodesin the network, to capturetypical storagerequirements\We
measurehe communicatiooad on nodesby countingthe mean
numberof messageforwardedby a nodein arefreshintenval, and
the meannumberof refreshmessage®rwardedby anodein are-
freshintenal; thesemessageountsareaveragedacrossall nodes
andrefreshintervalsin a simulation.

Notethatwe do not measureherouting protocolloadplacedon

We do notinvesticatevarying nodedensitiesn this work. Karp's
thesisdemonstratethe ef cacy of perimetermodeforwardingon
bothdenseandsparsenetworks[14].

Number | Success| Max Avg Total | Refresh

of Nodes| Rate(%) | Storage| Storage| Msgs | Msgs
50 100% 47.2 40.7 10.2 4.4
100 100% 11.9 10.0 2.6 1.1
150 99.8% 7.2 5.9 1.6 0.72
200 100% 5.8 4.6 1.2 0.53

Table 2: Performance of GHT on Static Networks. Resultsare
the meansof thr eesimulations.

f Success| Max Avg Total | Refresh
Rate(%) | Storage| Storage| Msgs| Msgs
0 83.3% 25.4 8.8 3.2 1.6
0.2 94.2% 24.9 10.3 3.4 1.8
0.4 97.3% 22.6 10.7 3.4 1.8
0.6 | 98.6% 17.4 10.3 3.1 1.6
0.8 99.7% 14.0 10.1 3.1 1.5
1.0| 100% 16.2 14.5 3.9 1.6
Table 3: Performance of GHT. Stationary nodes,varied frac-
tion of nodesalternate betweenup and down states. Results
are the meansof eight simulations.

the network by GPSRin our simulations;we areevaluatingGHT,
not the underlyingrouting system asis the practicein the evalua-
tion of DHT systems|[6, 21, 24, 25]. GPSRgenerates constant
volume of routing protocoltrafc (beaconsper node,regardless
of systemsizein nodes[14]; this loadis of lower ordertharbthat
generatedy GHT, which sendacletson pathsof lengthO(" n).
Moreover, thereis no location database like GLS [16] usedwith
GHT, asGHT sendsotrafc to nodelDs.

51.1 Sableand Satic Nodes

As one would expect, on static networks, wherethe topology
doesnt changeGHT offersverynearlyperfectavailability of stored
events. At all network scalesgssentiallyall queriesareanswered
with all eventsstoredin the network. As the systemscalesn in-
creasingnumberof nodes,the unchanginghumberof eventsare
dispersecamonga wider populationof nodes,and thus both the
meanand maximumstaterequirementgper nodedecrease.Sim-
ilarly, dispersionreducesthe count of the meannumberof for-
wardedrefreshmessagesfewer nodesare on perimetersabouta
pointto which a (key, value) pair hashesandsoa smallerfraction
of nodesrecevesrefreshmessagetor forwarding.

5.1.2 Satic but Failing Nodes

We now demonstratéhatGHT is robustin the presencef node
failures,despitehetopologychangeshatresult. All theresultswe
presenin this sectionarefor networksof 100nodes.

Table 3 shaws the performanceof GHT undera failure model
wherea con guredfractionof nodesselectediniformly atrandom
alternatebetweerfailing andrestarting Whena nodefails, it loses
thecontentf its databaseit only reacquirests databaseontents
uponreturningto operatiorandreceving refreshegrom neighbors.
In theseresults,a nodeselectedasunreliableremainsup for a pe-
riod selecteduniformly atrandomin [0, 120 s, thengoesdown for
a perioduniformly chosenin [0,60. We denoteby f the fraction
of nodesthatremainup for the entiresimulation.

As onewould expect,the successatedecreaseas f does.But
the decreasés slight, until all nodescycle betweenavailableand
unavailable,at f = 0. Thedeterioratiorin thesuccessateis caused
by eventsthat werenot saved by the refreshmechanisnwhenthe
nodeholding themfailed. Analysisof the simulationlogs reveals
thatthe vastmajority of queriesandresponseseachtheir destina-



Up/Down | Success| Max Avg Total | Refresh
Time(s) | Rate(%) | Storage| Storage| Msgs | Msgs
60/30 75.1% 18.6 6.0 2.9 0.93
120/60 84.7% 29.6 9.8 35 1.8
240/120 | 94.7% 45.9 15.2 4.7 3.1
480/240 | 95.7% 53.2 175 53 3.7

Table 4: Performance of GHT. Stationary nodes,all alternate
betweenup and down statesof varied lengths. Resultsare the
meansof four simulations.

Motion Success| Max Avg Total | Refresh
Rate(m/s) | Rate(%) | Storage| Storage| Msgs | Msgs
0.1 96.8% 18.6 104 | 19.2 1.45
1 96.3% 52.2 225 17.4 4.10

Table 5: Performance of GHT on mobile networks. 0.1and 1
m/s mobility. Resultsare the meansof four runs for the 0.1 m/s
case,and twelve runs for the 1 m/scase.

tion successfullyin a singletransmission Note thatthe maximum

numberof eventsstoredatanodedecreases asmorenodeshecome
reliable, while the meannumberof eventsstoredacrossall nodes
increases; thesetrendsre ect the increaseduniformity of the dis-

tribution of eventsacrossnodes,asthe numberof simultaneously
availablenodesincreases.

Table 4 shavs the performanceof GHT where f = 0 (thatis,
whereall nodegail andrestartrepeatedly)Here,we vary the peri-
odsthatnodesremainup anddown. For anup/davn time valueof
x/y, anoderemainsup for a periodchoseruniformly in [0,x], and
remainsdown for a period chosenuniformly in [0,y]. Simulation
timesfor this groupof simulationsonly arenot 300s; we scalethe
simulationtime linearly with the up/dowvn time; eachsimulation
lasts vetimesthelengthof adown time interval.

When nodestransitionbetweenup and down more frequently
GHT's ability to hold eventsis stressednore heaily, asthe node
closestto anevent's destinatiorpositionchangesnorefrequently
Thesuccessatedecreasegery graduallyat rst, but progressiely
more noticeablyasthe up/davn periodsshorten. The maximum
and averagestorage gures in thesecasese ect that eventsdis-
appear from GHT whenthejoin optimizationandrefreshedail to
keepeventsalive in GHT.

5.1.3 Sable but Mobile Nodes

Table5 shavs how GHT performson a mobile sensometwork
of 100 nodes.In thesesimulations nodesmove usingthe random
waypointmodel[17]; thatis, in discretestepseachto a pointcho-
senuniformly at random,at a rate chosenuniformly at randomin
(0,M) m/s,whereM is the maximummotionrate. They pauses0
s betweenmotion steps. In thesesimulations,we usea timer to
causeGPSRto replanarizeonceevery two secondswhich costsno
communicationpnly computatiorwithin a sensomnode.

Undernodemobility, GHT continuego offer robustpersistence
for storedevents, as demonstratedby the 96+% succesgatesin
Table5. The costof this robustnesss in communication—note
the greatemumberof messageforwardedby GHT in the mobile
scenariosys. in the non-mobileones. Under mobility, GPSRS
perimeterchangeandit' s possiblefor a pacletwalking a perime-
terthatchangesinderfooto loop, until thepacletexhauststs TTL
in hops[14]. We limit the TTL onrefreshmessageto tenhopsin
themobilesimulationsthey neednotall walk theintendedoerime-
ter for refreshego function properly andthe costin congestiorto
the network of forwardingthemon far longertoursis signi cant.
In amoregeneraimplementatiorof GHT, anodecandynamically

determingheappropriatél TL to use,by periodicallysendingare-

freshwith a small TTL, andexpandingthe TTL until the refresh
returnssuccessfullyln theseresults we elide this implementation
step,and x theTTL attenhopsfor refreshesThisvalueis longer
thanthetypical perimeterfor the network densitywe simulate.

5.1.4 Discussion

As expectedGHT workswell in sensornetwith stableandstatic
nodes.But failures(andmovement,in somecaseshreinevitable,
andthuswe areinterestedn the robustnesf our designagainst
thesefactors.In our variousrobustnesgestswe subjectour design
to very harshervironments. Our mostgenerousun with failing
nodesusesmeancycle-timeson the order of minutes,far worse
thanwe hopefor mostprojectedsensornesystems.And yet, as
long asthe fraction of failing nodesisn't overly high, or the cycle
timesaretensof minutes the systemperformswell. Similarly, the
extentandrateof movementin the mobile nodecaseis signi cant;
nodesrestonly a minutebetweermaovementsandthe movements
arelargeexcursionghalf the sizeof thesensornepn average) not
slightadjustmentsHere,too, availability remainshigh.

Our GHT algorithmreplicatesa key-value pair at nodesin the
immediatevicinity of thehomenode.Localizedreplicationof this
formis of little useif all thenodesin anareafail atthe sametime
(e.g., a re destrgsall nodesin aregion). Resilienceagainstthese
clustered failures couldbe provided by storingeacheventmultiple
timesat dispersedocations(usingmultiple hashfunctions).

5.2 Comparative Study

Thedetailedns-2 simulationsverify the correctnessindrobust-
nesof the GHT systemin arealisticwirelesservironment,includ-
ing MAC-layerbehaior, paclet loss,nodedynamics,&c. How-
ever, they werelimited to systemsizeson the orderof 100 nodes.
We now uselessdetailedsimulationsto comparethe threecanon-
ical mechanisms—sernal storage(ES), local storage(LS), and
data-centricstorage(DCS)—in much larger systems. We built a
special-purpossimulatorthat assumeghat nodesare stableand
stationaryandthat paclet delivery to neighboringnodesis instan-
taneousanderrorfree. This simulatorthusfaithfully representthe
pacletgeneratiorandforwardingbehaior of thevariouscanonical
mechanismsWe usethis simulatorto examinethenumberandpat-
ternof paclettransmissiongasa measuref enegy consumption)
asthesizeandnatureof thesensorneandworkloadvary, to illumi-
natethe relative performanceof the canonicaldatadissemination
algorithms.We do notcountPRPpacletsin thesesimulations.The
lengthof aperimeteiis purelydeterminedy thedensityof thenet-
work, andwe only vary systemscalein nodes,not density in the
large-scalesimulations.

We usetwo metricsto evaluatethe performancethetotal num-
ber of paclets generatedand the hotspotusage,the maximum
numberof pacletstransmittecby ary singlenode.We don't mea-
surelateng, asthatis approximatelythe sameacrossthe algo-
rithms. Moreover, we assumethat all otherfactors(suchasthe
delity of thedata)areheld x edacrosghevariousalgorithms.

Therelevantsystemparameterare:

n, thenumberof nodesn the system

T, thenumberof eventtypes

Q, thenumberof eventtypesqueriedfor

Dj, thenumberof detectedeventsof eventtypei

In this sectionwe setT = 100andD; = 100for all i, andvary
n andQ. We presenttwo basictests. In test#1 we hold n x ed
(n = 10000)andvary Q. In test#2 we setQ = 50 andvary n; for
reasonsve gave in Section5.1, we hold the systemdensity x ed
andincreasehe sensornesizeaswe increasen. All theseresults
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areaveragedacrossten differenttopologies,andtenrunson each
topology In eachof thesetests,we shav the resultsES, LS, and
thefollowing threeversionsof DCS:

Normal DCS (N-DCS): A queryreturnsa separatanessagdor
eachdetectecdkvent

SummarizedDCS (S-DCS): A queryreturnsasinglemessagee-
gardlessof the numberof detectedvents

Structur ed Replication DCS (SR-DCS): We assumean optimal
level of SR (asdescribedn Section4.4)to provide a lower
bound.We assumesummarizatiorin this case’

521 Test#1: Varying Q

Theresultsfrom varying Q areshown in Figures8 and9. For
low Q, LS haslow total andhotspotusage put both quantitiesin-
creasdinearly in Q, making LS a poor choicefor systemswith
mary queries.Externalstoragehasa very high hotspotloadanda
mediumlevel of total usagepothindependenof Q. Both variants
of DCSthatusesummarizatiorhave low total and hotspotusage,
but notethatstructuredeplicationin SR-DCSreduceghetotal us-
agesigni cantly. Thehotspotandtotal usageof DCSwithoutsum-
marization(N-DCS) increasedinearly in Q, but the slopeof the

"We omit structuredreplicationwithout summarizatiorin the in-
terestof brevity.
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eventtypesqueried for (Q) is held xed at 50.

total usagds muchlower thanthatof LS (but hasa higheroffset).
Theseresultssuggesthat for low Q all methodsbut ES perform
reasonablywell, with LS and SR-DCSbeingthe best. For high
Q, SR-DCSis theclearly superiorchoice,followed by S-DCS.If
summarizations notallowed, thenthe choiceis betweerthelower
hotspotusageof N-DCSandthelower total usageof ES.

522 Test#2: Varyingn

Theresultsfrom varying n appeatin Figures10and11. All of
the methodshave reasonablysimilar behaior for total usage but
LS startsoff (atlow n) with the lowestvalue,andendsup (at high
n) with the highestvalue. S-DCSand SR-DCShave the lowest
hotspotusageby far, but amongmethodswithout summarization
DCSandLS have similar performance ES hasthe worst hotspot
load. Thus,at all but the lowestvaluesof n (lower thanaround
n = 1000)the DCS variantsare the superiorchoices. Recallthat
thesesimulationsuseQ = 50, andsotheseconclusionsaresimilar
to thosein test#1 above.

Theseperformanceesultsareremarkablyconsistentvith theap-
proximateformulaepresentedh Section2.3.2;the only signi cant
deviationsarisein caseswvherethe hotspotusagedoesnot occurat
theaccesgoint. Thesesimulationswhile idealizingwirelesslink
behaior, weretrue paclet-level simulationsof thesealgorithmsin
systemsaslarge asn = 100,000. The formulaeof Section2.3.2
suggesthat DCS s particularlyappropriateas systemsize grows



andthe numberof eventsis far greaterthanthe numberreturned
in queries(either becausenot all event typesare queriedfor, or
becauseventsaresummarizedn responses).

6. RELATED WORK

Directeddiffusion[9, 10]is anexampleof data-centric routing—
routingbasedn the nameof the dataratherthanon theidentity of
the destinatiomode. Unlike our proposedCS mechanismevent
informationin directeddiffusionis storedlocally at the detecting
node;assuch,directeddiffusionis closerto thelocal storaggLS)
model. Directed diffusion also provides additional mechanisms
for the reinforcement of high-quality datadelivery pathsand for
in-network aggregation (i.e., asthe datais beingroutedto the re-
questor it may be aggregated by intermediatenodes). Directed
diffusiondoesnt requiregeographidnformation;it usesooding.

The Geographid_ocationSystem(GLS) usedin GRID [16] can
be augmentedo provide a DCS-like service. Geographiaouting
deliverspacletsto locations,not addresseghus, a paclet sender
mustbeableto mapadestinationsidenti er to its geographidoca-
tion. GLSis ascalabldocationservicethatperformsthis mapping.
The location databases distributed acrossthe nodes;eachnode
acting as the location sener for a small numberof other nodes.
The crux of the problemis that nodesmustbe ableto nd these
location sener without knowing their geographidocation. GLS
achievesthis with a novel algorithmthatusesa prede nedhierar
chicaldecompositiorof the geographispacento nestedgridsand
aprede nedorderingof nodeidenti ers. Thus,whatGLS enables
is routing to nodeidentifiers. Moreover, an attemptto routeto an
identi er Y for which no nodeexists terminatesat the nodewith
identi er closestto Y asperthe prede nedorderingof identi ers.
Thus,we could useGLS to provide the DHT interfaceby hashing
eventnamesto the nodeaddresspace. The main dravbackwith
the above approachs that supportingthe DHT interfacerequires
the locationdatabaséo be built andmaintained.While GLS pro-
videsthislocationdatabaséself asaservice GHT avoidsthislevel
of indirectionandinsteadmapseventnamedirectly to locations.

The SCOUT [15] locationtracking systemmight also be used
similarly. While SCOUT useshierarchicaladdressingandrouting
basedon landmarkrouting, GHT usesGPSR,a at routing algo-
rithm whereinnodesareaddressewvith geographicoordinates.

Although GHT wasinspiredby DistributedHashTablesystems
like Chordand CAN [6, 21, 24, 25], we did not adoptthe rout-
ing algorithmsusedin thesesystems. Thesealgorithmsrequire
nodedo beinterconnecteth afairly rigid mannerOnthelnternet,
nodeneighborrelationshipsareatthe logical level; theunderlying
IP routing systemlogically connectsnodesthatare notimmediate
physicalneighborslt is notclearhow (if atall) thenodeconnectv-
ity requiredby theseDHT algorithmscanbeef ciently achievedin
a sensorneervironment. GPSRallows usto achiese the required
hash-tabldunctionality while working with only the true physical
connecwity betweemodes.

7. CONCLUSION AND FUTURE WORK

This paperpresentedhe designandevaluationof GHT, a DCS
systemfor sensornet$uilt on geographiaouting. We have pre-
dictedanalyticallyandveri ed in simulationsof networksof up to
100,000nodesthe casesvhereDCS offers reducedtotal network
load and hotspotnetwork usageas comparedwith external stor
ageandlocal storage.Our analysisrevealsthat thesebene ts oc-
curon sensornetsomprisedof large nodepopulationsandwhere
mary eventsaredetectedbut notall eventtypesarequeried.GHT
leverageshe GPSRgeographiaoutingsystemnto offer anef cient

DCS servicethat maintainspersistencef datawhennodesfail or
move, while scalablyspreadindheloadof (key, value)pairsevenly
throughouthe sensornet.

Severalavenueseg furtherinvestigation. Foremosamonghhese
is the effect of varying nodedensity Under GHT, keys are uni-
formly hashedver thegeographispace Hence asnodesaredis-
tributedincreasinglynon-uniformly we expectthe storageandfor-
wardingload acrossnodesto be correspondinglyskewed. We are
investicating the consequenperformancemplicationsand devel-
opingmechanismshatcanadaptto suchnon-uniformity

To avoid hashingkeys to pointsoutsidethe sensornetGHT re-
quiresapproximateknowvledgeof a sensornes boundarie$. Our
work hereinassumeforeknavledgeof theseéboundariegrecorded,
e.g., whenthenetwork was rst deplosed). An openresearctprob-
lem s to devise scalabledistributedalgorithmsto mapthese(pos-
sibly changing!)geographidoundaries.

Finally, our proposediesignfundamentallyrequiresthata node
know its own geographigosition. While this assumptiorseems
reasonabléor mostsensornetsanopenquestions how onemight
achieze DCS using only approximategeographidnformation, or
withoutary suchinformation.
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8When a Get() or Put() hashesto a point outsidethe external
perimeterthepacletwill walk theentireexternalperimeteibefore
arriving at the homenode. In suchcasesGHT operatesorrectly
albeitlessef ciently.



