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Abstract

Networkedgameshaverapidly evovedfrom small4-8 personpne-timeplay gamedo large-scalgersistengames
involving thousand®f participants However, mostof thesegameshave centralizectlient-serer architecturesvhich
createsigni cant robustnessindscalabilitybottlenecks This thesisproposes new modulardistributedarchitecture
for interactve multiplayergames.This architecturecalledColyseusconsistf threeindependentinteractingcom-
ponents:ObjectPlacementObjectDiscovery andReplicaSynchronizationThis modularizatiorenablesa variety of
optimizationswhich areusedcritically for load-balancingfor supportinga wide rangeof consisteng requirements
andadheringo thetight lateny constraint®f fast-pacedames.Thisallowsto preventcomputationahndbandwidth
hot-spotdn the system.Finally, in orderto make the systemdeplgyablein a peerto-peersetting,| proposesecurity
mechanism#o detectcheatingandpunishcheatingplayers.l expecttheseechniqueso beapplicableto awiderange
of multi-party collaboratve applicationsaswell.

1 The Problem

Networked gameshave rapidly evolved from small 4-8 person,one-timeplay gamesto large-scalegamesinvolving
thousandf participants[20] and persistengameworlds. However, they still retain traditional centralizedarchi-
tectures.While sucharchitecturesregoodfor administratve control, securityandsimplicity, increasinglycomple
game-playandAl computationis turningthe senerinto acomputationahndbandwidthbottleneck.Someof thevery
large gamesof today (e.g., World of Warcraft[9]) have managedo scalewith a centralizedsener-clustersystem,
but they have doneso at considerableexpenseand by deliberatelyslowing down the paceof the game. A client-
senergamedesignforcesplayersto rely oninfrastructureprovidedby big gamemanugcturerscreatingasigni cant
barrierto-entryfor small gamepublishers.Not only that, theseinfrastructuresare sometimesot adequatelyprovi-
sioned(despitethe large costs)or long-lived. Thus,they canresultin poor performanceand/orprevent usersfrom
playingtheir gamelong aftertheir purchase.

A distributed designcanutilize third-party federatedsenersaswell aspeerto-peerdeploymentsto addresshe
above shortcomings. Thereis considerablevidence[7] that given appropriateincentives, participantsare willing
to provide resourcedor suchcollaboratve applications. The goal of this thesisis the design,implementatiorand
evaluationof a scalable secue andhigh-performancelistributedarchitectuie for online multiplayergames.

1.1 Challenges

Architecting distributed applications,in general,hasalwaysbeendif cult. Networked gamesmale this task even
harderdueto harshemworkloadsand demandsor good performance.The following are the importantchallenges
which ary distributedarchitecturdor a networked gamemustsolve:

2 In ordertorelievethecomputationabottleneckof acentralizedyamesener, codeexecutionandassociatedtate
(requiredfor execution)mustbe partitionedamongstparticipatingnodes.This partitioningshouldbe ef cient,
automaticandasload-balancedaspossible.In addition,subset®of stateneedto bereplicatedto ensuretimely
executionof distributed code. Keepingreplicatedcopiessynchronizedcaddsextra bandwidthoverhead. This
overheadshouldbe minimal andshouldbe load-balancedswell.



2 Second,it is importantto provide a reasonablyconsistentview of relevant applicationstateto eachnodeas
muchaspossible.Inconsisteng in statetranslateto awrongly renderedview for the playerandhencedirectly
affects his or herimmediateactions. However, sincegamesalso involve tight and intenseinteraction(e.g.,
rapidmovement, ghts, etc.),they typically exhibit higherwrite-trafc andwrite-sharingthanmostdistributed
applications Guaranteeingeasonableonsisteng with suchworkloadsis morechallenging.

2 Third, gamessuffer from cheating.A distributedarchitecturdacksa single point of trustwhich canmaintain
anauthoritatve copy of the gamestate.Hence mechanismseedto bebuilt-in for policing operationsloneby
playerssothatgamestateis keptconsistenandcorrectaccordingto gamerules.

2 Finally, gamesdemanchigh performanceEvenresponséatencieof morethan100-150msareconsideredad
for thefastesof gameg(notably rst-personshooters]2].

The key challengetherefore,is to re-concilethe mutually con icting objectvesof providing high performance
andboundedconsisteny for a write-intensve workload. In addition,a middlevarefor distributing gamesshouldbe
e xible aswell. Gamediffer widely in termsof theirlateng toleranceandconsisteng requirementsDifferentgames
(andevendifferentoperationswithin the samegame)have differing demanddor consisteng. For example,players
toleratean occasionamissedmissile shotin shootinggames,howvever a mone transactionin role-playinggames
(eventhoughit is virtual') necessarilyneedsatomicity.

1.2 Drawbacks of Previous Distrib uted Designs

A numberof researcH23,26,32] andnon-researc27,47] efforts have attemptedo addressa subsebf the above
challengesTheseapproachebave employed oneor moreof thefollowing techniques.

2 Cell-basedPartitioning. In this approachthe game-world is a priori partitionedinto a setof (typically, x ed-
size)regionscalledcells. Eachnodeis assignedneor moreregions,andhostsobjects(playersandAl entities)
presentin thoseregions. This provides a simple way of partitioning stateand discovering relevant objects.
However, it hastwo maindravbacks:(a) Regionsin atypical game-vorld exhibit large skews in popularity[7];
furthermorethe popularitydistribution changeswith time. Thus,aregion-based priori partitioningcanresult
in signi cant load imbalance.(b) Objectsmustbe migratedwhenthey move betweerregions. For fast-paced
gamesthisresultsin high migrationrates[7] andconnectiorhand-ofs thatarelik ely to bedisruptive to game-

play.

2 Parallel Simulation.In orderto avoid statepartitioning,somegamesreplicatethe entirestateat eachparticipat-
ing node.Al entitiesaresimulatedn parallel atall nodeswhile playerobjectsaresynchronizedvith themaster
copy (controlledby the playernode.) This approacthasseveral dravbacks: (a) Full replicationimpliesinter-
nodetrafc scalesquadraticallydrasticallyreducingscalability (b) In addition, parallelexecutionscombined
with lost anddelayedmessagekadto inconsistenstatesat eachnode(reportedin mary populargames[18])
Notethat,employing con ict resolutionprotocolsis infeasiblegiventhe softreal-timedemand®f mostgames.

2 Area-of-InteestManagement.Most virtual reality gamesare designedsuchthatanindividual playerinteracts
with only a smallportion (called,area-of-inteestor AO|) of the entiregame-world. Thus,only objectswithin
the AOI needto be kept up-to-dateat all times. Most previous approachesave performedAQl ltering by
de ning the AOI to be a cell of the partitionedworld. Objectssubscribeto a multicastchannelcorresponding
to their currentcell. Due to limited IP multicastdeployment, a form of applicationlayer multicastis used:
the nodein chage of a cell (coodinator) senesasthe root of the sharedmulticasttreefor the channel. This
implementatiorsuffers from two dravbacks: (a) In additionto computationaload imbalancecausedy cell-
basedpartitioning(mentionedabove), the cell coordinatorcanalsobecomea bandwidthbottleneckif the cell
becomewery popular (b) Objectupdatesrom nodeA! nodeBmust o w throughthe cell coordinatoithereby
increasingdelay This extra delaycanbedisastroudor fast-pacedjames.

Theseefforts have largely targetedslover gameswhereplayerstoleratehigh delays.As such,thefocushasheen
restrictedo optimizingcomputationahndcommunicatioroverheadsLateng performancéiasmostlybeenignored.



1.3 ProposedSolution: Colyseus

This thesisproposesColyseus,a novel distributed architectue and middlevare for online interactive multiplayer
games.The following areits two core contritutions: (a) Scalabilityfor Fast-RacedGames.Colyseusadherego the
tight lateng constrainty» 100-150msdemandedy fast-pacedjameswhile maintainingscalablecommunication
costs. (b) Flexible, Modular Architecture. The Colyseusarchitectureconsistsof threeindependentinteractingcom-
ponents:Object PlacementQbject Discovery and ReplicaSynchronization.This modularizationenablesa variety
of optimizationsusedcritically for load-balancingfor supportinga wide rangeof consisteng requirementandfor
addressingheatingconcerns.

The fundamentakeasonbehindthe dravbacksfacedby previous approachess that object placementpolicies
completelydictate how objectsare discoreredand are kept up-to-date. While this simpli es objectdiscovery, it
createsomputationahndcommunicatioioadimbalanceaswell asaddsdelayto the critical replicasynchronization
path. Colyseusdecoupleshe objectplacemenandobjectdiscorery componentsDoing so addsadditionaloverhead
for discovering objects.However, it providesseveralkey bene ts: rstly, it enableggame-deelopersto tailor object
placemento balancecomputationaloadand/orminimizeinter-nodecommunicationFor example objectsinteracting
frequentlymightbeplacedonthe samenode.Secondlyit permitstheuseof variousobjectdiscovery algorithmse.g.,
centralizedDistributedHashTables(DHT) basedgtc. Colyseusjn particular utilizes a dynamicallyload-balanced
range-queriabl®HT calledMercury[4]. This providesa rich distributedqueryinterfaceand effective pre-fetching
subsystento helplocateandreplicateobjectsbeforethey areaccessedt a node. Thirdly, it separateshe primary-
replicasynchronizatiorpath(whichis thecritical pathdeterminingplayerperceved‘“lag”) from the objectdiscovery
pathwhich canpotentiallybe slower. Finally, althoughColyseusproposes single-writer multiple-readedesignfor
performanceit leavesroomfor implementingunableconsisteng protocolson top, using TACT-lik e algorithmg[45],
for example.

Colyseus'currentdesignaddressescalabilityand performance However, for Colyseudo be practical,it should
alsoaddresghe problemof cheating.This is especiallyimportantsincea completelypeerto-peerscenarids oneof
our target deployments. The problemcanbe formulatedas Byzantinefault-tolerancdor a replicatedstatemachine.
This is a very widely studiedresearchopic. However, eventhe mostef cient andpracticalprotocolsfor achiesing
Byzantinefault-tolerancg13] arevery expensve in termsof bandwidthandlateng. Thus,applyingthemto prevent
cheatings quiteinfeasible.In generalgiventhe needfor performancdat leastin termsof lateny), it seemdlif cult
to prevent cheatingaltogether Hence this thesiswill proposemedianismgo quickly detectcheatingand blamethe
involvedparties. The gamedeveloperandotherpartsof the infrastructurecantake appropriateactionsbasedon this
detection.

Our basicideais to designa distributed auditing systemconsistingof the following components{1) a witness-
basedrr epudiabldoggingsysteninto which playerdog theiractionsand(2) anon-demandhuditingsystento verify
playerlogs againstgamerules. Gamerules can be obtainedusing annotationdrom the game-degeloper Another
possibility is to re-simulategameactions(alsologged)startingfrom known valid statesin the playerlog andverify
thattherestof thelog consistof reachablevalid states.An importantchallengen this partof thework is to de ne
an ef cient yet enforceableconsisteng model. Without a rigorously de ned consisteng model, it is dif cult to
differentiatebetweerdistributedeventorderingswhich arepermissibleandwhich constitutecheating.

A systemdesignis bestvalidatedwith arealusablesystem.In orderto demonstratéhe practicalityof Colyseus,
I will implementColyseusandintegrateit with the popularQuale Il andQuale Il rst personshootergames.| will
evaluateColyseusausingthe Emulab[44] network testbedaswell asusingalive deployment,if possible.

Therestof the documentetailsthe completedandproposedoartsof this work plan. The next sectionprovidesa
shortbackgroundon game-desigrandde nes someterms. Section3 describeghe Mercury range-quenDHT used
for objectdiscovery within Colyseus. Section4 presentghe designand an Emulab-basedvaluationof Colyseus.
Section5 proposes high-level designfor addressinghe cheatingproblem. Relatedwork is discussedn Section6.
Lastly, we presentawork plan,atimelineandsummarizehe expectedcontributionsof this thesis.



2 Background

In this sectionwe brie y suney therequirement®f online multiplayergamesanddemonstrat¢he fundamentalim-
itationsof existing client-sererimplementationsln addition,we provide evidencethatresourceexist for distributed
deploymentsof multiplayergames.This motivatesthe explorationof distributedarchitecturegor suchgames.More
detailscanbefoundin [7].

2.1 Contemporary GameDesign

In atypical multiplayergame,eachplayer (gameparticipant)controlsone or more avatars (players representatie
in the game)in a gameworld (a two or threedimensionakpacewherethe gameis played). This descriptionapplies
to mary populargenresjncluding rst personshooterdFPSs)(suchas Quake, CounterStrike), role playinggames
(RPGs)(suchas Everquest World of Warcrafl), and others. In addition, this modelis similar to that of military
simulatorsandvirtual collaboratve ervironmentg26,28].

Almostall commerciajamesof thistypearebasedn aclient-sererarchitecturewhereasinglesener maintains
the stateof the gameworld.! The gamestateis structuredasa collectionof objects,e.qg.,the gameworld's terrain,
players' avatars,computercontrolledplayers(i.e., botg, items (e.g., health-packs)and projectiles. Eachobjectis
associatedvith a pieceof code called a think function that determineghe actionsof the object. For example,a
monstemay determinehis move by examiningthe surroundingerrainandthe positionof nearbyplayers.Thegame
stateand executionis composedrom the combinationof theseobjectsand associatedhink functions. The sener
implementsa discreteeventloop in which it invokesthethink functionfor eachobjectin the gameandsendsout the
new view (alsocalleda framein gameparlance)of the gameworld stateto eachplayer In FPSgames,this loop
is executed10 to 20 timesa second.This frequeny (calledthe frame-ate is generallylower in othergenres.Note
thatthisis differentfrom the frame-rateat the clientwhich canbe substantiallyhigherto provide asmootheigraphics
experience Client-sideinterpolationis usedto createadditionalintermediatdrames.

2.2 Client-Server ScalingProperties

Bandwidthconsumedta gamesener is mainly determinedy threegameparametersnumberof objectsin play (n),
the averagesize of thoseobjects(s), andthe games frame-rate(f ). For example,in Quale Il, if we only consider
objectsrepresentinglayers(whichtendto dominatethe gameupdatetraf c), n rangefrom 8to 64,s is » 200bytes,
andf is 10 updategersecond.A nave senerimplementatiorwhich simply broadcastshe updatef all objectsto
all gameclients(c) would incur an outboundbandwidthcostof c £ n£ s £ f, or 1-66Mbpsin gameswith 8 to 64
players.

Commerciakenersdo better of course.Two commonoptimizationsareemployed: area-of-inteest ltering and

delta-encoding Since,individual playerstypically only interactwith a small portion of the gameworld at any one
time, only updatesaboutrelevant objectsaresentto the clients. Additionally, the setof objectsandtheir statechange
little from oneupdateo thenext. Thereforemostsenerssimply encodehedifferencgdelta)betweerupdatesThese
optimizationsreducen ands respectiely. In the caseof 8-64 playerQuale Il gamessener bandwidthconsumption
reducego about62-492kbps.
Empirical ScalingBehavior: In additionto the abore theoreticalanalysiswe alsowantto understandhe empirical
scalingbehaior of atypical FPSgamesener. Figurel shows the performanceof a Quale Il sener runningon a
Pentium-111 1GHz machinewith 512 RAM. We vary the numberof clientson this sener from 5 to 600. Eachclient
is simulatedusing a sener-side Al bot. Quale Il implementsarea-of-interestitering, delta-encodingand did not
rate-limit clients. Eachgamewasrunfor 10 minutesat 10 framespersecond.

As thecomputationaload on a senerincreasesthe sener mayrequiremorethanl frame-timeof computatiorto
serviceall clients. Hence,it may not be ableto sustainthe targetframe-rate.Figure 1(a) shavs the meannumberof
framespersecondactuallycomputedoy thesener, while Figure1(b) shavs the bandwidthconsumedtthe sener for
sendingupdatedo clients. We noteseveral points: First, asthe numberof playersincreasesarea-of-interesttering

1Somelarge scaleRPGsusemultiple seners. They partitiontheworld into disjoint regionssothatplayerson differentsenerscannotinteract.
Hence they remainsimilar to the client-serer architectureandarestill centralized.
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Figure 1: Computational and bandwidth scalingat the sever end of client-sever system.

computationbecomesa bottleneckandthe frame-ratedrops. (Detailedmeasurementshov that the computational
bottleneckis indeedthe ltering codeandnot our Al bot code.) Second Figure 1(b) shavs that, asthe numberof
playersincreasesthe bandwidth-demandt the sener increasesnore thanlinearly, sinceasthe numberof players
increasesplayerinteractionincreasegfor example,moremissilesare red.) Thus,n increaseglongwith ¢ resulting
in asuperlinearincreasan bandwidth.Finally, we notethatwhenthe numberof playersexceed250,computational
load becomeghe bottleneck. The reductionin frame-rateoffsetsthe increasein perframe bandwidth(dueto the
increasein the numberof clients), so we actually seethe bandwidthrequirementecrease Although the absolute
limits canberaisedby employing a more powerful sener, thisillustratesthatit is dif cult for ary centralizedsener
to handlethousandsf players.

2.3 Rationalefor Distrib uted Deployments

Thescalinglimits shavn in Figure 1 areclearly dependenon the capability of

- : s | Game | #Serves |
the sener employed. Thus,theselimits canbe raisedby utilizing more powerful -
senersor sener-clusters.Many researchdesigng41], middle-warelayers[8, 27, HalfLife / _ 10,582
46] andafew commercialgames36,39], in fact, usethis approachThis approach | CounterStrike
affords mary adwantages- simplicity and tight administratve control beingthe | Quale2 645
mostimportant. However, it requireslarge investmentdor hardware, bandwidth anIeS 112
and maintenancereatinga signi cant barrierto-entry for small gamepublishers Tr!bes 233
or grass-rootgamingefforts. A widely distributed gameimplementationpn the Tribes2 394

otherhand,can(1) addresshescalingchallenges(2) provide morefault-tolerance
and(3) canmale useof existing third party federatedsener deploymentsthatwe
describebelow.

Thereis signi cant evidencethatgivenappropriatencentives,playersarewill-
ing to provide resourcedgor multiplayergames.For example,mostFPSgame-serersarerun by third parties(such
as“clan” organizationsormedby players). Table 1 shavs the numberof active third-party senerswe obsenred for
severaldifferentgames.Oldergameg(e.g.,Quale ) typically have muchfewer senersthanrecentones(e.g.,Coun-
terStrike). We alsofound (see[7] for details)that often, morethan50% of the senerswereidle, having no active
players. The sener countand utilization suggesthat thereare signi cant resourceghat a distributed gamedesign
may use.

With this motivation,in thisthesis we explorebothpeerto-peerdesignswhich executethe distributedseneronly
ongameclients,andfederatedlesignswhich canmale useof thevastnumberof publicly availablesenersfor agame.
Suchawidely distributedgamingarchitecturanustaddressiniqueproblems suchasinternodecommunicatiorcosts
andlatencies A solutionto theseproblemsformsthe coreof the proposedhesis.

3 Distrib uted RangeQuerieswith Mercury

Table 1: Availability of third-
party federated sewer deploy-
ments.

This sectionpresentghe designand evaluationof the Mercury distributedlocation servicewhich Colyseususesto
discover distributedgameobjects. Mercury providesa dynamicallyload-balancedouting protocolfor queryingob-



jects using multi-attribute range queries Much recentwork on building scalablepeerto-peer(P2P)networks has
concentratedn DistributedHashTablesor DHTs [37,40,43]. DHTSs offer a numberof scalabilityadwantagesover
previous P2Psystemge.g.,Napster Gnutella,etc.) includingload balancingandlogarithmic hop routingwith small
local state. However, the hashtable or “exact match” interfaceofferedby DHTSs, althoughfruitfully usedby some
systemg11,14,17],is not e xible enoughfor mary applicationsln our model,eachqueryis a conjunctionof ranges
in oneor moreattributes. The attributesnot presenin the queryareassumedo be wildcards. We believe thatrange
guerysupportofferedby Mercury signi cantly enhancesearche xibility: in additionto beingusefulfor answering
userqueriesjt canalsobe usefulin the constructiorof distributedapplicationsasshovn by Colyseus Colyseus'use
of Mercuryis describedn moredetailin Section4.

3.1 CompletedWork

We now presentan overview of the Mercury design,and a brief simulation-basedvaluation. More detailscanbe
found in an associategaper[4]. | have implementedMercury as part of the Colyseusimplementationand have
publicly releasedt [5].

3.1.1 Data Model

In Mercury, dataitems are representeds a list of typed attribute-value pairs, very similar to a recordin a re-

lational database. Each eld is a tuple of the form: (type,attribute ,value). The following typesare rec-
ognized: int ,char,float andstring . A queryis a conjunctionof predicateswhich are tuplesof the form:

(type , attribute , operator ,value ). A disjunctionis implementedy multiple distinctqueries.Mercury supports
thefollowing operatorsi<,>,- ,, and =. For thestring type,Mercuryalsopermitspre x and post x operators.
This querylanguagecould be usedto specifyregionsof interestin areal or virtual space for example. Figure2(a)
presentanexample.
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Figure2: (a) Example of a data-item and a query. (b) Routing of data-itemsand queriesin Mercury.

As describechbore, dataitemsarepersistentwhile queries‘streamthrough”the network. Insteadif queriesare
persistentthey aretermedsubscriptionsanddataitemsarecalledpublications Thus,Mercury canbethoughtof asa
distributedpublish-subscribsystemaswell.

3.1.2 Routing Overview

Mercury supportsqueriesover multiple attributesby partitioningthe nodesin the systeminto groupscalledattribute
hubs Eachattribute hubis responsibldor a speci c attribute in the overall schema.For routing queriesand data-
items, the rst routing hop determinesvhich hubto routethrough. The restof the routing happensn a singlehub
andis basedn thevalueof asingleattribute. Nodeswithin a hubarearrangednto acircularoverlaywith eachnode
responsibldor a contiguousrange of attribute values. In additionto having links to nodeswithin its hub (similar to
other DHTSs), eachnodemustalso maintaina link to eachof the otherhubs. We expectthe numberof hubsfor a
particularsystemto remainlow, and,therefore do notexpectthis to bea signi cant burden.



Queriesarepassedo exactly oneof the hubscorrespondingo the attributesthatarequeried.Although choosing
ary attribute hub sufces for matchingcorrectnesssubstantiabavings in network bandwidthcanbe achievedif the
choiceis donemoreintelligently usingqueryselectvity. Within the choserhub, the queryis deliveredandprocessed
atall nodegthatcould potentiallyhave matchingvalues.To guarante¢hatqueriedocateall therelevantdata-records,
adata-recordD, wheninsertedjs sentto all hubscorrespondingo the attributespresenin D. Within eachhub,the
data-records routedto the noderesponsiblegor the records valuefor the hub's attribute. For routing queries,we
routeto the r stvalueappearingn therangeandthenusethe contiguity of rangevaluesto spreadhe queryalongthe
circle,asneededFigure2(b) shovs anexample.

3.1.3 Constructing Ef cient Routes

Like Symphory [34], the key to Mercury's route optimizationis the selectionof k long-distancdinks thataremain-
tainedin additionto the successoand predecessadlinks. As a result,eachnodehasa routing table of sizek + 2
includingits neighborsalongthecircle. k is a con gurable parametehereandcould be differentfor differentnodes.
The routing algorithmis simple: Let neighborn; bein-chage of the range][i;, ), andlet d denotethe clockwise
distanceor value-distancdetweentwo nodes.Whena nodeis askedto routea valuev, it choosegshe neighborn;
whichminimizesd(l;,v). Letm, and M, betheminimumandmaximumvaluesfor attribute a, respectrely.

Then, 1
bi a ifa- 0,
Aad) =" A ma)+ (bi a) fa>b

A noden whosevaluerangeis [I,r) constructsts long-distancdinks in the following fashion:Let I denotethe
unitinterval [0, 1]. For eachlink, anodedravs anumberz 2 I usingthe harmonicprobability distribution function:
pn(z) = 1/(nlogz) if 2 [1,1]. It contactsa noden® (usingthe routing protocolitself) which manageshe value
r+(Mai ma)x (Wwrappedaround)in its huh Finally, it attemptgo make nlits neighbor As apracticalconsideration,
we setafan-inlimit of 2k links pernode.We will referto a network constructediccordingto the above algorithmas
aValueLinknetwork.

De ne node-linkdistancebetweertwo nodes: andb onthecircularoverlayasthelengthof thepathfroma !  bin
theclodkwisedirection.Undertheassumptiothatnoderangesareuniform, node-linkdistances directly proportional
to value-distanceln this case we canprove (see[34]) thatthe expectednumberof routing hopsfor routingto ary
valuewithin ahubis O(% log? n). This guaranteés baseduponKleinbeig's analysisof small-world networks [31].
Unfortunately the “uniform noderanges”assumptiorcan be easily violated for mary reasons.Firstly, rangesare
assignedn a distributed mannerwithout using cryptographichasheswvhich meansthey are not guaranteedo be
uniform. More importantly explicit load-balancingvould causenodesto clustercloselyin partsof the ring which
arepopular Mercury utilizes a distributedhistogrammaintenancechemebasedon light-weightrandomsamplingto
provide ef cient routingevenwith highly non-uniformranges.

In orderto createlinks usingthe correctharmonicdistribution, Mercury utilizes node-countistograms.These
histogramsestimatethe numberof nodespresenin variousregionsof the circular overlay Givensucha histogram,
long distancelinks areformedasfollows: rst, the numberof nodesn in the systemis estimated.For eachlong-
distancdink, avaluen, between[1, n] is generatedisingthe harmonicdistribution. This representshe numberof
nodesthatmustbe skippedalongthe circle to reachthe desiredneighboy N The histogramis thenusedto estimatea
valuew, thatNwill beresponsibldor. Finally, ajoin messagés sentto this valuev; which will getroutedto Nusing
the existing overlay,

3.1.4 Novel Algorithms in Mercury

Random Sampling Mercury'sapproacHor samplingutilizesthefactthatthehuboverlayis anexpandergraph[35]
with high probability Hence randomwalks on this network cornverge quickly to the stationary(uniform) distribution.
Thus,a nodecanusethe end-pointof a shortrandomwalk (with aTTL of O(logn), for example)asa representatie
randomnodein the system. It is importantto note herethat ef cient randomsamplingin a distributed network is
non-trivial [33], especiallywhenroutingis not basedon nodeidenti ers. In the caseof Mercury, no specialoverlay



is neededor performingrandomsampling(as opposedo Ransub[33]); in fact, samplingmessagesan be easily
piggy-bacledon keep-alve traf c betweeroverlayneighbors.

Approximate Histograms The abore samplingalgorithmis usedto constructapproximatehistogramdor various
system-widemetrics. The basicideais to estimatethe requireddistribution locally and exchangetheseestimates
throughoutthe systemin an epidemic-styleprotocol. Eachnode periodically samplesk; nodesuniformly at ran-
dom using the random-valk basedalgorithm described. Thesenodesreportback their local estimatesalong with
the mostrecentk, estimateghey have receved. As time progressesgvery nodebuilds a list of tuplesof the form:
fnode.id ,node_range, time , estimate g. Eachof thesetuplesrepresenapointontherequireddistribution— stitch-
ing themtogetherin ametric-speci cmannetyieldsa pieceaviselinearapproximation.

Histogramsthus madeare utilized within Mercury for mary purposes.As discussedn the last subsectionthey
areusedin theconstructiorof the overlayitself. They arealsousedfor fastedoad-balancingndfor estimatingquery
selectvity.

Query Selectvity Recallthataqueryis sentto only oneof theattribute hubscorrespondingo theattributesqueried.
Also, a queryrepresenta conjunctionof its predicatessachof which canhave varying degree of selectvity. For
example,somepredicatemight be a wildcard for its attribute while anothermight be an exact match. A wildcard
predicatewill get ooded to every nodewithin its attribute huh Thus,the queryshouldbe sentto thathubfor which
it is mostselectiveo minimizethe numberof nodeshatmustbe contacted.

Theproblemof estimatinghe selectvity of aqueryhasbeenverywidely studiedin thedatabaseommunity The
establisheatanonicalsolutionis to maintainapproximatehistogramsf the numberof databaseecordsper bucket.
In our case,we wantto know the numberof nodesin a particularbucket. Eachnodewithin a hub gatherssuchan
histogramfor its own hub usingthe histogrammaintenancenechanisndescribedabore. In addition,usingits inter-
hublinks, it canalsocollecthistogramdor otherhubs.Thesehistogramsarethenusedto determinehe selectvity of
asubscriptiorfor eachhuh

Dynamic Load Balancing In mary applicationsa particularrangeof valuesfor an attribute may exhibit a much
greaterpopularityin termsof databasénsertionsor queriesthanotherranges.To avoid popularnodesfrom getting
swamped,Mercury usesa leave-rejoinload balancingalgorithmwhich usesload histograms.First, eachnodecan
measurdf how its local load compareswith the averageload in the systemusing thesehistograms. Second,the
histogramscontaininformationaboutwhich partsof the overlay arelightly loaded. Using this information, heavily
loadednodescanquickly discover lightly loadedpartsof the network. A light nodeis asled to gracefullyleave its
locationin theroutingring andre-join at thelocationof the heary node. A leave-join exchangetakesplacebetween
two nodesif Loatheayy , «.lLoadigne . The above protocoleventuallyload balancesall nodesi.e., for ary node,
al > Landl < oL, fora > * 4. Here,l denoteghe load of anodeand L denoteghe averageloadin the system.
Overtime, leavesandre-joinsresultin a node-rangelistribution suchthatrangespandecomenverselyproportional
to their popularity

3.1.5 Evaluation

This sectionpresentsa simulation-basedvaluationof the Mercury protocol, focusingonly on routing scalability

Othermoredetailedresultscanbefoundin [4]. In whatfollows, n will denotethe numberof nodeswithin ahub;we

concentraten routing within a singlehubonly. Every nodeestablishe& = log n intra-hublong-distancdinks. We

assumavithout lossof generalitythatthe attribute underconsiderations afloat valuewith range[0, 1]. NodeLink
denotesheidealsmall-world overlay; i.e.,longdistancdinks areconstructedisingthe harmonicdistribution onnode-
link distanceValueLinkdenotegheoverlaywhenthe harmonicdistribution on value-distancés used(Section3.1.3.)
HistoLink denoteghe scenariovhenlinks arecreatedusingnode-counhistogramsNotethatthe performancef the
ValueLinkoverlayis representatie of the performancef aplain DHT (e.g.,Chord,Symphory) underthe absencef

hashingandin the presencef load balancingalgorithmswhich presere valuecontiguity.

For evaluatingthe effect of non-uniformnoderangeson our protocol,we assigneachnodea rangewidth which
is inverselyproportionalto its popularityin the load distribution. Sucha choiceis reasonablsinceload balancing
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Figure 3: Plots (a)-(d) provide details about the links constructed by various link construction algorithms. For HistoLink,
[k1 : k2] meansk; nodeswere queried per round eachgiving k2 estimatereports; 5 exchangeroundswere performed. Plot
(e) comparestheir scalability in terms of the averagenumber of routing hops.

would producepreciselysucha distribution— morenodeswould participaten aregionwhereloadis high. Theranges
areactuallyassignedisinga Zipf distribution. In particular datavaluesnear0.0 aremostpopularandhencea large
numberof nodesshareresponsibilityfor thisregion, eachtakingcareof avery smallnoderange.For referencein our
simulatorsetup thesearealsothe nodeswith lowestnumericlDs.

Figure 3(e) compareghe performanceof the protocol with and without approximatehistogramsto guide the
selectionof the long-distancdinks. We seethatthe NodeLinkandHistoLink overlaysperformmuchbetterthanthe
ValueLinkoverlay Theseeffects are explainedusing Figure 3(a)-(d) which plots the distribution of long-distance
links. Recallthat,in a ValueLinkoverlay, nodesconstructheir links by routingto valuesgeneratedisinga harmonic
distribution. However, in this casenoderangesarenot uniformly distributed— in particulay nodesnearthe value1.0
(i.e., nodeswith higherIDs) arelesspopular sothey arein chage of larger rangevalues. Hence,the long-distance
links they createtendto skip over lessnodesthanappropriate.This causesall the links to crowd towardsthe least
popularendof the circle. Hence,pacletsdestinedio thesenodestake circuitousroutesalongthe circle ratherthan
takingshortcutsprovidedby thelong-distancédinks. Althoughcachingamelioratesheeffect, the performances still
muchworseascomparedo the optimal NodeLink overlay On the otherhand,we seethatthe performanceof the
HistoLink overlayis nearlythe sameasthat of the optimal NodeLinkoverlay Again, looking at Figure 3(a)-(d),we

nd thatnode-countistogramsenablenodesto establisha correctlink distribution (correspondingo the NodeLink
overlay)quickly usingvery low overheads.

3.2 PlannedWork

The basicMercury architecturehasbeenextendedby Colyseusin mary importantways. Theseextensionswill be
discussedn the next section. However, sinceMercury is a generalpurposerouting substratejt's usageis not re-
strictedto Colyseusonly. This createsa numberof possibilitiesfor extendingMercury Oneenhancemeris to utilize

applicationlayer multicastprotocolsfor publicationdelivery from the rendezwous point. Anotheris to incorporate
QoSsupportfor publicationdelivery for supportingheterogeneouslient populations.However, | believe theseex-

tensionsareoutsidethe scopeof this thesis. Sincethe Mercuryimplementatiorhasalreadybeenreleasedgublicly, |

believe it will allow otherresearcherto easilyaddextra features.For example,it hasbeensuccessfullyusedfor the
designof adistributeddefragmentedHT- le systemcalledD2 [29] which organizesdata-blockscontiguouslyusing
Mercuryinsteadof spreadinghemacrossandommachinesisingconsistenhashing.This hasbeenshowvn to provide
signi cant availability andperformanceyainsfor usersaccessingntire les or setof les.



4 ColyseusAr chitecture: Designand Evaluation

Therearetwo typesof gamestate,immutableand mutable. We assumeahatimmutablestate(e.g., map geometry
gamecode,andgraphics)is globally replicatedsinceit is updatedvery infrequently if atall. Colyseusonly manages
the collectionof mutableobjects(e.qg.,players'avatars,computercontrolledcharactersgoors,items),which we call
theglobal objectstore. The Colyseusarchitecturds anextensionof existing gamedesigngdescribedn Section2.1. In
orderto adaptthemfor a distributedsetting,Colyseuspartitionsthe global objectstoreandassociatethink functions
amongstparticipatingnodes. It replicates(and pre-fetchesyelevant stateneededor the timely executionof think
functions.

4.1 CompletedWork

This sectionstartswith anoverview of the Colyseusdesign followed by a descriptionof its threecomponentsobject
locator objectplacerandreplicasynchronizer Then,we presentanevaluationof this architecturaisinga realgame
onthe Emulabtestbed More detailscanbe obtainedfrom [6, 7].

4.1.1 Overview of ColyseusDesign

State Partitioning  Eachobjectin the global objectstorehasa primary (authoritatve) copy thatresideson exactly
onenode. Updatesto an objectperformedon ary nodein the systemare transmittedto the primary owner, which
providesaserializationorderto updateslIf anobjecthadmultiple authoritatve copies,updatesvould requirerunning
a quorumprotocol,incurringintolerabledelayssinceupdatesoccurvery frequently In additionto the primary copy,
eachnodein the systemmay createa secondaryeplica(or replica, for short). Thesereplicasare createdio enable
remotenodesto executecodethataccessethe object. Replicasareweakly consistenandare synchronizedvith the
primaryin anapplicationdependentanner Thus,eachnodemaintaingts own local objectstore whichis acollection
of primariesandreplicasof differentobjects.

In practice thenodeholdingtheprimarycansynchronizeeplicasthe sameway viewableobjectsaresynchronized
ongameclientsin client-serer architectureslf we assumehatmessagebetweertwo nodesarenever deliveredout-
of-ordet the above replicationmodel provides perobject sequentiakonsisteny, also called cachecoherencd16].
Modi cations madeto asecondaryeplicaaretransmittedo the primaryto be committed.An applicationmayor may
notchooseo exposetentatve local updatef secondaryeplicasto clientsof anode.

Execution Partitioning  As mentionedearlier existing gamesexecutea discretesventloop thatcallsthethink func-
tion of eachobjectin the gameonceperframe. In our architecturewe retainthe samebasicdesign,exceptfor one
crucialdifference:a nodeonly executeghethink functionsassociatedavith primary objectsin its local objectstore.

The executionof athink functionmayrequireacces$o objectsthata nodeis notthe primary ownerof. Although
athink functioncouldaccessary objectin the gameworld, mostthink functionsdo not require accesgo all of them?
To ensurecorrectexecution,a nodemustcreatesecondaryeplicasof requiredobjects. Fetchingthesereplicason-
demanctouldresultin astallin gameexecution,violating real-timegame-playdeadlinesinstead Colyseusnandates
eachprimary objectto predictthe setof objectsthatit expectsto reador write in the nearfuture, andprefetcheghe
objectsin thereadandwrite setsof all primaryobjectson eachnode.The predictionof thereadandwrite setfor each
primary objectis speci ed asa selectve Iter on objectattributes,which we call anobjects area-of-inteestor AOL
We believe thatmostgamescansuccinctlyexpressobjectAOlk usingrangepredicatesver multiple objectattributes.
Suchpredicatesvork especiallywell for describingspatialregionsin thegameworld. For example,a playersinterest
in all objectsin thevisible areaaroundts avatarcanbeexpressedsarangequery(e.g.,10 < x < 50" 30 < y < 100).
In summary at eachnode,Colyseusmaintainsreplicasthat are within the union of the AOks of the primariesin the
local objectstore.

Object Discovery ColyseususeshothtraditionalrandomizedHT andrange-queriableDHTSs (describeckarlierin
Section3) asscalablesubstrate$or objectlocation. Range-queriedescribingAOls, which we call subscriptionsare

2Thisis becausegbjectsin avirtual reality game(in orderto mirror the physicalworld) have fundamentallyimited 2sensingabilities.
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class ColyseusObject

Getlnterest (Interest * interest ) Obtaindescriptionof objects interestge.g.,visible area
boundingbox)
GetLocation (Location * locInfo ) Obtainconcisedescriptionof objects location

Isinterested  (ColyseusObject xother ) | Decidewhetherthis objectis interestedn another
PackUpdate(Packet+ packet, BitMask | Marshallupdateof object; bitmaskspeci®edirty ®elds
mash for ¢ -encoding

UnpackUpdate Packet packet, | Unmarshalanupdatefor this object

BitMask masR

Figure 4: The interface that gameobjectsimplement in applicationsrunning on Colyseus.

sentandstoredin the DHT. Otherobjectsperiodicallypublishmetadataontainingthe currentvaluesof their naming
attributes,suchastheir x, y andz coordinatesin the DHT. We call thesemessagepublications Subscriptionsand
matchingpublicationsare routedto the samerendezvousiode(s)in the DHT, allowing the rendezvouso sendall
publicationgo their interestedsubscribers.

Theapplicationof DHTsto adistributedgamingarchitectureappearstraightforvard. However, sinceDHTs have
so far beenusedby applicationdlik e storageand bulk datatransferwith have relatively “static” workloads,several
importantchallengesrise: Whatis the mostappropriatestoragemodelfor quickly changingdataitemsthatmustbe
discoveredwith low lateng? Is the load balancingachieved usingrandomnesi DHTSs ableto copewith the high
dynamismand skewed popularity in workloads,or would gamesbene t substantiallyfrom range-queriabl®HTs
which canbetterpresere locality anddynamicallybalancdoad?Colyseusaddressetheseandotherquestions.

Application Interface Fromourexperiencanodifying Quale Il to useColyseusandour examinationsf thesource
codeof severalothergameswe believe thatthismodelis sufcient for implementingnostimportantgameoperations.
Figure 4 shaws the core of the objectinterfacefor gameobjectsmanagediy Colyseus. Thereare only two major
additionsto the centralizedgameprogrammingmnodel,neitherof which is likely to be a burdenon developers.First,
eachobjectusesGetLocation () to publisha smallnumberof namingattributes. Second eachobjectspeci esits
AOlin GetInterest () usingrangequerieson namingattributes(i.e., a declaratve variantof how anAOlis currently
computedn games.)

Colyseusallows nodesto join the systemin afully self-omganizingfashionsothereis no centralizeccoordination
or dedicatednfrastructurerequired. Eachobjectis identi ed by a globally uniqueidenti er or GUID (e.g.,a large
pseudo-randomumber),andeachnodeis uniquelyidenti ed by a routableend-pointidenti er or EID (e.g.,anIP
address)ApplicationscanuseGUIDs ashandledo referto remoteobjects.

This architecturaloesnot addressomegamecomponentssuchascontentdistribution (e.g.,gamepatchdistribu-
tion) andpersistenstorage(e.g.,storingpersistenplayeraccounts) The problemof distributing thesecomponentss
orthogonato distributing game-playandis readilyaddressetly otherresearchnitiatives[17,19].

4.1.2 Architecture Components

Colyseusmplementsthe precedingdesignwith threecomponentsan objectlocator (Section4.1.3), which imple-

mentsa range-queriabléookup systemfor locating objectswithin AOIs, a replica manaer (Section4.1.4), which

maintainsand synchronizegeplicaswith primaries,and an object placer (Section4.1.5), which decideswhereto

placeobjectsand migratethemduring game-play Althoughall threecomponentareimplementedn Colyseuspur

focuswill be onthe rst two componentsn this thesis. We assumean objectis placedon the closestnodeto the

controlling playet whichis likely optimalfor minimizing interactve lateng. Figure5 shavs theinteractionbetween
eachcomponentthe gameapplicationandcomponent®n othernodes.

4.1.3 Object Locator

To locateobjects,Colyseusmplementsa distributedlocationserviceon a DHT. Unlike otherlocationserviceshuilt
on DHTs[10,42], the objectlocatorin Colyseusmustbe ableto locateobjectsusingrangequeriesratherthanexact
matcheandmusthandlea continuousandchangingquerystreanfrom eachparticipantn thesystem.Moreover, data
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Figure 5: The componentsof Colyseus.Cir cled R'srepresentsecondaryreplicas,circled P'srepresentprimary objects.

items(i.e., objectlocationinformation)changerequentlyandanswerdo queriesmustbe deliveredquickly to avoid

degradingthe consisteng of views on differentnodesin the system.In this sectionwe describeaspectof the object
locatorthatenablest to meetthesechallengesin addition,we describehow Colyseuscanleveragerange-queriable
DHTsin its objectlocatordesign.

Traditional vs. Range-queriableDHTs With atraditionalDHT, the objectlocatorbucketizesthe mapinto a dis-
cretenumberof regionsandthenstoreseachpublicationin the DHT underits (random)region key. Similarly, sub-
scriptionsare broken up into DHT lookupsfor eachregion overlappingwith the rangequery A range-queriable
DHT like Mercury (Section3) maybe anevenbetter t to a distributedgamearchitecture.Unlike traditional DHTs
which usediscreterandomkeys (to achieve load balance)arange-queriabl®HT storeskey-valuescontiguouslyon
theoverlay This allows rangequeriesto be expressedlirectly, insteadof having to be brokenup into multiple DHT
lookups.Moreover, objectlocationmetadatandqueriesarelik ely to exhibit spatiallocality, which mapsdirectly onto
theoverlay, allowing theobjectlocatorto circumventroutingpathsanddeliver messagedirectly to therendezwousby
cachingrecentroutes.Finally, sincenodesbalancdoad dynamicallyin arange-queriabl®HT to matchthe publica-
tion andsubscriptiordistribution, they maybe ablebetterhandlethe Zipf-lik e region popularitydistribution obsered
in Section2.

Colyseusmplementsoththeseobjectlocationmechanismsandwe evaluatethetrade-ofs in [7]. We nd thata
range-queriabl®HT like Mercury achievesbetterscalabilityandload balancethana traditional DHT whenusedas
anobjectlocationsubstratewith a smallconsisteng penalty

ReducingDiscovery Latency Regardlessof theunderlyingDHT substratethe objectlocatorin Colyseusprovides
two importantprimitivesto reducetheimpactof objectdiscovery lateng andoverhead.

Interest Predictionand Aggregation: Spatialandtemporallocality in objectmovementenablespredictionof sub-
scriptions.e.qg.,if anobjectcanestimatavhereit will bein thenearfuture,it cansimply subscribeo thatentireregion
aswell. We usea simplemoving averageof anobjects velocity for prediction,andspecialcasesaremadeif moreis
known aboutan object’s physics(e.g.,missilesalwaysmove in a straightline). A smallfactor(PubTime) is addedto
accounfor thediscovery anddelivery time of publicationsfor objectsenteringthe object’s subscriptionvolume. Sub-
scriptionpredictionamountsto speculativepre-fetdiing of objectlocationattributes. Although this speculatiormay
resultin extraneouddelivery of matchedpublications,it neednot resultin unnecessaryeplication. Upon reception
of a pre-fetchedpublication,a nodecancache(for thelengthof the TTL) andperiodicallycheckwhetherit actually
desireghe publishingobject(by comparingthe publicationto its up-to-dateunpredictedsubscriptioriocally) before
replicatingthe object. Interestprediction,therefore gnablesa tunabletrade-of betweerpossibleview inconsisteng
andpublicationpre-fetchingoverhead.

12



Finally, when a node hostsmultiple objects,their subscriptionanay overlap, especiallysincemary are likely
to be spatially nearby(e.qg., a player and the missilesit shot). To further reducesubscriptionoverhead,Colyseus
enablesaggreation of overlappingsubscriptionsisinga local subscriptioncadhe, which recallssubscriptionsvhose
TTLs have not yet expired (and,thus,arestill registeredin Mercury),andanoptionalaggregation lter , which takes
multiple subscription@andmeigesthemif they containsufcient overlap. This lter usesef cient multi-dimensional
box groupingtechnique®riginally usedin spatialdatabasef5].

SoftStateStorage: In mostobjectdiscoreryandpublish-subscribgystemsmplementean DHTSs,only subscriptions
areregisteredandmaintainedn theDHT while publicationsarenot storedattherendezwus. Theobjectlocatorstores
bothpublicationsandsubscriptiongssoft stateattherendezwus,which expire themaftera TTL carriedby eachitem.
Whena subscriptionarrives, it matcheswith all currently storedpublications,in additionto publicationsthat arrive
afterit.

This designachievestwo goals: First, if only subscriptionsverestored,subscribersvould have to wait until the
next publicationof an interestingobjectbeforeit would be matchedat the rendezwous. By storing publications,a
subscriptioncanimmediatelybe matchedo recentpublications.This sufces for informing the nodeaboutrelevant
objectsdueto spatiallocality of objectupdates.Seconddifferenttypesof objectschangetheir namingattributesat
differentfrequenciege.g.,itemsonly changdocationsif picked up by a player),soit would be wastefulto publish
themall at the samerate. Moreover, even objectswith frequentlychangingnamingattributescan publishat lower
rates(with longerTTLs) by having subscriptiorpredictiontake into accountheamountpossiblestaleness.

4.1.4 ReplicaManagement

Thereplicamanagementomponenmanageseplicasynchronizationrespondgo requestgo replicateprimarieson

othernodes,and deletesreplicasthat are no longerneeded.In our currentimplementation primariessynchronize
replicasin anidenticalfashionto how dedicatedjamesenerssynchronizeclients: eachframe,if the primary object
is modi ed, adelta-encodedpdateis shippedo all replicas.Similarly, whena secondaryeplicais modi ed, adelta-
encodedipdateis shippedto the primary for serialization.Although otherupdatemodelsare possiblefor gameson

Colyseusthis modelis simpleandre ects the samdooseconsisteng in existing client-serer architectures.

Decoupling Location and Synchronization: An importantaspecbof Colyseus'replicamanageis the decoupling
of objectdiscorery andreplicasynchronizationOncea nodediscoversareplicait is interestedn, it synchronizeshe
replicadirectly with the primaryfrom thatpointon. The nodeperiodicallyregistersinterestwith the nodehostingthe
primaryto keepreceving updatego thereplica.

Another stratgy would be to always place eachobjecton the noderesponsibleor % DirectUpdates
its region (asin cell-basedarchitectureq27,32,39]). However, FPS game workloads ObjectType | %
exhibit rapid player movementbetweencells, which entailsmigration betweenseners.
For example,in a 500 playergameon 100 seners(see[7]) with oneregion per sener, A
this approacltausegachplayerto migrateonceevery 10 secondspn average andhence Missile 64.80
requiresa frequeny of connectiorhand-ofs that would be disruptive to game-play Yet All 91.69
anotherdesignwould be to routeupdatego interestecpartiesvia the rendezousnodein  Table 2: Percentage of
the DHT (asin [32]). However, this approactaddsat leastoneextrahopfor eachupdate. object updates that can
The resultantdelaysare signi cantly worsethansendingupdatedirectly point-to-point, bypassobject location.
especiallyconsideringhetargetlateny of 50-100msn FPSgamed?2].

In Colyseusthe only time a nodeincursthe DHT lateng is whenit mustdiscover an objectwhich it doesnot
have areplicaof. Thisoccurswhenthe primaryjust entersthe area-of-interesbf a remoteobject. Table2 quanti es
how often this happensn the samegameif eachplayerwereon a differentnode(the worst case). For eachobject
type, the table shows the percentagef updatego objectsthat were previously in a primary's area-of-interesfand
hencewould alreadybe discareredandnot have to incur thelookuplateng), asopposedo objectsthatjust entered.
For playerobjectsalmost99% of all updatescanbe sentto replicasdirectly. For missiles,the percentages lower
sincethey arecreateddynamicallyandexist only for a few secondshut over half the time missilereplicascanstill
be synchronizedlirectly also. Moreover, more aggressie interestprediction which we discussn the next section,

Player 98.97
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wouldfurtherincreasghenumberof updateshatdonotneecdto beprecededby aDHT lookup,sincenodesessentially
discover objectsbeforethey actuallyneedthem.

Proactive Replication: To locateshort-lived objectslike missilesfaster Colyseusleverageshe obsenration that

mostobjectsoriginateat locationscloseto their creator sonodesinterestedn the creatorwill probablybeinterested
in thenew objects.For example,amissileoriginatesn the samedocationastheplayerthatshotit. Colyseusallowsan

objectto attach itself to others(via anoptionalAttachTo() =~ methodthataddsto the objectAPI in Figure4). Any

nodeinterestedn thelatterwill automaticallyreplicatethe former, circumwentingthe discovery phasealtogether

Proactve Replication Table 3 shavs the impactof proactie replicationon the fraction of mis-
Mean% Missing Missiles silesmissing(i.e., missileswhich werein a primary's objectstorebut not yet
Nodes| Playes ‘ on | oF replicated)from eachnodes'local object store (averagedacrossall time in-

stances.)We seethatin practice this simpleadditionimprovesconsisteng of

28 224 | 275|729

missilessigni cantly. For example,in a 400 playergame,enablingproactve
S0 400 239 | 64.5 replicationreduceghe averagefraction of missilesmissingfrom 64%to 24%.

96 768 27.2| 72.9 If we examinedthe objectstores'100msafterthe creationof a missile, only

Table 3: Impact of proactivereplica-  3.4%aremissingon average(comparedo 28% without proactie replication).
tion on missileobjectinconsistency ~ Theremaindeiof the missingmissilesaremorelik ely to be at the peripheryof
objects' AOk andare morelikely to toleratethe extra time for discovery. In addition, we notethatthe overheads
negligible.

Replica Consistency: In Colyseuswritesto replicasaretentatve andaresentto the primaryfor serialization.Our
modelgameappliestentative writes (tentatvely), but a differentgamemay chooseto wait for the primary to apply
it. In otherwords,individual objectsfollow a simple primary-backupmodelwith optimistic consisteng. The backup
replicastatetrails the primary by a smalltime window (% RTT, or, <100msfor 93% of nodepairsin thetopologywe
used),andis eventuallyconsistengfterthis time window.

In additionto perobjectconsisteny, it is desirableto considerview consisteng in the context of a game. The
view of a sener (or a player)is the collectionof objectsthatarecurrentlywithin the union of the sener's (players)
subscriptions.Here, we discussview consisteng with respectto the TACT model[45], sinceits continuousrange
of consisteng/performancerade-ofs likely to be mostusefulto gameapplications.In the TACT model, the view
of asener cande ne aconit, or unit of consisteng. Therearetwo typesof view inconsisteng in Colyseus: rst, a
seneris missingreplicasfor objectsthatarewithin its view; andsecondreplicasthatarewithin its view aremissing
updatesor have updatesappliedout-of-order Both typesof inconsisteng actuallyexist in any applicationusingthe
TACT model,sincewhenanew conitis de ned, timeis requiredto rst replicatethe desiredpartsof the databas¢o
“initialize” the conit (resultingin the rst type) beforemaintainingit (which canresultin the seconaype). The rst
typeis simply exacerbatedn a distributed gamebecauseviews changefrequentlyand readsoften cannot wait for
viewsto nish forming.

SinceColyseusntroducesamissingreplicasasa signi cant sourceof inconsisteny, we usethe numberof missing
replicasasthe primary metricwhenevaluatingconsisteng. Inconsisteng dueto missingor late updatecanbe man-
agedin anapplicationspeci c mannerusingthe TACT model(with gamespeci ed boundson order numerical,and
stalenesgrror). Hence,Colyseusds e xible enoughto supportgameswith differentview consisteng requirements.

We believe that mostfast-pacedjameswould ratherenduretemporaryinconsisteng ratherthanhave the affects
of writes(i.e., playeractions)delayed so ourimplementatioradoptsan optimistic consisteng modelwith no bounds
on orderor numericalerrorin orderto limit stalenesssmuchaspossible.As describedabove, this ensuregeplica
stalenessemainshelov 100msalmostall of thetime. Limited stalenesss usuallytolerablein gamessincethereis
a fundamentalimit to humanperceptionat shorttime-scalesand gameclients canextrapolateor interpolateobject
changedo presentplayerswith a smoothview of the game[2]. Moreover, we obsenred that frequentlyoccurring
con icts canbe resoled transparently For example,in our distributed Quale Il implementationthe only frequent
conict that affects game-playis a failure to detectcollisions betweensolid object on different nodes,which we
resol\e usinga simple“move-backvard” con ict resolutionstratgly whentwo objectsare“stucktogethef Thegame
applicationcandetectandresole thesecon icts beforeexecutingeachframe.
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4.1.5 Object Placement

We proposean objectplacemenschemebasedon black-boxinferenceof objectinterests.In this schemegachnode
constructsa partial interestgraph, whereobjectsareverticesandinterestdbetweerpbjectsaredirectededgeswhich

we call interestlinks. Interestlinks areinferredusingthe subscriptioneachobjectprovides. Edgesare weightedby

their cost for example,in our currentsystem,they representhe communicationcostassociatedvith maintaining
remoteinterests.Basedon this information,the objectplacementomponenbn eachnodeusessimpleheurisiticsto

independentlyeducethe (weighted)numberof interestlinks to remotenodes.Dueto changesn interestpatternsor

anincreasedn load,a nodemay needto off-load a subsebf its objectsto anothedighly loadedmachine.To support
thediscovery of alightly loadednode,we usea Mercury hub organizedby the load attribute of a node. Thegeneral
conceptis similar to thatusedin Abacus[30] to improve applicationperformancethoughwe exploit propertiesof

interestan gamesto work with arbitrarygraphs.

Details Theobjectplacementomponentiews objectplacementisanoptimizationproblem.Herewe presenbne
possiblecostmodelbasedon communcatiorcost,whichis the thelimiting factorin a distributedgamearchitecture.
However, we believe it is possibleto usemodelsthataccountor othercostsaswell (suchasCPUload). We call the
costthata nodeexpendsits load. Our goalis for theload,load , on eachnode,sid ,, to remainbetweera low water
mark, lowwater , anda high watermark, highwater (which is lessthanthe nodes capacity to enableit to absorb
bursts.)

To facilitatethe constructiorof theinterestgraph,eachnodemustbeableto infer whatthe“real” interestof each
objectare.We take a simpleapproachn our currentsystemandsaythatanobjectX hasa stableinterestedn objectY
if Xhasmaintainedaninterestin Y for atime greatethansomethreshold.Thisthresholdcanbedynamicallysetbased
oninteresthistory, or basecbn known applicationsemanticsObjectcosts caneitherbedeterminedy theapplication
developeror measuredlirectly. We have obseredthatmessagsizesarevery predictablefor objectsin Quale I, so
we use x edvaluesfor thesecostsbasedn our measurements.

Finally, to achieve thegoalof reducingthenumberof replicasin thesystemwe essentiallywantto clustermutually
interestedbjectsonthesamenode therebylimiting thenumberof remoteinterestinks. In addition,we useaseparate
load sheddingheuristicto of oad objectsfrom anodewhenit istooheaily loaded(i.e.,above highwater .) However,
this heuristicmustalsotry to avoid increasinghe numberof replicasin the systento reducehedangerof oscillations
resultingwith the clusteringheuristic.

Discussion Unfortunately while the mechanismsireintuitive andshavn to be usefulfor certainworkloads,with a
real Quale Il workload,we obsenre continuousoscillations. FundamentallyFPSgamesarevery fast-pacedandthe
objectinterestsdo not remainstableenoughfor performingclustering. However, we notethatinterestinferenceis
a usefulgeneralpurposemechanisnfor gamesandsimilar applications;it canbe fruitfully usedfor balancingload
whentheworkloadis lessdynamicascomparedo FPSgames.Also, any objectplacemenschemecanbe “plugged
into” Colyseussincethe objectmanagefunctionsproperlyregardlessof the locationof objectsin the system;object
migrationis anoptimization.More detailsaboutthe heuristicsandour evaluationcanbefoundin [6].

4.1.6 Evaluation With a Real Game

To demonstratéhe practicalityof our systemwe modi ed Quale Il to useColyseuslin our Quale Il implementation,
we representan objects area-of-interestvith a variable-sizedoundingbox encompassinghe areavisible to the
object. Unmodi ed Quale Il clientscanconnecto our distributedsenersandplay the gamewith aninteractve lag
similar to thatobtainedwith a centralizedsener. As aresult,thesystemcanberunasapeerto-peerapplication(with
every clientrunningacopy of thedistributedsener) or asa distributedcommunityof seners.

We usea large, custommapwith computercontrolledbotsasthe workloadfor our Quale Il evaluation. We use
the Mercury rangedhtasthe objectlocationsubstrateandlinearizethe gamemapwhen mappingit ontothe DHT.
Furtherdetailsaboutthe setupthe Quale Il prototypeandadditionalresultscanbefoundin report[6, 7].
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Figure 6: Bandwidth scalingpropertiesusing (a) the modelworkload and (b) the Quake Il workload (note the logarithmic
scale).Part (c) showsthe scalingof Quake Il, with a constantnumber of players.

Communication Cost

Figure6 compareghe bandwidthscalingof Colyseusunningp2p gameswith the client-sener andbroadcasarchi-
tecturealternatves. We simulatethe alternatvesusingthe samegame-playeventsasthereal executionon Colyseus.

Figure 6(a) shavs the scalingpropertieswith rectangulamapsunderour modelworkload. This workload was
basedon game-parametersstimatedrom a setof Quale Il gamesplayedby real players. More detailsaboutthis
workloadcanbefoundin [7]. Theworkloadkeepsmeanplayerdensityconstanby increasinghemapsize. Thethin
errorbarindicateshe 95thpercentileof 1 secondwurstratesacrossall nodeswhile thick errorbarsindicatel standard
deviation from the mean. The colyseus andbroadcast lines shav pernodebandwidthwhile the colyseus-aggregate
line shaws the total bandwidthusedby all nodesin the system. At very small scaleg(e.g.,9 players),the overhead
introducedby objectlocationis high andColyseusperformsworsethanbroadcastAs the numberof nodesincreases,
eachnodein Colyseusgeneratesn order of magnitudelessbandwidththan eachbroadcashodeor a centralized
sener. Moreover, we seethat Colyseus'pernodebandwidthcostsrise muchmoreslowly with the numberof nodes
increasehaneitherof the alternatves. Nonethelessthe colyseus-aggregate line shows thatwe do incur an overall
overheadactorof about5. Thisis unlikely to beanissuefor networkswith sufcient capacity

Figure 6(b) shavs the same gure whenrunningwith the Quale Il workload. We obsere similar scalingchar
acteristicshere,exceptthat the pernodeColyseushandwidthappeargo scalealmostquadraticallyratherthanless-
than-linearlyasin our modelworkload. This is primarily dueto the factthatthe Quale Il experimentsvererun on
the samemap, regardlessof the numberof players. Thus,the averagedensityof playersincreasedvith the number
of nodes,which addsa quadraticscalingfactorto all four lines. To accountfor this effect, Figure 6(c) shavs how
eachcomponenbf Colyseustraf c scalegpernode)if we x edthenumberof playersin themapat400andincrease
the numberof sener nodeshandlingthoseplayers(by dividing themequallyamongthe nodes). Due to inter-node
interestdbetweernbjects,ncreasinghenumberof nodesmaynotreducepernodebandwidthcostby the samefactor
In this experiment,we seea 3-fold decreasén communicationcostper nodewith a 5-fold increasen the number
of nodes,so overheads lessthana factorof 2. We expectsimilar bandwidthscalingcharacteristicso hold for our
modelworkloadandQuale Il if averageplayerdensitywere x ed. This resultshavs thatthe additionof resourcesn
afederatedleploymentscenariacaneffectively reducepernodecosts.

View Inconsistency

We now examinethe view inconsisteny, i.e., fraction of missinglocal replicas,obseredin the Quale Il workload
Figure7(a) shavs thefractionof replicasmissingaswe scalethe numberof nodesfor ap2p scenario.Theresultsare
very similar to thoseobtainedwith the modelworkload. Note thatnearlyonehalf of thereplicasa nodeis missingat
ary giventime instancearrive within 100msandlessthan1% take longerthan400msto arrive.

Figure7(b) shavs the cumulate distribution of the numberof missingobjectsfor a 40fed game.On averagea
noderequires23 remotereplicasat a giventime instance.About 40% of thetime, a nodeis missingno replicas;this
improvesto about60% of the time if we wait 100msfor a replicato arrive andto over 80% of the time if we wait
400msfor areplicato arrive. Theinconsisteng is lessfor sparsegameplayouts.
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4.2 PlannedWork

Our evaluationshaws that Colyseusis ableto meetthe lateny requirementof FPSgameslike Quale I, maintain
scalablecommunicationcostsand keepthe view inconsisteng to a minimum. A numberof questionsstill remain
regardingColyseus'designandevaluation.We discusghesenext.

4.2.1 Measuring View Inconsistency

Althoughwe nd that fraction of missingreplicasis low, objectsin a view candiffer in semanticvalue;e.g.,it is
probablymoreimportantto promptly replicatea missilethatis aboutto kill a playerthana moredistantobject. In
generala game-speci cinconsisteng metric might considerthetype,location,andstateof missingobjectsto re ect
thetotal impacton game-playquality. Dueto locality in objectmovement,Colyseus'replicationmodelaccountgor
at leastoneimportantaspect:location. Figure 7(c) compareshe distance(over time) of a playerto objectsin its
area-of-interesandthe distanceto thosethat are missing. Replicasthat are missingfrom a view tendto be closer
to the peripheryof objectsubscriptiongand hence fartheraway from the subscriberand probablylessimportant).
The differencein the distributionsis not larger becausesubscriptionsizesin Quale Il arevariable,so objectsat the
peripheryof a subscriptiormay still be closeto a playerif they arein asmallroom. | planto explorea moregame-
play-centricevaluationof view inconsisteng. In particular | planto usethe quality of the video (measuredn terms
of PSNR)resultingfrom the gamestreamasa metric of evaluatinginconsisteng. This metricis likely to capturethe
importanceof a gameobjectfor the nal renderedutput.

4.2.2 Deploymentand Workload Gathering

| have integratedColyseuswith theopen-source@uale Il game,howvever sincethegameis old, it is notvery popular
| intendto integrateit with Quale Ill now (this could not be doneearlier sincethe gamewas open-sourcedery
recently),anddeploy it to a wide audience.Performanceneasurementsbtainedfrom this deploymentwill be used
to validatethe designchoicesmadein Colyseusaswell assene asworkloadfor futureresearch.

4.2.3 Applicability to Other GameGenres

Throughoubur evaluationof Colyseusve have usedworkloadsderivedfrom Quale Il or Qualelll, whichwe believe
arerepresentagie of FPSgamesin general. However, questiongemainabouthow representatie our resultsareto
othergamegenressuchasmassiely multiplayerRole PlayingGameqRPGs.)

RPGshave lower updateratesand have muchsmallerperplayerbandwidthrequirementshan FPSgames[15].
Hence they areusuallydesignedo toleratemuchlongerdelaysin processinglayeractions.In general thesechar
acteristicsimply that an RPG gameimplementedon Colyseuswould incur lower communicationcoststhan what
we have measuredWe do not expectdiscovery delayandreplicastalenesso changesubstantiallybecausehey are
primarily functionsof systemsizeandnetwork topology Consisteng may actuallyimprove sinceplayersgenerally
move slowerin RPGgamesandplayershave a highertolerancefor inconsisteng (lower updateratesimply existing
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gameclientsalreadytoleratestalerstate.)Thus,althoughwe have demonstratetivo casestudieshateffectively used
Colyseuswebelieveit canalsobeappliedto lessdemandingiamegenreslf possible] planto applyColyseusiesign
techniquedo areal MMORPG gameandvalidatethem.

4.2.4 ConsistencyModels

Colyseusadoptsa simpleprimary-backupeplicationmodelwhich providesperobjectsequentiatonsisteng. While
we have argueduptil now thatthis modelis sufcient for FPSgameslike Quale, thatis not true for othertypesof
games. For example,virtual mone transfersin a MMORPG needtransactionakemantics.Even for FPSgames,
therearesituationswherestrongerconsisteng modelsare necessaryAn exploding missilewhich kills regardlessof
playerhealth,for example,musteitherkill everybodyin aroomor leave everybodyunharmed.The explosionaction
thusneedso be atomic The Colyseusmodelalsoimplies that updatefrom two primary nodesmay be receved at
anodein anarbitraryorder Hence,it is possibleto withessa playerdie beforethekiller missileexplodes! In such
circumstancest is desirablgo have eventsdeliveredin a causallyconsistenbrdet

As partof thisthesis| intendto exploreappropriateconsisteng modelsandlighterweightversionsof distributed
consisteng protocols(e.g.,variantsof causalserializability[38]) for Colyseus.It is hopedthat Colyseus' e xibility
in objectplacementill be usedcrucially in the designof theseprotocols. Note that rigorousconsisteng models
arealsoneededor formalizingthe problemof cheating(discussedn the next section.)For example,the consisteng
modeladoptedwill decidewhich distributedeventorderingsarelegitimate (truly concurrent)andwhich arearesult
of maliciousbehaior.

5 Security in Colyseus:Ensuring Cheat-proof Playouts

We have seenthat Colyseugpromisesggoodscalabilityin termsof pernodecomputatiorandbandwidthcostswithout

sacri cing lateny performance.Theseguaranteeare unfortunatelynot enoughfor networked games. Playersin a

gamemale every effort to cheatto gain an unfair advantageover other players. If a gamepermitseasycheating,
playersquickly losethe incentive to compete.Thus, it is important,even crucial,for a gamedesignlike Colyseugo

ensurecheatingpossibilitiesarerare. However, while decentralizatiomprovidesusincreasedcalability the lack of a

centralpoint of trustin the systemcreatesewn possibilitiesfor cheating.In this section,we presenexamplesof the

typesof cheatghatthe Colyseusarchitecturenakespossibleandoutline a genericstrateyy for addressinghem. This
sectionrepresentsa major part of the plannedwork in this thesis.

5.1 CheatClassi cation

Recallthattherearethreecomponent& Colyseus:anobjectlocator anobjectplacerandareplicamanagerSecurity
vulnerabilitiesin eachof thesecomponentanresultin cheats. Someof theseare similar to the cheatsin other
architectureswhile othersareuniqueto Colyseus.

ObjectLocatorRelatedCheats: If objectlookuprequestgsubscriptionsarenot correctlyrouted,objectsneededor
renderinga view will be missedandhencegame-playwill be affected. Thereis anincentive for beingmalicious: by
hijackingaplayer's subscriptionsthe enemycanbecomeinvisible' for the playerwhenenteringthe latter's viewable
arena. Similarly, playerscansendincorrect(larger thantheir correctAOl) subscriptionsandreceve objectswhich
gamerulestypically disallov. For example,a playermay be ableto seeobjectsin fartherareasof the gameworld
which may give him or heranunfair advantage.

ObjectPlacerRelatedCheats: Playersmaybe ableto take advantageof the objectplacers decisions.For example,
if the primary copy of a nearbymissile objectis locatedon the samenodeasthe player the playercantinker with
the executionof the missile's think functionin orderto gain anadwantage(by sendinginvalid “kill” writesto another
players object,for example.)

ReplicaManager RelatedCheats: Thereplicamanagedesignis alsosusceptibléo cheatingattacks.Notethateach
objecthasa singleprimarysituatedon somenode,andall writesto the objectpasshroughthis node.In particular for
aP2Pdesign,eachplayeris in chage of the primary copy of its own gameobject! This designgivesunprecedented
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andtotal control of the objectto the primary node:the nodecanperformarbitrarywrites, canignorevalid writes sent
from otherreplicasand canperforman arbitrary serializationof writes. For example,the playernodecould always
claimthatit recevedthekill updatefrom amissilelaterthanits own update _position update.Thiswould ensure
theplayeris neverkilled.

In this thesis,we shall focusfor the mostpart on the latter two cheattypes. We believe that it is possibleto
leveragesecurity architecturefor DHT systemg[12,21] to perform secureobject lookupswith high probability
Improperlookups(subscribingo large partsof theworld) canbe thwartedby intermediateoutingnodesf they look
at the currentpositionof the subscribingplayer Anotherpossibilityis to utilize the withessnodes(describedn the
next subsectionjo generatesubscriptions.

5.2 ProposedDesign

Ourfocusis to avoid cheatsn the objectplacerandreplicamanagein Colyseus.This problemcanberephraseds
follows: wewantto ensurehatwritesto distributedobjectsareappliedin accordancavith gamerules.Noticethatit is

possibleto formulatethis problemasaninstanceof a fault-toleranteplicatedstatemachine Rulesof thegamede ne

valid transitionsof this statemachine Eachnodein the systemactsbothasa possiblybyzantineclientanda possibly
byzantinesener, performingreadandwrite operationson the global game sstate. Protocolslike BFT [13] canbe

appliedto the problemsincethey provide safetyandlivenessvenin the presencef byzantineclients. Unfortunately
suchprotocolsarequiteexpensve, especiallyin termsof thelateng constraintghey force. As such,usingtheseis not

feasiblefor gamesparticularlyfast-paceanes.In generalgiventhe needfor high performanceit seemsmpossible
to preventcheatingaltogether Therefore the emphasisn this thesiswill be moreon detectingcheatingin a timely

mannerasopposedo preventingit.

5.2.1 DesignOverview

At a high level, our designcanbe thoughtof asa distributedauditor With eachnodeAin the systemwe associate
anotherandomlychoserwitnessnodeW, which overseesheoperation®f nodeA All operationgperformedoy node
Aareloggedsecurelyatthewitness.Thesdogs canthenbe auditedat a later stageto detectincorrectbehaior. They
canalsobeusedto selectvely rollbackapplicationstate asfar asis feasible.

Notice that our designnecessitatethat a witnessdoesnot have ary vestedinterestin the withessednode. In
otherwords, the witnessshouldneitherbe maliciousnor colludewith the witnessechode. During the rst phaseof
this study we will assumehata randomlypicked witnessis sufcient for the above purpose.If awitnessis chosen
suchthatan attacler cannotmaliciouslywitnessa nodeof its choice,it is possibleto make this non-collusionmodel
practicable Pickingarandomnodecanbeaccomplishedh variousways. For example,if we assume DHT substrate
exists for objectlookup, witnessfor a node A canbe de ned assuccessor (hash(IP »)). A pseudo-randonhash
functionwill ensurghatthewitnessis selectediniformly atrandomfrom the network. It alsoensureshatamalicious
withessnodecannotchoosea particularnodeto spy on. Theabove simplechoiceis notwithoutweaknessed.planto
explore how muchvulnerability this causes| alsoplanto explorethe challenge®of generalizinghe modelto allow
byzantinebehaior by thewitness.

Witnessesand Logging In orderto auditplayeractionsatalaterpointin time, it is necessaryo log all updatesione
by aplayer Furthermorethe playershouldnot be ableto tamperwith the logs afterhe hasmodi ed the gamestate.
In our design the witnessplaystherole of ensuringthe authenticityof thelog. In the currentdesign,we achieve this
is by sendingall updatessia thewitnessnode.

Considemaplayer objectwhoseprimaryis hostedatnodeB, asshavnin Figure8. All writesto player (including
thosedoneby its primary nodeB) aresentthroughthe witnessW for nodeB. Thus,whenamissile objectonnode
Aperformsawrite to the player replicaon nodeA, this updateis sentin encryptedorm to witnessW. Thewitness
ordersupdatesand sendsthemover to nodeB wherethey are committed. The withessthusactsasthe serialization
pointfor updatedo the player object. This designaddsadditionaldelayto the primary! replicaupdatepathsince
updatesdoneby the primary itself alsoneedto be sentto the witness. To alleviate this, we proposethatthe primary
send‘optimistic” writesdirectly to thereplicaat the sametime it sendghemto thewitness.Becausdéhewitnessmay
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endup invalidatingsomeupdatesjn somecasesthe optimistic writes canresultin objectinconsisteng for a small
window of time (approximatelyl.5 RTT) However, we expectsuchsituationgto beinfrequent.
Writesareencryptedisingasharedey establishethetweereachreplicaandtheprimarynode.Encryptionensures
thatthewitnesscannotmaliciouslyre-orderor drop updatesisinginformationwithin the writes. Thewitnesscanstill
behae maliciouslyin otherways; Section5.2.2discusseshis in moredetail. The withessalsostoresthe encrypted
updatesn its log for later auditing. To preventa maliciouswitnessfrom lying andclaiming it doesnot have some
updateswhich it really doeshave, withessesare requiredto senda signedacknaviedgemenbackto the witnessed
node.Thatnodekeepsalog of theseacknavledgementsto prove thatupdateslid indeedreachthewitness.

Detecting Cheats using Audits Most currentgamesof today are structuredas statemachineswherethe actions
performedby playersandAl entitiescorrespondo transitionswithin the gamestate. Thesetransitionscanbe utilized
to checkthe validity of local gamestatesmaintainedoy nodes(i.e., statesof the primary objectsin their local object
stores)n thesystemWe brie y discusghe challenge®f deriving suchrulesfor realgamesn Section5.2.2.

Givena setof suchrules,playerscanrun a proof-chedcer in the

W, Witness backgroundo checkif a playerthey areinteractingwith is poten-
Node tially cheating. No extra communicationis requiredin this case

sincethe player will alreadyhave replicasof interactingplayers

Serialized whichareupdatedevery frame.Suchcheckingis not possible how-

writes ever, for playerswhich arenotinteractingwith any otherplayer In

Encr?/pted write
to player object suchcasesit is the responsibilityof the withessnodeto randomly
pgrformasgnitycheckfor the statereporteday thewitnessecﬁode.

Player . Slncethe Wltnessalreadyhasa log Wlth encrypteoUpdates_Jt can
—— justaskthe nodeto revealits encryptionkey for the updatest sent

Fast path for in the past. The nodeis thenasledto updateits privateencryption

updates ] |
Node A Node B key sothatthewitnesscannottamperwith never updates.
Figure 8: Flow of distrib uted object writes in the . . -
witnessmodel. We assumethe existenceof a centralizedtrustedentity in the

system,which canperformthe role of anauditor The auditorcan
performtheabore-mentioneatheat-detectionponrequestTrustin theauditornodecanbe usedto imposepenalties
on cheatingnodeg(by isolatingthemfrom the game,for example.)Notethat,in our systemmodel,we assumenodes
have IDs obtainedthroughan authenticatiorprocedurewhich associatesredit cardsor otherpersonalinformation
with the ID. This is neededn orderto prevent Sybil attacks,andis a natural t for the businessmodelfor online
gamesaswell.

5.2.2 Challenges

A numberof challengesnustbe addressedn orderto make the abore high-level designpractical. Firstly, in the
witnessmodel, all updatesmadeto a local objectmustbe sentto the witnessnodefor serialization. This is quite
expensve. Hence,we needto explore waysto male it moreefcient. Onepossibility is for the nodeto only send
periodiccommitmentsf the currentstateto the withess.A commitmentfor framesf; ! f; + A is ahashover the
statef primariesandreplicasfor eachof theseframes.Thus,thenodecantamperwith its log only within asetof A
frames.A allows atradeof betweerbandwidthoverheadandcheating e xibility availableto thenode.

Anotherimportantchallenges the factthatnodesmayfeign delayedreceiptsof messaged-or example,a player
may claim it receved an updatefrom a closingdoor only after he had madehis move. In general,a nodemay not
applycertainupdatecomingfrom otherprimariesto its local replicas.Theroot causeof theseproblemss thelack of
game-leel synchronizatiorandtheweakconsisteng modelprovided by Colyseus By exporting stricterconsisteng
modelsandappropriatesynchronizatiomprimitives,it is possibleto alleviate suchcheats However, caremustbetaken
to avoid stallsin gameexecutiondueto frequentiocking.

Finally, automaticcheatingdetectionusingtransitionrule checkingis non-trivial, aswell. The problemis that
someof the transitionrules(e.g., motion physics of travelling missiles)canbe quite complex. Onepossibilityis to
usethegamedevelopers'insightsfor approximatingsuchcomple rules. For example insteadof verifying whethera
positionupdatewasabsolutelycorrect(i.e., preciselyfollowing gamephysics)at every frame,it might sufce to say
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thataplayerwith certaincapabilitiescannotmove morethanz unitsin aparticulardimensionin 10frames.Also, non-
determinismin statetransitions(for example,whenrandomnumbergeneratorsnight be usedto decideAl moves),
needgo becapturedor verifying statetransitions.

6 RelatedWork

In this sectionwe list the designsadoptedby currentgamesaswell aspreviousresearctarchitecturesor distributed
games.SeeSectionl for a detaileddiscussioron their dravbacksandhow the Colyseusdesignimprovesuponthem.

Somegames(e.g.,MiMaze [23], Halo [1], andmostReal Time Stratgly (RTS) games[3]) usea parallel simu-
lation architecturewhereeachplayerin the gamesimulatesthe entiregameworld. All gameobjectsarereplicated
everywhereandkept consistenusinglock-stepsynchronization.The olbvious disadwantageof this architectureare
its broadcastingf updatego every player resultingin quadraticbandwidthscalingbehaior, andits needfor syn-
chronization]imiting responsdime to the speedf the slowestclient. Thesede cienciesaretoleratedn RTS games
becauséndividual gamesrarelyinvolve morethan8 players.

Second-Life[39] and Butter y.net [27] perform interest Itering by partitioning the gameworld into disjoint
regionsor cells. Much like Colyseus'DHT-basedookup, SimMUD [32] makesthis approacHully distributed by
assigningcellsto keys in a DHT. Zou, et al. [48] theoreticallycomparecell-centricapproachesvith entity-centric
approachedik e ColyseusWhile our resultsshav thatsucha designworkswell, it doeshave someweaknesseslhe
granularityof the cells mustbe chosento carefully matchthe typical area-of-interessize. This may be dif cult in
somegameswherethe area-of-interessizevarieswidely.

Furthermorewhile theabove approachesharesomecommonalitiesvith our designwe believe we arethe rst to
demonstrat¢he feasibility of implementinga real-world gameon a distributedarchitecturghatis not designedor a
centralizeccluster(like Second-LifeandButter y.net). Colyseuss alsoableto support-PSgameswhich have much
tighterlatengy constraintshanRPGs(which weretargetedby SimMUD, for example.)

Severalarchitectureproposedor DistributedVirtual Reality (VR) ervironmentsanddistributedsimulation(no-
tably, DIVE [22], MASSIVE [24], andHigh Level Architecture(HLA) [26]) have similar goalsasColyseushut focus
on differentdesignaspects.DIVE and MASSIVE focus on sharingaudio and video streamshetweenparticipants
while HLA is designedor military simulations.Noneaddresshespeci ¢ needof modernmultiplayergamesand,to
our knowledge,nonehave beendemonstratetb scaleto large numbersof participants For example DIVE andHLA
originally assumeavide-scaledeploymentof IP-Multicast.

7 Work Plan and Timeline

This sectionsummarizeshe completedandremainingwork in this thesis. The itemsfollowed by = areconsidered
necessaryor a minimum acceptableahesis;thosefollowed by x are part of the expectedthesis. Bonusitemsare
markedwith xx. Work alreadydoneis markedby a X , anditemsthat| planto leave to futureresearcherby y.

| TheMercuryrange-queriabl®HT

> Designof theroutingprotocolsupportingscalableange-queryoutingin distributedsystemsvith dynamic
load-balancingX
> Simulation-basee@valuationof the scalabilityof the system X

> Implementatiorof the Mercury protocolwith all featuresPublicreleasdor otherresearchersX
| ColyseusArchitecturefor Multiplayer Games

> Designof the basicarchitectureconsistingof threemajor componentsObjectDiscovery, ObjectPlace-
mentandReplicaManagementxX

> Implementatiorandevaluationon the Emulabtestbedusinga toy-game(for controlling variousparame-
ters)andusingarealFPSgame(Quale I1). X
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> Developmentof variantsof strongerconsisteng models(causalconsistenyg, atomicity) for applicability
to othergames.ay

> Evaluationusingadeplo/edQuale Il implementationx
> Workloadcharacterizatiomsingthe deployed Quale 11l implementationsx
> Bettermetricsfor measuringziew inconsisteng in games.xy

| Securityin the ColyseusArchitecture

> Developawitness-basedystenfor irrepudiableoggingandauditing.=
> Implementatiorwithin Colyseusandintegrationwith the Quale Il implementationx
> Generalizatiorio byzantinewitnessbehaior. xxy

Work Item Approximate Time frame
Developmentof newer consisteng andanti-cheaprotocols Apr06! Jun06
IntegratingColyseuswith Quale Il Apr06! Jun06
Implementatiorof anti-cheaprotocolswithin thewitness-basedcheme| Jun06! Aug 06
Implementatiorof PSNRcomputation Jun06! Jul06
Deployment,trace-githeringandevaluationof Quale 111 Jul0o6! Oct06
Possiblesubmissiorto NSDI 2007 Oct06

Work on bonusitemsandwriting Oct06! Jan07

Table 4: Timeline for completion of planned work

Table4 shavs theroughtimeline plannedfor the completionof thework itemspresentedbove.

8 ExpectedContrib utions
| expectthisthesisto make thefollowing contrikutions:

2 TheMercuryrange-queriabl®HT. Thisis the rst distributedrouting protocolproviding range-quensupport
and dynamicload-balancing. One importantcontrikution of the Mercury systemis its useof light-weight
samplingtechniquedo estimatevarioussystem-widemetricsfor performingmary optimizations.Mercuryhas
alsobeenimplementedThis artifactis anotherelatedcontrikution of the thesis.This will allow researcher®
useit asabuilding blockandmakeimprovementdo it. It hasalreadybeenusedfor a“defragmentedtistributed

le system29] for guaranteeinfpigheravailability andperformance.

2 Design,implementatiorandevaluationof the Colyseusarchitecturdor distributedinteractve multiplayergames.
Colyseuss the rst distributeddesignto be successfullyappliedfor scalingfast-paced-PSgameswhich de-
mandtight lateng bounds.At the sametime, the architecturds e xible, permitsvariousload-balancinglgo-
rithms andpermitsa variety of consisteng modelsto be built ontop. Thus,it cansene asa scalablesubstrate
for agamutof virtual reality games.

2 A largeportionof the Colyseusiesignhasbeenimplementedandintegratedinto arealgame(Qualell). | intend
to integratewith the morepopularQuale 1l game,deploy it andpresenimeasuremenesults.This evaluation
will be oneof the rst large scaleevaluationsof networked games. The workload and client resourceslata
generateavill bevaluablefor furtherresearch.

2 Finally, the anti-cheatingmeasuregslevelopedfor Colyseuswill encouragamore deploymentsof distributed
architecturedor networked applications. | hopethesemeasuresvill alsoleadto a family of lighterweight
Byzantinefault-tolerancegorotocolsproviding high performanceat the costof wealer guaranteegsufcient for
certainscenarios.)
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