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Abstract

Networkedgameshaverapidlyevovedfrom small4-8person,one-timeplaygamesto large-scalepersistentgames
involving thousandsof participants.However, mostof thesegameshavecentralizedclient-serverarchitectureswhich
createsigni�cant robustnessandscalabilitybottlenecks.This thesisproposesa new modulardistributedarchitecture
for interactive multiplayergames.This architecture,calledColyseus,consistsof threeindependent,interactingcom-
ponents:ObjectPlacement,ObjectDiscoveryandReplicaSynchronization.Thismodularizationenablesavarietyof
optimizationswhich areusedcritically for load-balancing,for supportinga wide rangeof consistency requirements
andadheringto thetight latency constraintsof fast-pacedgames.Thisallowsto preventcomputationalandbandwidth
hot-spotsin thesystem.Finally, in orderto make thesystemdeployablein a peer-to-peersetting,I proposesecurity
mechanismsto detectcheatingandpunishcheatingplayers.I expectthesetechniquesto beapplicableto awiderange
of multi-partycollaborativeapplicationsaswell.

1 The Problem

Networkedgameshave rapidly evolved from small 4-8 person,one-timeplay gamesto large-scalegamesinvolving
thousandsof participants[20] andpersistentgameworlds. However, they still retain traditionalcentralizedarchi-
tectures.While sucharchitecturesaregoodfor administrative control,securityandsimplicity, increasinglycomplex
game-playandAI computationis turningtheserver into acomputationalandbandwidthbottleneck.Someof thevery
large gamesof today(e.g.,World of Warcraft [9]) have managedto scalewith a centralizedserver-clustersystem,
but they have doneso at considerableexpenseandby deliberatelyslowing down the paceof the game. A client-
servergamedesignforcesplayersto rely oninfrastructuresprovidedby big gamemanufacturers,creatingasigni�cant
barrier-to-entryfor small gamepublishers.Not only that, theseinfrastructuresaresometimesnot adequatelyprovi-
sioned(despitethe large costs)or long-lived. Thus,they canresult in poor performanceand/orprevent usersfrom
playingtheirgamelongaftertheir purchase.

A distributeddesigncanutilize third-partyfederatedserversaswell aspeer-to-peerdeploymentsto addressthe
above shortcomings.Thereis considerableevidence[7] that given appropriateincentives, participantsarewilling
to provide resourcesfor suchcollaborative applications.Thegoal of this thesisis the design,implementationand
evaluationof a scalable, secureandhigh-performancedistributedarchitecture for onlinemultiplayergames.

1.1 Challenges

Architectingdistributedapplications,in general,hasalwaysbeendif�cult. Networked gamesmake this taskeven
harderdue to harsherworkloadsanddemandsfor goodperformance.The following are the importantchallenges
whichany distributedarchitecturefor anetworkedgamemustsolve:

² In orderto relievethecomputationalbottleneckof acentralizedgameserver, codeexecutionandassociatedstate
(requiredfor execution)mustbepartitionedamongstparticipatingnodes.This partitioningshouldbeef�cient,
automaticandasload-balancedaspossible.In addition,subsetsof stateneedto bereplicatedto ensuretimely
executionof distributedcode. Keepingreplicatedcopiessynchronizedaddsextra bandwidthoverhead.This
overheadshouldbeminimalandshouldbeload-balancedaswell.
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² Second,it is importantto provide a reasonablyconsistentview of relevant applicationstateto eachnodeas
muchaspossible.Inconsistency in statetranslatesto awrongly renderedview for theplayerandhencedirectly
affects his or her immediateactions. However, sincegamesalso involve tight and intenseinteraction(e.g.,
rapidmovement,�ghts, etc.),they typically exhibit higherwrite-traf�c andwrite-sharingthanmostdistributed
applications.Guaranteeingreasonableconsistency with suchworkloadsis morechallenging.

² Third, gamessuffer from cheating.A distributedarchitecturelacksa singlepoint of trustwhich canmaintain
anauthoritative copy of thegamestate.Hence,mechanismsneedto bebuilt-in for policing operationsdoneby
playerssothatgamestateis keptconsistentandcorrectaccordingto gamerules.

² Finally, gamesdemandhighperformance.Evenresponselatenciesof morethan100-150msareconsideredbad
for thefastestof games(notably, �rst-personshooters)[2].

The key challenge,therefore,is to re-concilethe mutually con�icting objectivesof providing high performance
andboundedconsistency for a write-intensive workload. In addition,a middlewarefor distributing gamesshouldbe
�e xible aswell. Gamesdiffer widely in termsof their latency toleranceandconsistency requirements.Differentgames
(andevendifferentoperationswithin thesamegame)have differing demandsfor consistency. For example,players
toleratean occasionalmissedmissileshot in shootinggames,however a money transactionin role-playinggames
(eventhoughit is virtual!) necessarilyneedsatomicity.

1.2 Drawbacksof PreviousDistrib uted Designs

A numberof research[23,26,32] andnon-research[27,47] efforts have attemptedto addressa subsetof the above
challenges.Theseapproacheshave employedoneor moreof thefollowing techniques.

² Cell-basedPartitioning. In this approach,thegame-world is a priori partitionedinto a setof (typically, �x ed-
size)regionscalledcells.Eachnodeis assignedoneor moreregions,andhostsobjects(playersandAI entities)
presentin thoseregions. This provides a simple way of partitioning stateand discovering relevant objects.
However, it hastwo maindrawbacks:(a)Regionsin a typicalgame-world exhibit largeskews in popularity[7];
furthermore,thepopularitydistribution changeswith time. Thus,a region-baseda priori partitioningcanresult
in signi�cant load imbalance.(b) Objectsmustbemigratedwhenthey move betweenregions. For fast-paced
games,this resultsin highmigrationrates[7] andconnectionhand-offs thatarelikely to bedisruptive to game-
play.

² Parallel Simulation.In orderto avoid statepartitioning,somegamesreplicatetheentirestateateachparticipat-
ing node.AI entitiesaresimulatedin parallel atall nodes,while playerobjectsaresynchronizedwith themaster
copy (controlledby theplayernode.)This approachhasseveraldrawbacks:(a) Full replicationimplies inter-
nodetraf�c scalesquadraticallydrasticallyreducingscalability. (b) In addition,parallelexecutionscombined
with lost anddelayedmessagesleadto inconsistentstatesat eachnode(reportedin many populargames[18])
Notethat,employing con�ict resolutionprotocolsis infeasiblegiventhesoft real-timedemandsof mostgames.

² Area-of-InterestManagement.Most virtual reality gamesaredesignedsuchthatan individual playerinteracts
with only a smallportion(called,area-of-interestor AOI) of theentiregame-world. Thus,only objectswithin
the AOI needto be kept up-to-dateat all times. Most previous approacheshave performedAOI �ltering by
de�ning theAOI to bea cell of thepartitionedworld. Objectssubscribeto a multicastchannelcorresponding
to their currentcell. Due to limited IP multicastdeployment,a form of applicationlayer multicastis used:
thenodein chargeof a cell (coordinator) servesasthe root of thesharedmulticasttreefor thechannel.This
implementationsuffers from two drawbacks:(a) In additionto computationalload imbalancecausedby cell-
basedpartitioning(mentionedabove), thecell coordinatorcanalsobecomea bandwidthbottleneckif thecell
becomesverypopular. (b) Objectupdatesfrom nodeA! nodeBmust�o w throughthecell coordinatorthereby
increasingdelay. Thisextradelaycanbedisastrousfor fast-pacedgames.

Theseefforts have largely targetedslower gameswhereplayerstoleratehigh delays.As such,thefocushasbeen
restrictedto optimizingcomputationalandcommunicationoverheads.Latency performancehasmostlybeenignored.
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1.3 ProposedSolution: Colyseus

This thesisproposesColyseus,a novel distributed architecture and middleware for online interactive multiplayer
games.Thefollowing areits two corecontributions: (a) Scalabilityfor Fast-PacedGames.Colyseusadheresto the
tight latency constraints(» 100-150ms)demandedby fast-pacedgameswhile maintainingscalablecommunication
costs.(b) Flexible, Modular Architecture. TheColyseusarchitectureconsistsof threeindependent,interactingcom-
ponents:ObjectPlacement,ObjectDiscovery andReplicaSynchronization.This modularizationenablesa variety
of optimizationsusedcritically for load-balancing,for supportinga wide rangeof consistency requirementsandfor
addressingcheatingconcerns.

The fundamentalreasonbehindthe drawbacksfacedby previous approachesis that object placementpolicies
completelydictatehow objectsare discoveredand are kept up-to-date. While this simpli�es object discovery, it
createscomputationalandcommunicationloadimbalanceaswell asaddsdelayto thecritical replicasynchronization
path.Colyseusdecouplestheobjectplacementandobjectdiscovery components.Doing soaddsadditionaloverhead
for discoveringobjects.However, it providesseveralkey bene�ts: �rstly , it enablesgame-developersto tailor object
placementto balancecomputationalloadand/orminimizeinter-nodecommunication.For example,objectsinteracting
frequentlymightbeplacedonthesamenode.Secondly, it permitstheuseof variousobjectdiscoveryalgorithms,e.g.,
centralized,DistributedHashTables(DHT) based,etc. Colyseus,in particular, utilizesa dynamicallyload-balanced
range-queriableDHT calledMercury [4]. This providesa rich distributedqueryinterfaceandeffective pre-fetching
subsystemto help locateandreplicateobjectsbeforethey areaccessedat a node. Thirdly, it separatestheprimary-
replicasynchronizationpath(which is thecritical pathdeterminingplayer-perceived“lag”) from theobjectdiscovery
pathwhich canpotentiallybeslower. Finally, althoughColyseusproposesa single-writer, multiple-readerdesignfor
performance,it leavesroomfor implementingtunableconsistency protocolson top,usingTACT-likealgorithms[45],
for example.

Colyseus'currentdesignaddressesscalabilityandperformance.However, for Colyseusto bepractical,it should
alsoaddresstheproblemof cheating.This is especiallyimportantsincea completelypeer-to-peerscenariois oneof
our targetdeployments.Theproblemcanbe formulatedasByzantinefault-tolerancefor a replicatedstatemachine.
This is a very widely studiedresearchtopic. However, even themostef�cient andpracticalprotocolsfor achieving
Byzantinefault-tolerance[13] arevery expensive in termsof bandwidthandlatency. Thus,applyingthemto prevent
cheatingis quiteinfeasible.In general,giventheneedfor performance(at leastin termsof latency), it seemsdif�cult
to preventcheatingaltogether. Hence, this thesiswill proposemechanismsto quickly detectcheatingandblamethe
involvedparties. Thegamedeveloperandotherpartsof the infrastructurecantake appropriateactionsbasedon this
detection.

Our basicideais to designa distributedauditingsystemconsistingof the following components:(1) a witness-
basedirrepudiableloggingsysteminto whichplayerslog theiractionsand(2) anon-demandauditingsystemto verify
player logs againstgamerules. Gamerulescanbe obtainedusingannotationsfrom the game-developer. Another
possibility is to re-simulategameactions(alsologged)startingfrom known valid statesin theplayerlog andverify
that therestof the log consistsof reachablevalid states.An importantchallengein this partof thework is to de�ne
an ef�cient yet enforceableconsistency model. Without a rigorously de�ned consistency model, it is dif�cult to
differentiatebetweendistributedeventorderingswhicharepermissibleandwhichconstitutecheating.

A systemdesignis bestvalidatedwith a realusablesystem.In orderto demonstratethepracticalityof Colyseus,
I will implementColyseusandintegrateit with thepopularQuake II andQuake III �rst personshootergames.I will
evaluateColyseususingtheEmulab[44] network testbed,aswell asusinga livedeployment,if possible.

Therestof thedocumentdetailsthecompletedandproposedpartsof this work plan. Thenext sectionprovidesa
shortbackgroundon game-designandde�nes someterms. Section3 describestheMercury range-queryDHT used
for objectdiscovery within Colyseus.Section4 presentsthe designandan Emulab-basedevaluationof Colyseus.
Section5 proposesa high-level designfor addressingthecheatingproblem.Relatedwork is discussedin Section6.
Lastly, wepresentawork plan,a timelineandsummarizetheexpectedcontributionsof this thesis.
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2 Background

In this section,webrie�y survey therequirementsof onlinemultiplayergamesanddemonstratethefundamentallim-
itationsof existingclient-server implementations.In addition,weprovideevidencethatresourcesexist for distributed
deploymentsof multiplayergames.This motivatestheexplorationof distributedarchitecturesfor suchgames.More
detailscanbefoundin [7].

2.1 Contemporary GameDesign

In a typical multiplayergame,eachplayer (gameparticipant)controlsoneor moreavatars (player's representative
in thegame)in a gameworld (a two or threedimensionalspacewherethegameis played).This descriptionapplies
to many populargenres,including �rst personshooters(FPSs)(suchasQuake, CounterStrike), role playinggames
(RPGs)(suchas Everquest, World of Warcraft), and others. In addition, this model is similar to that of military
simulatorsandvirtual collaborative environments[26,28].

Almostall commercialgamesof this typearebasedonaclient-serverarchitecture,whereasingleservermaintains
the stateof the gameworld.1 The gamestateis structuredasa collectionof objects,e.g.,the gameworld's terrain,
players' avatars,computercontrolledplayers(i.e., bots), items(e.g.,health-packs),andprojectiles. Eachobject is
associatedwith a pieceof codecalled a think function that determinesthe actionsof the object. For example,a
monstermaydeterminehis move by examiningthesurroundingterrainandthepositionof nearbyplayers.Thegame
stateandexecutionis composedfrom the combinationof theseobjectsandassociatedthink functions. The server
implementsa discreteevent loop in which it invokesthethink functionfor eachobjectin thegameandsendsout the
new view (alsocalleda framein gameparlance)of the gameworld stateto eachplayer. In FPSgames,this loop
is executed10 to 20 timesa second.This frequency (calledthe frame-rate is generallylower in othergenres.Note
thatthis is differentfrom theframe-rateat theclientwhichcanbesubstantiallyhigherto provideasmoothergraphics
experience.Client-sideinterpolationis usedto createadditionalintermediateframes.

2.2 Client-Server ScalingProperties

Bandwidthconsumedatagameserver is mainlydeterminedby threegameparameters:numberof objectsin play (n),
the averagesizeof thoseobjects(s), andthe game's frame-rate(f ). For example,in Quake II, if we only consider
objectsrepresentingplayers(which tendto dominatethegameupdatetraf�c), n rangesfrom 8 to 64,s is » 200bytes,
andf is 10 updatespersecond.A nä�ve server implementationwhich simply broadcaststheupdatesof all objectsto
all gameclients(c) would incur anoutboundbandwidthcostof c £ n £ s £ f , or 1-66Mbpsin gameswith 8 to 64
players.

Commercialserversdo better, of course.Two commonoptimizationsareemployed: area-of-interest�ltering and
delta-encoding. Since,individual playerstypically only interactwith a small portion of the gameworld at any one
time,only updatesaboutrelevantobjectsaresentto theclients.Additionally, thesetof objectsandtheir statechange
little from oneupdateto thenext. Therefore,mostserverssimplyencodethedifference(delta)betweenupdates.These
optimizationsreducen ands respectively. In thecaseof 8-64playerQuake II games,server bandwidthconsumption
reducesto about62-492kbps.
Empirical ScalingBehavior: In additionto theabove theoreticalanalysis,we alsowantto understandtheempirical
scalingbehavior of a typical FPSgameserver. Figure1 shows the performanceof a Quake II server runningon a
Pentium-III1GHzmachinewith 512RAM. We vary thenumberof clientson this server from 5 to 600. Eachclient
is simulatedusinga server-sideAI bot. Quake II implementsarea-of-interest�ltering, delta-encodinganddid not
rate-limit clients.Eachgamewasrun for 10minutesat10 framespersecond.

As thecomputationalloadonaserver increases,theservermayrequiremorethan1 frame-timeof computationto
serviceall clients. Hence,it maynot beableto sustainthetarget frame-rate.Figure1(a)shows themeannumberof
framespersecondactuallycomputedby theserver, while Figure1(b)showsthebandwidthconsumedat theserver for
sendingupdatesto clients.We noteseveralpoints:First, asthenumberof playersincreases,area-of-interest�ltering

1SomelargescaleRPGsusemultiple servers.They partitiontheworld into disjoint regionssothatplayerson differentserverscannotinteract.
Hence,they remainsimilar to theclient-serverarchitectureandarestill centralized.
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Figure1: Computational and bandwidth scalingat the server endof client-server system.

computationbecomesa bottleneckandthe frame-ratedrops. (Detailedmeasurementsshow that the computational
bottleneckis indeedthe �ltering codeandnot our AI bot code.) Second,Figure1(b) shows that, asthe numberof
playersincreases,the bandwidth-demandat the server increasesmorethanlinearly, sinceasthe numberof players
increases,playerinteractionincreases(for example,moremissilesare�red.) Thus,n increasesalongwith c resulting
in asuper-linearincreasein bandwidth.Finally, wenotethatwhenthenumberof playersexceeds250,computational
load becomesthe bottleneck. The reductionin frame-rateoffsetsthe increasein per-framebandwidth(due to the
increasein the numberof clients),so we actuallyseethe bandwidthrequirementdecrease.Although the absolute
limits canberaisedby employing a morepowerful server, this illustratesthat it is dif�cult for any centralizedserver
to handlethousandsof players.

2.3 Rationale for Distrib uted Deployments

Thescalinglimits shown in Figure1 areclearlydependenton thecapabilityof Game #Servers

HalfLife / 10,582
Counter-Strike
Quake 2 645
Quake 3 112
Tribes 233
Tribes2 394

Table 1: Availability of third-
party federated server deploy-
ments.

the server employed. Thus,theselimits canbe raisedby utilizing morepowerful
serversor server-clusters.Many researchdesigns[41], middle-warelayers[8,27,
46] anda few commercialgames[36,39], in fact,usethisapproach.Thisapproach
affords many advantages– simplicity and tight administrative control being the
most important. However, it requireslarge investmentsfor hardware,bandwidth
andmaintenancecreatinga signi�cant barrier-to-entry for small gamepublishers
or grass-rootsgamingefforts. A widely distributedgameimplementation,on the
otherhand,can(1) addressthescalingchallenges,(2) providemorefault-tolerance
and(3) canmake useof existing third party federatedserver deploymentsthatwe
describebelow.

Thereis signi�cant evidencethatgivenappropriateincentives,playersarewill-
ing to provide resourcesfor multiplayergames.For example,mostFPSgame-serversarerun by third parties(such
as“clan” organizationsformedby players).Table1 shows thenumberof active third-partyserverswe observed for
severaldifferentgames.Oldergames(e.g.,Quake II) typically have muchfewerserversthanrecentones(e.g.,Coun-
terStrike). We alsofound (see[7] for details)that often, morethan50% of the serverswereidle, having no active
players. The server countandutilization suggestthat therearesigni�cant resourcesthat a distributedgamedesign
mayuse.

With thismotivation,in this thesis,weexplorebothpeer-to-peerdesigns,whichexecutethedistributedserveronly
ongameclients,andfederateddesigns,whichcanmakeuseof thevastnumberof publicly availableserversfor agame.
Suchawidely distributedgamingarchitecturemustaddressuniqueproblems,suchasinter-nodecommunicationcosts
andlatencies.A solutionto theseproblemsformsthecoreof theproposedthesis.

3 Distrib uted RangeQuerieswith Mercury

This sectionpresentsthe designandevaluationof the Mercury distributedlocationservicewhich Colyseususesto
discover distributedgameobjects.Mercuryprovidesa dynamicallyload-balancedroutingprotocolfor queryingob-
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jectsusingmulti-attribute range queries. Much recentwork on building scalablepeer-to-peer(P2P)networks has
concentratedon DistributedHashTablesor DHTs [37,40,43]. DHTs offer a numberof scalabilityadvantagesover
previousP2Psystems(e.g.,Napster, Gnutella,etc.) includingloadbalancingandlogarithmichoproutingwith small
local state. However, the hashtableor “exact match” interfaceofferedby DHTs, althoughfruitfully usedby some
systems[11,14,17], is not �e xible enoughfor many applications.In ourmodel,eachqueryis aconjunctionof ranges
in oneor moreattributes.Theattributesnot presentin thequeryareassumedto bewildcards.We believe thatrange
querysupportofferedby Mercurysigni�cantly enhancessearch�e xibility: in additionto beingusefulfor answering
userqueries,it canalsobeusefulin theconstructionof distributedapplicationsasshown by Colyseus.Colyseus'use
of Mercuryis describedin moredetail in Section4.

3.1 CompletedWork

We now presentan overview of the Mercury design,anda brief simulation-basedevaluation. More detailscanbe
found in an associatedpaper[4]. I have implementedMercury aspart of the Colyseusimplementation,andhave
publicly releasedit [5].

3.1.1 Data Model

In Mercury, data items are representedas a list of typed attribute-value pairs, very similar to a record in a re-
lational database.Each �eld is a tuple of the form: (type , attribute , value ). The following types are rec-
ognized: int , char , float and string . A query is a conjunctionof predicateswhich are tuples of the form:
(type , attribute , operator , value ). A disjunctionis implementedby multipledistinctqueries.Mercurysupports
thefollowing operators:<,>, · , ¸ and =. For thestring type,Mercuryalsopermitspre�x andpost�x operators.
This querylanguagecouldbeusedto specifyregionsof interestin a realor virtual space,for example. Figure2(a)
presentsanexample.
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Figure2: (a) Exampleof a data-item and a query. (b) Routing of data-itemsand queriesin Mercury.

As describedabove, dataitemsarepersistent,while queries“streamthrough” thenetwork. Insteadif queriesare
persistent,they aretermedsubscriptionsanddataitemsarecalledpublications. Thus,Mercurycanbethoughtof asa
distributedpublish-subscribesystemaswell.

3.1.2 Routing Overview

Mercurysupportsqueriesover multiple attributesby partitioningthenodesin thesysteminto groupscalledattribute
hubs. Eachattribute hub is responsiblefor a speci�c attribute in the overall schema.For routing queriesanddata-
items,the �rst routing hop determineswhich hub to routethrough. The restof the routing happensin a singlehub
andis basedon thevalueof a singleattribute.Nodeswithin a hubarearrangedinto a circularoverlaywith eachnode
responsiblefor a contiguousrange of attributevalues.In additionto having links to nodeswithin its hub(similar to
otherDHTs), eachnodemustalsomaintaina link to eachof the otherhubs. We expect the numberof hubsfor a
particularsystemto remainlow, and,therefore,donotexpectthis to beasigni�cant burden.
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Queriesarepassedto exactly oneof thehubscorrespondingto theattributesthatarequeried.Althoughchoosing
any attributehubsuf�ces for matchingcorrectness,substantialsavings in network bandwidthcanbeachieved if the
choiceis donemoreintelligentlyusingqueryselectivity. Within thechosenhub,thequeryis deliveredandprocessed
atall nodesthatcouldpotentiallyhavematchingvalues.To guaranteethatquerieslocateall therelevantdata-records,
a data-recordD, wheninserted,is sentto all hubscorrespondingto theattributespresentin D. Within eachhub,the
data-recordis routedto the noderesponsiblefor the record's valuefor the hub's attribute. For routing queries,we
routeto the�r st valueappearingin therangeandthenusethecontiguityof rangevaluesto spreadthequeryalongthe
circle,asneeded.Figure2(b)showsanexample.

3.1.3 Constructing Ef�cient Routes

Like Symphony [34], thekey to Mercury's routeoptimizationis theselectionof k long-distancelinks thataremain-
tainedin additionto the successorandpredecessorlinks. As a result,eachnodehasa routing tableof sizek + 2
includingits neighborsalongthecircle. k is a con�gurableparameterhereandcouldbedifferentfor differentnodes.
The routing algorithmis simple: Let neighborni be in-charge of the range[li , ri ), and let d denotethe clockwise
distanceor value-distancebetweentwo nodes.Whena nodeis asked to routea valuev, it choosestheneighborni

whichminimizesd(li , v). Let ma andMa betheminimumandmaximumvaluesfor attributea, respectively.
Then,

d(a, b) =

½
b ¡ a if a · b,
(Ma ¡ ma) + (b ¡ a) if a > b

A noden whosevaluerangeis [l, r) constructsits long-distancelinks in the following fashion:Let I denotethe
unit interval [0, 1]. For eachlink, a nodedraws a numberx 2 I usingtheharmonicprobabilitydistribution function:
pn (x) = 1/(n log x) if x 2 [ 1

n , 1]. It contactsa noden0 (usingtheroutingprotocolitself) which managesthevalue
r+(Ma ¡ ma)x (wrappedaround)in its hub. Finally, it attemptsto maken0 its neighbor. As apracticalconsideration,
we seta fan-inlimit of 2k links pernode.We will referto a network constructedaccordingto theabove algorithmas
aValueLinknetwork.

De�ne node-linkdistancebetweentwo nodesa andb onthecircularoverlayasthelengthof thepathfroma ! b in
theclockwisedirection.Undertheassumptionthatnoderangesareuniform,node-linkdistanceis directlyproportional
to value-distance.In this case,we canprove (see[34]) that theexpectednumberof routinghopsfor routing to any
valuewithin a hub is O( 1

k log2 n). This guaranteeis baseduponKleinberg's analysisof small-world networks [31].
Unfortunately, the “uniform noderanges”assumptioncanbe easilyviolated for many reasons.Firstly, rangesare
assignedin a distributed mannerwithout using cryptographichasheswhich meansthey are not guaranteedto be
uniform. More importantly, explicit load-balancingwould causenodesto clustercloselyin partsof the ring which
arepopular. Mercuryutilizesa distributedhistogrammaintenanceschemebasedon light-weightrandomsamplingto
provideef�cient routingevenwith highly non-uniformranges.

In orderto createlinks usingthe correctharmonicdistribution, Mercury utilizes node-counthistograms.These
histogramsestimatethenumberof nodespresentin variousregionsof thecircularoverlay. Givensucha histogram,
long distancelinks areformedasfollows: �rst, the numberof nodesn in the systemis estimated.For eachlong-
distancelink, a valuenl between[1, n] is generatedusingthe harmonicdistribution. This representsthe numberof
nodesthatmustbeskippedalongthecircle to reachthedesiredneighbor, N. Thehistogramis thenusedto estimatea
valuevl thatNwill beresponsiblefor. Finally, a join messageis sentto this valuevl which will getroutedto Nusing
theexistingoverlay.

3.1.4 Novel Algorithms in Mercury

RandomSampling Mercury'sapproachfor samplingutilizesthefactthatthehuboverlayis anexpandergraph[35]
with highprobability. Hence,randomwalkson thisnetwork convergequickly to thestationary(uniform)distribution.
Thus,a nodecanusetheend-pointof a shortrandomwalk (with a TTL of O(log n), for example)asa representative
randomnodein the system. It is importantto noteherethat ef�cient randomsamplingin a distributednetwork is
non-trivial [33], especiallywhenrouting is not basedon nodeidenti�ers. In thecaseof Mercury,no specialoverlay
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is neededfor performingrandomsampling(asopposedto Ransub[33]); in fact, samplingmessagescanbe easily
piggy-backedonkeep-alive traf�c betweenoverlayneighbors.

Approximate Histograms Theabove samplingalgorithmis usedto constructapproximatehistogramsfor various
system-widemetrics. The basicidea is to estimatethe requireddistribution locally and exchangetheseestimates
throughoutthe systemin an epidemic-styleprotocol. Eachnodeperiodically samplesk1 nodesuniformly at ran-
dom using the random-walk basedalgorithmdescribed.Thesenodesreport back their local estimatesalongwith
the mostrecentk2 estimatesthey have received. As time progresses,every nodebuilds a list of tuplesof the form:
f node id , node range, time , estimate g. Eachof thesetuplesrepresentapointontherequireddistribution– stitch-
ing themtogetherin ametric-speci�cmanneryieldsapiecewiselinearapproximation.

Histogramsthusmadeareutilized within Mercury for many purposes.As discussedin the last subsection,they
areusedin theconstructionof theoverlayitself. They arealsousedfor fasterload-balancingandfor estimatingquery
selectivity.

Query Selectivity Recallthataqueryis sentto only oneof theattributehubscorrespondingto theattributesqueried.
Also, a query representsa conjunctionof its predicateseachof which canhave varying degreeof selectivity. For
example,somepredicatemight be a wildcard for its attribute while anothermight be an exact match. A wildcard
predicatewill get �ooded to every nodewithin its attributehub. Thus,thequeryshouldbesentto thathubfor which
it is mostselectiveto minimizethenumberof nodesthatmustbecontacted.

Theproblemof estimatingtheselectivity of aqueryhasbeenverywidely studiedin thedatabasecommunity. The
establishedcanonicalsolutionis to maintainapproximatehistogramsof the numberof databaserecordsper bucket.
In our case,we want to know the numberof nodesin a particularbucket. Eachnodewithin a hub gatherssuchan
histogramfor its own hubusingthehistogrammaintenancemechanismdescribedabove. In addition,usingits inter-
hublinks, it canalsocollecthistogramsfor otherhubs.Thesehistogramsarethenusedto determinetheselectivity of
asubscriptionfor eachhub.

Dynamic Load Balancing In many applications,a particularrangeof valuesfor an attribute may exhibit a much
greaterpopularityin termsof databaseinsertionsor queriesthanotherranges.To avoid popularnodesfrom getting
swamped,Mercury usesa leave-rejoin load balancingalgorithmwhich usesload histograms.First, eachnodecan
measureif how its local load compareswith the averageload in the systemusing thesehistograms. Second,the
histogramscontaininformationaboutwhich partsof theoverlay arelightly loaded.Using this information,heavily
loadednodescanquickly discover lightly loadedpartsof the network. A light nodeis asked to gracefullyleave its
locationin theroutingring andre-join at the locationof theheavy node.A leave-join exchangetakesplacebetween
two nodesif Loadheavy ¸ α.Loadlight . The above protocoleventuallyload balancesall nodesi.e., for any node,
αl > L̄ andl < αL̄, for α > 3

p
4. Here,l denotesthe loadof a nodeandL̄ denotestheaverageload in thesystem.

Over time, leavesandre-joinsresultin a node-rangedistributionsuchthatrangespansbecomeinverselyproportional
to their popularity.

3.1.5 Evaluation

This sectionpresentsa simulation-basedevaluationof the Mercury protocol, focusingonly on routing scalability.
Othermoredetailedresultscanbefoundin [4]. In whatfollows,n will denotethenumberof nodeswithin a hub;we
concentrateon routingwithin a singlehubonly. Every nodeestablishesk = log n intra-hublong-distancelinks. We
assumewithout lossof generalitythat theattributeunderconsiderationis a float valuewith range[0, 1]. NodeLink
denotestheidealsmall-world overlay, i.e.,longdistancelinks areconstructedusingtheharmonicdistributiononnode-
link distance.ValueLinkdenotestheoverlaywhentheharmonicdistributiononvalue-distanceis used(Section3.1.3.)
HistoLinkdenotesthescenariowhenlinks arecreatedusingnode-counthistograms.Notethattheperformanceof the
ValueLinkoverlayis representative of theperformanceof a plainDHT (e.g.,Chord,Symphony) undertheabsenceof
hashingandin thepresenceof loadbalancingalgorithmswhichpreservevaluecontiguity.

For evaluatingtheeffect of non-uniformnoderangeson our protocol,we assigneachnodea rangewidth which
is inverselyproportionalto its popularity in the load distribution. Sucha choiceis reasonablesinceload balancing
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Figure 3: Plots (a)-(d) provide details about the links constructedby various link construction algorithms. For HistoLink,
[k1 : k2 ] meansk1 nodeswere queried per round eachgiving k2 estimatereports; 5 exchangeroundswere performed. Plot
(e) comparestheir scalability in terms of the averagenumber of routing hops.

wouldproducepreciselysuchadistribution– morenodeswouldparticipatein aregionwhereloadis high. Theranges
areactuallyassignedusinga Zipf distribution. In particular, datavaluesnear0.0 aremostpopularandhencea large
numberof nodesshareresponsibilityfor this region,eachtakingcareof averysmallnoderange.For reference,in our
simulatorsetup,thesearealsothenodeswith lowestnumericIDs.

Figure 3(e) comparesthe performanceof the protocol with and without approximatehistogramsto guide the
selectionof the long-distancelinks. We seethat theNodeLinkandHistoLink overlaysperformmuchbetterthanthe
ValueLinkoverlay. TheseeffectsareexplainedusingFigure3(a)-(d)which plots the distribution of long-distance
links. Recallthat,in a ValueLinkoverlay, nodesconstructtheir links by routingto valuesgeneratedusinga harmonic
distribution. However, in this casenoderangesarenot uniformly distributed– in particular, nodesnearthevalue1.0
(i.e., nodeswith higherIDs) arelesspopular, so they arein chargeof larger rangevalues.Hence,the long-distance
links they createtendto skip over lessnodesthanappropriate.This causesall the links to crowd towardsthe least
popularendof the circle. Hence,packetsdestinedto thesenodestake circuitousroutesalongthe circle ratherthan
takingshortcutsprovidedby thelong-distancelinks. Althoughcachingamelioratestheeffect, theperformanceis still
muchworseascomparedto the optimal NodeLinkoverlay. On the otherhand,we seethat the performanceof the
HistoLink overlay is nearlythesameasthatof theoptimalNodeLinkoverlay. Again, looking at Figure3(a)-(d),we
�nd thatnode-counthistogramsenablenodesto establisha correctlink distribution (correspondingto theNodeLink
overlay)quickly usingvery low overheads.

3.2 PlannedWork

The basicMercury architecturehasbeenextendedby Colyseusin many importantways. Theseextensionswill be
discussedin the next section. However, sinceMercury is a generalpurposerouting substrate,it' s usageis not re-
strictedto Colyseusonly. Thiscreatesanumberof possibilitiesfor extendingMercury. Oneenhancementis to utilize
applicationlayer multicastprotocolsfor publicationdelivery from the rendezvouspoint. Another is to incorporate
QoSsupportfor publicationdelivery for supportingheterogeneousclient populations.However, I believe theseex-
tensionsareoutsidethescopeof this thesis.SincetheMercury implementationhasalreadybeenreleasedpublicly, I
believe it will allow otherresearchersto easilyaddextra features.For example,it hasbeensuccessfullyusedfor the
designof a distributeddefragmentedDHT-�le systemcalledD2 [29] which organizesdata-blockscontiguouslyusing
Mercuryinsteadof spreadingthemacrossrandommachinesusingconsistenthashing.Thishasbeenshown to provide
signi�cant availability andperformancegainsfor usersaccessingentire�les or setof �les.
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4 ColyseusAr chitecture: Designand Evaluation

Therearetwo typesof gamestate,immutableandmutable. We assumethat immutablestate(e.g.,mapgeometry,
gamecode,andgraphics)is globally replicatedsinceit is updatedvery infrequently, if at all. Colyseusonly manages
thecollectionof mutableobjects(e.g.,players'avatars,computercontrolledcharacters,doors,items),which we call
theglobalobjectstore. TheColyseusarchitectureis anextensionof existinggamedesignsdescribedin Section2.1. In
orderto adaptthemfor adistributedsetting,Colyseuspartitionstheglobalobjectstoreandassociatedthink functions
amongstparticipatingnodes. It replicates(andpre-fetches)relevant stateneededfor the timely executionof think
functions.

4.1 CompletedWork

Thissectionstartswith anoverview of theColyseusdesign,followedby adescriptionof its threecomponents:object
locator, objectplacerandreplicasynchronizer. Then,we presentanevaluationof this architectureusinga realgame
on theEmulabtestbed.Moredetailscanbeobtainedfrom [6,7].

4.1.1 Overview of ColyseusDesign

StatePartitioning Eachobjectin theglobalobjectstorehasa primary (authoritative) copy that resideson exactly
onenode. Updatesto an objectperformedon any nodein the systemaretransmittedto the primary owner, which
providesaserializationorderto updates.If anobjecthadmultipleauthoritativecopies,updateswould requirerunning
a quorumprotocol,incurringintolerabledelayssinceupdatesoccurvery frequently. In additionto theprimarycopy,
eachnodein the systemmay createa secondaryreplica(or replica, for short). Thesereplicasarecreatedto enable
remotenodesto executecodethataccessestheobject.Replicasareweaklyconsistentandaresynchronizedwith the
primaryin anapplicationdependentmanner. Thus,eachnodemaintainsits own local objectstorewhichis acollection
of primariesandreplicasof differentobjects.

In practice,thenodeholdingtheprimarycansynchronizereplicasthesamewayviewableobjectsaresynchronized
ongameclientsin client-serverarchitectures.If weassumethatmessagesbetweentwo nodesareneverdeliveredout-
of-order, the above replicationmodelprovidesper-objectsequentialconsistency, alsocalledcachecoherence[16].
Modi�cations madeto asecondaryreplicaaretransmittedto theprimaryto becommitted.An applicationmayor may
notchooseto exposetentative localupdatesof secondaryreplicasto clientsof anode.

ExecutionPartitioning As mentionedearlier, existinggamesexecuteadiscreteeventloop thatcallsthethink func-
tion of eachobjectin thegameonceper frame. In our architecture,we retainthesamebasicdesign,exceptfor one
crucialdifference:anodeonly executesthethink functionsassociatedwith primaryobjectsin its localobjectstore.

Theexecutionof a think functionmayrequireaccessto objectsthata nodeis not theprimaryownerof. Although
a think functioncouldaccessany objectin thegameworld, mostthink functionsdonot requireaccessto all of them.2

To ensurecorrectexecution,a nodemustcreatesecondaryreplicasof requiredobjects. Fetchingthesereplicason-
demandcouldresultin astall in gameexecution,violatingreal-timegame-playdeadlines.Instead,Colyseusmandates
eachprimaryobjectto predictthesetof objectsthat it expectsto reador write in thenearfuture,andprefetchesthe
objectsin thereadandwrite setsof all primaryobjectsoneachnode.Thepredictionof thereadandwrite setfor each
primaryobjectis speci�ed asa selective �lter on objectattributes,which we call anobject's area-of-interestor AOI.
We believe thatmostgamescansuccinctlyexpressobjectAOIs usingrangepredicatesover multiple objectattributes.
Suchpredicateswork especiallywell for describingspatialregionsin thegameworld. For example,aplayer's interest
in all objectsin thevisibleareaaroundits avatarcanbeexpressedasarangequery(e.g.,10 < x < 50^ 30 < y < 100).
In summary, at eachnode,Colyseusmaintainsreplicasthatarewithin theunionof theAOIs of theprimariesin the
localobjectstore.

Object Discovery ColyseususesbothtraditionalrandomizedDHT andrange-queriableDHTs(describedearlierin
Section3) asscalablesubstratesfor objectlocation.Range-queriesdescribingAOIs,which we call subscriptions, are

2This is because,objectsin avirtual realitygame(in orderto mirror thephysicalworld) have fundamentallylimited ªsensingºabilities.
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class ColyseusObject
GetInterest (Interest ∗ interest ) Obtaindescriptionof object's interests(e.g.,visible area

boundingbox)
GetLocation (Location ∗ locInfo ) Obtainconcisedescriptionof object's location
IsInterested (ColyseusObject ∗other ) Decidewhetherthisobjectis interestedin another
PackUpdate(Packet∗ packet , BitMask
mask)

Marshallupdateof object;bitmaskspeci®esdirty ®elds
for ¢ -encoding

UnpackUpdate(Packet∗ packet ,

BitMask mask)
Unmarshallanupdatefor thisobject

Figure4: The interface that gameobjectsimplement in applications running on Colyseus.

sentandstoredin theDHT. Otherobjectsperiodicallypublishmetadatacontainingthecurrentvaluesof their naming
attributes,suchastheir x, y andz coordinates,in theDHT. We call thesemessagespublications. Subscriptionsand
matchingpublicationsare routedto the samerendezvousnode(s)in the DHT, allowing the rendezvousto sendall
publicationsto their interestedsubscribers.

Theapplicationof DHTsto adistributedgamingarchitectureappearsstraightforward.However, sinceDHTshave
so far beenusedby applicationslike storageandbulk datatransferwith have relatively “static” workloads,several
importantchallengesarise:What is themostappropriatestoragemodelfor quickly changingdataitemsthatmustbe
discoveredwith low latency? Is the load balancingachieved usingrandomnessin DHTs ableto copewith the high
dynamismand skewed popularity in workloads,or would gamesbene�t substantiallyfrom range-queriableDHTs
whichcanbetterpreserve locality anddynamicallybalanceload?Colyseusaddressestheseandotherquestions.

Application Interface FromourexperiencemodifyingQuakeII to useColyseusandourexaminationsof thesource
codeof severalothergames,webelievethatthismodelis suf�cient for implementingmostimportantgameoperations.
Figure4 shows the coreof the object interfacefor gameobjectsmanagedby Colyseus.Thereareonly two major
additionsto thecentralizedgameprogrammingmodel,neitherof which is likely to bea burdenon developers.First,
eachobjectusesGetLocation () to publisha small numberof namingattributes. Second,eachobjectspeci�es its
AOIin GetInterest () usingrangequeriesonnamingattributes(i.e.,adeclarativevariantof how anAOIis currently
computedin games.)

Colyseusallowsnodesto join thesystemin a fully self-organizingfashion,sothereis nocentralizedcoordination
or dedicatedinfrastructurerequired. Eachobject is identi�ed by a globally uniqueidenti�er or GUID (e.g.,a large
pseudo-randomnumber),andeachnodeis uniquelyidenti�ed by a routableend-pointidenti�er or EID (e.g.,an IP
address).ApplicationscanuseGUIDs ashandlesto referto remoteobjects.

Thisarchitecturedoesnotaddresssomegamecomponents,suchascontentdistribution(e.g.,gamepatchdistribu-
tion) andpersistentstorage(e.g.,storingpersistentplayeraccounts).Theproblemof distributing thesecomponentsis
orthogonalto distributinggame-playandis readilyaddressedby otherresearchinitiatives[17,19].

4.1.2 Ar chitecture Components

Colyseusimplementsthe precedingdesignwith threecomponents:an object locator (Section4.1.3),which imple-
mentsa range-queriablelookup systemfor locatingobjectswithin AOIs, a replica manager (Section4.1.4),which
maintainsandsynchronizesreplicaswith primaries,andan objectplacer (Section4.1.5),which decideswhereto
placeobjectsandmigratethemduringgame-play. Althoughall threecomponentsareimplementedin Colyseus,our
focuswill be on the �rst two componentsin this thesis. We assumean object is placedon the closestnodeto the
controllingplayer, which is likely optimalfor minimizing interactive latency. Figure5 shows theinteractionbetween
eachcomponent,thegameapplication,andcomponentsonothernodes.

4.1.3 Object Locator

To locateobjects,Colyseusimplementsa distributedlocationserviceon a DHT. Unlike otherlocationservicesbuilt
on DHTs [10,42], theobjectlocatorin Colyseusmustbeableto locateobjectsusingrangequeriesratherthanexact
matchesandmusthandleacontinuousandchangingquerystreamfrom eachparticipantin thesystem.Moreover, data
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Figure5: The componentsof Colyseus.Cir cledR's representsecondaryreplicas,circledP's representprimary objects.

items(i.e., objectlocationinformation)changefrequentlyandanswersto queriesmustbedeliveredquickly to avoid
degradingtheconsistency of views on differentnodesin thesystem.In this sectionwe describeaspectsof theobject
locatorthatenablesit to meetthesechallenges.In addition,we describehow Colyseuscanleveragerange-queriable
DHTs in its objectlocatordesign.

Traditional vs. Range-queriableDHTs With a traditionalDHT, theobjectlocatorbucketizesthemapinto a dis-
cretenumberof regionsandthenstoreseachpublicationin theDHT underits (random)region key. Similarly, sub-
scriptionsare broken up into DHT lookupsfor eachregion overlappingwith the rangequery. A range-queriable
DHT like Mercury(Section3) maybeanevenbetter�t to a distributedgamearchitecture.Unlike traditionalDHTs
which usediscreterandomkeys (to achieve loadbalance),a range-queriableDHT storeskey-valuescontiguouslyon
theoverlay. This allows rangequeriesto beexpresseddirectly, insteadof having to bebrokenup into multiple DHT
lookups.Moreover, objectlocationmetadataandqueriesarelikely to exhibit spatiallocality, whichmapsdirectlyonto
theoverlay, allowing theobjectlocatorto circumventroutingpathsanddelivermessagesdirectly to therendezvousby
cachingrecentroutes.Finally, sincenodesbalanceloaddynamicallyin a range-queriableDHT to matchthepublica-
tion andsubscriptiondistribution, they maybeablebetterhandletheZipf-lik e regionpopularitydistributionobserved
in Section2.

Colyseusimplementsboththeseobjectlocationmechanisms,andwe evaluatethetrade-offs in [7]. We �nd thata
range-queriableDHT like Mercuryachievesbetterscalabilityandloadbalancethana traditionalDHT whenusedas
anobjectlocationsubstrate,with asmallconsistency penalty.

ReducingDiscovery Latency Regardlessof theunderlyingDHT substrate,theobjectlocatorin Colyseusprovides
two importantprimitivesto reducetheimpactof objectdiscovery latency andoverhead.

InterestPredictionand Aggregation: Spatialandtemporallocality in objectmovementenablespredictionof sub-
scriptions,e.g.,if anobjectcanestimatewhereit will bein thenearfuture,it cansimplysubscribeto thatentireregion
aswell. We usea simplemoving averageof anobject's velocity for prediction,andspecialcasesaremadeif moreis
known aboutanobject's physics(e.g.,missilesalwaysmove in a straightline). A small factor(PubTime) is addedto
accountfor thediscoveryanddelivery timeof publicationsfor objectsenteringtheobject'ssubscriptionvolume.Sub-
scriptionpredictionamountsto speculativepre-fetching of objectlocationattributes.Althoughthis speculationmay
result in extraneousdelivery of matchedpublications,it neednot result in unnecessaryreplication. Upon reception
of a pre-fetchedpublication,a nodecancache(for the lengthof theTTL) andperiodicallycheckwhetherit actually
desiresthepublishingobject(by comparingthepublicationto its up-to-dateunpredictedsubscriptionlocally) before
replicatingtheobject. Interestprediction,therefore,enablesa tunabletrade-off betweenpossibleview inconsistency
andpublicationpre-fetchingoverhead.
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Finally, when a nodehostsmultiple objects,their subscriptionsmay overlap, especiallysincemany are likely
to be spatially nearby(e.g., a player and the missilesit shot). To further reducesubscriptionoverhead,Colyseus
enablesaggregationof overlappingsubscriptionsusinga local subscriptioncache, which recallssubscriptionswhose
TTLs have not yet expired(and,thus,arestill registeredin Mercury),andanoptionalaggregation�lter , which takes
multiple subscriptionsandmergesthemif they containsuf�cient overlap.This �lter usesef�cient multi-dimensional
boxgroupingtechniquesoriginally usedin spatialdatabases[25].

SoftStateStorage: In mostobjectdiscoveryandpublish-subscribesystemsimplementedonDHTs,onlysubscriptions
areregisteredandmaintainedin theDHT while publicationsarenotstoredat therendezvous.Theobjectlocatorstores
bothpublicationsandsubscriptionsassoftstateattherendezvous,whichexpirethemafteraTTL carriedby eachitem.
Whena subscriptionarrives,it matcheswith all currentlystoredpublications,in additionto publicationsthat arrive
afterit.

This designachievestwo goals:First, if only subscriptionswerestored,subscriberswould have to wait until the
next publicationof an interestingobjectbeforeit would be matchedat the rendezvous. By storingpublications,a
subscriptioncanimmediatelybematchedto recentpublications.This suf�ces for informing thenodeaboutrelevant
objectsdueto spatiallocality of objectupdates.Second,differenttypesof objectschangetheir namingattributesat
differentfrequencies(e.g.,itemsonly changelocationsif pickedup by a player),so it would bewastefulto publish
themall at the samerate. Moreover, even objectswith frequentlychangingnamingattributescanpublishat lower
rates(with longerTTLs) by having subscriptionpredictiontake into accounttheamountpossiblestaleness.

4.1.4 ReplicaManagement

Thereplicamanagementcomponentmanagesreplicasynchronization,respondsto requeststo replicateprimarieson
othernodes,anddeletesreplicasthat areno longerneeded.In our currentimplementation,primariessynchronize
replicasin an identicalfashionto how dedicatedgameserverssynchronizeclients: eachframe,if theprimaryobject
is modi�ed, adelta-encodedupdateis shippedto all replicas.Similarly, whenasecondaryreplicais modi�ed, adelta-
encodedupdateis shippedto theprimary for serialization.Althoughotherupdatemodelsarepossiblefor gameson
Colyseus,thismodelis simpleandre�ects thesamelooseconsistency in existingclient-serverarchitectures.

DecouplingLocation and Synchronization: An importantaspectof Colyseus'replicamanageris thedecoupling
of objectdiscoveryandreplicasynchronization.Onceanodediscoversa replicait is interestedin, it synchronizesthe
replicadirectlywith theprimaryfrom thatpointon. Thenodeperiodicallyregistersinterestwith thenodehostingthe
primaryto keepreceiving updatesto thereplica.

Another strategy would be to always placeeachobject on the noderesponsiblefor % DirectUpdates
ObjectType %

Player 98.97
Missile 64.80

All 91.69

Table 2: Percentage of
object updates that can
bypassobject location.

its region (as in cell-basedarchitectures[27, 32,39]). However, FPSgameworkloads
exhibit rapid player movementbetweencells, which entailsmigration betweenservers.
For example,in a 500 playergameon 100 servers(see[7]) with oneregion per server,
thisapproachcauseseachplayerto migrateonceevery10seconds,onaverage,andhence
requiresa frequency of connectionhand-offs thatwould bedisruptive to game-play. Yet
anotherdesignwould beto routeupdatesto interestedpartiesvia therendezvousnodein
theDHT (asin [32]). However, this approachaddsat leastoneextra hopfor eachupdate.
The resultantdelaysaresigni�cantly worsethansendingupdatesdirectly point-to-point,
especiallyconsideringthetargetlatency of 50-100msin FPSgames[2].

In Colyseus,the only time a nodeincursthe DHT latency is whenit mustdiscover an objectwhich it doesnot
have a replicaof. This occurswhentheprimaryjust entersthearea-of-interestof a remoteobject.Table2 quanti�es
how often this happensin the samegameif eachplayerwereon a differentnode(the worst case).For eachobject
type, the tableshows the percentageof updatesto objectsthat werepreviously in a primary's area-of-interest(and
hencewould alreadybediscoveredandnot have to incur thelookuplatency), asopposedto objectsthat just entered.
For playerobjectsalmost99% of all updatescanbe sentto replicasdirectly. For missiles,the percentageis lower
sincethey arecreateddynamicallyandexist only for a few seconds,but over half the time missilereplicascanstill
be synchronizeddirectly also. Moreover, moreaggressive interestprediction, which we discussin the next section,
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wouldfurtherincreasethenumberof updatesthatdonotneedto beprecededby aDHT lookup,sincenodesessentially
discover objectsbeforethey actuallyneedthem.

Proactive Replication: To locateshort-lived objectslike missilesfaster, Colyseusleveragesthe observation that
mostobjectsoriginateat locationscloseto their creator, sonodesinterestedin thecreatorwill probablybeinterested
in thenew objects.For example,amissileoriginatesin thesamelocationastheplayerthatshotit. Colyseusallowsan
objectto attach itself to others(via anoptionalAttachTo() methodthataddsto theobjectAPI in Figure4). Any
nodeinterestedin thelatterwill automaticallyreplicatetheformer, circumventingthediscoveryphasealtogether.

Table3 shows the impactof proactive replicationon the fraction of mis-Proactive Replication
Mean% MissingMissiles

Nodes Players On Off

28 224 27.5 72.9
50 400 23.9 64.5
96 768 27.2 72.9

Table 3: Impact of proactive replica-
tion on missileobject inconsistency.

silesmissing(i.e., missileswhich werein a primary's objectstorebut not yet
replicated)from eachnodes' local object store(averagedacrossall time in-
stances.)We seethat in practice,this simpleadditionimprovesconsistency of
missilessigni�cantly. For example,in a 400 playergame,enablingproactive
replicationreducestheaveragefractionof missilesmissingfrom 64%to 24%.
If we examinedthe objectstores'100msafter the creationof a missile,only
3.4%aremissingonaverage(comparedto 28%withoutproactive replication).
Theremainderof themissingmissilesaremorelikely to beat theperipheryof

objects'AOIs andaremorelikely to toleratethe extra time for discovery. In addition,we notethat the overheadis
negligible.

Replica Consistency: In Colyseus,writesto replicasaretentative andaresentto theprimaryfor serialization.Our
modelgameappliestentative writes (tentatively), but a differentgamemay chooseto wait for the primary to apply
it. In otherwords,individual objectsfollow a simpleprimary-backupmodelwith optimisticconsistency. Thebackup
replicastatetrails theprimaryby a smalltime window ( 1

2 RTT, or, <100msfor 93%of nodepairsin thetopologywe
used),andis eventuallyconsistentafterthis timewindow.

In additionto per-objectconsistency, it is desirableto considerview consistency in the context of a game. The
view of a server (or a player)is thecollectionof objectsthatarecurrentlywithin theunionof theserver's (player's)
subscriptions.Here,we discussview consistency with respectto the TACT model [45], sinceits continuousrange
of consistency/performancetrade-offs likely to be mostuseful to gameapplications.In the TACT model, the view
of a server cande�ne a conit, or unit of consistency. Therearetwo typesof view inconsistency in Colyseus:�rst, a
server is missingreplicasfor objectsthatarewithin its view; andsecond,replicasthatarewithin its view aremissing
updatesor have updatesappliedout-of-order. Both typesof inconsistency actuallyexist in anyapplicationusingthe
TACT model,sincewhena new conit is de�ned, time is requiredto �rst replicatethedesiredpartsof thedatabaseto
“initialize” theconit (resultingin the�rst type)beforemaintainingit (which canresultin thesecondtype). The�rst
type is simply exacerbatedin a distributedgamebecauseviews changefrequentlyandreadsoften cannot wait for
views to �nish forming.

SinceColyseusintroducesmissingreplicasasasigni�cant sourceof inconsistency, weusethenumberof missing
replicasastheprimarymetricwhenevaluatingconsistency. Inconsistency dueto missingor lateupdatescanbeman-
agedin anapplicationspeci�c mannerusingtheTACT model(with gamespeci�edboundson order, numerical,and
stalenesserror).Hence,Colyseusis �e xible enoughto supportgameswith differentview consistency requirements.

We believe thatmostfast-pacedgameswould ratherenduretemporaryinconsistency ratherthanhave theaffects
of writes(i.e.,playeractions)delayed,soour implementationadoptsanoptimisticconsistency modelwith nobounds
on orderor numericalerror in orderto limit stalenessasmuchaspossible.As describedabove, this ensuresreplica
stalenessremainsbelow 100msalmostall of the time. Limited stalenessis usuallytolerablein gamessincethereis
a fundamentallimit to humanperceptionat shorttime-scalesandgameclientscanextrapolateor interpolateobject
changesto presentplayerswith a smoothview of the game[2]. Moreover, we observed that frequentlyoccurring
con�icts canbe resolved transparently. For example,in our distributedQuake II implementation,the only frequent
con�ict that affects game-playis a failure to detectcollisions betweensolid object on different nodes,which we
resolveusingasimple“move-backward” con�ict resolutionstrategy whentwo objectsare“stuck together.” Thegame
applicationcandetectandresolve thesecon�icts beforeexecutingeachframe.
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4.1.5 Object Placement

We proposeanobjectplacementschemebasedon black-boxinferenceof objectinterests.In this scheme,eachnode
constructsa partial interestgraph, whereobjectsareverticesandinterestsbetweenobjectsaredirectededges,which
we call interestlinks. Interestlinks areinferredusingthesubscriptioneachobjectprovides. Edgesareweightedby
their cost; for example,in our currentsystem,they representthe communicationcostassociatedwith maintaining
remoteinterests.Basedon this information,theobjectplacementcomponenton eachnodeusessimpleheurisiticsto
independentlyreducethe(weighted)numberof interestlinks to remotenodes.Dueto changesin interestpatternsor
anincreasein load,a nodemayneedto off-load a subsetof its objectsto anotherlighly loadedmachine.To support
thediscovery of a lightly loadednode,we usea Mercuryhuborganizedby the loadattributeof a node.Thegeneral
conceptis similar to that usedin Abacus[30] to improve applicationperformance,thoughwe exploit propertiesof
interestsin gamesto work with arbitrarygraphs.

Details Theobjectplacementcomponentviews objectplacementasanoptimizationproblem.Herewe presentone
possiblecostmodelbasedon communcationcost,which is thethe limiting factorin a distributedgamearchitecture.
However, we believe it is possibleto usemodelsthataccountfor othercostsaswell (suchasCPUload). We call the
costthata nodeexpendsits load. Our goal is for theload,load n on eachnode,sid n, to remainbetweena low water
mark, lowwater , anda high watermark,highwater (which is lessthanthenode's capacity, to enableit to absorb
bursts.)

To facilitatetheconstructionof theinterestgraph,eachnodemustbeableto infer whatthe“real” interestsof each
objectare.Wetakeasimpleapproachin ourcurrentsystemandsaythatanobjectXhasastableinterestedin objectY
if Xhasmaintainedaninterestin Yfor atimegreaterthansomethreshold.This thresholdcanbedynamicallysetbased
oninteresthistory, or basedonknown applicationsemantics.Objectcosts,caneitherbedeterminedby theapplication
developeror measureddirectly. We have observedthatmessagesizesarevery predictablefor objectsin Quake II, so
weuse�x edvaluesfor thesecostsbasedonourmeasurements.

Finally, to achievethegoalof reducingthenumberof replicasin thesystem,weessentiallywantto clustermutually
interestedobjectsonthesamenode,thereby, limiting thenumberof remoteinterestlinks. In addition,weuseaseparate
loadsheddingheuristicto of�oad objectsfrom anodewhenit is tooheavily loaded(i.e.,abovehighwater .) However,
thisheuristicmustalsotry to avoid increasingthenumberof replicasin thesystemto reducethedangerof oscillations
resultingwith theclusteringheuristic.

Discussion Unfortunately, while themechanismsareintuitive andshown to beusefulfor certainworkloads,with a
realQuake II workload,we observe continuousoscillations.Fundamentally, FPSgamesarevery fast-pacedandthe
object interestsdo not remainstableenoughfor performingclustering. However, we notethat interestinferenceis
a usefulgeneralpurposemechanismfor gamesandsimilar applications;it canbe fruitfully usedfor balancingload
whentheworkloadis lessdynamicascomparedto FPSgames.Also, anyobjectplacementschemecanbe“plugged
into” Colyseussincetheobjectmanagerfunctionsproperlyregardlessof thelocationof objectsin thesystem;object
migrationis anoptimization.Moredetailsabouttheheuristicsandourevaluationcanbefoundin [6].

4.1.6 Evaluation With a RealGame

To demonstratethepracticalityof oursystem,wemodi�ed QuakeII to useColyseus.In ourQuakeII implementation,
we representan object's area-of-interestwith a variable-sizedboundingbox encompassingthe areavisible to the
object. Unmodi�ed Quake II clientscanconnectto our distributedserversandplay thegamewith an interactive lag
similar to thatobtainedwith acentralizedserver. As aresult,thesystemcanberunasapeer-to-peerapplication(with
everyclient runningacopy of thedistributedserver)or asadistributedcommunityof servers.

We usea large,custommapwith computercontrolledbotsastheworkloadfor our Quake II evaluation.We use
the Mercury rangedhtasthe objectlocationsubstrate,andlinearizethe gamemapwhenmappingit onto the DHT.
Furtherdetailsaboutthesetup,theQuake II prototypeandadditionalresultscanbefoundin report[6,7].
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Figure 6: Bandwidth scalingpropertiesusing (a) the model workload and (b) the Quake II workload (note the logarithmic
scale).Part (c) shows the scalingof Quake II, with a constantnumber of players.

Communication Cost

Figure6 comparesthebandwidthscalingof Colyseusrunningp2p gameswith theclient-server andbroadcastarchi-
tecturealternatives.Wesimulatethealternativesusingthesamegame-playeventsastherealexecutiononColyseus.

Figure6(a) shows the scalingpropertieswith rectangularmapsunderour modelworkload. This workloadwas
basedon game-parametersestimatedfrom a setof Quake III gamesplayedby real players.More detailsaboutthis
workloadcanbefoundin [7]. Theworkloadkeepsmeanplayerdensityconstantby increasingthemapsize.Thethin
errorbarindicatesthe95thpercentileof 1 secondburstratesacrossall nodes,while thick errorbarsindicate1 standard
deviation from themean.Thecolyseus andbroadcast linesshow per-nodebandwidthwhile thecolyseus-aggregate
line shows the total bandwidthusedby all nodesin the system.At very small scales(e.g.,9 players),the overhead
introducedby objectlocationis highandColyseusperformsworsethanbroadcast.As thenumberof nodesincreases,
eachnodein Colyseusgeneratesan orderof magnitudelessbandwidththaneachbroadcastnodeor a centralized
server. Moreover, we seethatColyseus'per-nodebandwidthcostsrisemuchmoreslowly with thenumberof nodes
increasethaneitherof the alternatives. Nonetheless,the colyseus-aggregate line shows that we do incur an overall
overheadfactorof about5. This is unlikely to beanissuefor networkswith suf�cient capacity.

Figure6(b) shows the same�gure whenrunningwith the Quake II workload. We observe similar scalingchar-
acteristicshere,exceptthat the per-nodeColyseusbandwidthappearsto scalealmostquadraticallyratherthanless-
than-linearlyasin our modelworkload. This is primarily dueto the fact that theQuake II experimentswererun on
thesamemap,regardlessof thenumberof players.Thus,theaveragedensityof playersincreasedwith thenumber
of nodes,which addsa quadraticscalingfactorto all four lines. To accountfor this effect, Figure6(c) shows how
eachcomponentof Colyseus'traf�c scales(pernode)if we�x edthenumberof playersin themapat400andincrease
the numberof server nodeshandlingthoseplayers(by dividing themequallyamongthe nodes).Due to inter-node
interestsbetweenobjects,increasingthenumberof nodesmaynot reduceper-nodebandwidthcostby thesamefactor.
In this experiment,we seea 3-fold decreasein communicationcostper nodewith a 5-fold increasein the number
of nodes,sooverheadis lessthana factorof 2. We expectsimilar bandwidthscalingcharacteristicsto hold for our
modelworkloadandQuake II if averageplayerdensitywere�x ed.This resultshows thattheadditionof resourcesin
a federateddeploymentscenariocaneffectively reduceper-nodecosts.

View Inconsistency

We now examinethe view inconsistency, i.e., fraction of missinglocal replicas,observed in the Quake II workload
Figure7(a)shows thefractionof replicasmissingaswe scalethenumberof nodesfor a p2p scenario.Theresultsare
very similar to thoseobtainedwith themodelworkload.Notethatnearlyonehalf of thereplicasa nodeis missingat
any giventime instancearrivewithin 100msandlessthan1%take longerthan400msto arrive.

Figure7(b) shows thecumulative distribution of thenumberof missingobjectsfor a 40-fed game.On average,a
noderequires23 remotereplicasat a giventime instance.About 40%of thetime,a nodeis missingno replicas;this
improvesto about60% of the time if we wait 100msfor a replicato arrive andto over 80% of the time if we wait
400msfor a replicato arrive. Theinconsistency is lessfor sparsergameplayouts.
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4.2 PlannedWork

Our evaluationshows that Colyseusis ableto meetthe latency requirementsof FPSgameslike Quake II, maintain
scalablecommunicationcostsandkeepthe view inconsistency to a minimum. A numberof questionsstill remain
regardingColyseus'designandevaluation.Wediscussthesenext.

4.2.1 Measuring View Inconsistency

Although we �nd that fraction of missingreplicasis low, objectsin a view candiffer in semanticvalue; e.g., it is
probablymoreimportantto promptly replicatea missilethat is aboutto kill a playerthana moredistantobject. In
general,a game-speci�cinconsistency metricmight considerthetype,location,andstateof missingobjectsto re�ect
thetotal impacton game-playquality. Dueto locality in objectmovement,Colyseus'replicationmodelaccountsfor
at leastone importantaspect:location. Figure7(c) comparesthe distance(over time) of a player to objectsin its
area-of-interestandthe distanceto thosethat aremissing. Replicasthat aremissingfrom a view tendto be closer
to the peripheryof objectsubscriptions(andhence,fartheraway from the subscriberandprobablylessimportant).
Thedifferencein thedistributionsis not largerbecausesubscriptionsizesin Quake II arevariable,soobjectsat the
peripheryof a subscriptionmaystill becloseto a playerif they arein a small room. I planto explorea moregame-
play-centricevaluationof view inconsistency. In particular, I planto usethequality of thevideo(measuredin terms
of PSNR)resultingfrom thegamestreamasa metricof evaluatinginconsistency. This metric is likely to capturethe
importanceof agameobjectfor the�nal renderedoutput.

4.2.2 Deploymentand Workload Gathering

I have integratedColyseuswith theopen-sourcedQuakeII game,howeversincethegameis old, it is notverypopular.
I intend to integrateit with Quake III now (this could not be doneearlier sincethe gamewas open-sourcedvery
recently),anddeploy it to a wide audience.Performancemeasurementsobtainedfrom this deploymentwill beused
to validatethedesignchoicesmadein Colyseusaswell asserveasworkloadfor futureresearch.

4.2.3 Applicability to Other GameGenres

Throughoutourevaluationof Colyseuswehaveusedworkloadsderivedfrom QuakeII or QuakeIII, whichwebelieve
arerepresentative of FPSgamesin general.However, questionsremainabouthow representative our resultsareto
othergamegenres,suchasmassively multiplayerRolePlayingGames(RPGs.)

RPGshave lower updateratesandhave muchsmallerper-playerbandwidthrequirementsthanFPSgames[15].
Hence,they areusuallydesignedto toleratemuchlongerdelaysin processingplayeractions.In general,thesechar-
acteristicsimply that an RPG gameimplementedon Colyseuswould incur lower communicationcoststhan what
we have measured.We do not expectdiscovery delayandreplicastalenessto changesubstantiallybecausethey are
primarily functionsof systemsizeandnetwork topology. Consistency mayactuallyimprove sinceplayersgenerally
move slower in RPGgames,andplayershave a highertolerancefor inconsistency (lower updateratesimply existing
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gameclientsalreadytoleratestalerstate.)Thus,althoughwehavedemonstratedtwo casestudiesthateffectively used
Colyseus,webelieveit canalsobeappliedto lessdemandinggamegenres.If possible,I planto applyColyseusdesign
techniquesto a realMMORPGgameandvalidatethem.

4.2.4 ConsistencyModels

Colyseusadoptsa simpleprimary-backupreplicationmodelwhich providesper-objectsequentialconsistency. While
we have argueduptil now that this model is suf�cient for FPSgameslike Quake, that is not true for othertypesof
games. For example,virtual money transfersin a MMORPG needtransactionalsemantics.Even for FPSgames,
therearesituationswherestrongerconsistency modelsarenecessary. An explodingmissilewhich kills regardlessof
playerhealth,for example,musteitherkill everybodyin a roomor leave everybodyunharmed.Theexplosionaction
thusneedsto beatomic. TheColyseusmodelalsoimplies thatupdatesfrom two primarynodesmaybereceivedat
a nodein anarbitraryorder. Hence,it is possibleto witnessa playerdie beforethekiller missileexplodes! In such
circumstances,it is desirableto have eventsdeliveredin acausallyconsistentorder.

As partof this thesis,I intendto exploreappropriateconsistency modelsandlighter-weightversionsof distributed
consistency protocols(e.g.,variantsof causalserializability[38]) for Colyseus.It is hopedthatColyseus'�e xibility
in objectplacementwill be usedcrucially in the designof theseprotocols. Note that rigorousconsistency models
arealsoneededfor formalizingtheproblemof cheating(discussedin thenext section.)For example,theconsistency
modeladoptedwill decidewhich distributedeventorderingsarelegitimate(truly concurrent),andwhich area result
of maliciousbehavior.

5 Security in Colyseus:Ensuring Cheat-proof Playouts

We have seenthatColyseuspromisesgoodscalabilityin termsof per-nodecomputationandbandwidthcostswithout
sacri�cing latency performance.Theseguaranteesareunfortunatelynot enoughfor networked games.Playersin a
gamemake every effort to cheat to gain an unfair advantageover otherplayers. If a gamepermitseasycheating,
playersquickly losethe incentive to compete.Thus,it is important,evencrucial, for a gamedesignlike Colyseusto
ensurecheatingpossibilitiesarerare.However, while decentralizationprovidesusincreasedscalability, thelack of a
centralpoint of trust in thesystemcreatesnew possibilitiesfor cheating.In this section,we presentexamplesof the
typesof cheatsthattheColyseusarchitecturemakespossibleandoutlinea genericstrategy for addressingthem.This
sectionrepresentsa majorpart of theplannedwork in this thesis.

5.1 CheatClassi�cation

Recallthattherearethreecomponentsin Colyseus:anobjectlocator, anobjectplacerandareplicamanager. Security
vulnerabilitiesin eachof thesecomponentscan result in cheats. Someof theseare similar to the cheatsin other
architectures,while othersareuniqueto Colyseus.

ObjectLocatorRelatedCheats: If objectlookuprequests(subscriptions)arenotcorrectlyrouted,objectsneededfor
renderinga view will bemissedandhencegame-playwill beaffected.Thereis anincentive for beingmalicious:by
hijackingaplayer'ssubscriptions,theenemycanbecomè invisible' for theplayerwhenenteringthelatter'sviewable
arena.Similarly, playerscansendincorrect(larger thantheir correctAOI) subscriptionsandreceive objectswhich
gamerulestypically disallow. For example,a playermay be ableto seeobjectsin fartherareasof the gameworld
whichmaygive him or heranunfair advantage.

ObjectPlacerRelatedCheats: Playersmaybeableto take advantageof theobjectplacer's decisions.For example,
if the primary copy of a nearbymissileobject is locatedon the samenodeasthe player, the playercantinker with
theexecutionof themissile's think functionin orderto gain anadvantage(by sendinginvalid “kill” writesto another
player's object,for example.)

ReplicaManager RelatedCheats: Thereplicamanagerdesignis alsosusceptibleto cheatingattacks.Notethateach
objecthasasingleprimarysituatedonsomenode,andall writesto theobjectpassthroughthisnode.In particular, for
a P2Pdesign,eachplayeris in chargeof theprimarycopy of its own gameobject! This designgivesunprecedented
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andtotal controlof theobjectto theprimarynode:thenodecanperformarbitrarywrites,canignorevalid writessent
from otherreplicasandcanperformanarbitraryserializationof writes. For example,theplayernodecouldalways
claim thatit receivedthekill updatefrom amissilelaterthanits own update position update.Thiswouldensure
theplayeris never killed.

In this thesis,we shall focus for the most part on the latter two cheattypes. We believe that it is possibleto
leveragesecurityarchitecturesfor DHT systems[12, 21] to perform secureobject lookupswith high probability.
Improperlookups(subscribingto largepartsof theworld) canbethwartedby intermediateroutingnodesif they look
at thecurrentpositionof thesubscribingplayer. Anotherpossibility is to utilize thewitnessnodes(describedin the
next subsection)to generatesubscriptions.

5.2 ProposedDesign

Our focusis to avoid cheatsin theobjectplacerandreplicamanagerin Colyseus.This problemcanberephrasedas
follows: wewantto ensurethatwritesto distributedobjectsareappliedin accordancewith gamerules.Noticethatit is
possibleto formulatethisproblemasaninstanceof a fault-tolerantreplicatedstatemachine.Rulesof thegamede�ne
valid transitionsof this statemachine.Eachnodein thesystemactsbothasa possiblybyzantineclientandapossibly
byzantineserver, performingreadandwrite operationson the global gamestate. Protocolslike BFT [13] canbe
appliedto theproblemsincethey providesafetyandlivenessevenin thepresenceof byzantineclients.Unfortunately,
suchprotocolsarequiteexpensive,especiallyin termsof thelatency constraintsthey force.As such,usingtheseis not
feasiblefor games,particularlyfast-pacedones.In general,giventheneedfor high performance,it seemsimpossible
to preventcheatingaltogether. Therefore,theemphasisin this thesiswill bemoreon detectingcheatingin a timely
mannerasopposedto preventingit.

5.2.1 DesignOverview

At a high level, our designcanbe thoughtof asa distributedauditor. With eachnodeA in thesystem,we associate
anotherrandomlychosenwitnessnodeWA, whichoverseestheoperationsof nodeA. All operationsperformedby node
Aareloggedsecurelyat thewitness.Theselogscanthenbeauditedat a laterstageto detectincorrectbehavior. They
canalsobeusedto selectively rollbackapplicationstate,asfarasis feasible.

Notice that our designnecessitatesthat a witnessdoesnot have any vestedinterestin the witnessednode. In
otherwords,thewitnessshouldneitherbemaliciousnor colludewith thewitnessednode. During the �rst phaseof
this study, we will assumethata randomlypickedwitnessis suf�cient for theabove purpose.If a witnessis chosen
suchthatanattacker cannotmaliciouslywitnessa nodeof its choice,it is possibleto make this non-collusionmodel
practicable.Pickingarandomnodecanbeaccomplishedin variousways.For example,if weassumeaDHT substrate
exists for object lookup, witnessfor a nodeA canbe de�ned assuccessor (hash(IP A)). A pseudo-randomhash
functionwill ensurethatthewitnessis selecteduniformly at randomfrom thenetwork. It alsoensuresthatamalicious
witnessnodecannotchooseaparticularnodeto spy on. Theabovesimplechoiceis notwithoutweaknesses.I planto
explorehow muchvulnerability this causes.I alsoplanto explore thechallengesof generalizingthemodelto allow
byzantinebehavior by thewitness.

Witnessesand Logging In orderto auditplayeractionsata laterpoint in time,it is necessaryto log all updatesdone
by a player. Furthermore,theplayershouldnot beableto tamperwith thelogsafterhehasmodi�ed thegamestate.
In our design,thewitnessplaystherole of ensuringtheauthenticityof thelog. In thecurrentdesign,we achieve this
is by sendingall updatesvia thewitnessnode.

Consideraplayer objectwhoseprimaryis hostedatnodeB, asshown in Figure8. All writesto player (including
thosedoneby its primarynodeB) aresentthroughthewitnessWB for nodeB. Thus,whena missile objecton node
Aperformsa write to theplayer replicaon nodeA, this updateis sentin encryptedform to witnessWB. Thewitness
ordersupdatesandsendsthemover to nodeB wherethey arecommitted.The witnessthusactsasthe serialization
point for updatesto theplayer object.This designaddsadditionaldelayto theprimary! replicaupdatepathsince
updatesdoneby theprimary itself alsoneedto besentto thewitness.To alleviate this, we proposethat theprimary
send“optimistic” writesdirectly to thereplicaat thesametime it sendsthemto thewitness.Becausethewitnessmay
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endup invalidatingsomeupdates,in somecases,theoptimisticwritescanresultin objectinconsistency for a small
window of time (approximately1.5 RTT.) However, weexpectsuchsituationsto beinfrequent.

Writesareencryptedusingasharedkey establishedbetweeneachreplicaandtheprimarynode.Encryptionensures
thatthewitnesscannotmaliciouslyre-orderor dropupdatesusinginformationwithin thewrites.Thewitnesscanstill
behave maliciouslyin otherways;Section5.2.2discussesthis in moredetail. Thewitnessalsostorestheencrypted
updatesin its log for later auditing. To prevent a maliciouswitnessfrom lying andclaiming it doesnot have some
updateswhich it really doeshave, witnessesarerequiredto senda signedacknowledgementbackto the witnessed
node.Thatnodekeepsa log of theseacknowledgements,to prove thatupdatesdid indeedreachthewitness.

Detecting Cheatsusing Audits Most currentgamesof todayarestructuredasstatemachineswherethe actions
performedby playersandAI entitiescorrespondto transitionswithin thegamestate.Thesetransitionscanbeutilized
to checkthevalidity of local gamestatesmaintainedby nodes(i.e., statesof theprimaryobjectsin their local object
stores)in thesystem.Webrie�y discussthechallengesof deriving suchrulesfor realgamesin Section5.2.2.

Givena setof suchrules,playerscanrun a proof-checker in the

Fast�path for 

Node A Node Bupdates

Witness
  Node

BW

to player object

Serialized 
  writesEncrypted writes

Missile
Primary

Player
Replica Primary

Player

Figure 8: Flow of distrib uted object writes in the
witnessmodel.

backgroundto checkif a playerthey areinteractingwith is poten-
tially cheating. No extra communicationis requiredin this case
since the player will alreadyhave replicasof interactingplayers
whichareupdatedeveryframe.Suchcheckingis notpossible,how-
ever, for playerswhich arenot interactingwith any otherplayer. In
suchcases,it is the responsibilityof thewitnessnodeto randomly
performasanitycheckfor thestatereportedby thewitnessednode.
Sincethe witnessalreadyhasa log with encryptedupdates,it can
just askthenodeto reveal its encryptionkey for theupdatesit sent
in thepast.Thenodeis thenaskedto updateits privateencryption
key sothatthewitnesscannottamperwith newerupdates.

We assumethe existenceof a centralizedtrustedentity in the
system,which canperformthe role of anauditor. Theauditorcan

performtheabove-mentionedcheat-detectionuponrequest.Trustin theauditornodecanbeusedto imposepenalties
on cheatingnodes(by isolatingthemfrom thegame,for example.)Notethat,in our systemmodel,we assumenodes
have IDs obtainedthroughan authenticationprocedurewhich associatescredit cardsor otherpersonalinformation
with the ID. This is neededin order to prevent Sybil attacks,and is a natural�t for the businessmodel for online
gamesaswell.

5.2.2 Challenges

A numberof challengesmustbe addressedin order to make the above high-level designpractical. Firstly, in the
witnessmodel,all updatesmadeto a local objectmustbe sentto the witnessnodefor serialization. This is quite
expensive. Hence,we needto explore waysto make it moreef�cient. Onepossibility is for the nodeto only send
periodiccommitmentsof thecurrentstateto thewitness.A commitmentfor framesf1 ! f1 + ∆ is a hashover the
statesof primariesandreplicasfor eachof theseframes.Thus,thenodecantamperwith its log only within asetof ∆
frames.∆ allowsa tradeoff betweenbandwidthoverheadandcheating�e xibility availableto thenode.

Anotherimportantchallengeis thefactthatnodesmayfeign delayedreceiptsof messages.For example,a player
may claim it received an updatefrom a closingdoor only after he hadmadehis move. In general,a nodemay not
applycertainupdatescomingfrom otherprimariesto its local replicas.Therootcauseof theseproblemsis thelackof
game-level synchronizationandtheweakconsistency modelprovidedby Colyseus.By exportingstricterconsistency
modelsandappropriatesynchronizationprimitives,it is possibleto alleviatesuchcheats.However, caremustbetaken
to avoid stallsin gameexecutiondueto frequentlocking.

Finally, automaticcheatingdetectionusingtransitionrule checkingis non-trivial, aswell. The problemis that
someof the transitionrules(e.g.,motionphysicsof travelling missiles)canbe quitecomplex. Onepossibility is to
usethegamedevelopers'insightsfor approximatingsuchcomplex rules.For example,insteadof verifying whethera
positionupdatewasabsolutelycorrect(i.e., preciselyfollowing gamephysics)at every frame,it might suf�ce to say
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thataplayerwith certaincapabilitiescannotmovemorethanx unitsin aparticulardimensionin 10frames.Also,non-
determinismin statetransitions(for example,whenrandomnumbergeneratorsmight beusedto decideAI moves),
needsto becapturedfor verifying statetransitions.

6 RelatedWork

In this section,we list thedesignsadoptedby currentgames,aswell aspreviousresearcharchitecturesfor distributed
games.SeeSection1 for adetaileddiscussionon theirdrawbacksandhow theColyseusdesignimprovesuponthem.

Somegames(e.g.,MiMaze [23], Halo [1], andmostRealTime Strategy (RTS) games[3]) usea parallel simu-
lation architecture,whereeachplayerin thegamesimulatestheentiregameworld. All gameobjectsarereplicated
everywhereandkept consistentusinglock-stepsynchronization.The obvious disadvantagesof this architectureare
its broadcastingof updatesto every player, resultingin quadraticbandwidthscalingbehavior, andits needfor syn-
chronization,limiting responsetime to thespeedof theslowestclient. Thesede�cienciesaretoleratedin RTS games
becauseindividualgamesrarelyinvolvemorethan8 players.

Second-Life[39] and Butter�y.net [27] perform interest�ltering by partitioning the gameworld into disjoint
regionsor cells. Much like Colyseus'DHT-basedlookup, SimMUD [32] makesthis approachfully distributedby
assigningcells to keys in a DHT. Zou, et al. [48] theoreticallycomparecell-centricapproacheswith entity-centric
approaches,like Colyseus.While our resultsshow thatsucha designworkswell, it doeshave someweaknesses.The
granularityof the cells mustbe chosento carefully matchthe typical area-of-interestsize. This may be dif�cult in
somegameswherethearea-of-interestsizevarieswidely.

Furthermore,while theaboveapproachessharesomecommonalitieswith ourdesign,webelievewearethe�rst to
demonstratethefeasibility of implementinga real-world gameon a distributedarchitecturethat is not designedfor a
centralizedcluster(likeSecond-LifeandButter�y.net).Colyseusis alsoableto supportFPSgameswhichhavemuch
tighterlatency constraintsthanRPGs(whichweretargetedby SimMUD, for example.)

Severalarchitecturesproposedfor DistributedVirtual Reality (VR) environmentsanddistributedsimulation(no-
tably, DIVE [22], MASSIVE [24], andHigh Level Architecture(HLA) [26]) havesimilargoalsasColyseusbut focus
on differentdesignaspects.DIVE andMASSIVE focuson sharingaudioandvideo streamsbetweenparticipants
while HLA is designedfor military simulations.Noneaddressthespeci�c needsof modernmultiplayergamesand,to
ourknowledge,nonehave beendemonstratedto scaleto largenumbersof participants.For example,DIVE andHLA
originally assumedwide-scaledeploymentof IP-Multicast.

7 Work Plan and Timeline

This sectionsummarizesthecompletedandremainingwork in this thesis.The itemsfollowedby ¤ areconsidered
necessaryfor a minimum acceptablethesis;thosefollowed by ? arepart of the expectedthesis. Bonusitemsare
markedwith ??. Work alreadydoneis markedby aX , anditemsthatI planto leave to futureresearchersby y.

I TheMercuryrange-queriableDHT

. Designof theroutingprotocolsupportingscalablerange-queryroutingin distributedsystemswith dynamic
load-balancing.X

. Simulation-basedevaluationof thescalabilityof thesystem.X

. Implementationof theMercuryprotocolwith all features.Publicreleasefor otherresearchers.X

I ColyseusArchitecturefor MultiplayerGames

. Designof the basicarchitectureconsistingof threemajor components:ObjectDiscovery, ObjectPlace-
mentandReplicaManagement.X

. Implementationandevaluationon theEmulabtestbedusinga toy-game(for controllingvariousparame-
ters)andusinga realFPSgame(Quake II). X
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. Developmentof variantsof strongerconsistency models(causalconsistency, atomicity) for applicability
to othergames.¤ y

. EvaluationusingadeployedQuake III implementation.?

. WorkloadcharacterizationusingthedeployedQuake III implementation.??

. Bettermetricsfor measuringview inconsistency in games.?y

I Securityin theColyseusArchitecture

. Developawitness-basedsystemfor irrepudiableloggingandauditing.¤

. Implementationwithin Colyseusandintegrationwith theQuake III implementation.?

. Generalizationto byzantinewitnessbehavior. ??y

Work Item ApproximateTime frame
Developmentof newerconsistency andanti-cheatprotocols Apr 06 ! Jun06
IntegratingColyseuswith Quake III Apr 06 ! Jun06
Implementationof anti-cheatprotocolswithin thewitness-basedscheme Jun06 ! Aug 06
Implementationof PSNRcomputation Jun06 ! Jul06
Deployment,trace-gatheringandevaluationof Quake III Jul 06 ! Oct06
Possiblesubmissionto NSDI 2007 Oct06
Work onbonusitemsandwriting Oct06 ! Jan07

Table4: Timeline for completionof plannedwork

Table4 shows theroughtimelineplannedfor thecompletionof thework itemspresentedabove.

8 ExpectedContrib utions

I expectthis thesisto make thefollowing contributions:

² TheMercuryrange-queriableDHT. This is the�rst distributedroutingprotocolproviding range-querysupport
and dynamic load-balancing. One importantcontribution of the Mercury systemis its useof light-weight
samplingtechniquesto estimatevarioussystem-widemetricsfor performingmany optimizations.Mercuryhas
alsobeenimplemented.This artifactis anotherrelatedcontribution of thethesis.This will allow researchersto
useit asabuilding blockandmakeimprovementsto it. It hasalreadybeenusedfor a“defragmented”distributed
�le system[29] for guaranteeinghigheravailability andperformance.

² Design,implementationandevaluationof theColyseusarchitecturefor distributedinteractivemultiplayergames.
Colyseusis the �rst distributeddesignto besuccessfullyappliedfor scalingfast-pacedFPSgameswhich de-
mandtight latency bounds.At thesametime, thearchitectureis �e xible, permitsvariousload-balancingalgo-
rithmsandpermitsa varietyof consistency modelsto bebuilt on top. Thus,it canserve asa scalablesubstrate
for agamutof virtual realitygames.

² A largeportionof theColyseusdesignhasbeenimplementedandintegratedinto arealgame(QuakeII). I intend
to integratewith themorepopularQuake III game,deploy it andpresentmeasurementresults.This evaluation
will be oneof the �rst large scaleevaluationsof networked games. The workloadandclient resourcesdata
generatedwill bevaluablefor furtherresearch.

² Finally, the anti-cheatingmeasuresdevelopedfor Colyseuswill encouragemore deploymentsof distributed
architecturesfor networked applications. I hopethesemeasureswill also lead to a family of lighter-weight
Byzantinefault-toleranceprotocolsproviding high performanceat thecostof weaker guarantees(suf�cient for
certainscenarios.)
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