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Strong Language

Ed Nisley

in Dr. Dobb’s Journal, CMP Publishers, October 2005
|

CAN-2004-1137: Multiple vulnerabilities in
the IGMP functionality for Linux kernel

2.4.221t02.4.28, and 2.6.x to
cal and remote attackers to|
of service or execute arbitra
the ip_mc_source function|
ments a counter to -1, or (2) {
sources function, which do
validate IGMP message para
forms an out-of-bounds red

CAN-2004-0258: Multiple buffer overflows

in RealOne Player, RealOne Player 2.0, Real-
One Enterprise Desktop, and RealPlayer En-
terprise allow remote attackers to execute
arbitrary code via malformed (1) .RP, (2)
RT, (3) .RAM, (4) .RPM or (5) .SMIL files.

| CAN-2005-1263: The elf_core_dump func-

CAN-2005-1211: Buffer overflow in the PNG

image rendering component of Microsoft In-
ternet Explorer allows remote attackers to ex-
ecute arbitrary code via a crafted PNG file.

If.c for Linux kernel 2.x.x
x to 2.4.31-prel, and 2.6.x
ws local users to execute
h an ELF binary that, in cer-
hvolving the create_elf_ta-
uses a negative length ar-

signed integer comparison,

| leading to a buffer overflow.

So, what exactly is a buffer
overflow?




A very simple program
_ ——————————————————————————————————————————————— |

#include <stdio.h>
void print_itivoid
char s(8];
scanf("%s", s);
printf{"%s\n", s);
int mainivoid

print_it();

return 0; = fTemp/IS

-Wall echo.c -o echo

cho

Extra code

#include <stdio.h>
#include <stdlib.h>

void print_itivoid
char s 81;
scanf("%s", s);
printf("%s\n", s5);
void hack!void
It could be printf f%'ue1peen hacked!\n"
| system "1s -1");
a ot worse! printf("Done!\n");
int main void
print_it();

return 0;




#include <stdio.h>
#include <stdlib.h>

\foi d print_it(void)

char s[8];
Stack before the call:\n
8x \n

\t %08x \n

\t %08x ‘\n",

\t %08x \n",
scanf("%s", s);
printf("%s\n", s);

printf(" \t %08x \n", = (

H
void hack(void)
pr1ntfl 'I ve heen hacked!\n");

system("ls -
printf(’ Done'\n"‘\

}

]&nt main(void)
printf("Address of print_it: \t %
printf("Address of hack: A\t %
print_it();
return 0;

}

printf("stack after the caﬂ \n");
printf (" \t %08x \n", * ( (int
printf \t %08x \n nt
printf(" \t %08x \n nt

Examining some internal aspects of our program...
_

+ 4+t

=
N oD

+ 4+t

=
N oD

rint_it);
ack);

Result of executing it

& Memp/IS

Add
Add

The ASCII code of ‘A’ is 0x41!




Execution Stack on x86

Stack Bottom —_—

Call Arguments

Return Address

%EBP (saved)

Saved Registers

Local Variables

YESP =
(stack pointer)

J\

Stack Frame of
who calls the
routine

Current
Stack Frame

The Attack!

Stack Bottom —_—

Call Arguments

Write until the
return address
is modified!

The “s” buffer
is here

J\

Stack Frame of
who calls the
routine

Current
Stack Frame




The execution revisited

= Temp/IS

f hack:

=
oW

n

]'4]
—8]

A O/t
I

AETURN]
.Y

NI

n

02N

[RETURN]

$ ./echo
Address of print_it:

before the call:

611011

00000021
0022cced
004011b1

41474141
00414141
0022ccel
004011b1

5

[
P

0x401050
0x40112e

Put the address of
hack() into the return
address of the function!
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Quite Simple...

£ fTemp/IS

L ]

Segmentation

$

fault (core dumped)




What's happening?

* TemplIS

String is longer than
the buffer size. Return
address is
overwritten.

Malicious code
executing

It crashes at the end. -

But... the harm is
already done!
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But where does the hack() function comes from???
|

CAN-2005-1211: Buffer overflow in the PNG
image rendering component of Microsoft In-
ternet Explorer allows remote attackers to ex-
ecute arbitrary code via a crafted PNG file.

Normally, buffers are not long enough to store the code directly
(e.g. s[] is only 8 bytes long — not enough for hack  ()). But, if
your program reads data from some other source, sto ring it in
memory, it's normally easy to find out the address of that
buffer. In that case, the return address of the exp  loitable
function is to be filled in with the address of the relevant buffer.
E.g. an image!




But...

#include <stdio.h>
#include <stdlib.h>
\Em'd print_it(void)
char s[8];
printf("stack before the call:\n");
printf(”  \t %08x \n", * ( (int*)(s + 0) ) );
printf(”  \t %08x \n", * ( (int*)(s + 4) ) );
printf("  \t %08x \n C (int*)(s + 8) ) J:
printf("  \t %08x \n", * ( (int*)(s + 12) ) J;
scanf("%s", s);
printf("%s\n", 's);
printf("stack after the call: 5
printf("  \t %08x \n", * ( (int*)(s + 0) ) );
printf(”  \t %08x \n", * ( (int¥)(s + 4) ) );
printf(”  \t %08x \n C (int¥)(s + 8) ) );
. printf("  \t %08x \n", * ( (int¥)(s + 12) ) )}
\Em'd hack(void)
printf("I've been hacked!\n");
system("1s -1");
printf("Done!\n");
int main(void)
printf(“Address of ﬁrint,it: \t %p \n”, print_it);
printf("Address of hack: \t % \n", hack);
print_it(;
return 0;

Corrected Code
- |

#include <stdio.h>

yoid print_it void)

Do not use “unsecure” functions!!!
Be very careful!

char s 8];

scanf("%/s", s); gets()/fgets()
: printf("%s\n", 5); scanf()/fscanf()
strcat()/strcpy()
jnt mainivoid -

|

print_it();

Do you think this code is now
return 0;
| very secure?
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Some compilers are getting “smarter”...
_ ——————————————————————————————————————————————— |

void print_it (void)

1
00411330 push
00411331 mov
00411333 sub
0041133% push
00411332 push
00411338 push
0041133C lea
00411342
00411347 mov
0041134C rep stos
char a[8];

scanf ("%s", =3);
0041134E mov
00411350 1lea
00411353 push
00411354 push
0041135% call
0041135F =add
00411362 cmp
00411364 ecall

printf("%s\n", s);
00411369 mov
0041136B 1lea
0041136E push
0041136F push
00411374 eall
00411378 add
00411370 cmp

| Microsoft Visual Studio 2005

=
ebp, esp

esp, 0D0R

ebx

esi

edi

edi, [ebp—0D0h]
ecx, 34h

eax, 0CCCCCCCCh
dword ptr es:ledil

esi,esp
eax, [s]
eax

et string "&3" (415640k)
dword ptr [__imp scanf (418270h]]
esp, 8

esi,esp

@ILT+270 (__RTC_CheckEsp) (411113h)

Check if the stack has

esi,esp been corrupted!
eax, [2]
eax

set string "%s\n" [41563Ch)
dword ptr [__imp prinsf (418278h)1
esp, &

esi, esp /
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Some compilers are getting “smarter”...

++ Debug

Debug Error!

Program:
Module:
File:

\tempihellobuffer\debug'HelloBuffer. exe
\tempihellobufferidebug\HelloBuffer .exe

Run-Time Check Failure #2 - Stack around the variable 's’ was corrupted.

(Press Retry to debug the application)

Retry Ignore

18




So...
- |

CAN-2004-1137: Multiple vulnerabilities in
the IGMP functionality for Linux kernel

4. 4.28, and 2.6. .
gﬁzleéortzeti(ft% :It:aclz(er: ttg CAN-2004-0258: Multiple buffer overflows

of service or execute arbitrd jn RealOne Player, RealOne Player 2.0, Real-

These engineers were quite sure they were writing
correct code. The devil is in the detalils.

Software engineering processes are essential for
writing secure code. And, even then...

CAN-20U>-1211: buller overrow 1 the FING  |x to 2.4.31-prel, and 2.6.x
i i i - pws local users to execute
image rendering component of Microsoft In e e
ternet Explorer allows remote attackers 0 €X- | yvino the create eif.ia-
ecute arbitrary code via a crafted PNG file. |uses a negative length ar-
signed integer comparison,
| leading to a buffer overflow.
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So, why Security?
|

- & J 01
2 &
3 # #$

! "0

4

4

4

&

«The Microsoft Security Response Center believes a
security bug that requires a security bulletin cost sin
the neighborhood of $100.000. »

[Howard2002]

20
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Falhas de Seguranca
|

Ross Anderson, "Why Cryptosystems Fail ", in Proc. of the
i 1st ACM conference on Computer and Communications Security,
i Fairfax, Virginia, United States, 1993

In this article, we present the results of a survey of the
failure modes of retail banking systems, which constitute
the next largest application of cryptology. It turns out that
the threat model commonly used by cryptosystem designers
was wrong: most frauds were not caused by cryptanalysis or
other technical attacks, but by implementation errors and
management faillures. This suggests that a paradigm shift
15 overdue in computer security; we look at some of the al-
ternatives, and see some signs that this shift may be getting
under way.

22
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Some Examples (Inside Jobs)
_ ——————————————————————————————————————————————— |

Many frauds are carried out with some inside knowl-
edge or access, and ATM fraud turns out to be no

In a recent case, a housewife from Hastings, Eng-
land, had money stolen from her account by a

Technical staff also steal clients’ money, know-
ing that complaints will probably be ignored. At
one bank in Scotland, a maintenance engineer fit-
ted an ATM with a handheld computer, which
recorded customers’ PINs and account numbers.
He then made up counterfeit cards and looted
their accounts [C1] [C2]. Again, customers who
complained were stonewalled; and the bank was

bank clerk who issued an extra card for it. The

One bank had a well managed system, in which
the information systems, electronic banking and
internal audit departments cooperated to enforce
tight dual control over unissued cards and PINs in
the branches. This kept annual theft losses down,
until one day a protegé of the deputy managing
director sent a circular to all branches announcing
that to cut costs. a number of dual control pro-
cedures were being abolished, including that on
cards and PINs. This was done without consul-
tation, and without taking any steps to actually
save money by reducing staff. Losses increased
tenfold; but managers in the affected departments
were unwilling to risk their careers by making a
fuss. This seems to be a typical example of how
computer security breaks down in real organisa-

tions.
23
Some Examples (Outside Jobs)
|
In a recent case at Winchester Crown Court in
England [RSH], two men were convicted of a sim-
ple but effective scam. They would stand in ATM
queues, observe customers’ PINs, pick up the dis-
carded ATM tickets, copy the account numbers
from the tickets to blank cards, and use these to
loot the customers’ accounts.
This trick had been used (and reported) several The fastest growing modus operandi is to use false
years previously at a bank in New York. There .
the culprit was an ATM technician, who had been terminals to collect customer card and PIN data.
fired, and who managed to steal over $80.000 be- Attacks of this kind were first reported from the
fore the bank saturated the area with security US_A oa 1988; there, crooks built a vending ma-
men and caught him in the act. chine which would accept any card and PIN, and
These attacks worked because the banks printed dlspen_se B packet Of cigarettes. They put their
the full account number on the ATM ticket, and nvention in a sho_pplng mall, and harvested PINs
because there was no cryptographic redundancy and r.'na.gnetlc St“pl cl.a,ta. by moc.lem. A more re-
on the magnetic strip. One might have thought cent mstance Qflthls il Cnnnectlcu,: got substan-
tial press publicity [J2], and the trick has spread
to other countries too: in 1992, criminals set up
a market stall in High Wycombe, England, and
customers who wished to pay for goods by credit
card were asked to swipe the card and enter the
PIN at a terminal which was in fact hooked up to
a PC. At the time of writing, British banks had
still not warned their eustomers of this threat.
24
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Some Examples (Technical)
_ ——————————————————————————————————————————————— |

Another technical attack relies on the fact that
most ATM networks do not encrypt or _authen-
ticate the authorisation response to the ATM.
This means that an attacker can record a ‘pay’
response from the bank to the machine, and then
keep on replaying it until the machine is empty.
This technique, known as ‘jackpotting’, is not lim-
ited to outsiders - it appears to have been used
in 1987 by a bank’s operations staff, who used
network control devices to jackpot ATMs where
accomplices were waiting.

Another bank’s systems had the feature that when
a telephone card was entered at an ATM, it be-
lieved that the previous card had been inserted
agam. Crooks stood 1n line, observed customers’
PINs, and helped themselves. This shows how

even the most obscure programming error can

lead to serious problems.

Test transactions have been another source of trou-
ble. There was a feature on one make of ATM
which would output ten banknotes when a four-
teen digit sequence was entered at the keyboard.
One bank printed this sequence in its branch man-
ual, and three years later there was a sudden spate
of losses. These went on until all the banks using
the machine put in a software patch to disable the

One small institution issued the same PIN to all
its customers, as a result of a simple programming
error. In yet another, a programmer arranged
things so that only three different PINs were is-
sued, with a view to forging cards by the thou-
sand. In neither case was the problem detected
until some considerable time had passed: as the

transaction.

25

Programmers at one bank did not even go to the
trouble of setting up master keys for its encryp-
tion software. They just directed the key pointers
to an area of low memory which is always zero at
system startup. The effect of this was that the
live and test systems could use the same crypto-
graphic key dataset, and the bank’s technicians
found that they could work out customer PINs
on their test equipment. Some of them used to

Some Examples (Technical) (2)

When the bank wished to establish a zone key with

Some brands of security module make particular
attacks easier. Working keys may, for example, be
generated by encrypting a time-of-day clock and
thus have only 20 bits of diversity rather than the
expected 56. Thus, according to probability the-
ory, it is likely that once about 1,000 keys have
been generated, there will be two of them which
are the same. This makes possible a number of

VISA using their security module, they found they
had no terminal which would drive it, A contractor
obligingly lent them a laptop PC, together with soft-
ware which emulated a VT100. With this the various
internal auditors, senior managers and other bank dig-
nitaries duly created the required zone keys and posted
them off to VISA.

However, none of them realised that most PC termi-
nal emulation software packages can be set to Iog all
the transactions passing through, and this is precisely
what the contractor did. He captured the clear zone
key as it was created, and later used it to decrypt the
bank’s PIN key. Fortunately for them (and VISA), he
did this only for fun and did not plunder their network

being conceived and carried out.

‘We know of cases where a bank subcontracted all
or part of its ATM system to a ‘facilities man-
Eggment-' firm, and gave this firm its PIN lﬂ.
There have also been cases where PIN keys have
been shared between two or more banks. Even
if all bank staff could be trusted, outside firms
may not share the banks’ security culture: their
staff are not always vetted, are not tied down for
life with cheap mortgages, and are more likely to
have the combination of youth, low pay, curiosity
and recklessness which can lead to a novel fraud

26
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out.

Qu|te SenOUS' Cryptanalysis may be one of the less likely threats to
banking systems, but it cannot be completely ruled

Security by Obscurity

Since world war two, a curtain of silence has descended
on government use of cryptography. This is not surpris-
ing, given not just the cold war, but also the reluctance of
bureaucrats (in whatever organisation) to admit their fail-
ures. But it does put the cryptosystem designer at a se-
vere disadvantage compared with engineers working in other
disciplines; the post-war years are precisely the period in
which modern cryptographic systems have been developed
and brought into use. It is as if accident reports were only
published for piston-engined aircraft, and the causes of all
jet aircraft crashes were kept a state secret.

Wrong Risk Model

Misunderstanding Technology

The basic assumptions behind this program are that im-
plementation and operation will be essentially error-free,
and that attackers will possess the technical skills which are
available in a government signals security agency. It would
therefore seem to be more relevant to military than civilian
systems, although we will have more to say on this later.

Underlying many of these control failures is poor
design psychology. Bank branches (and computer
centres) have to cut corners to get the day’s work
done, and only those control procedures whose
purpose is evident are likely to be strictly ob-
served. For example, sharing the branch safe keys
between the manager and the accountant is well
understood: it protects both of them from having
their families taken hostage. Cryptographic keys
are often not packaged in as user-friendly a way,
and are thus not likely to be managed as well,
Devices which actually look like keys (along the
lines of military crypto ignition keys) may be part
of the answer here.

Human Factor

Corporate politics can have an even worse effect, as we
saw above: even where technical staff are aware of a security
problem, they often keep quiet for fear of causing a powerful
colleague to lose face.

27
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Security — Basic Aspects
_ ——————————————————————————————————————————————— |

5 &

56

5/

29

Protection — Main Concerns
- |

5

30
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Some Typical Examples

/ 18#
& 7=
+ 4 1-4"7 <
9 8
2 9 3
- 9 3
9 3 9 % & 7. 1
3 & % 3 & 8 7
4 78
3 3 73 4

This is not a security course, thus we will not

address these issues in detail.

31

Security is not something you “add” to
a system. Security is something that
must be considered from the beginning,
inclusively during requirement
gathering and analysis!

32
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Fundaments

I& 1
& +
- & 5
'&
&
< 5
ol # S #
I %
# $# 1%
& ! # 1% $# %

33

Fundaments (2)

34
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Human-Computer Interaction is Critical

35

Another Example
|

“A nationwide PC retailer protects its PCs using a
password system. Passwords change every month,
having to be unique over time. Employees choose
their own passwords.

/ 5
8 &
- >
2( &
8
8 & /
$
&
| % ?Q@@A"
B l& & $

36
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1. Establish a Security Process

I &
& 5
9 ‘< "9 % # &
2 )
< &
8 &
#

39

2. Define the Product Security Goals

6

40
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2. Define the Product Security Goals (2)

41

3. Consider security as a product feature
|
/ :
@ 9
cs -
25
B5 -
D5  %#
>5 3
= 5
2(
4 #
3 # & #
3 9 42
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4. Learn from Mistakes
- |

« What doesn’t kill you makes you stronger. »

J & +
( I n
/
*&
2 :
& & ;
& & &

43

5. Use Least Privilege

« An application should always execute with
the minimum privileges possible. »

pmarques I’roperties

;&
8 I &
(
Why do this?

44
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6. Use “defense in depth”

Imagine that your application is the last
instance still standing. Every other defense
mechanism has been destroyed.

45

7. Assume that external systems are insecure
|

2(
2 :
& (
2 & $
8# 5

| st :="SELECT * FROM users WHERE name ="' + userName + ;" |

In the web form, username is introduced as:
a'or 't'="t

| st :="SELECT * FROM users WHERE name ='a' or 't'="t" ;" |

46
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Am | safe?
Ele Edt Yew Hgtory Bookmarks It Help
500 QA . q et BRI I<BE &
L e [ me [Gl coogle [ aMai [G] tmage [ | 056 @ Amazon ¢+ coD MG . PNC [| MycMU  Blackboard || Calendar W' Wikipedia [Gl PMarcues »
amazoncom. w
Ordering from Amazon.com is quick and easy
Enter your e-mail address: [pmargues@dei.uc.pt ]
© Iam anew customer.
{You'll create a password later)
@ Iam a returning customer,
and my password is:
e —
S o seresene @)
Forgot your password? Click here
Has your e-mail address changed since your last order?
The secure server will encrypt your information. If you received an error message when you tried to use our secure server,
sign in using our standard server.
You are buying this item from Amazon.com, Inc.
The only way to place an order at Amazon.com is via our Web site. (Sorry--no phone orders. However, if you prefer, you may phone in your credit card
number. giter filling out the order form online..
Redeeming a gift certificate? We'll ask for your daim code when it's time to pay.
Having difficulties? Plaase visit our Help pages to laarn mere about placing an order.
Conditions of Use Privacy Motice € 1996-2007, Amazon.com, Inc.
Dane [ @/ Mow: Mostly Cloudy, 13°C 3 | Thu:21°C C@ Friz 14°C g
47
- |
«The only safe computer is a dead computer. Or, at
least, a disconnected one. And even so... »
/ & ,
/ & ,
/ H
/ 1
48
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9. Fail to a Secure Mode
- |

/ & ,
2 (
% &
7 & 7
<
8# 5
2 # & & 0&
-
21 &' &

49

10. Employ Secure Defaults

7% & 7

Very hard to accomplish in practice!

50
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11. Security features != Secure features
_ ——————————————————————————————————————————————— |

(1 1) *+-$ N

But the user’s credit-card number is stored in a plain-text file...

51

12. Never depend on security through obscurity

52
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Requirement Analysis

I $0
< - 5
c J &
?
B &
D
>
More info:

* Horward and LeBand’s “Writing Secure Code”, Chapter 2.
* SEI/CERT OCTAVE: Operationally Critical Threat, Asset,
and Vulnerability Evaluation: http://www.cert.org/octave

54
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SEI/CERT OCTAVE

Octa\le Process

# Phase 1
Organizational View "

= Assets
« Threats '
« Curret Pracices ;
o .
........................ sty
Development
Phase 2 s !
e " T LI = Protection Strategy |
Technological View « Migton B |

= Technical Yulnerabilities

C. Alberts et. al., "An Introduction to the OCTAVE Approach",
CERT/SEI, Carnegie Mellon University, August 2003

55

Analysis — What do you want to look at?
|
< 5
'3 3
9
0 18 "9
2
= 5
2
- 5
3 J <
19 $ $"

56
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1. Analysis

3 &

HTTP

—

browser

N

web
server

local I/Oﬁ @ocal 110

T

database
server

IEAN

]

authentication
data

]

web pages

]

Store BD

57

Now the “real” work...

o !

More info:

STRIDE is an approached used by Microsoft for building secure products.
For more information: http://msdn2.microsoft.com/en-us/library/aa302419.aspx

58
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STRIDE

_ 2
*& (
0 & 9
&
&
&
_ 9
#
3
&

59

Examples of Threats

< KC
- & &
& & &
< K2
- & &
& &
< KB
& 3 - &
< KD
- &
& < 2 193
< K>
- &
)

[Howard05] About 20-40 threats per 2-hour meeting.

60
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2. Rank Threats by Decreasing Risk
_ ——————————————————————————————————————————————— |

3 5

Risk = Impact “ Probability

61

Rank Threats by Decreasing Risk (2)

Risk [Probability| Impact| ID Descrition

#1 A malicious user views or tempers with information on
route between the web server and the client browser

A malicious user views or defaces the web site by

2 changing the web page files on the web server

A malicious employee steals credit card numbers by
#3 |intercepting information flowing on the Storage Area
Network

An attacker denies access to the system by flooding

#4 the web server with TCP/IP packets (DoS)

An attacker gains access to a large number of

#5 passwords by accessing the authentication data files

62
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Rank Threats by Decreasing Risk (2)

Risk [Probability| Impact| ID Descrition

10 5 5 #1 A malicious user views or tempers with information on
route between the web server and the client browser
A malicious user views or defaces the web site by

9 3 3 #2 :
changing the web page files on the web server
A malicious employee steals credit card numbers by

5 1 5 #3 |intercepting information flowing on the Storage Area
Network

3 1 3 24 An attacker denies access to the system by flooding
the web server with TCP/IP packets (DoS)

186 4 4 25 An attacker gains access to a large number of
passwords by accessing the authentication data files

63

Rank Threats by Decreasing Risk (3)

Risk |Probability| Impact| ID Descrition

16 4 4 #5 An attacker gains access to a large number of
passwords by accessing the authentication data files

10 5 > #1 A malicious user views or tempers with information on
route between the web server and the client browser
A malicious user views or defaces the web site by

9 3 3 #2 .
changing the web page files on the web server
A malicious employee steals credit card numbers by

5 1 5 #3 |intercepting information flowing on the Storage Area
Network

3 1 3 #4 An attacker denies access to the system by flooding
the web server with TCP/IP packets (DoS)

64
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3. Choose how to respond to these threats
_ ——————————————————————————————————————————————— |

% &

O v O

65

4. Chose techniques to mitigate the threats

*&
< < 8# <
3 2 3 9 (
&
< & 9 + !
9 3
9 3 <
2 9 + '8 8
19(
3 J 0 "% M 3
8 & '3 #
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5. Chose appropriate technologies
_ ——————————————————————————————————————————————— |

< / - 18# "
- & 7= 723 TN>@G
- 7
-+ - 4 1-4"7
< 74 0 - + 720
+ 7
< 9
9 8 ;3-'-83" "
2 9 3 193-' 3*-0;3- " *
19>'3+C" "
9 3
8 334'<43'33*'23 "'
9 - J 0 '20 '
9 3"
8 ' 30 '

67

Back to the Example
|
Risk ID Descrition Mitigation
. Only store SHA1 hashes of the
An attacker gains access to a large .
- passwords; Password file symetrically
16 #1 [number of passwords by accessing the .
s encrypted (AES) with a key stored on a
authentication data files
smart card.

..A mallculaus user views or tempers with Lbm EEL s e e e

10 #2 |information on route between the web ) :
’ external signed server certificate.

server and the client browser

A malicious user views or defaces the |Web-site directory is read-only to general
9 #3 |web site by changing the web page files |users and writable only by the webmaster.

on the web server Use a trip-wire system for early warning.

A malicious employee steals credit card
5 #4 |numbers by intercepting information No storage of credit-card numbers.

flowing on the Storage Area Network

An attacker denies access to the
3 #5 |system by flooding the web server with |Assume Risk

TCP!IP packets (DoS)
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Software Artifacts
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6. Security Testing
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How to test for security problems

C 9

V O @
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1. Decompose the application

TCP/IP
Socket R Update
App. A i Server
Executable
$time( fcom
Time IE DLL
Service
2 1

8# % ' 944  8N8

3

%

3
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2. Ildentify component Interfaces

2 &
# & &
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3. Rank interfaces according to their vulnerability
|

% '
! & "
*

Characteristic Points
The process hosting the interface runs on a high privileded account 2
The interface handling data is written in C or C++ 1
The interface takes arbitrarily sized buffers or strings 1
The recipient buffer is stack based 2
The interface has no access control list (ACL) or a weak cne 1
The interface has goed appropriate ACLs -2
The interface does not require authentication 1
The interface is server-based 1
The feature is installed by default 1
The feature is running by default 1
The feature has already had security vulnerabilities 1
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4. Ascertain data used by each interface
_ ——————————————————————————————————————————————— |
9 ‘& (
1 1 & (
< #
8t
3 5
9 &
% 5
%
5
8 5
8
*<< 5
<< <<
4 5
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5. Find security problems by injecting faulty data
|

%
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Finding Security Vulnerabilities

— ——a
Partially Incorrect

Random Zero Length

Wrong Type NULL

Contents
R Link
Security
Out-of-Sync Fault-Injection Container Name
High-Volume - Techniques
SRRl No access Does not Exist
network data
)
Restricted Exists
access

Short -

Remember this?
- |
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Clearly an exploitable bug!
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