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Security
1. Motivation
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Why?

Security

Reliability

Security

Software Quality
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in Dr. Dobb’s Journal, CMP Publishers, October 2005
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So, what exactly is a buffer
overflow?
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A very simple program

6

Extra code

� �������
����
����������
���� !"�
#
���
�$
� %����&'���(��&�����������&�
�
���� !"����
������)

It could be
a lot worse!
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Examining some internal aspects of our program…
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Result of executing it

The ASCII code of ‘A’ is 0x41!
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Execution Stack on x86

Call Arguments

Return Address

Stack Bottom

%EBP (saved)

Saved Registers

Local Variables

Stack Frame of 
who calls the
routine

Current
Stack Frame

%ESP
(stack pointer)
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The Attack!

Call Arguments

Return Address

Stack Bottom

%EBP (saved)

Saved Registers

Local Variables

Stack Frame of 
who calls the
routine

Current
Stack Frame

The “s” buffer
is here

Write until the
return address

is modified!
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The execution revisited

Put the address of
hack() into the return 
address of the function!
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Quite Simple…
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What’s happening?

O endereço de retorno foi
alterado para o de hack!

String is longer than 
the buffer size. Return 
address is 
overwritten.

Malicious code
executing

It crashes at the end.
But… the harm is 

already done!
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But where does the hack() function comes from???

Normally, buffers are not long enough to store the code directly
(e.g. s[] is only 8 bytes long – not enough for hack ()). But, if
your program reads data from some other source, sto ring it in
memory, it’s normally easy to find out the address of that 
buffer. In that case, the return address of the exp loitable 
function is to be filled in with the address of the  relevant buffer. 
E.g. an image!
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But...
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Just increase the size of the
data you feed to the application
until it crashes. Then, the 
buffer size becomes known!
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Corrected Code

Do not use “unsecure” functions!!!
Be very careful!

gets()/fgets()
scanf()/fscanf()
strcat()/strcpy()
...

Do you think this code is now
very secure?
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Some compilers are getting “smarter”...

Check if the stack has
been corrupted!

Microsoft Visual Studio 2005
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Some compilers are getting “smarter”...
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So…

These engineers were quite sure they were writing 
correct code. The devil is in the details.

Software engineering processes are essential for
writing secure code. And, even then…

20

So, why Security?
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«The Microsoft Security Response Center believes a
security bug that requires a security bulletin cost s in 
the neighborhood of $100.000. »

[Howard2002]
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Security
2. Real security attacks

22

Falhas de Segurança

Ross Anderson, "Why Cryptosystems Fail ", in Proc. of the 
1st ACM conference on Computer and Communications Security, 
Fairfax, Virginia, United States, 1993
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Some Examples (Inside Jobs)
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Some Examples (Outside Jobs)
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Some Examples (Technical)
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Some Examples (Technical) (2)
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Quite Serious!

Security by Obscurity 

Wrong Risk Model

Misunderstanding Technology

Human Factor

Analysis of 
Software Artifacts
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3. Basic Concepts
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Security – Basic Aspects
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Protection – Main Concerns
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Some Typical Examples 
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This is not a security course, thus we will not 
address these issues in detail.
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Security is not something you “add” to 
a system. Security is something that 
must be considered from the beginning, 
inclusively during requirement 
gathering and analysis!
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Fundaments
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Fundaments (2)
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Human-Computer Interaction is Critical

36

Another Example
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“A nationwide PC retailer protects its PCs using a 
password system. Passwords change every month, 
having to be unique over time. Employees choose 
their own passwords.
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4. Design Principles
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Security Principles to Live By
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1. Establish a Security Process
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2. Define the Product Security Goals
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2. Define the Product Security Goals (2)
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3. Consider security as a product feature
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4. Learn from Mistakes
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« What doesn’t kill you makes you stronger. »
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5. Use Least Privilege
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« An application should always execute with 
the minimum privileges possible.  »

Why do this?
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6. Use “defense in depth”

�����!�������������������� '

Imagine that your application is the last 
instance still standing. Every other defense 
mechanism has been destroyed.
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7. Assume that external systems are insecure
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st := "SELECT * FROM users WHERE name = '" + userName + "';" 

� 8#����
5

In the web form, username is introduced as:
a' or 't'='t

st := "SELECT * FROM users WHERE name = 'a' or 't'='t' ;"
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Am I safe?

48

8. Plan on Failure
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«The only safe computer is a dead computer. Or, at 
least, a disconnected one. And even so… »
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9. Fail to a Secure Mode
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10. Employ Secure Defaults
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Very hard to accomplish in practice!
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11. Security features != Secure features

� �
������
����������������
����������
�����������
�
�
���
�����(����
�������
������

� 3
�����������
������
�����.�
����
�1�1�
�������1' ���������&���
�������
���������������������
������
�

� 9
�
���
�����������
0����
�
���
��������
�������� &�������
����
����
���������
������

� ������
������.�
��������
�������������1 ������
��� �
����
��� �����������
���������������

�

( ���!�����!�!���)������*+,-�$���������������
�.�/

But the user’s credit-card number is stored in a plain-text file…
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12. Never depend on security through obscurity
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5. Threat Based Security Design

54

Requirement Analysis
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More info:
• Horward and LeBand’s “Writing Secure Code”, Chapter 2.
• SEI/CERT OCTAVE: Operationally Critical Threat, Asset, 
and Vulnerability Evaluation: http://www.cert.org/octave
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SEI/CERT OCTAVE

C. Alberts et. al., "An Introduction to the OCTAVE Approach", 
CERT/SEI, Carnegie Mellon University, August 2003
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Analysis – What do you want to look at?
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1. Analysis
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web
serverbrowser

database
server

authentication
data

web pages Store BD

HTTP

local I/O local I/O SAN
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Now the “real” work…
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More info:
STRIDE is an approached used by Microsoft for building secure products.
For more information: http://msdn2.microsoft.com/en-us/library/aa302419.aspx
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STRIDE
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Examples of Threats
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[Howard05] About 20-40 threats per 2-hour meeting.
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2. Rank Threats by Decreasing Risk
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Risk = Impact ´́́́ Probability
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Rank Threats by Decreasing Risk (2)
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Rank Threats by Decreasing Risk (2)
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Rank Threats by Decreasing Risk (3)
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3. Choose how to respond to these threats
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4. Chose techniques to mitigate the threats 
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5. Chose appropriate technologies
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Back to the Example
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Analysis of 
Software Artifacts
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6. Security Testing
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Security Testing
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How to test for security problems
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1. Decompose the application
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2. Identify component Interfaces
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3. Rank interfaces according to their vulnerability
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4. Ascertain data used by each interface
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5. Find security problems by injecting faulty data
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Applies to
network data

Finding Security Vulnerabilities

Security 
Fault-Injection 

Techniques

Contents

Size

Data Container Name

Link

No access

Restricted
access

Exists

Does not Exist

Long Zero

Short

Wrong Type

Random

NULL

Zero Length

Partially Incorrect

Reply

Out-of-Sync

High-Volume
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Remember this?
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Clearly an exploitable bug!
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