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ABSTRACT

Methods that can lower the cost of software field
problems (e.qg. faults, errors, failures, bugs, and defects)
need field problem predictions. Models that predict field
problems generally fall into two classes: time based
models and metrics based models. In this paper, we
examine metrics based models in detail. Metrics based
models are better suited to predict field problems when
an operational profile is not available, when thévgafe
and hardware configurations in use are unknown, and
when the deployment and usage patterns are unknown.
We present important concepts and the current state of
research in inputs, output, and modeling methods.
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1. INTRODUCTION

The US Department of Commerce estimates that field
problems (e.g. faults, errors, failures, bugs, and defects)
cost the U.S. economy an estimated $59.6 billion dollars
annually and that over half of the costs are borne by
software consumers and the rest by software producers
[78]. Field problem predictions may help lower the costs
by guiding testing [45], improving maintenance resource
allocation [69], adjusting deployment to meet the quality
expectations of customers [74], planning improvement
efforts [4], and enabling a software insurance systam f
software consumers [68] .

Models that predict field problems generally belong to
one of two classes: time based models and metricsl base
models [92]. In this survey, we briefly examine eacls<la

of models. Then, we analyze metrics based models in
detail.

Metrics based models can predict field problems using
metrics available before release that capture various
attributes of the software product, the development
process, the deployment and usage pattern, and the
software and hardware configurations in use.

We examine each component of metrics based models in
detail: inputs, output, and modeling methods. This
information can help practitioners decide how to
implement a metrics based model for their projects and
can help researchers decide where further research may
be needed.

Section 2 discusses field problems. Section 3 reviews the
different classes of models. Section 4 explains and
discusses the current state of research for each
component of metrics based models. Section 5
summarizes prior work. Section 6 is the conclusion.

2. FIELD PROBLEMS

We start by defining the observation of interestidfie
problems. The ternfield problemsis intended to be
generic and to encompass all the terms used in the
literature to describe software related problems in the
field.

Terms used in the literature to describe softwareaelat
problems include faults, errors, failures, bugs, and
defects. Different studies sometimes define these terms
differently. =~ Some studies use several terms
interchangeably. To avoid confusion we u$eld
problemsto include all the terms. The only requirement
is that the software related problem occurs in thd.fie

3. CLASSESOF MODLES

We wuse a classification scheme adapted from
Schneidewind [92] and Tian [97] to divide models that
predict software field problems into two classes:



1. Time based models: These models use the
problem occurrence times or the number of
problems in time intervals during testing to fit a
software reliability model. The number of field
problems is estimated by calculating the number
of problems in future time intervals using the
software reliability model.

2. Metrics based models:
historical information on metrics available
before release (predictors) and historical
information on software field problems to fit a
predictive model. The fitted model and
predictors’ values for the current observation are
used to predict field problems for the current
observation.

These models use

The main differences between the two methods are the
information used to make the predictions and the
modeling assumptions. Time based models use the
problem occurrence times or the number of problems in a
time interval (time related problem information) during
testing of the current observation as input. Metricseta
models use a variety of metrics that capture different
attributes the software system and the actual number of
field problems from historical observations. Time dzhs
models assume that the problem occurrence pattern
continues from testing into the field. Metrics based
models do not assume a predefined relationship between
predictors and field problems; instead, historical
information on predictors and field problems is used to
construct the models.

3.1 Time based models

Time based models assume that the software system has
some probability of failure during every quantum of
execution; therefore, a problem occurrence is a random
process in time according to Musa et. al in [77]. This
process is dictated by the number of residual problems
and the discovery process (e.g. the amount of execution
time). Prior work examining time based models assume
that this random process can be modeled using a software
reliability model. The idea is that every moment of
execution has a chance of encountering one of the
problems remaining in the code. The more problems
there are in the code, the higher the probability enat
problem will be encountered during execution. Assuming
that a problem is removed once it is discovered, the
probability of encountering a problem during the next
execution decreases. Naturally, more problems will be
found if more systems are executing the software system.

The major difference between different time based
models is the model structures of the underlying software
reliability models. The important form of the softwar

reliability models is the failure intensity functiowhich

is defined by Lyu in [72] as the rate of problem
occurrence at time t. Parameters of the models are
usually estimated using time related problem occurrence
information gathered during testing, methods like
maximum likelihood, least squares, and method of
moments, and a statistical computing program. The
process is described in detail by Musa in [77]. The
number of field problems is estimated by integrating the
failure intensity function. The commonality betweend
based models is the use of time related problem
occurrence information gathered during testing to fit a
software reliability model and then predicting field
problems using the fitted model. Farr discuses 17
different software reliability models in [72]. We presen
the exponential model as an example.

3.1.1 Exponential model

The exponential model is a widely used model, is one of
the recommended models in tWdAA Recommended
Practice for Software Reliabilitjl], and is discussed in
detail by Musa et. al. in [77] and by Farr in [72].

The exponential model predicts the number of field
problems using an exponential model. For example,
assume that the defect discovery rate is 10 problems per
unit time and 65 problems have been found up to the
current time after 10 time intervals of testing. Theufe
intensity function\(t), is then:

A(t) = 107.01*10* & 7!
The function is plotted in Figure 2.

Let us assume that we release the software at thenturr
time, t=10. Integrating the function from t =10 to infinit
yields ~ 43 field problems
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Figure 2. Failure intensity function for the exponential
model

3.1.1.1 Limitations

Before talking about limitations of time based models, w
define the operational profile, deployment and usage
information, and hardware and software configurations
information. Musa defines operational profile,
deployment and usage, and hardware and software
configurations in use in [72]. The operational profile is
defined as the set of operations that the software can
execute along with the probability with which they occur
during operation. The software and hardware
configurations in use are the hardware and software
systems that interact with system during usage.
Deployment and usage are the total number of deployed
systems and the amount of execution of the systems.

In order for the defect occurrence pattern to continte i
future time intervals, the software has to be operated
similar manner as that in which reliability predictioare
made. The similarity of testing and deployment
environments assumption is one of the key assumption
for time based models cited by Farr in [72]. To extend the
software reliability model from testing to the fieldn
accurate operational profile, similar hardware and
software configurations, and information on deployment
and usage are required.

The information is available in certain situationsts as

Navy projects at McDonell Douglas studied by Jelinski
and Moranda in [29] and NASA projects studied by
Schneidewind in [93]. However, for other types of
systems, such as the commercial systems, the opeahtio
profile, information on deployment and usage, and
information on hardware and software configurations in

use may be unattainable or may contain too many
scenarios to be tested compressively.

When the similarity of testing and deployment
environments assumption is broken, it is usually not
possible to extend the software reliability model dtte
using development problems into the field. For example,
Kenny and Li et. al. examined three commercial systems
developed by IBM in [34] and [69]. All the systems
examined exhibited initially increases in the rateiefif
defect occurrences. A software reliability model extende
from development cannot describe the observed patterns
of field defect occurrences. Li et. al. show in [70]ttha
strictly decreasing software reliability model, e.ge th
exponential model, cannot model an increasing rate of
defect occurrences. Kenny shows in [35] that it is not
possible to model the increasing defect occurrence
pattern using a Weibull model assuming that the rate of
defect occurrences is decreasing at the time of release
(i.e. the software has been properly tested).

3.2 Metrics based models

Metrics based models can use metrics that capture
attributes of the software product, the development
process, deployment and usage, and software and
hardware configurations in use available before release
(predictors) to predict field problems; therefore effafts
various attributes on field problems can be explicitly
accounted for in the models. The idea is that certain
characteristics make the presences of field problemne mo
or less likely. Capturing the relationship between these
characteristics and field problems using past obsenstion
allows field problems to be predicted for unforeseen
observations.

Metrics are defined by Fenton and Pfleeger in [16] as
outputs of measurements, where measurement is defined
as the process by which values are assigned to atiibute
of entities in the real world in such a way as to dbsc
them according to clearly defined rules.

Unlike time based models, metrics based models use
historical information on predictors and the actual

number of field problems to construct the predictive

model. Different metrics based models use different
modeling methods to model the relationship between
predictors and field problems. Since there is no

assumption about the similarity between testing and fiel

environments, metrics based models are more robust
against differences between how the software is deste
and how it is used in the field.

4. METRICSBASED MODELS
We examine each component of metrics based models in
this section. Section 4.1 examines the inputs. Sectbn 4.



examines the output. Section 4.3 examines the modeling
methods.

4.1 Inputs

The inputs to metrics based models are metrics’ values.
We categorize metrics used in literature using an
augmented version of the categorization schemes used by
Fenton and Neil in [18], Khoshgoftaar and Allen in [37],
and the IEEE standard for software quality metrics
methodology [27]:

* Product metrics: metrics that measure the
attributes of any intermediate or final product of
the software development process [27]. The
product metrics in the literature are computed
using a snapshot of the code. There are tools
compute product metrics automatically, such as
the EMERALD [32], COSMOS [13], and
Logiscope [85]. Product metrics have been
shown to be important predictors by studies such
as Khoshgoftaar et. al. [45], Takahashi et. al.
[96], Jones et. al. [32], and Shelby and Porter
[95].

» Development metrics: metrics that measure
attributes of the development process. The
development metrics in the literature are usually
computed using information in version control
systems and change management systems.
Development metrics have been shown to be
important predictors by studies such as
Khoshgoftaar et. al. [50], Harter et. al. [25], and
Shelby and Porter [95].

* Deployment and usage (DU) metrics: metrics
that measure attributes of the deployment of the
software system and usage in the field. Few
studies have examined deployment and usage
metrics, and no data source is consistently used.
DU metrics have been shown to be important
predictors by studies such as Jones et. al. [32],
Khoshgoftaar et. al. [51], Khoshgoftaar et. al.
[64], Mockus et. al. [74].

 Software and hardware configurations (SH)

metrics: metrics that measure attributes of the
software and hardware systems that interact
with the software system in the field. Few

studies have examined SH metrics and no data
source is consistently used. SH metrics have
been shown to be important predictors by
Mockus et. al. [74].

Product, development, deployment and usage, and
software and hardware configuration metrics available
before release arpredictors,which are used to predict
field problems.

* Field problems: metrics that measure field
problems. Field problem metrics in literature
are usually computed using information in
change managements systems and defect
tracking systems. Each study has at least one
field problem metric. Field problem metrics
include the number of faults, bugs, errors, and
defects and are discussed in section 2.

The definitions of specific metrics (i.e. rules for
counting) may differ slightly between studies, which
makes comparison and evaluation of metrics difficult.
This is a well known problem and is discussed in detail
by Fenton and Pfleeger in [16].

For example, consider the following example examining
the differences between a widely-used definition of
failures (e.g Lyu in [72] and Zhu et. al. in [108]) by
Laprie [67], and a definition of defects by Li et. al. [69]

Laprie describes failures in [67]. A failure is a deviatio
between the delivered service and the specified service,
where the service specifications are an agreed descripti
of the expected service.

Li et. al defines a defect as a user-reported problem tha
requires developer intervention to correct [69].

Examples of defects include APARs (Authorized

Program Analysis Report), which are customer reported
problems that require code change recorded by IBM
development organizations and on-line bug reports,
which are user-reported problems that require a
developer’s action to resolve recorded by open source
software projects [69].

Subtle differences exist between a failure and a defect a
defined above. A defect may not be counted as a faflure i

the software system lacks specifications or if the

specifications are incomplete, as discussed by Chillarege
in [72]. A failure may not be counted as a defect if the

user does not report the failure.

Similar problems can occur when two studies report
collecting the same metric. Different studies can repor
collecting the same metric but are applying different
counting rules. This is discussed by Ohlsson and
Runeson in [85]

In our survey, we attempt to use the most widely accepted
definition of a metric when necessary and to avoid
differing definitions wherever possible. The idea is to
examine the intent of the metric and not the inssdiot

of the metric in any particular setting.

In this section we examine each category of predictors,
the metrics collection process, and methods of shoaing
metric is important.



4.1.1 Product metrics

The obvious place to look for attributes that may be
related to software field problems is in the software
product itself. Product metrics are the most widely used
metrics in the studies we survey.

Munson and Khoshgoftaar identify dimensions (i.e.
source of variation) within product metrics in the
literature in [76]. Many of the product metrics used in the
literature measure similar things and are highly
correlated with each other (e.g. lines of code and sourc
lines of code) as discussed by Fenton and Neil in [18].
Using principal component analysis, Munson and
Khoshgotaar identify metrics that capture the samainte
(i.e. the same dimension) and attempt to describe the
dimensions. Principal component analysis is an argalysi
method that creates linear combinations of a set of
predictors to encapsulate the maximum amount of
variation in the dataset and is orthogonal (i.e.
uncorrelated) to the other principal components [76]. By
examining the loading (i.e. how much a predictor
contributes to a principal component) it is possiblege
which predictors capture the same source of variation.
The dimensions of product metrics identified by Munson
and Khoshgoftaar are:

* Control: metrics related to the control flow
complexity. Examples are  Cyclomatic
complexity and the number of nodes in the
control graph (refer to [73] for a detailed
explanation of the metrics).

* Volume: metrics related to the number of
distinct operations and statements. Examples are
number of unigque operands and source lines of
code (refer to [24] for a detailed explanation of
the metrics).

* Action: metrics related to the number of
operations or operators in the program.
Examples are unique operators and source code
statements (refer to [24] for a detailed
explanation of the metrics).

» Effort: metrics related to the mental effort
required to generate an implementation from a
specification. Examples are Halstead’s program
effort metrics (refer to [24] for a detailed
explanation of the metrics).

* Modularity: metrics related to the degree of
modularization of a program. Examples are the
number of function calls and the number of
statements at a nest level of 10 or greater (refer
to [76] for a detailed explanation of the metrics).

4.1.2 Development metrics

Since the software product is the result of the soéwar
development process, the next logical place to look is in
the development process. The intuition behind

development metrics is that attributes of the developmen
process (i.e. how the product is implemented) is related
to field problems.

No study has yet identified the dimensions in
development metrics. We present a rough grouping of the
development metrics in the literature based on the
description of the metrics:

» Problems discovered prior to release: metrics
that mention measuring attributes of problems
found prior to release in the description.
Examples are number of field problems in the
prior release used by Ostrand et. al. [87],
number of development problems used by
Fenton and Ohlsson [17], and number of
problems found by designers used by
Khoshgotaar et. al. [62].

» Changes to the product: metrics that mention
measuring attributes of changes made to the
software product in the description. Examples
are reuse status used by Pighin and Marzona
[88], changed source instructions used by
Troster and Tian [99], number of deltas
(changes to the code) used by Ostrand et. al.
[87], and increase in lines of code used by
Khoshgotaar et. al. [63].

» People in the process: metrics that mention
measuring attributes of people involved in the
development process in the description.
Examples are the number of different designers
making changes and the number of updates by
designers who had 10 or less total updates in

entire company career both used in
Khoshgoftaar et. al. [64].
 Process efficiency: metrics the mention

measuring attributes of the maturity of the
development process or the effort expended on
the development process in the description.
Examples are CMM level used by Harter et. al.
[25] and total development effort per 1000
executable statements used by Selby and Porter
[95].

4.1.3 Deployment and usage metrics

The intuition behind deployment and usage metrics is the
same idea behind operational profiles. The amount of
execution and the kinds of execution during operation are
related to field problems. Only two distinct research
efforts consider deployment and usage metrics in the
papers we survey: one by Khoshgoftaar et. al. and one by
Mockus et. al..



Khoshgoftaar et. al. consider the following deployment
and usage metrics for modules in e.g. [102], [49], [50],
[40], [64], and [103]:

» Proportion of systems with a module installed

» Execution time of an average transaction on a
system serving customers

» Execution time of an average transaction on a
systems serving businesses

» Execution time of an average transaction on a
tandem system

The execution times are calculated by running the
systems using an operational profile. The proportion of
systems with module installed is derived using
deployment records [102].

Mockus et. al. consider the following deployment and
usage metrics for installations of a telecommunication
software system in [74]:

*  Number of ports on the customer installation

» Total deployment time of all installations in the
field at the time of installation

The number of ports is computed using information in a
customer hardware database. The total deployment time
of all machines in the field is computed from customer
deployment records [74].

The intent of each metric above is to capture infdiona
about the amount or the kinds of execution in the field.
However, the data sources used to capture the metrics
may not be available for all systems. In addition data
source has emerged as a reliable source of deployment
and usage metrics.

4.1.4 Software and hardware configurations

metrics

The intuition behind software and hardware
configurations metrics is that some field problems can
only be exposed using certain configurations; therefore,
the software and hardware configurations in use are
related to field problems. Only one research efforts
consider software and hardware metrics in the papers we
survey. The paper is by Mockus et. al..

Mockus et. al. consider the following software and
hardware configuration metrics for installations of a
telecommunications software system in [74]:

* Systems size of the installation (the hardware
that is associated with large or small/medium
sized installation)

e Operating system of the installation

(proprietary, Linux, or Windows)

The system size and operating system are computed
using information derived using deployment records
[102].

The intent of each metric above is to capture infdiona
about the software and hardware configurations in use in
the field. However, the above information may not be
available for all systems. No data source has emerged a
a reliable source of software and hardware configuration
metrics.

4.1.5 Metrics collection

The literature shows no agreement on which specific
metrics are “good” metrics as demonstrated by the
continuing debate by Kitchenham et. al. in [65] and by
Weyuker in [107]. Despite disagreement on which
specific metrics to collect, there is general agred¢roan
the need for more metrics that capture different aitet

as stated in the IEEE standard for software quality
metrics methodology [27]. Prior work shows that, in
general, collecting and using more metrics will result in
more accurate field problem predictions and that metrics
in each category above is important.

The general approach is to collect all reasonableicsetr
that are consistent for all observations within #hedy.
Prior work generally collects metrics that measure
attributes that can be reasoned as being relatedldo fie
problems and are measured is the same manner for all
observations. This avoids spurious correlations and
ensures that the relationships discovered will be
reasonable for the particular setting as discussed in [74]
and [16]. Furthermore, IEEE [27] recommends that each
organization perform a cost-benefit analysis to &sses
how many metrics to collect and which metrics are
appropriate.

4.1.6 Methods of showing a metric is important

Prior work shows that product, development, deployment
and usage, and software and software configurations
metrics are all important. Due to differences in tkace
definitions of specific metrics and differences in the
metrics collected between studies, we examine categories
of metrics.

To show that a category of metrics is important,sit i
sufficient to show that a predictor in the category is
important. There are generally four ways of showing tha
a predictor is important:

1. Show high correlation between the predictor and
field defects. This method is recommended by
IEEE [27] and is used by Ohlsson and Alberg
[83] and Ostrand and Wyuker [86].

2. Show that the predictor is selected using a
model selection method. This method is used by
Harter et. al. [24] and Mockus et. al. [74].



3. Show that the accuracy of predictions improves In(Process
with the predictor included in the prediction Maturity)
model. This method is used by Khoshgoftaar et. CMM level
al. [46] and Jones et. al. [32]. = TEg9
An example of method 1 is in Ohlsson and Alberg [4]. ' '
The authors compute the correlations between product Se .386
predictors and the number of field problems. The authors T 4.116
select predictors that have a correlation higher thaas P 0.000
important. In the paper, 11 out of 27 predicted are '
selected using this method. The three highest correlated | In(Product size)
metrics and the correlations are shown in table 1. lines of code
B2 234
s.e .108
T 2.160
P 0.020
Table 1. Correlations from Ohlsson and Alberg [4]. In(Product-
. Correlation Design-
P )
redictor (r Complexity)
SigFF: Number of new or modified callg .64 subjective
McC1: Cyclomatic complexity number .54 evaluation
McC2: Modified Cyclomatic complexity .48 B3 -2.11
number that does not punish for higher s.6 712
modularization i :
— T -2.963
An example of method 2 is in Harter et. al. [24]. The
authors use a linear regression model to predict the P 0.003

number of errors. The authors use the p-value of the
estimated parameter value to select important predictors.
The summary of the linear regression model is in Table
2. The development metric is process maturity measured
by the CMM level. The p-value associated with its
parameter estimate is O; therefore the product metadc is
significant predictor at the 99% confidence level.

Table 2. Resultsfrom Harter et. al. [24]

. Par amete Estimated value
Variable :
r using least squares
Intercept
Bo 5.597
s.e 464
T 12.059
P 0.000

An example of method 3 is in Jones et. al. [32]. The
authors construct two logistic models that classify
modules as risky (will experience a field problem) and
not risky (will not experience a field problem). One
model uses only product metrics and the other uses
product metrics and a deployment and usage metric. The
authors show that the model with the deployment and
usage metric has lower type Il errors for the testigtg s
The authors argue that since identifying risky modules
(i.e. not making a type Il error) is more importantg th
model with the deployment and usage metric is better;
therefore, deployment and usage metrics are important.

FILINCUQ: number of distinct include files
LGPATH: log base 2 of the number of
independent paths in the flow graph
VARSPMAX: maximum span of variables
(statements between declaration and use of a
variable)

USAGE: proportion of systems with module
installed

Logit(Faults) = -5.13 + .0284 FILINCUQ +
.0209 LGPATH + .00043 VARSPMAX
Each predictor is significant at the 15% level



Type | error = 27.32%
Type Il error = 34.24%

Logit(faults) = -5.13 + .0284 FILINCUQ +
.0209 LGPATH + 1.2718 USAGE + .00043
VARSPNMX

Each predictor is significant at the 15% level
Type | error = 29.06%

Type Il error = 30.77%

We present findings from studies that use method 3 in
Table 3. A level 1 output is a prediction of whether an
observation will be risky (e.g. have a field problem) o
not risky (e.g. will not have a problem). The measuofes
accuracy for a level 1 output include the type | error,
which measures the proportion of observations predicted
as risky when it is actually not risky, the type Il crr
which measures the proportion of observations predicted
as not risky when it is actually risky, and the overall
error, which measures the overall proportion of
misclassified observations. A level 2 output is a
prediction of the number of field problems. The measures
of accuracy for a level 2 output include the average
relative error (ARE), the average absolute error (AAE
Types of output and measures of accuracy are discussed
in detail in section 4.2.

Table 3. Changesin accuracy with additional categories of metrics

Accur acy of model
without the
category of metric

Accur acy of model
with the category of
metric

26.0% type | error
18.75% type Il error
25.2% overall error

24.8% type | error
15.0% type Il error
23.6% overall error

32.4% type | error
21.3% type Il error
31.1% overall error

23.8% type | error
13.8% type Il error
22.6% overall error

27.0% type | error
27.4% type Il error

26.2% type | error
28.9% type Il error

37% type Il error

16% type Brerr

27.32% type | error
34.24% type Il error

29.06% type | error
30.77% type Il error

23.55% type | error
32.80% type Il error

30.30% type | error
23.81% type Il error

26.6% type | error
24.9% type Il error

29.3% type | error
21.2% type Il error

Resear ch Type of Category of metric Other categories of
wor k output examined metricsin model
Khoshgoftaa | Level 1 Development Product
r et. al. [48]
Khoshgoftaa | Level 1 Development Product
r et. al. [45]
Khoshgoftaa | Level 1 Development Product
r et. al.[50]
Ostrand et. | Level 1 Development Product
al. [87]
Jones et. al. | Level 1 Deployment and Product
[32] usage
Khoshgoftaa | Level 1 Deployment and Product
r et. al. [51] usage Development
Khoshgoftaa | Level 1 Development Product
ret al [64] | gyer Deployment and
multiple usage
releases
(release 2)
Khoshgoftaa | Level 1 Development Product
ret al [64] | gyer Deployment and
multiple usage
releases
(release 3)

28.8% type | error
21.3% type Il error

29.9% type | error
19.1% type Il error




Khoshgoftaa | Level 1 Development Product 32.7% type | error | 32.7% type | error
ret.al [64] | gyer Deployment and | 27.2% type Il error | 19.6% type Il error

multiple usage

releases

(release 4)
Khoshgoftaa | Level 1 Development Product 24.76% type | error | 25.32% type | error
r et al. over Deployment and | 25.93% type Il error | 23.81% type Il error
[62]/[63] multiple usage

releases

(release 2)
Khoshgoftaa | Level 1 Development Product 28.25% type | error | 27.36% type | error
r et al. over Deployment and | 29.79% type Il error | 19.15% type Il error
[62]/[63] multiple usage

releases

(release 3)
Khoshgoftaa | Level 1 Development Product 35.59% type | error | 25.71% type | error
r et al. over Deployment and | 21.74% type Il error | 27.17% type Il error
[62]/[63] multiple usage

releases

(release 4)
4.2 Output output the Ebert [13]/[14]/[15]
This section examines the output of metrics models (i.e. Pulrgber of| Jones et. al. [32]
what is predicted about field defects). Different resuléy ollifects Karuthanithi [36]
allow different action to be taken to reduce the cbfel
problems. Research work generally produced three levels above a | Khoshgoftaar and Allen

threshold?| [37]

of output (results) shown in Table 4. Rest of thisisact
discusses each level of output and the experimental set up

to evaluate an output.

Table 4. Output of papers

Resear ch
Level | Output guestion Resear ch work
addr essed
Basili and Perricone [3]
Bassin and Santhanam |
What Fenton and Ohlsson [17]
Level A predicts Harter et. al. [24]
relationshi | ;. Ohlsson and Wohlin [84]
0 field
p Ostrand and Weyuker
problems?
[86]
Pighin and Marzona [88]
Troster and Tian [99]
Level [A Is it risky |Briand et. al.[5]
1 categorical| or not? (Is

)

Khoshgoftaar and Allen
[38]

Khoshgoftaar et.
Khoshgoftaar et.
Khoshgoftaar et.
Khoshgoftaar et.
Khoshgoftaar et.

[43)/[44]

Khoshgoftaar et.
Khoshgoftaar et.
Khoshgoftaar et.
Khoshgoftaar et.
Khoshgoftaar et.
Khoshgoftaar et.
Khoshgoftaar et.

[54]/[55]

al.
al.
al.
al.
al.

al.
al.
al.
al.
al.
al.
al.

[39]
[40]
[41]
[42]

[45]
[48]
[49]
[50]
[51]
[53]

Khoshgoftaar and Seliya




[59]

Khoshgoftaar and Seliya
[61]

Khoshgoftaar et. al.
[62]/[63]

Khoshgoftaar et. al. [64]
Kokol et. al. [66]
Mockus et. al. [74]

Munson and
Khoshgoftaar [75]

Ohlsson and Runeson [85]
Ostrand et. al. [87]
Pighin and Zamolo [89]
Pighin et. al. [90]

Schenker and
Khoshgoftaar [91]

Selby and Porter [94]
Selby and Porter [95]
Takahashi et. al. [96]

Graves et. al. [22]

Khoshgoftaar et. al. [46]

. Khoshgoftaar et. al. [52]

A :/r\]lgat IS Khoshgoftaar et. al. [56]

Level : Khoshgoftaar et. al. [57]
numerical | number of

2 ) Khoshgoftaar et. al. [58]

output field .

Khoshgoftaar and Seliya

problems?

[60]
Xu et. al. [102]
Yuan et. al. [103]

4.2.1.1 Level O result
Prior work at level O establishes relationships (somest

with models) between predictors’ values and the value of

the field problem metric. Results are relationships/een
predictors and field problems.

A level O result may allow for improvement planning,
better allocation of maintenance resources,

improvement of testing efforts. Harter et. al. [24)dan
Bassin and Santhanam [4] evaluate the effectivendse of

relationship between the operating systems platforen &i.
proprietary OS, Linux, and Windows) and field problems
in [74]. In addition to allowing better testing of theulfa
prone platforms, this may also allow the right maiatere
personnel (i.e. personnel with knowledge of the right
operating system) to be staffed to address the field
problems.

Methods of evaluating which predictors are important are
discussed in section 4.1.1.5. A study that produce level 1
or level 2 result automatically include a level O result;
since in order to have a level 1 or level 2 result,caleh
must be first fitted. Some studies that only reportvall®
simply observe a correlation between the predictakies

and the values of the field problems metric and appeal to
reason (e.g. Ostrand and Weyuker [86] and Fenton and
Ohlsson [17]).

4.2.1.1 Level 1 result

Prior work at level 1 establishes relationships betwee
predictors’ values and the class of the field problenrimet

using models, then uses the models to classify obsemgati

into one of two classes: risky or not risky. Results a

classifications.

The primary purpose of a level 1 result is to focus tgstin
efforts on risky modules. First we discuss how to evalaat
level 1 output.

The most commonly used measures of accuracy of alevel
output are type | error, type Il error, and overall erkie

use the definitions by Ohlsson and Runeson in [85]. A type
| error occurs when an observation is classifiedigley/r
when the observation is actually not risky (i.e. &da
positive). A type Il error occurs when an observatien
classified as not risky when the observation is algtual
risky (i.e. a false negative). Some papers may revaese
definitions of type | error and type Il error. Overattor is

the overall rate of misclassification.

Determining which observation is risky may allow iregt
effort to be focused in the appropriate places. This focus
discussed in detail by Selby and Porter [94] and
Khoshgoftaar et. al. [54]. In general, type Il errore a

O more important, because the main objective of clissif

observations is to reduce the cost of field problems by
removing problems before the software system is degloye

development process for improvement planning. Harter et.as cited by Jones et. al. in [32] However, sinceuress

al. evaluate the development process by examining thegre [imited, high type | errors and overall errors als®
CMM level of the organization. Bassin and Santhanam not desirable. Only a selected number of observatians
evaluate the development process by examining thepe chosen for additional testing. The costs of
distribution of ODC triggers of problems found during misclassification need to be considered in each gettin
development. select an optimal balance as discussed by Khoshgottaar e
al. in [49]. A level 1 output allows the decision to bedzh

on quantitative results.

Determining that a predictor is important may allow for
better allocation of maintenance resources and imgrove
testing. For example, Mockus et. al. establish the
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For example, consider the data set in table 5 in wihieh t

allocated; in addition, as shown by the example in @ecti

top 40% of observations ranked according o the number 0f4.2.1.2, it is also possible to use a level 2 output to
field defects are classified as risky. The same kind of determine where to focus testing by selecting a pergenta
approach is taken by Munson and Khoshgoftaar in [75]. of the observations. Not having sufficient resources m

Risky is encoded as 1. Not risky is encoded as 0.

Table 5. Example classification

Obs

Predicted
field
problems

Predicted
class

Actual
field
problems

Actual
class

v 1

1.32

1.52

2.07

2.12

2.34

2.67

2.98

©O| 0O N| O O | W| N|

3.12

R PP PR Ol O O O ©
w| k| o M M O| O] Of &
| Ol k| O| k| Ol Ol O] | O

[N
o

3.67

Two observations are predicted as risky when they are n
risky (observations 7 and 9). The total number of rebtyri
observations is 6. This result in a 33.33% type | errae O
observation is classified as not risky when it risky
(observation 2). The total number of risky modules is 4.
This results in a 25% type Il error. The overall
misclassification rate is 3 observations out of 10,cthi
results in a 30% overall error. The classificatioroesrare
summarized in Table 6.

Table 6. Summary of classifications

Predicted | Predicted Total
not risky risky

Actual 4 2 6

not risky | 66 67% 33.33%

Actual 1 3 4

risky 2504 75%

Total 5 > 10

4.2.1.2 Level 2 output evaluation

Prior work at level 2 establishes relationships betwee
predictors’ values and the value of the field problem imetr
using a model, and then uses the model to quantify the
risk. Results are predicted values of the field problem
metric.

Determining the number of field problems may allow the
appropriate amount of maintenance resources to be

delay field problem resolution, which results in reduced
customer satisfaction as shown by Chulani et. al. [10].
Allocating too many resources hinders other effortg. (e
development). Therefore, allocating the correct amoéint
resources is important. Having a level 2 result and
knowing the errors associated with the predictions are
steps towards quantitatively based decision making [74].

The most commonly used measures of accuracy of level 2
output are the average relative error (ARE), the average
absolute error (AAE), the standard deviation of thatiet
errors, and the standard deviation of the absoluteserror
The AAE measures the average error in predictions (i.e.
how much a typical prediction will be off by). The AAE
can be misleading when the predicted number of field
problems differs significantly between observations;
therefore, ARE is often reported as well. The ARE
measures the average percentage of error in the predictio
(i.e. relative to the actual number of field problemew
much a typical prediction will be off by).

The average absolute error is defined by Khosghgoftaar et
al. in [56] as the sum over all observations, the labso
value of the difference between the predicted value amd th
actual value.

¥, = predicted number of field problems
y; = actual number of field problems
AAE = 1/n Zi:l” | @i'yi) |

Absolute relative error is defined by Khosghgoftaarakt.

in [56] as the sum over all observations, the absetaiige

of the difference between the predicted value and the
actual value divided by the actual value plus one. The
denominator of the ARE has one added to avoid dividing
by zero.

ARE = 1/nZi" | G-y / (v +1))

The standard deviation of the relative error and stahdar
deviation of the absolute error are the standard dexiafi

the relative error of the observations and the stahda
deviation of the absolute error of the observations
respectively.

For example, consider the set of predictions in Tab{@m.
average, each prediction is off by 86.10%. On average,

each prediction is off by 1.683 ~ 2 field problems.

AAE = 1/10 (0.30 + 2.68 + 1.52 + 2.07 + 2.12 +
1.66 + 0.67 + 3.02 + 2.12 + 0.67) = 1.683

The standard error AE is: 0.901

ARE = 1/10 (.15 + .536 + 1.52 + 2.07 + 2.12 +
.332 +.223 + .431 + 1.06 + .1675) = 0.86095.
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The standard error of RE is: .7806 o Trees
Table 4. Example predictions o Discriminant analysis
Obs Predicted number of | Actual number of o Rules
) ) o0 Neural networks
field problems field problems o Clustering
1 7 1 o0 Sets
5 132 2 o] Lmea_lr programming _
0 Heuristics or any level 2 method with
3 1.52 0 heuristics
4 2.07 0 * Level 2 output (section 4.3.3):
0 Linear modeling (linear regression and
5 2.12 0 . : ] .
negative binomial regression)
6 2.34 4 o0 Non-linear regression
7 2.67 2 o Trees
o Neural networks
8 2.98 6 The exceptions are principal component analysis, bagging,
9 3.12 1 boosting, and logitboost, and fuzzy logic. Principal
10 3.67 3 component analysis takes the predictors as input and
i outputs a set of new predictors. This technique is describe

4.2.2 Experimental setup for evaluation in section 4.3.4. Bagging, boosting, and logitboost take
Evaluating predictions (i.e. level 1 and level 2 outputs) results from multiple runs of a modeling technique to
involves fitting a prediction model then evaluating decide upon an output. These techniques are described in
predictions for unseen observations. There are twosection 4.3.5. Fuzzy logic accounts for uncertainty in
common ways of setting up this evaluation in the values by assigning probability to values. This technigue
literature. One is the holdout method (i.e. having seépdra discussed in detail in section 4.3.6. We discuss
training and testing data sets) described by Ebert in [14].combination of techniques in section 4.3.7. We provide a
The other is cross-validation (i.e. repeatedly withliva partial ordering of modeling methods in section 4.3.8. We
part of the data, fitting the model, predicting for the examine other methods of evaluating modeling methods in
withheld observations, and evaluating the predictions) section 4.3.9. First we present an example.

described in Selby and Porter [94].

Each method has its drawbacks. It may not be possible t
use the holdout method if there is only a limited amaxdint
data. Also, there is the possibility that the tragnset is
biased (i.e. an “unfortunate” sample in which anomalous
observations are selected to be the training setghwiill
result in an inaccurate model. With the cross-valigatio According to Selby and Porter in [94], the trees technique
technique, the estimated error rate will be higherher t involves creating partitions in the observations tase
variance of the estimated error will be larger. In tiddj predictors’ values that minimizes the error in
the cross-validation technique is more computationally classifications within the partitions. The process is
expensive. The tradeoffs between the holdout method andepeated until the error within each partition is betmme

the cross-validation are discussed in detail in Venamids  limit or until the number of observations within each

4.3.1 Example: the trees technique

We illustrate the model construction process and the
prediction process using the trees technique. The trees
technique is the most popular modeling technique in the
literature

Ripley [100]. partition is below some limit. The most important
predictors are automatically selected, and the trees
4.3 Modeling methods technique is distribution independent (i.e. does not require

Modeling methods are ways to produce models using€frors to be normally distributed).

historical information on predictors’ values and field We illustrate the construction and use of a trees mtodel
problem metric values such that the resulting model canclassify modules as risky and not risky.

produce a prediction given the predictors’ values for a new
observation (we will not examine level 0 outputs). WE wi
examine modeling methods by the kind of output they
produce:

While minimum error or minimum observation is not
reached for all partitions, first generate candidate
partitions using predictor values, then partition the data

using the predictor value that minimizes error.
» Level 1 output (section 4.3.2):

o Linear modeling (logistic regression) Consider the following simple example:

12



Predictor A has three values: 1, 2, 3
Predictor B has two values: 1, 2

The field problem metric has two classes (values):

1 (at least 1 field problem), O (no field problems)
The measure of error i& partitionsZ all observations in
partition|¥ - ¥
¥ = mean of classifications in the partition
The minimum error in partition: O
The minimum number of observation: 2
We use the training set in Table 7.
Table 7. Training set

Obs Val_ue of Val_ue of Class of thefiel_d
Predictor A | Predictor B | problemsmetric
1 1 1 0
2 1 2 0
3 1 1 0
4 1 2 0
5 2 1 1
6 2 1 1
7 3 1 0
8 3 2 0
9 3 1 0
10 3 2 1
Iteration 1

Minimum error or minimum observation not reached for
all partitions.

Generate candidate partitions using predictors’ values:

e A<=l
0 error in partition 1 (A<=1)
= (0+0+0+0)=0
0 error in partition 2 (A>1)
= (/2 + 12+ 1/2 +1/2 + 1/2 +
1/2) =3
o total error =3

0 error in partition 1 (A<=2)
= (1/3 + 1/3 +1/3 +1/3 + 2/3 +
2/3) = 2.667
0 error in partition 2 (A>2)
= (/4 +1/4+1/4 +3/4) =1.5
o total error = 4.167

0 error in partition 1 (B<=1)
= (/3 + 1/3 +1/3 +1/3 + 2/3 +
2/3) = 2.667

0 error in partition 2 (B>1)
= (/4 + 1/4 +1/4 +3/4) =1.5
o total error = 4.167
Based on total error, partition using A<=1. The resgltin
tree is in Figure 4. Since the error in partition A<s10j
only observations in the partition A>1 (observati®ns0)
are examined in the next iteration.

>1

6 obs, error=3

<=1

4 obs, error =0

Figure 4. Tree after oneiteration
Iteration 2

Minimum error or minimum observation not reached for
all partitions.

Generate candidate partitions using predictors’ values:

A <=1:not possible
e A<=2
0 error in partition 1 (A<=2)
= (0+0)=0
0 error in partition 2 (A>2)
= (14 +1/4+1/4 +3/4) = 1.5
o total error = 1.5
+ Bx=1
0 error in partition 1 (B<=1)
= (12+1/2+1/2+1/2)=2
0 error in partition 2 (B>1)
= (12+1/2) =1
o total error =3
Based on total error, partition using A<=2. The resulting
tree is in Figure 5. Since the error in partition A<¥ida
partition A<=2 is 0, only observations in the partititn2
(observations 7-10) are examined in the next iteration.

4 obs, error=1.5

2 obs, error =0

Figure 5. Tree after two iterations
Iteration 3

Minimum error or minimum observation not reached for
all partitions.

Generate candidate partitions using predictors’ values:
* A <=1:not possible
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* A <=2:not possible Figure 7. Path down classification tree
e B<=1

o error in partition 1 (B<=1 _
. ?0+0) -0 ( ) Predictor values: A= 2, B =2
0 error in partition 2 (B>1) Classification =1 (risky)
= (2+12)=1 The path down the tree is shown in Figure 8.

0 totalerror=1
Based on total error, partition using B<=1. The resulting
tree is in Figure 6. Since the error in partition A<=1,

partition A<=2, and partition B<=1 is 0, only observation <=1 >1
in the partition B>2 (observations 8 and 10) are examined —
in the next iteration.

4 obs, error=0 >2

2 obs, error=0 2 obs, error=.5

Figure 8. Path down classification tree
Predictor values: A=3, B=2

Classification = ? (unclear)

2 obs, error=0 2 obs, error=.5
Figure 6. Tree after threeiterations
Iteration 4

Minimum error or minimum observation reached for all
partitions

To classify a new observation, the observationersas the
tree according to its predictors’ values. Consider the
following predictions:

Predictor values: A=3,B=1
Classification =0 (not risky)

The path down the tree is shown in Figure 7. 2 obs, error = 0 2 obs, error = .5

The prediction is unclear. In practice a cutoff is usually
used to classify observations for partitions that aoe
homogenous such as in Khoshgotaar et. al. [40]. For
example, if we use >.75 as the cut off, then the
classification is 0 (not risky).

4.3.2 Techniques that produce level 1 output
Techniques that produce a level 1 output are concerned
with putting observations into classes; thereforerisgres

that produce a level 1 output use the training set to
determine how the predictors’ values influence whick<la
an observation belongs to. Different techniques deéterm
the influence of prior observations differently or detme

the class of a new observation differently.

2 obs, error=0 2 obs, error= 5
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Linear modeling (with model selection) An example is given in section 4.3.1.

The logistic regression technique is the variant of the Research work that uses this technique includes: Briand et
linear modeling technique that produces a level 1 outputal. [5], Ebert [13]/[14]/[15], Khoshgoftaar and Allen [37],
and is explained in detail by Weisburg in [104]. The idea Khoshgoftaar et. al. [40], Khoshgoftaar et. al. [41],
behind linear modeling is that each increase in aKhoshgoftaar et. al. [43]/[44], Khoshgoftaar et. al. [50],
predictor's value increases the probability that the Khoshgoftaar et. al. [51], Khoshgoftaar et. al. [53],
observation belongs to one of the classes by thee samKhoshgoftaar and Seliya [59], Khoshgoftaar et. al.
amount. [62]/[63], Khoshgoftaar et. al. [64], Kokol et. al. [66],
The logistic regression technique involves fitting a S€lby and Porter [94], Selby and Porter [95], Takahashi

parameterized linear model between the predictors’ valuestt: &l- [96], Troster and Tian [99]
and the logit transformed field problem metric value (e.g. Discriminant analysis (with model selection)

0 for ri_sky and 1 _fo_r nqt risky). The parameter_values a'€The discriminant analysis technique involves dividing
determined by minimizing a measure of the fit (such as jjcervations in the training set into classes (riskyiot
residual sum of squares, absolute difference, leastuelati risky) and then when a new observation needs to be

difference, etc.). classified, the technique computes a closeness function t
In most situations, linear modeling involves modelisact determine which class the new observation belongshe.
Model selection fits models with sub-sets of predictord discriminant analysis technique is explained in detail by
selects a model that balances the bias-varianceoffade Khoshgoftaar et. al. in [45]. The idea behind discrimtnan
Model selection balances the trade-off by including only analysis is that observations that belong to theesalass
predictors that have the most amount of benefit or byshare similarities in their predictors’ values; theref a
dropping predictors that have the least amount of benefithew observation’s proximity to each class based on its
as judged by a model selection criterion (e.g. AIC, BIC, predictors’ values is used to determine the class dfi¢he
Cross-validation). observation.

Given a new observation, the predictors’ values areWhen a new observation, x, needs to be classifiedylé-m
inserted into the fitted linear model used to produce la reavariate probability density function,(k), is used to give
value between 0 and 1 representing the probability of thethe probability of the new observation being in ealess,
observation belonging to a class (e.g. risky). A pre- k. The probability density function is based on how e&los
determined cutoff is used to classify the observation. the predictors’ values are to the predictors’ valueshin t

Research work that uses this technique includes: Briand ettraining set for each class. The probability of class
al. [5] Jones et. al. [32], Khoshgoftaar et. al. [49],ckes membership and a pre-determined cut off (usually the
et. al. [74] prior proportion of observations in each class) arel tice

determine class membership. In most case, this tgaelni
also uses model section.

The trees technique involves creating partitions in the Research work that uses this technique includes:
observations based on predictors’ values that minithize Karuthanithi [36], Khoshgoftaar and Allen [38] '

error in classifications within each partition and is Khoshgoftaar et. al. [42], Khoshgoftaar et. al. [45]/[46],

explained in detail by Selby and Porter in [94]. The idea Khoshgoftaar et. al.[48], Khoshgoftaar et. al.[54]/[55]
behind trees is that predictors have critical valuet th Kokol et. al. [66] Muhson and Khoshgoftaar [75]’

distinguish between classes; therefore by identifying th Ohlsoon and Runeson [85], Pighin and Zamolo [89]
critical values, an observation can be classified gusis ’

predictors’ values. Rules

The partitioning process is repeated until the errorimith ~The rules technique captures rules of thumb and formally
each partition is below some limit or until the numbér ~ known relations among the facts. The rules are pregente
observations within each partition is below someitlim s i-then rules that associate a conclusion (i.e. a
The binary spliting process produces a tree. A classification) with a set of antecedents. The rules
predetermined cut off is usually used to assign a leaf to alechnique is explained in detail by Yuan et. al. in [103].

class based on the proportion of observations in elass. ~ The idea behind rules is that a set of if-then rules ca
decide which class an observation belongs to.

Trees (classification trees)

A new observation traverses the tree according to its o - o ]
predictors’ values until the observation reaches anedé. A new observation is classified by determining whictes

The class of the leaf node is the predicted classeonéw  apply to the new observation.
observation.
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Research work that uses this technique includes: EberfThe case based technique classifies a new obsergtion
[13]/[14)/[15], Yuan et. al. [103] identifying similar cases and examining the classebef t
similar cases. The case based technique is explained in

_ . . _ detail by Khoshgoftaar et. al. in [39]. The idea behiaskc
The clustering technique groups observations into clusters,ased is that similar cases can be used to determine th
according to predictors’ values and a distance function. ;555 of a new observation.

The clustering technique is explained in detail by
Khoshgoftaar et. al. in [56]. The idea behind clustersg i
that the predictors’ values can be used to find similar For a new observation, the case based technique
observations (i.e. clusters) and that all membershef  determines training observations that are similathi®
same cluster should belong to the same class. observation using predictors’ values and a closeness
function. Then, the class of the new observation is
determined using the similar cases and a solution
algorithm that determines class of the new obsenvatio
based on the classes of the similar cases.

Clustering

There is no training involved for case based models.

A distance function specifies how close predictors’ v&lue
need to be to the other members of a cluster todbeded
in a cluster. A majority function determines the clas
cluster based on the classes of the observationgvitib
cluster. Research work that uses this technique includes:

A new observation is placed into one of the clusteety ~ Khoshgoftaar et. al. [39], Schenker and Khoshgoftaar [91]

on a predictors’ values. The class of the cluster & th Sets

predicted class of the new observation. The sets technique ranks the predictors according to their

Research work that uses this technique includes:ability to discriminate between classes, then it uses
Khoshgoftaar et. al. [39], Khoshgoftaar et. al.[56], Yuan subset to classify observations. The sets technique is
et. al. [103] explained in detail by Briand et. al. in [5]. The ideaibdh
sets is that predictors’ have critical values thatimistish
between classes. This method is similar to the trees

The neural networks technique simulates how a set ofiechnique; however, the model construction processtis no
neurons or processing elements are interconnected througferative.

different connection strengths. The neural networks ) . . .
technique is explained in detail by Khoshgoftaar et.ral. i 1€ Sets technique ranks the predictors according to their
[55]. The idea behind neural networks is that predictors’ ability to discriminate between classes. The criticdue

values are like neural inputs, which is used by the neuralth@t maximizes the difference between partitions is
network to arrive at a conclusion about a new observat determined for each predictor. A Boolean function isithe

) . constructed using a subset of the predictors and their
A neural networks model is a multi-layer perceptron model itical values to classify observations.

that produces a real value between 0 and 1, which _ . _
indicates class membership. The predictors are in ond O & Néw observation, the Boolean function is appbed
layer, with each predictor as one neuron, and the owput i the predictors to derive the class of the new obsernat

in one layer. There is at least one intermediate midde Research work that uses this technique includes: Briand et
layer in between with different number of neurons.ctEa al. [5], Khoshgoftaar and Seliya [61]

neuron in one layer is connected to each neuron ingke
layer. The connection strength between the neurons ca
vary. A non-linear function is used to combine values
coming into the neuron to produce the output from the
neuron.

Neur al networks

Linear programming

The linear programming technique involves cutting the n-
dimensional space (representing the n predictors) using
multi-dimensional planes. The linear programming

_ ) technique is described in detail by Pighin et. al. in [90].
For a new observation, the predictors’ values are glane  1he idea is that predictors’ values determine an

the outer layer and the predicted value betw_een 0 and 1_ IJbservation’s location in an n dimensional space and
produced at t_he output neuron. A predetermined cut off ISregions of the space (as defined by the planes) belong to
used to classify the observation. the same class.

Research work that uses this technique includes:thg oytiing process is repeated until the homogeneity of
Karuthanithi [36], Khoshgoftaar et. al. [42], Khoshgoftaar o-h region is below a threshold or the number of

et. al. [54]/[55], Kokol et. al. [66], Xu et. al. [102] observations in each region is below a threshold. A

Case based predetermined cut off is used to assign a class to each
region based on the classes of the observations dan th
region.
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A new observation is placed into one of the regiorsetha  Non-linear regression

on the predictor's value. The class of the region & th the non-jinear regression technique is similar tditresr

predicted class of the new observation. modeling technique. It involves fitting a parameterized
Research work that uses this technique includes: Kokol etnon linear model (e.g. a power function) between the
al.[66], Pighin et. al.[90] predictors’ values and the value of the field problem
metric. The model fitting procedure is the same as the
procedure for the linear modeling technique. The non-
linear regression technique is explained in detail by
Weisburg in [104]. The idea behind non-linear modeling is
that a change in the predictor’s value change the prddicte
number of field problems by a parameterized amount.

Heuristicsor any level 2 output with heuristic

The heuristics technique involves applying a heuristie rul
(e.g. the Pareto distribution). The heuristics technigue
explained in detail by Ebert in [13]/[14]/[15]. The idea
behind heuristics is that a small percentage of obsenga

account for most of the problems. _ . , .
For a new observation, the predictors’ values arertede

New observations are ranked according to a predictor'sinig the non-linear model to produce a prediction of the
value or modeling output from a level 2 model, then a , mper of field problems.

percentage of the observations are assigned to one clas ) _ .
according to a heuristic. Research work that uses this technique includes: Graves e

) _ . al. [22], Khoshgoftaar et. al.[52]
Research work that uses this technique includes: Ebert

[13]/[14]/[15], Kokol et. al.[66], Ohlsson and Wohlin [84], T"€es (Regression trees)

Ostrand et. al. [87] This is the same technique used to produce a level 1 output
. except that the value of the field problem metric is
4.3.3 Techniques that produce level 2 output cgredicted. Using the trees technique to produce a level 2

T_echnique_s_that produg_e a level 2 output are concerne utput is explained in detail by Khoshgoftaar and Seliya in
with predicting a specific number; therefore techniques [60].

that produce a level 2 output use the training set to
determine what the number of field problems will be give

the predictors’ values. Different techniques determing ho _
the predictors’ values influence the number of field A Neéw observation traverses the tree, then the nuean

problems differently. median of the values of the field problem metric in lteed
is taken as the predicted number of field problems for the
new observation.

The idea is that critical values identify similar
observations and that all similar observations rsvglar
numbers of field defects.

Linear modeling (with model selection)

The linear regression technique and the negative bi|11omiaResearch work that uses this technique includes:
regression technique are the variants of the “nearKhoshgoftaar and Seliya [60]

modeling technique that produces a level 2 output and is

explained in detail by Weisburg in [104]. The idea behind Neural networks

linear modeling is that changes in a predictor’'s value This is the same technique used to produce a level 1 output
changes the predicted number of field problems (or except that the output (a continuous value between 0 and
transformed form of field problems in the case of birad 1) is scaled according to the range of the values dfahie
modeling) by a fixed amount. problem metric in the training set. Using the neural

The transformation function for the negative binomial N€tWorks technique to produce a level 2 output is
regression model is the log function. The fitting prodgess ~€xpPlained in detail by Khoshgoftaar et. al. in [57]. The
same as the linear modeling process to produce a level jdea behind neural networks is that predictors’ values are

output. Model selection technique is also usually used.  like neural inputs and can be used by a neural network to

. . _ arrive at a conclusion.
For a new observation, the predictors are insertextire

linear model to produce a prediction of the number afifiel FOr @ new observation, the predictors’ values are used t
problems. produce a value between 0 and 1. Then the value is scaled

up according to the range of the number of field problems

Research work that uses this technique includes: Graves €in the training set.

al. [22], Harter et. al. [24], Khoshgoftaar and Allen [38], ) _ )
Khoshgoftaar et. al. [39], Khoshgoftaar et. al. [47], Research work that uses this technique includes:
Khoshgoftaar et. al. [52], Khoshgoftaar et. al.[54]/[55], Khoshgoftaar et. al. [57], Khoshgoftaar et. al. [58]
Khoshgoftaar et. al.[56], Khoshgoftaar et. al. [57], 434 Principal component analysis (PCA)
Khoshgoftaar et. al. [58], Kokol et. al. [66], Mockus 6. &  The principal component analysis (also called singular
[74], Ostrand et. al. [87], Yuan et. al. [103] value decomposition) technique produces a new set of
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predictors using linear combinations of the original
predictors and is explained in detail by Khoshgoftaarlet. a
in [45]/[46].

The idea behind PCA is that there are only a few ssurc
of true variation within a set of predictors and thatnm
predictors are highly correlated with each other becaus
they capture similar attributes. PCA solves this prroliby
constructing new predictors that capture the different
sources of variation using linear combinations of the
original predictors. The new predictors will be
independent of each other and will contain all the
information in the original predictors.

PCA tries to include all the variance captured in the
original predictors while reducing the number of
predictors. The new predictors (principal components) are
in ranked order so that the first new predictor captures t

bagging technique. Each time, the weight of correctly
classified observations is decreased while the weight o
misclassified instances is increased. Thereforentbéel

in the next iteration is more likely to focus on mésdified
instances. In addition, the voting process is modifidte T

gnodels that have better overall performance are given

more weight in the voting process.

L ogitBoost

The logitboost technique is a re-derivation of the AdaBo
as a method for fitting an additive model in a forward

stepwise process. The idea is to fit an additive model by
minimizing the squared loss in a forward stepwise manner.

4.3.6 Fuzzy logic
Fuzzy logic is used in systems where values can have
degrees of truthfulness or falsehood represented by a range

most variation, the second predictor captures the seconcﬁ)f values between 1 (true) and 0 (false) and is explained in

most, and so on. Usually,
components that capture a large proportion of the total
variance (e.g. 90% as in Khoshgoftaar et. al. [45]) én th
used.

a subset of the principal detail by Schenker and Khoshgoftaar in [91]. The idea

behind fuzzy logic is that information cannot always b
described accurately (e.g. middle-aged: 40-50? 45-657?);
therefore, the imprecision in information needs to be
captured. Fuzzy logic describes the imprecision using
intervals and probabilities. With fuzzy logic, the outo

Research work that uses this technique includes: Briand etof an operation can be expressed imprecisely and a

al. [5], Khoshgoftaar and Allen [38], Khoshgoftaar ét. a

[42], Khoshgoftaar et. al. [45]/[46], Khoshgoftaar et. al.
[47], Khoshgoftaar et. al. [48], Khoshgoftaar et. al. [56],
Khoshgoftaar et. al. [64], Khoshgoftaar et. al. [62]/[63],
Kokol et. al. [66], Munson and Khoshgoftaar [75],

Ohlsson and Runeson [85], Pighin and Zamolo [89], Xu
et. al. [102]

4.3.5 Bagging, boosting, and logitboost

probability distribution is assigned to values.

Research work that uses this technique includes: Ebert
[13]/[14)/[15], Schenker and Khoshgoftaar [91], Xu et. al.
[102]

4.3.7 Combining techniques

Each modeling method can comprises of several
techniques. It is not clear what the complete setatifiv
combinations is. We discuss the combinations that hav

Bagging, boosting, and logitboost are used by Khoshgotaameen explored in prior work. Research work that combines

et. al. in [53] to improve the predictions of individual

techniques and their findings are listed in Table 8.

models produced by the trees technique. The authors show

that the accuracy of classifications can be improved b
combining classifications from multiple models. The idea
is that the training set used to build a model could be
biased. By combining predictions from models built using

different samples, a more accurate prediction can be.made

Bagging

The bagging technique randomly re-samples from the
training set, fits a model for each re-sampled dataaset,
takes the consensus of the classifications as the output

Boosting

The boosting technique is similar to the bagging
techniques. However, it builds models that complement
each other by building models that focus on data that
previous models performed poorly on. In the boosting

technique the re-sampling process is an iterative and

weighted process, in contrast to the random procesein t
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Table 8. Research work with combination of

analysis,
clustering, and
linear
modeling

Xu et. al. [102]

Principal
component
analysis, fuzzy
logic, and
neural
networks

Level 2

Yuan et. al.[103]

Fuzzy logic,
clustering, and
linear
modeling

Level 2

Khoshgoftaar et. al. [47]

principal
component
analysis and
linear
regression

Level 2

4.3.7.1 Accuracy

The most widely used criterion for comparing modeling
methods is accuracy; however, it is difficult to compare
accuracy across research work due to differences such as
different metrics, different modeling parameters, and

environmental

differences (e.g. organizational

related

differences). A few studies have compared predictions of
different modeling methods in the same setting. Table 9
summarizes the findings. Based on the research work a
partial ordering of methods using accuracy is in Figure 9.

ngs of resear ch work comparing accuracy of different modeling methods

Accuracy of other methods

techniques
Resear ch work Method Type of
output
Edbert [13]/[14]/[15] Fuzzy logic Level 1
and rules
Khoshgoftaar and Allen [38] Principal Level 1
Khoshgoftaar et. al. [42] component
analysis and
Khoshgoftaar et. al. [45]/[46] iscriminant
Khoshgoftaar et. al. [48] analysis
Khoshgoftaar et. al. [54]/[55
Kokol et. al. [66]
Munson and Khoshgoftaar
[75]
Pighin and Zamolo [89]
Briand et. al. [5] Principal Level 1
component
analysis and
logistic
regression
Schenker and Khoshgoftaar| Fuzzy logic Level 1
[91] and case based
Khoshgoftaar et. al. [53] Bagging, Level 1
boosting, and
LogitBoost
with trees
Khoshgoftaar et. al. [62]/[63] Principal Level 1
Khoshgoftaar et. al. [64] component
analysis and
trees
Khoshgoftaar et. al. [56] Principal Level 2
component
Table 9. Findi
Resear ch work Accuracy of preferred method
Briand et. al. [5] Sets
7.81% type | error
4.11% type Il error
6.04% overall error

20% type | error
28.77% type Il error

Linear modeling (logistic regression) with mod
selection

23.44% type | error
32.88% type Il error
28.47% overall error

Linear modeling (logistic regression) with
principal component analysis and model
selection
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24.64% overall error
Classification trees
16.67% type | error
17.81% type Il error
7.24% overall error

Ebert [13])/ [14] /[15]

Fuzzy rules
18.4% type | error
21.6% type Il error
19% overall error

Heuristics

10.43% type | error
45.95% type Il error
18.5% overall error
Trees

8.59% type | error
43.24% type Il error
15% overall error
Discriminant analysis
15.95% type | error
32.43% type Il error
19% overall error

Karuthanithi [36]

Neural networks
(trained using 25% of the data)

20.19% type | error
12.11% type Il error

(trained using 50% of the data)
17.41% type | error

15.04% type Il error

(trained using 90% of the data)
9.77% type | error

15.47% type Il error

Discriminant analysis

(trained using 25% of the data)
13.16% type | error

15.61% type Il error

(trained using 50% of the data)
12.45% type | error

16.01% type Il error

(trained using 90% of the data)
14.17% type | error

21.11% type Il error

Khoshgoftaar and Allen [38]

Discriminant analysis with principal
component analysis

23.8% type | error
13.7% type Il error
22.6% overall error

Discriminant analysis
33.8% type | error
16.3 % type Il error
31.7% overall error

Khoshgoftaar et. al. [39]

Case based

16.0% type | error

15.8% type Il error

Linear modeling (linear regression)
16.0% type | error

15.8% type Il error

Clustering
14.7% type | error
21.1% type Il error

Khoshgoftaar et. al .[42]

Neural networks

Discriminant analysis with principal compone
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26.0% type | error
26.9% type Il error
26.2% over all error

analysis and model selection
27.9% type | error

39.4% type Il error

29.5% overall error

Khoshgoftaar et. al. [54]/[55]

Neural networks

12.5% type | error
6.7% type Il error
11% overall error

Discriminant analysis with principal componen
analysis

6.25% type | error
26.7% type Il error
11% overall error

Khoshgoftaar et. al. [57]

Neural networks
(System 1)

.3980 ARE

.28 standard deviation
(System 2)

.5467 ARE

.08 standard deviation

Linear modeling (linear regression) with mode
selection

(System 1)

.5877 ARE

.62 standard deviation
(System 2)

.9998 ARE

1.37 standard deviation

Khoshgoftaar et. al. [64].

Trees with principal component
analysis

(release 2)
29.3% type |
21.2% type Il
(release 3)
29.9% type |
19.1% type Il
(release 4)
32.7% type |
19.6% type Il

Trees
(release 2)
31.7% type |
23.3% type Il
(release 3)
30.3% type |
14.9% type Il
(release 4)
35.6% type |
22.8% type Il

Kokol et. al. [66]

Discriminant analysis with principal
component analysis

6.3% type | error
14.3% type Il error
8.3% overall error

Linear programming
25.3% type | error
4.9% type Il error
10.9% overall error
Trees

15.1% type | error
22.2% type Il error
17.0% overall error
Heuristics

17.1% type | error
29.2% type Il error
21.1% overall error
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Neural networks
Sets
Trees
Case based Fuzzy rules with principle
Discriminant analysis component analysis

Linear modeling with principle

(linear regression) .
component analysis

Clustering Linear programming Dlsacnr:r;':i:nt Heuristics Trees

n method a is more accurate
than method b

Table 9. Ordering of modeling methods using accur acy

4.3.8 Other methods of evaluation ISNEW: if the module is new (1 for yes, 0 for nO)
The idea here is that in some situations the accusicy ISCHG: if the module has been changed since last
predictions is not the most important criterion. Other release (1 for yes, 0 for no)

methods of evaluating modeling methods have been Tree model is in Figure 10:

proposed but are not frequently used. For example, a RLSTOT
widely discussed criterion for comparing modeling
methods is the explicability of the resulting model (i.e.
how easy is it to interpret the effects of each ptedic
This may be important if the objective of field prable
prediction is to identify important predictors to plan for

improvements.

<=259.5

4034 obs <=421.0

To demonstrate explicability, consider the following two

models produced by Khoshgoftaar et. al.,, one is a tree
model from [60] and the other is a linear model using
principal component analysis from [47]. Both models

predict the number of field problems within a module.

RLSTOT: the number of vertices plus the number 16 obs 136 obs
of arcs within loop control structure spans with a Figure 10. Classification tree from [60]
flow graph

NL: the number of loops with a flow graph

VG: Cyclomatic complexity

PCSTOT: the total number of arcs located within
the span of conditional arcs in a flow graph
NELTOT: the total nesting level of all arcs

TCT: the number of calls to entry points

UCT: the number of unique entry points called by
this module

IFTH: the number of arcs that contain a predicate
of a control structure, but are not loops

NDI: the number of include files that this
modules uses, including itself

The principal components are in Table 10.
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Table 10. principal components from [47] predictors. It is not clear what the contributionseath

metric are. In addition, it is not clear which meiriare

Metric Component 1 Component 2 Component 3 |
Important.
RLSTOT 901 999 237 Explicability is often discussed in literature, such asrEb
NL 880 370 134 in [13)/[14)/[15], Khoshgoftaar et. al. in [42], and
PCSTOT 719 545 316 Khoshgoftaar et. al. in [45], but no established measure
NELTOT 683 .593 334 explicability is used to compare modeling methods. There
TCT 359 864 516 is no established measure of explicability since “gasil
understood” is a subjective measure and may differ from
UCT 426 .830 245 person to person.
VG 597 724 .309
IETH 599 681 357 5. SUMMARY RESEARCH WORK
NDI 177 265 939 Using the clas§|f|cat|0_n schemes in section 4, weevev
research work in metrics based models. The summases ar

ordered by the output level and year of publication. Each
The linear model is: summary give a short overview of the study, the metrics

Field problems = .520 + 1.233 (ISCHG) + .541 US€d: and the results.

(ISNEW) + .577 (Component 3) + .368 5.1 What predictsfield problems?

(Component 1) + 338 (Component 2) This section reviews research work that addresses the
The tree model is easily understood. The important question what predicts field problems. The studies are
predictors are clearly identified by internal nodes.fLea symmarized in Table 11.
nodes present the predicted number of field problems. The
important values are clearly indicated.

The linear model with principal components analysis is
not easy to understand due to the principal components.
Components are constructed out of linear combinatibns o
Table 11. Summary of resear ch work that addresswhat predictsfield problems

Resear ch overview Predictorsand field problem metrics Results

Basili and Perricone establish relationships The predictors are: reuse status, lines of Larger modules have lower defect
between development metrics and field code, and Cyclomatic complexity. densities.
problems and between content metrics and
field problems using the trends technique in

1984 [3]. The measure of field problems is defect| Modules with higher Cyclomatic
density per thousand lines of code. complexity have lower defect
densities.

The authors establish what predicts the field
problems. The study uses data from multip|e
releases of a general-purpose program for
satellite planning studies at the Software
Engineering Laboratory.

Troster and Tian establish a relationship | The authors use predictors classified inforhe presence of APARs are

between content metrics, development four classes: related to the number of
metrics, and field problems using the trees Design: referenced declarations, software
technique in 1995 [99]. maturity index, unreferenced

high level structural complexity, high declarations, changed source
level data complexity, high level system| instruction. and high-level

The authors establish what predicts field comple_xity (calls to other modules and system complexity
problems. The study uses data from one | I/O variables), module level structural

release of an IBM relational database complexity, module level data complexity,
management system. module level system complexity
Size:
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lines of code, comment lines
Change:

changed source instructions, software
maturity index

Complexity:

Cyclomatic complexity, referenced
declarations, unreferenced declarations
statement count, procedure count

The measure of field problems is APAR
resulting in fixes (Authorized Program
Analysis Report).

Bassin and Santhanam establish relations
between development metrics and field
problems and between hardware and softw
configurations metrics and field problems
using the trends technique in 1997 [4].

The authors establish what predicts field

problems. The study uses data from multip
releases of a mainframe product and from
multiple releases of a workstation product &
IBM.

hipke predictor is development PTRs
(problem tracking reports).
are

The measure of field problems is APAR

at

5

Proportion of different types of
development problems are relat
to the proportion of different
types of APARs.

Ohlsson and Wohlin establish a relationsh
between content metrics and field problem
using trends in 1998 [84].

The authors establish what predicts field
problems. The study uses data on 28 softw
components from two releases of a real-tim
telecommunications software system.

pThe predictors are: number of output

5 symbols in design doc, number of input
symbols in design doc, number of uniqy
external outputs from a components,
number of unique external inputs to a
component, number of state symbols in

Affesign doc, Cyclomatic complexity
€dapted for design doc, number of desi
pages in design doc, number of task
symbols in the design doc, number of if
boxes in the design doc.

The measure of field problems is fault
reports from test and operation.

eproblematic modules.

gn

Cyclomatic complexity and state
symbols are good indicators

Fenton and Ohlsson establish relationship
between development metrics and field

problems and between content metrics ang
field problems using trends in 2000 [16].

The authors establish what predicts field
problems. The study uses data from two
releases of a telecommunications switching
system.

5 The predictors are: lines of code,
Cyclomatic complexity, development
defects, and modified signals.

The measure of field problems is defect
found during the first year of
development.

)

5

Post-release defects tend to ocg
in modules with no pre-release
defects.

Lines of code is good at ranking
modules with defects.

The combination of Cyclomatic
complexity and modified signals
are good at ranking modules wi
defects.
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Harter, Krishnan, and Slaughter establish
relationship between content metrics,
development metrics, and field problems
using the linear modeling technique in 200
[24].

The authors establish what predicts field
problems. The study uses data from 30
software products created by the systems
integration division of an IT firm.

A The predictors are: CMM levels, lines o
code, and a subjective measure of prod
and design complexity.

0

The measure of field problems is defect

Higher process maturity
ucdkecreases the number of defect

More lines of code decrease the
number of defects.

sHigher product and design
complexity increase number of
defects.

2

Ostrand and Wyuker establish relationship
between content metrics and field problem
and between development metrics and fiel
problems using the trends technique in 20
[86].

The authors establish what predicts the
number of field problems. The study uses
data from multiple releases of an inventory
tracking system at AT&T.

s The predictors are: fault density per

5 thousand lines of code, lines of code,
] reuse status, and development faults.
D2

The measure of field problems is faults.

Larger files have lower fault
densities.

Post-release faults tend to occu

New files have both more faults
and a higher fault density than
pre-existing files.

in files with no pre-release faults.

D

Pighin and Marzona establish a relationsh
between content metrics and field problem
and development metrics and field problen
using trends in 2003 [88].

The authors establish what predicts field
problems. The study uses data from 23
release of a management application and

pThe predictors are: reuse status,
5 Cyclomatic complexity, and lines of cod
s

The measure of field problems are fault
and fault density.

LS

releases of a medical application.

More faults in older files but tha
e.it is due to the increasing numb
of old files.

; Fault density is similar between
new files and old files.

Approximately 50% of the faults
are in files taking 35% of the
lines of code.

5.2 Isitrisky or not?

This section reviews research work that addresses the
guestion is it risky or not. The studies are summarized in

Table 12.

Table 12. Summary of research work that addressisit risky or not

Resear ch overview
metric

Predictorsand field problem

M odeling specific details

Results

Selby and Porter
establish a
relationship betweer
content metrics,
development

metrics, and field

The authors use predictors
classified into two classes:

Development effort attributes:
design effort*, code effort, desig
effort per module call*, design

The authors classify modules as
risky (number of faults in the top
guantile of all modules) or not

nrisky for modules in the next
project.

The authors observe 0%
combined type | and type Il
error using all metrics.

The authors observe a 30.5%
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problems using the
trees technique in
1988 [94].

The authors classify,
modules as risky or
not risky. The study
uses data from 16
project covering
4700 modules in a
ground support
software system at
NASA.

effort per code effort, design
effort per comment*, design
effort per function call*, design
effort per function plus module
call*, design effort per input-
output statement*, design effort
per input-output parameter*,
overhead effort, percent code
effort of total development effort
percent design effort of total
development effort, test effort,
total effort, total development
effort per 1000 source lines, tot:
development effort per 1000
executable statements

Design and implementation styl
attributes:

assignment statement per 1000
executable statements, module
calls per comment*, module cal
per function plus module call*,
module calls per input-output
parameter*, comments?*,
function calls per module call*,
function calls per comment*,
function calls per function plus
module call*, function calls per
input-output parameter*,
function plus module calls per

comment*, function plus module

calls per input-output statement
function plus module calls per
input-output parameters*,
function plus module calls per
1000 source lines, function plug
module calls per 1000 executah
statements, function plus modu
calls*, input-output statements
per comment*, input-output
statements per input-output
parameter*, input-output
statements per 1000 executablg
statements, input-output
parameters per comment*,
source lines , source lines minu
comments, Cyclomatic
complexity, Cyclomatic
complexity per 1000 source line
Cyclomatic complexity per 1000
executable statements,

The modules from 13-15 projects
are used to train the module

1

[

_*

le

1}

assignment statements, modulg

combined type | and type Il
error using metrics available
early in the development
process.
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calls*, decisions, format
statements, function calls*,
input-output statements*, input-
output parameters*, operands,
operators, origin*, versions,
execuTable statements, total
operands, total operators. The
metrics marked with * are
available early in the
development process.

The measures of field problems
are faults.

Selby and Porter
establish a
relationship betweer
content metrics,
development
metrics, and field
problems using the
trees technique in
1989 [95].

The authors classify,
modules as risky or
not risky. The
authors represent
results in [94]. In
addition, the study
uses data on 907
files from a Hughes
system collected
over 54 months.

The authors no not reveal the
data source or the predictors
used.

The measures of field problems
are faults.

The authors classify modules as
risky (number of faults in the top
guantile of all modules in the
project) or not risky.

The authors observe an 18.84¢
type | error and a 24.32% type
Il error.

(=)

Munson and
Khoshgoftaar
establish a
relationship betweer
content metrics and
field problems using
the discriminant
analysis technique
with principal
component analysis
and model selection
in 1992 [75].

The authors classify,
modules as risky or
not risky. The study
uses data on 327

modules from one

For the military system, the
predictors: number of unique
operators, number of unique
operands, number of total
operators, number of total
operands, program length,
program volume, Halstead’s
effort metric, Cyclomatic
complexity, extended Cyclomati
complexity, number of procedur
calls, number of comment lines
number of blank lines, number
lines of code, and number of
executable lines of code.

The measure of field problems i
faults.

O

e

]

hianalysis. 260 programs are used

The authors use principal
component analysis to combine t
predictors into principal
components and choose the first

two components for both systems.

The authors divide data into a
training set and a testing set.

The medical imaging system has
390 programs available for

for training and 130 are used for
testing.

The authors identify three groups
in the training set: not risky (1 or
0 code changes) containing 126
observations, risky (10 or more

héype | error, a 13% type Il error|,

The authors observed a 10%

and a 12% overall error
classifying observations in the
testing set that are risky and n
risky (discarding 62
observations).

The authors redefine risky
(more than 5 changes) and not
risky (0-5 changes), and use a
10 classifying threshold to
classify observations, which
allows 110 out of 130
observations to be classified.
The authors observe a 10% tyy
| error, a 7% type Il error, and
17% overall error.
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release of a military
telecommunications
software system and
data on 390
programs one
release of a medical
imaging system.

For the medical system, the
predictors are: lines of code
including comments, lines of
code, total character count, tot
comments, number of comment
characters, number of code
characters, Halstead’s program
length, Halstead’s estimated
program length, Jenson’s
estimator of program length,
Cyclomatic complexity, and
Belady’s bandwidth metric.

The measure of field problems i
the number of fault related to
code changes.

]

code changes) containing 30
observations, and other (2-9 codg
changes) containing 234
observations.

The authors only use observation
that are risk and not risky to train
the model.

The military communications
system has 327 modules availab
for analysis. 218 programs are
used to for training and 109 are
used for testing.

The authors identify three groups
in the training set: not risky (0
faults) containing 75 observation
risky (5 or faults) containing 59
observations, and other (1-5 fault
containing 84 observations.

The authors only use observation
that are risk and not risky to train
the model.

F The authors observed a 3% tyy
| error, a 26% type Il error, ang
an 8% overall error classifying

sobservations in the testing set
that are risky and not risky
(discarding 31 observations).

The authors redefine risky
(more than 5 faults) and not
efisky (0-5 faults), and use a .80
classifying threshold to classify,
observations, which allows 86
out of 109 observations to be
classified. The authors observe
3% type | error, a 2% type Il
error, and a 5% overall error.

P

s)

(7]

Briand, Basili, and
Hetmanski establish
a relationship
between content
metrics and field
problems using the
sets technique, the
trees technique, the
linear modeling
(logistic regression)
technique with

model selection, and compilation units that contain a

the linear modeling
(logistic regression)
technique with
principal component
analysis and model
selection in 1993

[5].

The authors classify
modules as risky or
not risky. The study
uses data on 146
components from ar
Ada system with the
aid of an automated
tool.

The predictors are: total numbe
of cascaded program unit
declarations/maximum possible|
number of cascaded program u
declarations, cascade imported
program unit declarations/direc
imported program unit
declarations, number of library
unit aggregations that contain g
with statement to this
compilation unit, number of

with statement to this
compilation unit, number of
parameters per program unit
declaration, fraction of old
(reused verbatim) number of
components, fraction of old
(reused verbatim) number of
SLOC, number of ADA
statements, unique imported
declarations/unique exported
declarations, maximum
statements nesting level, avera
statement nesting level, source
lines of code, Halstead’s volume
Cyclomatic complexity, number
of declared variables.

Ir The authors predict if a unit will

nitross-validation technique to

be risky (at least one fault) or not
risky (no faults). The authors use

evaluate models.

The authors observe a 20% tyy
| error, a 28.77% type Il error,
and a 24.64% overall error for
logistic regression with
principal components and
model selection.

The authors observe a 23.44%
type | error, a 32.88% type I
error, and a 28.47% overall

error for logistic regression witl
model selection.

The authors observe a 16.67%
type | error, a 17.81% type Il
error, and 17.24% overall error
for classification trees.

The authors observe a 7.81%
type | error, a 4.11% type I

error, and a 6.04% overall errg
for optimized set reduction.

1

=
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The measure of field problems i
faults.

[2)

Karunanithi
establish a
relationship betweer
content metrics and
field problems using
the discriminant
analysis technique
and the neural
network technique
in 1993 [36].

The authors classify
modules as risky or
not risky. The study
uses data from one
release of a medical
imaging system. Thg
data is the same as
in [75].

The authors use the predictors:
lines of code including
comments, lines of code, total
character count, total comment
number of comment characters
number of code characters,
Halstead'’s program length,
Halstead’s estimated program
length, Jenson’s estimator of
program length, Cyclomatic
complexity, and Belady’'s
bandwidth metric.

The measure of field problems i
the number of fault related to
F code changes.

;7

[2)

The authors then divide the data
into training and testing sets of
different sizes, training using 259
(testing with 75%) 33%, 50%,
67%, 75%, and 90% of the data.

The authors identify modules as

not risky (1 or O code changes) or

risky (10 or more code changes),

and other (2-9 code changes). Thé
50% of the data.

authors do not consider the ‘othe|
group.

The authors build a discriminant
analysis model, a one layer neur

and a multi-layer neural network
model.

ol error and a 15.61% type |l

29005 of the data.
network model (perceptron mode])

Of the remaining modules, the
authors observed a 13.16% tyf

[¢]

error for the discriminant
analysis technique trained usin
25% of the data.

The authors observed a 12.454
type | error and a 16.01% type
Il error for the discriminant

nalysis technique trained usin

The authors observed a 14.174
type | error and a 21.11% type
Il error for the discriminant

analysis technique trained usin

The authors observed a 16.174
type | error and a 15.98% type
Il error for the perceptron

technique trained using 25% of
the data.

The authors observed a 11.584
type | error and a 16.97% type
Il error for the perceptron

technique trained using 50% of
the data.

The authors observed a 4.039
type | error and a 19.11% type
Il error for the perceptron

technique trained using 90% of
the data.

(=)

(=)

The authors observed a 20.194
type | error and a 12.11% type
Il error for the neural networks
technique trained using 25% of
the data.

The authors observed a 17.414
type | error and a 15.04% type
Il error for the neural networks
technique trained using 50% of
the data.

The authors observed a 9.77%
type | error and a 15.47% type
Il error for the neural networks
technique trained using 90% of

29



the data.

Khoshgoftaar,
Lanning, and
Pandya establish a
relationship betweer
content metrics and
field problems using
the discriminant
analysis technique
with principal
component analysis
of variables and the
neural networks
technique in 1994
[54]/[55].

The authors classify,
modules as risky or
not risky. The study
uses data from 282
modules in one
release of a military
telecommunications
software system.

The predictors are: number of
unique operators, number of
unigue operands, number of tot
operators, number of total
operands, lines of code,
executable lines of code,
McCabe’s Cyclomatic
complexity, and extended
Cyclomatic complexity.

The measure of field problems i
the number of faults.

]

The authors use principal
component analysis and select th

afirst two components.

The authors construct a model
using the neural networks
technique using all predictors.

The authors divide data into a
training set and a testing set. Th
training set has 188 observationg
and the testing set has 94
observations.

The authors divide the data into
three classes: not risky (0 faults)
containing 93 observations, risky
(5 or more faults) containing 28
observations, or other (1-4 faults
containing 67 observation. The
authors only use data in the risky
and not risky categories to train
models.

The authors classify risky module
(15 observations) and not risky
modules (48 observations).

The authors observed a 6.25%
dype | error, a 26.7% type Il

error, and an 11% overall erro
using the discriminant analysis
model.

The authors observed a 12.5%
type | error, a 6.7% type Il

L. error, and an 11% overall erro
| using the neural networks
model.

2]

Khoshgoftaar,
Allen, Kalaivhelvan,
Goel, Hudeponhl, ang
Mayrand establish a
relationship betweer
content metrics,
development
metrics, and field
problems using the
discriminant
analysis technique
with principal
component analysis
and variable
selection in 1995
[48].

The authors classify,
modules as risky or
not risky. The study
uses data on 1980
modules from a
telecommunications

The predictors are: breaches of
structure, conditional arc

I complexity, commented control
structures, control statements,
declaration statements,
executable statements, non-loo
conditional arc, lines of code,
loops, modules used, nesting
level, pending vertices,
statements in loops, span of
conditional arcs, vertices + arcs
within loop spans, total calls to
other modules, unique calls to
other modules, volume of
comments in declarations,
volume of comments in
structures, Cyclomatic
complexity, module is new, and
module is modified.

The measure of field problems i
faults.

9]

[2)

The authors use principal
component analysis to construct
principal components out of the
content metrics then use variable
selection to select four principal
components, if a model is new,
and if a model is modified as
predictors.

The authors use 1230 observatio
to train the models and test the
models using 660 observations.
The authors classify modules as
not risky (0-4 faults) and risky (5
or more faults).

The authors observe a 24.8%
type | error, a 15.0% type I
error, and a 23.6% overall errg

The authors also fit a module
with out development

module is new and module is
modified indicator variables.
n$hey observed a 26.0% type |
error, an 18.75% type Il error,
and a 25.2% overall error.

information by not including the
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system.

Khoshgoftaar and
Allen establish a
relationship betweer
content metrics,
development
metrics, and field
problems using the
linear programming
technique, the
discriminant
analysis technique
with model
selection, and the
discriminant
analysis technique
with principal
component analysis
and model selection
in 1995 [38].

The authors classify
modules as risky or
not risky. The study
uses data on 1980
modules from a
telecommunications
system.

The authors use predictors
grouped in three classes:

Call graph metrics:

modules used, total calls to othg
modules, unique calls to other
modules

Control flow graph metrics:

if-then conditional arcs, loops,
nesting level, span of conditiong
arcs, span of loops, and McCah
Cyclomatic complexity.

Reuse status:

if a module is new or old, if a
module is unchanged or modifie

The measure of field problems i
faults.

|

[2)

Flfaults) and not risky (5 or more

d

The authors use 1320 modules g
the training set and 660 modules
as the testing set. The authors
classify modules as risky (1-4

faults).

sThe authors use only the metri

O

‘modules used’ as the predicto
and observe a 1.4% type | errg
an 80.0 type Il error, and a
10.9% over all error.

The authors use the
discriminant analysis techniqug
with model selection construct
model and observe a 33.8% type
| error, a 16.3% type Il error,
and a 31.7% overall error.

The authors use the
discriminant analysis technique
with principal component
analysis and model selection
and observe a 23.8% type |
error, a 13.7% type Il error, an
a 22.6% overall error.

Khoshgoftaar,
Allen, Kalaichelvan,
and Goel establish g
relationship betweer
content metrics,
development
metrics, and field
problems using the
discriminant
analysis technique
with principal
component analysis
and variable
selection in 1996
[45].

The authors classify,
modules as risky or
not risky. The study
uses data on 1980
modules from a
telecommunications
system.

L

The authors use predictors
grouped in three classes:

Call graph metrics:

modules used, total calls to othg
modules, unique calls to other
modules

Control flow graph metrics:

if-then conditional arcs, loops,
nesting level, span of conditiong
arcs, span of loops, and McCah
Cyclomatic complexity.

Reuse status:

if a module is new or old, if a
module is unchanged or modifie

The measure of field problems i
faults.

Al

[2)

Bl

emodels using 660 observations.

d

The authors use principal
component analysis to construct
principal components out of the
content metrics then use variable
selection to select three principal
components, if a model is new,
and if a model is modified as
predictors.

The authors use 1230 observatio
to train the models and test the

The authors classify modules as
risky (5 or more faults) and not
risky (0-4 faults).

nshanged or unmodified. The

The authors observed a 23.8%
type | error, a 13.8% type I
error, and a 22.6% overall errg

=

The authors also construct a
model without development

information by not including the
variables that indicate if a
module is new or old and

authors observed a 32.4% type
error, a 21.3% type Il error, an
a 31.1% overall error.
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Khoshgoftaar,
Allen, Hudepohl,
and Aud establish a
relationship betweer
content metrics and
field problems using
the discriminant
analysis technique
with principal
component analysis
and model selection
and the neural
networks techniques
in 1997 [42].

The authors classify,
modules as risky or
not risky. The study
uses data from on
6972 modules in a
release of a
telecommunications
software system.

The authors use predictors
grouped in two classes:

Call graph metrics:

The authors consider modules th

are reused or changed.

modules used, total calls to otherThe training set has 4638 modul

modules, unique calls to other
modules

Control flow graph metrics:

if-then conditional arcs, loops,
nesting level, span of conditiong
arcs, span of loops, and McCah
Cyclomatic complexity.

The measure of field problems i
faults.

]

and the testing set has 2324
modules. The authors classify
modules as risky (3 or more fault
or not risky (0-2 faults).

“The authors construct four
ePrincipal components and use

model selection to select three
principal components for the
discriminant analysis model.

afThe authors observed a 27.9%
type | error, a 39.4% type I
error, and a 29.5% overall errg
using the discriminant analysis

Podel.

5)The authors use all four
principal components for the
neural networks model.

The authors observed a 26.0%
type | error, a 26.9% type I
error, and a 26.2% over all err
using the neural networks
model.

Takahashi,
Muraoka, and
Nakamura establish
a relationship
between content
metrics and field
problems using the
trees technique in
1997 [96].

The authors classify,
modules as risky or
not risky. The study
uses data on 562
modules from a
network

management system.of distinct operators in entire

The authors use predictors
grouped into two classes:

Code metrics:

number of executable lines
including data declarations on
modified parts, number of
comment lines on modified part
Cyclomatic complexity on
modified parts, number of
executable lines including data
declaration in entire module,
number of commented lines in
entire module, Cyclomatic
complexity in entire module, the
maximum nesting of C-code
block in entire module, number

module, number of distinct
operands in entire module,
number of operator occurrences
in entire module, number of
operand occurrences in entire
module, Halstead’s Volume in
entire module, Halstead'’s
Difficult in entire module,
Halstead’s mental effort in entir
module, reuse ratio

11%

5

The authors normalize the metrig

The authors use 393 observation
to train the model and 169
observations to test the data.

The authors classify modules as
risky (more than 20 faults per
1000 LOC) or not risky (less or
equal to 20 faults per 1000 LOC)

sThe authors observed a 22%
type | error, a 57% type Il error|
and a 28% overall error for the

Sbest tree.

=

pr
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Structure metrics:

number of distinct functions in
module that call this function,
number of distinct functions in
module called by this function,
fan-in in module considering th¢
number of called functions, fan-
out in module considering the
number of calling functions,
average nesting of calling
functions with decision node,
number of predicates in module
including predicting defined on
the subsystem whose scope
extends to function in the
subsystem, number of predicate
in modules including predicting
defined on the subsystem whos
scope extends to function on
other subsystems, number of
predicates in modules excluding
predicting defined on the
subsystem whose scope extend
to function in the subsystem,
number of predicates in module
excluding predicting defined on
the subsystem whose scope
extends to function in other
subsystems.

The measure of field problems i
fault density.

(1))

)

[2)

[2)

Pighin and Zamolo
establish a
relationship betweer
content metrics and
field problems using
a discriminant
analysis technique
in 1997 [89].

The authors classify,
modules as risky or
not risky. The study
uses data on 904
filesin a
management
software system
produced by a
software house over

a period of 7 years.

The authors use the predictors:
preprocess instruction lines, # @
define, # include, words of
comment, new types, jump
instructions, function arguments
assignment in function
arguments, operators in functio
arguments, pointers in function
arguments, function calls in
function arguments, ternary if,
casting operators, structure
references, address operators,
arithmetic operators, relational
operators, logical operators,
assignment operators,
increment/decrement operators
operators, logical and relational
in return expressions, external
declarations, declarations of

The authors construct principal
f components.

. The authors divide the data into
‘three groups, not risky (0 or 1

L fault) risky (10 or more faults) an

other (2-9 faults).

The training set contains 604 file

and the testing set contains 300
files.

The ‘other’ group is not used in
training (313 observations).

variable, declarations of functior

=

First the authors classify only
modules that are risky or not
risky in the testing set
(discarding 148 observations).

] The authors observed a 3.6%
type | error, a 9.8% type Il
error, and a 5.3% overall error
classifying observations using

Sthe model with all predictors.

The authors observed a 2.7%
type | error, a 9.8% type Il
error, and a 4.6% overall error
classifying observations using
the model with 7 principal
components.
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operations in array indexes,
control instructions, iteration
instructions, label instructions,
max nesting with else, max
nesting with deepness in contrg
structure, function implemented
in control structure, nesting leve
in control structure, relations in
control structures, instructions i
control structures, function calls,
in control structure, lines in
functions, time of observation.

The measure of field problems i
faults.

[2)

The authors observed a 4.5%
type | error, a 0% type Il error,
and a 3.3% overall error
classifying observations using
the model with 10 principal
components.

The authors redefine risky

(more than 5 faults) and not
risky (0-5 faults), and use a .8(
classifying threshold to classify,
observations.

| error, a 26.1% type Il error,
and a 12.4% overall error for
the model with all predictors,
which allows 274 out of 300
observations (91.3%) to be
classified.

| error, a 25.0% type Il error,
and an 11.5% overall error for
the model with 7 principal
components, which allows 252
out of 300 observations (84.0%
to be classified.

| error, a 16.1% type Il error,

model with 10 principal

components, which allows 263
out of 300 observations (87.6%
to be classified.

and a 9.1% overall error for the

The authors observe a 7.8% type

The authors observe a 7.7% type

The authors observe a 7.0% type

Khoshgoftaar,
Allen, Jones, and
Hudepohl establish
relationship betweer
content metrics,
development
metrics, deployment
and usage metrics,
and field problems
using the linear
modeling technique
(logistic regression)
with variable
selection in 1998

A

The authors use predictors
grouped into two classes:

Software product metrics:

the number of distinct include
files, log of the number of
independent paths, maximum
span of variables, proportion of
systems with module installed,

Development process metrics:

number of problems in beta

The authors only examine modul
that have been updated since the
last release.

> type | error and type Il error at
27.71% type | error and a
22.96% type Il error.
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[49].

The authors classify,
modules as risky or
not risky. The study
uses data on “a few
thousand modules”
ina
telecommunications
system.

testing in previous release, total
number of problems fixed in
current release that originated
from beta testing of previous
release, total number of problen
fixed in the current release foun
by customers in a prior release,
net increase in lines of code du
to software changes, number of|
different designers creating

changes for this module, numbe

of updates by designers who ha
10 or less updates in company
career, total number of updates
that designers had in their
company careers when they
updated this module.

The measure of field problems i
customer discovered faults.

—

S

A%

o =

[2)

Schenker and
Khoshgoftaar
establish a
relationship betweer
content metrics and
field problems using
the case-based
reasoning technique
in 1998 [91].

The authors classify,
modules as risky or
not risky. The study
uses data from 282
modules in a
military
telecommunications
software system.

The predictors are: number of
unique operators, number of
unigue operands, number of tot
operators, number of total
operands, lines of code,
executable lines of code,
Cyclomatic complexity, and

extended Cyclomatic complexity.

The measure of field problems i
faults.

The training set has 188 module
and the testing set has 94 modul
allThe authors predict modules as
risky (4 or more faults) or not
risky (0-3 faults).

[2)

5 The authors observed a 10.7%
esype | error, a 31.6% type Il
error, and a 14.89% overall
error.

Ebert establishes a
relationship betweer
content metrics and
field problems using
the heuristic
technique, the trees
technique, the
discriminant
analysis technique,
the rule-based
technique, and the
neural networks
technique in

The predictors are: executable
statements, statement complex
(count of the uses of distinct
statements), expression
complexity (count of the uses of]
distinct expressions), data
complexity (count of the uses of]
distinct statements for data type
and their use), depth of nesting
database access.

The measure of field problems i

The training set has 251 module
tyand the testing set has 200
modules.

The author classifies modules ar
risky (more than 1 fault) or not
Jisky (0 or 1 fault).

[2)

5 The author observes a 10.43%
type | error, 45.95% type Il
error, and 18.5% overall error
for the heuristic model.

U

The author observes an 8.59%
type | error, 43.24% type Il
error, and 15% overall error fo
the trees model.

The author observes a 15.95%
type | error, 32.43% type Il
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1995/1997/1998
[13][14][15].

The author classifies
modules as risky or
not risky. The study
uses data on 451
software
components from
several real-time
telecommunications
software system.

faults from testing and operatiot

error, and a 19% dvenadr
for the discriminant analysis
model.

The author observes an 18.40¢
type | error, 21.62% type Il
error, and a 19% overall error
for the rule-based technique.

The author observes an 8.59%
type | error, 43.24% type Il
error, and 15% overall error fo
the neural networks model.

(=)

Khoshgoftaar,
Allen, Naik, Jones,
and Hudepohl
establish a
relationship betweer
content metrics,
development
metrics, and field
problems using the
trees technique in
1998 [50].

The authors classify,
modules as risky or
not risky. The study
uses data on “a few
thousand modules”
from a
telecommunications
software system.

The authors use predictors
grouped in two main classes an
three sub-classes under produd
metrics:

Product metrics- call graph
metrics:

distinct calls to other modules,
second and following calls to
other modules,

Product metrics- control flow
graph metrics:

arcs that are not conditional, ng
loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control
structure nesting, knots (where
arcs cross due to a violation of
structured programming
principal), internal nodes, entry
nodes, exit nodes, pending
nodes, log of number of
independent paths

Product metrics- statement
metrics:

distinct include files, lines of
code, control statements,
declarative statements,
executable statements, global
variables used, total span of
variables, maximum span of
variables, distinct variables use

Process metrics:

The authors construct

d‘approximately equal” training
t and testing sets.

The authors classify modules that

have been modified since the lat
release as risky (have at least on
defect) or not risky (no defects).

e

The authors observed a 26.2%
type | error, and a 28.9% type
error for the model using both
product and development
measures.

The authors also constructed g
tree using only product
measures. The authors obsery
a 27.0% type | error and a
27.4% type Il error.

ed
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number of problems found by
designers, number of problems
found during beta testing,
number of problems fixed that
were found by designers, numb
of problems fixed that were
found by beta testing in the prio
release, number of problems
fixed that were found by
customers in the prior release,
number of changes to the code
due to new requirements, total
number of changes to the code
for any reason, number of

distinct requirements that caused

changes to the module, net
increase in lines of code, net ng
and changed lines of code,
number of different designers
making changes, number of
updates to this module by
designer how had 10 or less
updates in entire company
career, number of updates to th
modules by designers how had
between 11 and 20 total update
in entire company career,
number of updates that designg
had in their company careers,
and proportion of systems with
module installed.

The measure of field problems i
faults.

=

W

is

[@)

[2)

Jones, Hudepohl,
Khoshgoftaar, and
Allen establish a
relationship betweer
content metrics,
deployment and
usage metrics, and
field problems using
the linear modeling
(logistic regression)
technique with
variable selection in
1999 [32].

The authors classify,
modules as risky or
not risky. The study

uses data on “a few

The authors use predictors
grouped into three classes:

Call graph metrics:

distinct calls to other modules,
second and following calls to
other modules

Control flow graph metrics:

arcs that are not conditional, ng
loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control
structure nesting, knots (where

nlast release.

e

arcs cross due to a violation of

The authors use model selection

The authors observed a 29.06¢

techniques to select the predictonstype | error and a 30.77% type

distinct include files, number of

independent paths, proportion of
systems with a module installed,
and maximum span of variables.

The authors consider only modul

Il error using the model with
product and deployment and
usage metrics.

The authors also construct a
esnodel without deployment and

that have been updated since the usage measures, by not

S
The authors classify modules as
risky (at least one fault) or not
risky (no faults)

The authors use “approximately

including the proportion of
systems with module installed
variable. The authors observed
27.32% type | error and a
34.24% type Il error.
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thousand modules”
from a
telecommunications
system.

structured programming
principal), internal nodes, entry
nodes, exit nodes, pending
nodes, log of number of
independent paths

Statement metrics:

distinct include files, lines of
code, control statements,
declarative statements,
executable statements, global
variables used, total span of
variables, maximum span of
variables, and distinct variables|
used.

The measure of field problems i
faults.

[2)

equal” training and testing sets.

Khoshgoftaar and
Allen establish a
relationship betweer
content metrics,
development
metrics, deployment
and usage metrics,
and field problems
using the trees
technique in 1999
[37].

The authors classify,
modules as risky or
not risky. The study
uses data on “a few
thousand modules”
from four releases o
a
telecommunications
software system.

The authors use predictors
grouped into five classes:

Call graph metrics:

distinct calls to other modules,
second and following calls to
other modules

Control flow graph metrics:

loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control
structure nesting, knots (where
[ arcs cross due to a violation of
structured programming
principal), internal nodes, entry
nodes, exit nodes, pending
nodes, log of number of
independent paths

Statement metrics:

distinct include files, lines of
code, control statements,
declarative statements,
executable statements, global
variables used, total span of
variables, maximum span of

arcs that are not conditional, ngn’

es

variables, distinct variables use

The authors consider only updatg
modules.

The use data from the first releas
as the training set and data on
releases 2-4 as the testing set.

The authors classify modules as
isky (1 or more faults) or not
risky (O faults).

xdlhe authors observed a 27.9%
type | error and a 28.6% type |
error for release 2.

eThe authors observed a 30.4%
type | error and a 34.0% type |
error for release 3.

The authors observed a 33.79
type | error and a 27.2% type |
error for release 4.

38



number of second and following
uses of variables

Software process metrics:

number of problems found by
designers, number of problems
found during beta testing,
number of problems fixed that
were found by designers, numb
of problems fixed that were
found by beta testing in the prio
release, number of problems
fixed that were found by
customers in the prior release,
number of changes to the code
due to new requirements, total
number of changes to the code
for any reason, number of
distinct requirements that cause
changes to the module, net
increase in lines of code, net ng
and changed lines of code,
number of different designers
making changes, number of
updates to this module by
designer how had 10 or less
updates in entire company
career, number of updates to th
modules by designers how had
between 11 and 20 total update
in entire company career,
number of updates that designg
had in their company careers

Software execution metrics:
proportion of systems with a
module installed, execution timé
of an average trans action on a
system serving customers,
execution time of an average
transaction on a systems servin
businesses, and execution time
an average transaction on a
tandem system.

The measure of field problems i
faults during operation.

=

2d

W

is

[@2)

=

S

of

[2)

Khoshgoftaar,
Allen, Yuan, Jones,
and Hudepohl
establish a

The author use predictors
grouped into three main classes
with three sub-classes under

5 that have been modified. The
authors divide the data into a

The authors only consider modul

edhe authors observed a 30.304
type | error and a 23.81% type
Il error for model with product,

training set and a testing set but

ddevelopment, and deployment
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relationship betweer
content metrics,
development
metrics, deployment
and usage metrics,
and field problems
using the trees
technique in 1999
[51].

The authors classify,
modules as risky or
not risky. The study
uses data from two
releases of a
telecommunications
software system (the
authors do not
reveal how many
modules are
examined).

A

software product metrics:

Software product metrics — Call
graph metrics:

distinct calls to other modules,
second and following calls to
other modules

Software product metrics -
Control flow graph metrics:

arcs that are not conditional, ng
loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control
structure nesting, knots (where
arcs cross due to a violation of
structured programming
principal), internal nodes, entry
nodes, exit nodes, pending
nodes, log of number of
independent paths

Software product metrics —
Statement metrics:

distinct include files, lines of
code, control statements,
declarative statements,
executable statements, global
variables used, total span of
variables, maximum span of
variables, distinct variables use
number of second and following
uses of variables

Software process metrics:

number of problems found by
designers, number of problems
found during beta testing,
number of problems fixed that
were found by designers, numb
of problems fixed that were
found by beta testing in the prio
release, number of problems
fixed that were found by
customers in the prior release,
number of changes to the code
due to new requirements, total
number of changes to the code

=

n

not describe the process.

The authors classify modules as
risky (1 or more faults) or not
risky (O faults).

The authors select the best mode
using a combined criterion of
robustness (difference between
fitted and test error rates), balang
of accuracy (difference between

ctype | and type Il error), and

parsimony (number of predictors
used).

and usage metrics.

The authors also construct a tr
with only product and
development metrics. The
authors observed a 23.55% tyf]
| error and a 32.80% type Il
error for the model with
product, development, and

1)

deployment and usage metrics,
te

(0]
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for any reason, number of
distinct requirements that cause
changes to the module, net
increase in lines of code, net ng
and changed lines of code,
number of different designers
making changes, number of
updates to this module by
designer how had 10 or less
updates in entire company
career, number of updates to th
modules by designers how had
between 11 and 20 total update
in entire company career,
number of updates that designg
had in their company careers

Software execution metrics:
proportion of systems with a
module installed, execution timé
of an average trans action on a
system serving customers,
execution time of an average
transaction on a systems servin
businesses, and execution time
an average transaction on a
tandem system.

The measure of field problems i
faults.

is

[72)

«

[2)

2d

W

of

Khoshgoftaar,
Allen, Jones, and
Hudepohl establish
relationship betweer
content metrics,
development
metrics, deployment
and usage metrics,
and field problems
using the trees
technique in
1999/2000

[43]/[44].

The authors classify,
modules as risky or
not risky. The study
uses data from four
releases of a

telecommunications
software system (the

The authors use predictors
grouped into five classes:

A Call graph metrics:

distinct calls to other modules,
second and following calls to
other modules

Control flow graph metrics:

arcs that are not conditional, ng
loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control
structure nesting, knots (where
arcs cross due to a violation of
structured programming
principal), internal nodes, entry
» nodes, exit nodes, pending

ek

The authors only consider modul
that have been modified or are
new.

The tree is then used to classify

modules as risky (1 or more fault
or not risky (0 faults) in the next

three releases.

n

The authors have access to four
eleases. The authors construct t

e he authors observe a 27.9%
type | error and a 28.6% type |
error for release 2.

The authors observed a 30.4%
type | error and a 34.0% type |
S)error for release 3.

The authors observed a 33.7%
type | error and a 27.2% type |
error for release 4.

wbhe authors observe a 27.4%

models. In the first model, the dalfaype | error and a 27.6% type |

from first release is used as the
train set and the data from releag
2-4 are used as testing sets. In t
second model, the second releas|
is used to construct the tree.

The metrics used in the tree
constructed using the first releas

error for release 3.

*®Phe authors observed a 31.5%
'"Rype I error and a 35.9% type |
Eerror for release 4.

1%
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authors do not
reveal how many
modules are
examined).

nodes, log of number of
independent paths

Statement metrics:

distinct include files, lines of
code, control statements,
declarative statements,
executable statements, global
variables used, total span of
variables, maximum span of
variables, distinct variables used
number of second and following
uses of variables

Software process metrics:

number of problems found by
designers, number of problems
found during beta testing,
number of problems fixed that
were found by designers, numb
of problems fixed that were
found by beta testing in the prior
release, number of problems
fixed that were found by
customers in the prior release,
number of changes to the code
due to new requirements, total
number of changes to the code
for any reason, number of

distinct requirements that caused”

changes to the module, net
increase in lines of code, net ng
and changed lines of code,
number of different designers
making changes, number of
updates to this module by
designer how had 10 or less
updates in entire company

career, number of updates to thjs

modules by designers how had
between 11 and 20 total update
in entire company career,

[@2)

are: number of distinct include
files, proportion of systems with
modules deployed, number of
different designers making

changes, new and changed lineq of

code, maximum span of variables,

number of update that designers
had in their company careers,

number of entry nodes, number af

internal nodes, total number of
changes to the code, number of
control statements, and span of
branches of conditional arcs.

The metrics used in the tree
constructed using the second
release are: maximum span of
variables, number of distinct
include files, number of changes
the code for any reason, maximu

Lcontrol structure nesting, number

of distinct variables used, numbe
of updates to this modules by

to
m

r

designers how had between 11 and

20 total updates in entire company

career, maximum span of branches

of conditional arcs, number of
problems fixed that were found b
customers in the prior release,
number of second and following
ses of variables, proportion of
systems with modules deployed,

\Jotal span of variables, net new
and changed lines of code, log of
the number of independent paths.

number of updates that designgrs

had in their company careers

Software execution metrics:
proportion of systems with a
module installed, execution time
of an average trans action on a
system serving customers,
execution time of an average
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transaction on a systems servin
businesses, and execution time
an average transaction on a
tandem system.

The measure of field problems i
faults during operation.

of

[2)

Khoshgoftaar,
Allen, and Busboom
establish a
relationship betweer
content metrics and
field problems using
the case-based
reasoning technique
the clustering
technique, and the
linear modeling
technique with
heuristics (linear
regression) in 2000
[39].

The authors classify,
modules as risky or
not risky. The study
uses data from 282
modules in a
telecommunications
software system.

The author use predictors

grouped into three main classes

with three sub-classes under
software product metrics:

Software product metrics — Call
graph metrics:

distinct calls to other modules,
second and following calls to
other modules

Software product metrics -
Control flow graph metrics:

arcs that are not conditional, ng
loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control
structure nesting, knots (where
arcs cross due to a violation of
structured programming
principal), internal nodes, entry
nodes, exit nodes, pending
nodes, log of number of
independent paths

Software product metrics —
Statement metrics:

distinct include files, lines of
code, control statements,
declarative statements,
executable statements, global
variables used, total span of
variables, maximum span of
variables, distinct variables use
number of second and following
uses of variables

Software process metrics:

number of problems found by
designers, number of problems

The authors divide the data into
5 training set (188 modules) and a
testing set (94 modules).

The authors classify modules as
risky (4 or more faults) or not
risky (0-3 faults).

a The authors observed a 16.0%
type | error and a 15.8% type |
error using case based reason
model. The authors observed g
14.7% type | error and a 21.19
type Il error using data
clustering model. The authors
observed a 16.0% type | error
and a 15.8% type Il error using
the linear modeling model
(selecting the top 30% of
modules as risky).

|
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found during beta testing,
number of problems fixed that
were found by designers, numb
of problems fixed that were
found by beta testing in the prio
release, number of problems
fixed that were found by
customers in the prior release,
number of changes to the code
due to new requirements, total
number of changes to the code
for any reason, number of
distinct requirements that cause
changes to the module, net
increase in lines of code, net ng
and changed lines of code,
number of different designers
making changes, number of
updates to this module by
designer how had 10 or less
updates in entire company
career, number of updates to th
modules by designers how had
between 11 and 20 total update
in entire company career,
number of updates that designg
had in their company careers

Software execution metrics:
proportion of systems with a
module installed, execution timé
of an average trans action on a
system serving customers,
execution time of an average
transaction on a systems servin
businesses, and execution time
an average transaction on a
tandem system.

The measure of field problems i
faults.

=

2d

W

is

[@)

=

S

of

[2)

Khoshgoftaar,
Thanker, and Allen
establish a
relationship betweer
content metrics,
development
metrics, deployment
and usage metrics,
and field problems
using the trees

technique with

The authors use predictors
grouped into five classes:

Call graph metrics:

distinct calls to other modules,
second and following calls to
other modules

Control flow graph metrics:
arcs that are not conditional, ng

The authors consider only updatg
and new modules.

The authors have access to four
releases. The authors use data
from release 1 as the training set
and data from releases 2-4 as th
testing set.

n

>dl'he best tree for the entire
system according the authors i
the tree built using product and
development principal
component analysis and
execution metrics. It produces
29.3% type | error and 21.2%

Ftype Il error for release 2, 29.9
type | error and 19.1% type |l
error for release 3, and 32.7%

type | error and 19.6% type |
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principal component
analysis in 2000
[64].

The authors classify,
modules as risky or
not risky. The study
uses data from four
releases of a

telecommunications

software system (the

authors do not
reveal how many
modules are
examined).

loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control

structure nesting, knots (where

arcs cross due to a violation of
structured programming
principal), internal nodes, entry
nodes, exit nodes, pending
nodes, log of number of
independent paths

Statement metrics:

distinct include files, lines of
code, control statements,
declarative statements,
executable statements, global
variables used, total span of
variables, maximum span of
variables, distinct variables use

number of second and following

uses of variables

Software process metrics:

number of problems found by
designers, number of problems
found during beta testing,
number of problems fixed that
were found by designers, numb
of problems fixed that were
found by beta testing in the prio
release, number of problems
fixed that were found by
customers in the prior release,
number of changes to the code
due to new requirements, total
number of changes to the code
for any reason, number of

distinct requirements that caused

changes to the module, net
increase in lines of code, net ng
and changed lines of code,
number of different designers
making changes, number of
updates to this module by
designer how had 10 or less
updates in entire company
career, number of updates to th
modules by designers how had

The authors predict modules as
esisky (1 or more faults) or not
risky (O faults). The authors
consider training the tree using
only modules in a subsystem to
classify all modules and training
the tree using all modules to
classify modules in a subsystem.

The authors also use different
combinations of categories of
metrics with and with out
principal component analysis:
product and execution metrics
using all modules, product and
execution metrics using only
modules in a subsystem, product
process, and execution metrics
using all modules, product,
process, and execution metrics
using only modules in a

N ,subsystem, product metrics with
principal component analysis ang
execution metrics using all
modules, product metrics with
principal component analysis ang
execution metrics using only
modules in a subsystem, product
and execution metrics with
principal component analysis ang
execution metrics using all
ynodules, product and execution
metrics with principal component
; analysis and execution metrics
using only modules in a
subsystem.

T

W

is

error for release 4.

The best tree for the sub syste
according to the authors is the
tree built using product
principal components and
deployment and usage metrics,
It produces a 30.1% type | errg
and 28.8% type Il error for
release 2, 34.2% type | error a
13.6% type Il error for release
36.9% type | error and 31.1%
type Il error for release 4.

=

w

The authors conclude that the
model built using principal
component analysis perform
better than trees built using ray
metrics.

<

The authors conclude that a
model built using only data
from the subsystem is more

j accurate than a model built
using data from the entire
system when predicting for the
j subsystem all else being equal

The authors conclude that the
model built using data from the
entire system is better than the
I model built using data from a
subsystem when predicting for
the entire systems all else bein
equal.
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between 11 and 20 total update
in entire company career,
number of updates that designg
had in their company careers

Software execution metrics:
proportion of systems with a

module installed, execution time

of an average trans action on a
system serving customers,
execution time of an average
transaction on a systems servin
businesses, and execution time
an average transaction on a
tandem system.

The measure of field problems i
faults during operation.

[@2)

«

of

[2)

Khoshgoftaar, Shan
and Allen establish
a relationship
between content
metrics,
development
metrics, deployment
and usage metrics,
and field problems
using the trees
technique with
principal component
analysis in 2000
[62)/[63].

The authors classify,
modules as risky or
not risky. The study
uses data on “a few
thousand modules”
from four releases o
a
telecommunications
software system.

The author use predictors

grouped into three main classes updated modules.

with three sub-classes under
software product metrics:

Software product metrics — Call
graph metrics:

distinct calls to other modules,
second and following calls to
other modules

Software product metrics -
Control flow graph metrics:

arcs that are not conditional, ng
loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control
structure nesting, knots (where
arcs cross due to a violation of
structured programming
principal), internal nodes, entry
nodes, exit nodes, pending
nodes, log of number of
independent paths

Software product metrics —
Statement metrics:

distinct include files, lines of
code, control statements,
declarative statements,
executable statements, global
variables used, total span of

The authors only consider new o

The authors have access to four
releases. The authors use data
from release 1 as the training set
and data from releases 2-4 as th
testing set.

The authors predict modules as
risky (1 or more faults) or not
nrisky (O faults).

es
The authors use principal

component analysis to construct
product related principal
components and 8 development
related principal components
(keeping the four deployment and
usage metrics unchanged).

type Il error for release 4.

529.79% type Il error for releaseg

The authors observe that the
best model full model has

25.32% type | error and 23.819
type Il error for release 2,
27.36% type | error and 19.159
type Il error for release 3,
25.71% type | error and 27.179

(=)

The authors also constructed g
tree with out the development
principal components and
observe 24.76% type | error an
25.93% type Il error for release
2, 28.25% type | error and

o

3, 35.59% type | error and
21.74% type 1l error for release
4.

46



variables, maximum span of
variables, distinct variables use

number of second and following

uses of variables

Software process metrics:

number of problems found by
designers, number of problems
found during beta testing,
number of problems fixed that
were found by designers, numb
of problems fixed that were
found by beta testing in the prio
release, number of problems
fixed that were found by
customers in the prior release,
number of changes to the code
due to new requirements, total
number of changes to the code
for any reason, number of

distinct requirements that caused

changes to the module, net

L

=

increase in lines of code, net ngw

and changed lines of code,
number of different designers
making changes, number of
updates to this module by
designer how had 10 or less
updates in entire company
career, number of updates to th
modules by designers how had
between 11 and 20 total update
in entire company career,
number of updates that designg
had in their company careers

Software execution metrics:
proportion of systems with a
module installed, execution time
of an average trans action on a
system serving customers,
execution time of an average
transaction on a systems servin
businesses, and execution time
an average transaction on a
tandem system.

The measure of field problems i
faults.

is

[@)

of

[2)

Khoshgoftaar,
Allen, and Deng

The authors use predictors

The authors only consider new o

grouped into two main classes

The best predictivéein@ot
the best fitted model) produces|

47



establish a
relationship betweer
content metrics,
deployment and
usage metrics, and
field problems using
the trees technique
in 2001 [41].

The authors classify,
modules as risky or
not risky. The study
uses data on “a few
thousand modules”
from four releases o
a
telecommunications
software system.

with two sub-classes under
software product metrics:

Software product metrics — Call
graph metrics:

total number of calls, distinct
calls to other modules, second
and following calls to other
modules

Software product metrics —
Control flow graph metrics:

arcs that are not conditional,
total span of branches of

f conditional arcs, maximum spa
of branches of conditional arcs,
maximum control structure
nesting, number of distinct
include files, non loop
conditional arcs, knots (where
arcs cross due to a violation of
structured programming
principal), log of number of

nodes, internal nodes, pending
nodes, control statements,
declarative statements,
executable statements, global
variables used, total span of
variables, maximum span of
variables, total number of
variables, distinct variables use
number of second and following
uses of variables

Software execution metrics:
proportion of systems with a
module installed, execution timé
of an average trans action on a
system serving customers,
execution time of an average
transaction on a systems servin
businesses, and execution time
an average transaction on a
tandem system.

The measure of field problems i
faults discovered by customers.

independent paths, lines of codg
loop constructs, entry nodes, exi

updated modules.

The authors have access to four
releases. The authors use data
from release 1 as the training set
and data from releases 2-4 as th
testing set.

The authors predict modules as
risky (1 or more faults) or not
risky (O faults).

sy

«

of

[2)

27.93% type | error and a
25.93% type Il error for release
2.

The authors observed a 26.79¢
type | error and a 17.02% type
L Il error for release 3.

The authors observed a 33.17¢
type | error and a 20.65% type
Il error for release 4.

Kokol, Podgorelec,
Zorman, Sprogar,
and Pighin establish

The authors report calculating
168 different metrics but do not

The authors use a training set arn
a testing set (the authors do not

give the list of predictors.

drhe authors observe the best
discriminant analysis model

reveal how many modules are in

(produced using 10 principal

48
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a relationship
between content
metrics,
development
metrics, and field
problems using the
discriminant
analysis technique
with principal
component analysis
the linear modeling

technique, the linear

programming
technique, the trees
technique, and the
neural networks
with trees technique
in 2001 [66].

The authors predict
classify modules as
risky or not risky.
The study uses datg
on 911 modules
from a hospital
information system.

The measure of field problems i
faults.

]

each set).

components) classifies 87.69
the modules and has a 7.0%
type | error, a 16.1% type I
error, and a 9.1% overall error

The authors observe the linear
model using Cyclomatic
complexity classifies 100% of
modules and has a 19.7% type
error, a 34.3% type Il error, an
a 24.2% overall error.

The authors observe the linear
model using the alpha metric
classifies 100% of modules ang
has an 18.1% type | error, a
35.8% type Il error, and a
30.9% overall error.

The authors observe the linear
model using the RPSM metric
classifies 100% of modules ang
has a 31.5% type | error, a
14.9% type Il error, and an
18.6% overall error.

The authors observe the linear
programming model using the
RPSM metric classifies 100%
modules and has a 32.6% type
error, an 8.4% type Il error, an
a 16.0% overall error.

The authors observe the one

trees model classifies 100% of
modules and has a 13.7% type
error, 55.6% type | error, and 8
25% overall error.

The author observe a second
trees model classifies 100% of
modules and has a 15.1% type
error, a 22.2% type Il error, an
a 17% overall error.

The authors observe a neural
networks and trees model
classifies 100% of modules, hal
a 28.5% type | error, a 14.8%
type Il error, and a 25% overal
error.

Pighin, Podgorelec,
and Kokol establish
a relationship
between content
metrics and field
problems using the

linear programming

The authors report collecting 22

predictors, use statistical
reduction to reduce the number
of metrics to 149, finally, using
parameter selection, they use 2
metrics.

0

OThe authors divide the data into
learning set (200 modules) and g

testing set (172 modules).

The authors classify modules as
risky (6 or more faults) and not

n The authors observe a 32.59%
type | error and 8.42% type |l
error.

of

i

i

—

|
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technique in 2002
[90].

The authors classify,
modules as risky or
not risky. The study
uses data on 372
files from a
management
software system
produced by a
software house over
a period of 7 years.

The reported predictors include
preprocess instruction lines, # @
define, # include, words of
comment, new types, jump

instructions, function arguments

assignment in function
arguments, operators in functio
arguments, pointers in function
arguments, function calls in
function arguments, ternary if,
casting operators, structure
references, address operators,
arithmetic operators, relational
operators, logical operators,
assignment operators,
increment/decrement operators
operators, logical and relational
in return expressions, external
declarations, declarations of
variable, declarations of functiof
operations in array indexes,
control instructions, iteration
instructions, label instructions,
max nesting with else, max
nesting with deepness in contrg
structure, function implemented
in control structure, nesting leve
in control structure, relations in
control structures, instructions i
control structures, function calls
in control structure, lines in
functions, time of observation.

The measure of field problems i
faults.

Py

=

[2)

risky (0-5 faults).

Ohlsson and
Runeson establish 3
relationship betweer
content metrics and
field problems using
the discriminant
analysis technique
with principal
component analysis
in 2002 [85].

The authors classify,
modules as risky or
not risky. The study
uses data on 28

The predictors are: number of
output symbols in design doc,
number of input symbols in
design doc, number of unique
external outputs from a
components, number of unique
external inputs to a component,
number of state symbols in
design doc, Cyclomatic
complexity adapted for design
doc, number of design pages in
design doc, number of task
symbols in the design doc,
number of if boxes in the design
doc.

The authors have access to two
releases. The authors use data
from release 1 as the training set
and data from releases 2 as the
testing set.

The authors predict modules as
risky (10 or more faults) or not
risky (less than 10 faults).

The authors use principal
component analysis to construct
principal components.

The authors observe that the
best model has 18%% type |
error, 27%% type Il error, and
21% overall error.

50




software
components from
two releases of a
real-time
telecommunications
software system.

The measure of field problems i
fault reports from test and
operation.

[2)

Khoshgoftaar,
Allen, and Deng
establish a
relationship betweer
content metrics,
development
metrics, deployment
and usage metrics,
and field problems
using the trees
technique in 2002
[40].

The authors classify,
modules as risky or
not risky. The study
uses data on “a few
thousand modules”
from four releases o
a
telecommunications
software system.

f due to a violation of structured

The authors use predictors
grouped into three classes:

Call graph metrics:

number of distinct calls to other
modules, number of second and
following calls to other modules

Software product metrics —
Control flow graph metrics:

number of arcs that are not
conditional, number of non-loop
conditional arcs, number of loof
constructs, total span of branch
of conditional arcs, maximum

span of branches of conditional
arcs, maximum control structurg
nesting, knots (where arcs crog

D

programming principal), numbe|
of internal nodes, number of
entry nodes, number of exit
nodes, number of pending node
log of number of independent
paths

=

Software product metrics —
Statement metrics:

number of distinct include files,
number of lines of code, numbe
of control statements, number g
declarative statements, number
of executable statements, numb
of global variables used, total

span of variables, maximum sp
of variables, number of distinct
variables used, number of seco
and following uses of variables

=

e

The measure of field problems i
faults discovered by customers.

[2)

the training set and data from

The authors predict modules as

The authors find the most
cPalanced tree (minimum differen
between type | and type Il errors),

AN

The authors only consider new o
updated modules. The authors

have access to four releases. Th¢
authors use data from release 1

releases 2-4 as the testing set.

risky (1 or more faults) or not
risky (O faults).

r

The authors observed a 25.1%
type | error and a 26.5% type |
2 error for release 2.

A he authors observed a 26.7%
type | error and a 21.3% type |
error for release 3.

The authors observed a 32.2%
type | error and a 21.7% type |
error for release 4.

Le

Khoshgoftaar and
Seliya establish a

relationship betweer

The authors use predictors
grouped into four classes:

Product metrics — Call graph

The authors classify modules as
risky (1 or more faults) or not
risky (no faults). The authors use

The authors observed for the
SPRINT tree a 24.47% type |

=

error and a 26.84% type Il errg
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content metrics,
development
metrics, and field
problems using the
trees techniques in
2002 [59].

The authors classify,
modules as risky or
not risky. The study
uses data on 3649
modules, 3981
modules, 3541
modules, and 3978
modules from four
consecutive release
of a
telecommunications
software system.

o

measures:

distinct calls to other modules,
second and following calls to
other modules

Product metrics — control flow
graph measures:

arcs that are not conditional, ng
loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control
structure nesting, knots (where
arcs cross due to a violation of
structured programming
principal), internal nodes, entry
nodes, exit nodes, pending
nodes, log of number of
independent paths

Product metrics — statement
measures:

distinct include files, lines of
code, control statements,
declarative statements,
executable statements, global
variables used, total span of
variables, maximum span of
variables, distinct variables use
number of second and following
uses of variables,

Execution metrics:

proportion of systems with a
module installed, execution timé
of an average trans action on a
system serving customers,
execution time of an average
transaction on a systems servin
businesses, and execution time
an average transaction on a
tandem system.

The measure of field problems i
faults discovered by customers
resulting in code change.

release 1 data to train the model
and data on releases 2-4 to test {
models.

The authors compare models bui
using two algorithms (SPRINT
and CART) using multiple

criterions.
n

eFhe SPRINT model as 15 nodes,
while the CART model has 3
nodes.

The authors also evaluate the
complexity, (the number of nodeg
balance (difference between type
and type Il errors), and stability
(changes in the balance) of the
models to decide that the SPRIN
trees are better.

of

[2)

5 for release 2.

h?he authors observed a 25.38¢
type | error and a 20.83% type
Il error for release 3.

ItThe authors observed a 28.484
type | error and a 26.88% type
Il error for release 4.

The authors observed for the
CART tree a 31.67% type |
error and a 23.28% type Il errg
for release 2.

The authors observed a 30.30¢
type | error and a 14.89% type
)II error for release 3.

IThe authors observed a 35.644
type | error and a 22.82% type
Il error for release 4.

T

=

Ostrand, Weyuker,

The predictors are: The authg

rs Themutise a negative

The authors observe 20%, 2

9%,
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and Bell establish a
relationship betweer
content metrics,
development
metrics, and field
problems using a
linear modeling
technique (negative
binomial technique)
with variable
selection and a
heuristic technique
in 2003 [87].

The authors classify
files as risky or not
risky. The study use
data on 1950 files
from 17 releases of
an inventory system
and 2271 files from
9 releases of a
provisioning system
at AT&T.

to select the predictors: lines of
code, a files change status, a
file’s age, the number of faults
identified during the previous
release, the programming
language used, and the releasg
number, number of changes
since previous release, file
changed prior to previous
release, log of the Cyclomatic
complexity.

The measure of field problems i
defect MRs (modification
Srequest).

use a model selection technique binomial model to predict the

number of defects in a file, and
then use a Pareto distribution (to
20%) to identify the risky files.

For the inventory system, the
authors use data from the releas
1-2 as the training set and data
from subsequent releases as the
testing set.

For the provisioning system, the

Sauthors create 3 releases, out of
release 1 (release A), releases 215,

(release B), and releases 6-9
(release C). The authors use dat
from release A and B as training
sets and data from release C as
testing set.

27%, 10%, 19%, 17%, 19%,
19%, 17%, 10%, 10%, 7%,
P15%, 12%, and 14% type I
error for releases 3-17 (an
average of 16% type Il error).

e The authors also constructed g
simplified model using only the
lines of code predictor. The
authors observe 29%, 32%,
29%, 25%, 24%, 24%, 23%,
23%, 20%, 25%, 32%, 20%,
29%, 33%, 42% type Il errors
for releases 3-17 (an average
7% type Il error).

2
The authors observe a 17% tyy
thiéerror for the provisioning
system.

of

Khoshgoftaar,
Geleyn, and Nguyeri
establish a
relationship betweer
content metrics,
development
metrics, deployment
and usage metrics,
and field problems
using the trees
technique with
bagging, boosting,
and logitboost
techniques in 2003
[53].

The authors classify,
modules as risky or
not risky. The study
uses data on 3649,
3981, 3541, and
3978 modules from
four release of a
telecommunications
software system.

The authors also
study two wireless

The authors use predictors
grouped into five classes:

Call graph metrics:

distinct calls to other modules,
second and following calls to
other modules

Control flow graph metrics:

arcs that are not conditional, ng
loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control
structure nesting, knots (where
arcs cross due to a violation of
structured programming
principal), internal nodes, entry
nodes, exit nodes, pending
nodes, log of number of
independent paths

Statement metrics:

distinct include files, lines of
code, control statements,

declarative statements,

The authors build kinds of trees:
full tree model and a decision
stomp model (tree with only 2
levels).

aThe authors observed a 26.814
type | error, a 30.69% type Il
error, and a 27.0% overall errg
using the full tree for release 2

The authors observed a 24.83
type | error, a 28.57% type I
error, and a 25.01% overall
error using the full tree with
bagging for release 2.

The authors observed a 31.244
type | error, a 30.69% type I
error, and a 31.21% overall
error using the full tree with
boosting for release 2.

The authors observed a 30.914
type | error, a 23.40% type I
error, and a 30.81% overall
error using the full tree for
release 3.

The authors observed a 29.91
type | error, a 31.9% type I
error, and a 29.94% overall
error using the full tree with
bagging for release 3.

The authors observed a 36.15
type | error, a 21.28% type I
error, and a 35.95% overall

=

%

(=)

(=)

%

%

error using the full tree with
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configurations
products. However,
the two systems do
not have a measure
of field problems
(they use faults
during system test).
We do not report
results on the two
wireless products.

The predictors,
model building
procedure, and the
classification
criterions are the
same as in [43].

executable statements, global
variables used, total span of
variables, maximum span of
variables, distinct variables use
number of second and following
uses of variables

Software process metrics:

number of problems found by
designers, number of problems
found during beta testing,
number of problems fixed that
were found by designers, numb
of problems fixed that were
found by beta testing in the prio
release, number of problems
fixed that were found by
customers in the prior release,
number of changes to the code
due to new requirements, total
number of changes to the code
for any reason, number of

distinct requirements that caused

changes to the module, net

L

=

increase in lines of code, net ngw

and changed lines of code,
number of different designers
making changes, number of
updates to this module by
designer how had 10 or less
updates in entire company
career, number of updates to th
modules by designers how had
between 11 and 20 total update
in entire company career,

number of updates that designgrs

had in their company careers

Software execution metrics:
proportion of systems with a
module installed, execution timé
of an average trans action on a
system serving customers,
execution time of an average
transaction on a systems servin
businesses, and execution time
an average transaction on a
tandem system.

The measure of field problems i
faults during operation.

is

[@)

of

[2)

boosting for release 3.

The authors observed a 32.844
type | error, a 21.74% type Il
error, and a 32.58% overall
error using the full tree for
release 4.

The authors observed a 34.71
type | error, a 16.30% type I
error, and a 34.29% overall
error using the full tree with
bagging for release 4.

The authors observed a 36.464
type | error, a 26.09% type I
error, and a 36.22% overall
error using the full tree with
boosting for release 4.

The authors observed a 35.254
type | error, a 20.63% type I
error, and a 34.55% overall
error using the decision stomp
for release 2.

The authors observed a 35.25
type | error, a 20.63% type I
error, and a 34.55% overall
error using the decision stomp
with bagging for release 2.

The authors observed a 28.354
type | error, a 24.34% type I
error, and a 28.16% overall
error using the decision stomp
with boosting for release 2.

The authors observed a 22.614
type | error, a 29.63% type I
error, and a 22.95% overall
error using the decision stomp
with logitboost for release 2.

The authors observed a 33.264
type | error, a 14.89% type II,
and a 33.01% overall error
using the decision stomp for
release 3.

The authors observed a 33.264
type | error, a 14.89% type I
error, and a 33.01% overall
error using the decision stomp
with bagging for release 3.

The authors observed a 31.314
type | error, a 14.89% type Il

%

(=)

%

(=)

(=)

(=)

(=)

(=)

error, and a 31.09% overall
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error using the decision stomp
with boosting for release 3.

The authors observed a 26.454
type | error, a 14.89% type Il
error, and a 26.09% overall
error using the decision stomp
with logitboost for release 3.

The authors observed a 36.364
type | error, a 22.83% type I
error, and a 36.05% overall
error using the decision stomp
for release 4.

The authors observed a 36.364
type | error, a 22.83% type I
error, and a 36.05% overall
error using the decision stomp
with bagging for release 4.

The authors observed a 36.624
type | error, an 18.48% type Il
error, and a 36.20% overall
error using the decision stomp
with boosting for release 4.

The authors observed a 26.384
type | error, a 23.91% type I
error, and a 26.32% overall
error using the decision stomp
with logitboost for release 4.

The authors conclude that the
best model is constructed usin

Khoshgoftaar, and
Seliya establish a

relationship betweer
content metrics and
field problems using
the sets technique i
2004 [61].

The authors classify,
modules as risky or
not risky. The study
uses data on 282
modules from a
military
telecommunications
software system.

The predictors are: number of
unique operators, number of
unigue operands, number of tot
operators, number of total
operands, lines of code,

n executable lines of code,

Cyclomatic complexity, and
number of logical operators.

The measure of field problems i
faults during systems test and
first year of operation.

[2)

The authors use data on 188

modules to as the training set an
abata on 94 modules as the testin
set. The authors classify modules

as risky (4 or more faults) or not
risky (1-3 faults).

The authors observed a 14.674
dtype | error and a 10.53% type
gll error.

decision stomps with logitboost.

)
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5.3 What isthe number of field problems?

This section reviews research work that addresses the
guestion what is the number of field problems. The studies
are summarized in Table 13.

Table 13. Summary of research work that addresswhat isthe number of field problems

Resear ch overview

Predictorsand field problem
metric

M odeling specific details

Results

Khoshgoftaar,
Bhattacharyya, and
Richardson establis
a relationship
between content
metrics and field
problems using the
non-linear
regression techniqu
and the linear
modeling technique
with model selection
in 1992 [52].

The authors predict
what the number of
field problems is.
The authors use dat
from 138 modules
from a military
communications
system and data on
20 modules from a
previous study.

The predictor for the previous
study is lines of code.
X

The predictors for the military
system are: number of unique
operators, number of unique
operands, number of total

L, operators, number of total

" operands, program length,
program volume, Halstead’s
effort metric, Cyclomatic
complexity, extended Cyclomati
complexity, number of procedur
calls, number of comment lines
number of blank lines, number
lines of code, and number of
executable lines of code.

a

The measure of field problems i
faults.

the testing set.

model selection for the military
data.

c

Pltesting set.

[2)

The authors fit a non-linear mode
to the data from a previous study

The authors use 15 modules as {
training set and 5 observations a

The authors fit a linear model wit

2l The authors observe an averag
relative error of .505 for a
model fitted using minimum
relative error. The average

hEelative error is .537 for a mods

Sfitted using relative least
squares. The average relative
error is .754 for a model fitted

husing least absolute value. The
average relative error is .741 fq
a model fitted using least
squares.

PThe authors use 92 modules as the
training set and 46 modules as tf

1l he authors observe an averag
relative error of .585 for a
model fitted using minimum
relative error. The average
relative error is .594 for a mods
fitted using relative least
squares. The average relative
error is .747 for a model fitted
using least absolute value. The
average relative error is .757 fq
a model fitted using least
squares.

je

D

je

D

Khoshgoftaar,
Pandya, and More
establish a
relationship betweer
content metrics and
field problems using
the linear modeling
technique (linear
regression) with
model selection and
the neural networks
technique in 1992
[58].

The authors predict
what number of field
problems is. The
authors use data

The predictors are: number of
unique operators, number of
unigue operands, number of tot
operators, number of total
operands, program length,
program volume, Halstead’s
effort metric, Cyclomatic
complexity, extended Cyclomati
complexity, number of procedur
calls, number of comment lines
number of blank lines, number
lines of code, and number of
executable lines of code.

The measure of field problems i
faults during systems testing an
the first year of operation.

from 282 modules

abP4 modules as the testing set.

D O

N

The authors use 188 modules as
the training set and the remainin

The authors observe an averag

grelative error of .5877 with a
standard deviation of .6248 for
the linear regression model wi]
model selection.

The authors observe an averag
relative error of .3980 with a
standard deviation of .2786 for
the neural networks model.

je

je
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from a military

communications

system.

Khoshgoftaar, The predictors are: lines of codé, The authors use 260 modules as| For the first cluster consisting of

Munson, and lines of code excluding the training set and 130 modules 17 modules the cluster specific

Lanning establish a| comments, number of charactelsas the testing set. model has an average absolute

relationship between number of code characters, error of 14.98 while the generall

content metrics and| program length, Jenson’s model has an average absolute

field problems using| estimator of program length, | '"€ f_iutrlmrs CO”St“f[Ct t""g uste & of 14.82.

; ; ; ; rincipal components and cluster
the linear technique| Cyclomatic complexity and pmodulpes usinp et For the second cluster consisting
with the clustering | Belady' bandwidth. g of 45 modules the cluster
o components. =
and principal
X v specific model has an average
component analysis :

- 1593 156] Y51 he measure of field problems is absolute error of 2.79 while the

' the number of changes due to The authors construct four general model has an average
faults found during systems clusters, and decide to disregard| absolute error of 3.36.

The authors predict| testing and maintenance. one of the clusters that consist off £or the third cluster consisting

what the number of outliers. of 70 modules the cluster

field problems is. specific model has an average

The authors use data The authors fit separate models 1O§1bsolute error of 3.65 while the

from 390 mpdules each cluster as well as one modal 9€neral model has an average

from a medical for all the modules. absolute error of 4.69.

Imaging system. Over all the cluster specific
models has an average absolute
error of 4.58 while the general
model has an average absolute
error of 5.32.

Khoshgoftaar, The predictors for the military | For the military system, the For the military system, the

Pandya, and system are: number of unique | authors use 188 modules as the | authors observe a .5877 absolute

Lanning establish a| operators, number of unique training set and 94 modules as theelative error and a .62 standard

relationship between operands, number of total testing set. deviation for the military system

content metrics field| operators, number of total using the linear regression with
problems using a operands, lines of code, For th dical i ) ‘ model selection model.

; ; ; or the medical imaging system,

linear modeling executable lines of code, o atthors Use 2269m(?du¥es v LEhe authors observe a .3980

technique and a McCabe’s Cyclomatic. - © ;

tr d 113 modul absolute relative error and a .28
neural networks aining set an modules as o
: X the testing set standard deviation for the
technique in 1995 , - g set military system using the neural
[57]. The measure of field problems is Yy Sy g g
faults during testing and fist year networks model.
of development.

Trr:etattrJ]thors ptr)edlc: For the medical imaging system,

what the number o

field problems is The predictors for the medical the authors observe a .9998

P . imaai i f cod absolute relative error and a

The authors use dataMagding system are: lines of cogle o

includi l f 1.37 standard deviation for the|
from 282 modules cluding comments, lines o dical i : X )
from a military code, total character count, tot medical imaging systém using
communications comments, number of comment the Im_ear regression with model
system and 339 characters, number of code selection model.

modules from a characters, Halstead’s program The authors observe a .5467

medical imaging length, Halstead’s estimated absolute relative error and a .08

system. program length, Jenson’s standard deviation for the

estimator of program length, medical imaging system using
Cyclomatic complexity, and the neural networks model.
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Belady’s bandwidth metric.

The measure of field problems i
the number of changes due to
faults during testing and
maintenance.

[2)

Khoshgoftaar,
Allen, Kalaichelvan,
and Goel establish §
relationship betweer
content metrics,
development
metrics, and field
problems using the
linear modeling
technique (linear
regression) principa
component analysis
and the discriminan
analysis technique
in 1996 [46].

The authors classify,
modules as risky or
not risky and predict
what the number of
field problems is.
The study uses datg
on 1980 modules
from one release of
telecommunications
system.

L

[

The predictors are: modules
used, total calls to other module
unique calls to other modules, i
then conditional arcs, loops,
nesting level, span of conditiong
arcs, span of loops, McCabe
Cyclomatic complexity, if a
module is new, if a module is
modified.

|

The measure of field problems i
faults from coding through
operations.

]

The authors use 1320 modules 4
sthe training set and 660 modules

as the testing set.

The authors construct principal
components from the product
measures.

The authors use variable selectig
to select three principal
components and both indicator
variables.

The authors classify modules as
risky (5 or more faults) and not
risky (1-4 faults).

sThe authors observed a 23.8%
type | error, a 13.8% type I
error, and a 22.6% overall errg
for the discriminant analysis
model.

The authors predict the numbe
of faults using a linear
regression model. The authors

Nobserve an average absolute
error of 1.68 and an average
relative error of 56.5%.

Yuan,
Khoshgoftaar,
Allen, and Ganesan
establish a
relationship betweer
content metrics,
development
metrics, deployment
and usage metrics,
and field problems
using the clustering
technique and the
linear modeling
technique in 2000
[103].

The authors classify,
modules as risky or

not risky and predicit

The predictors are: number of
distinct include files, log of the
number of independent paths,
maximum span of variables
within a procedure, number of
problems found during beta
testing, number of problems
fixed that were found by beta
testing in the prior release, net
increase in lines of code due to
software changes, number of
different designer who updated
this module, number of updates
to this module by designer how
had 10 or less updates in entirg
company career, number of
updates that designers had in
their company careers,
proportion of systems with

The authors examine only new o
modified modules. The authors
classify modules as risky (1 or
more faults) or not risky (0 faults)

The authors create clusters then
use model modules within the
cluster using the linear modeling
technique.

The authors rank the modules
according to their predicted
number of defects and select the
top 70% as defect prone.

The authors build another modul
using the number of distinct

[ The authors observe an averag
absolute error of .1472, an
average relative error of .1051,

. 26.76% type | error, and a
29.63% type Il error for the
model using all predictors
except maximum span of
variables.

The authors observe an averag
absolute error of .1607, an
absolute relative error of .1139
a 26.76% type | error and a
29.63% type Il error for the
simplified model.

11

=

je

je
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what the number of
field problems is.
The study uses datg
from a
telecommunications
software system (the
authors do not
reveal how many
modules are
examined).

A

module installed.

The authors use these predicto
because they are significant
predictors in prior work.

The measure of field problems i
faults discovered by the
customer.

Lf independent paths, and the
proportion of systems with
modules deployed

[2)

include files, the log of the numbe

=

Xu, Khoshgoftaar,
and Allen establish
a relationship
between content
metrics, deployment
and usage metrics,
and field problems
using the neural
networks techniques
with principal
component analysis
in 2000 [102].

The authors predict
what the number of
field problems is.
The study uses datg
from four releases o
a
telecommunications
software system (the
authors do not
reveal how many
modules are
examined).

The authors use predictors
grouped into two main classes
with three sub-classes under
software product metrics:

Software product metrics — Call
graph metrics:

distinct calls to other modules,
second and following calls to
other modules

Software product metrics —
Control flow graph metrics:

arcs that are not conditional, ng
loop conditional arcs, loops
constructs, total span of branch
of conditional arcs, maximum
span of branches of conditional
arcs, total control structure
nesting, maximum control
structure nesting, knots (where
arcs cross due to a violation of
structured programming
principal), internal nodes, entry
nodes, exit nodes, pending
nodes, log of number of
independent paths

Software product metrics —
Statement metrics:

distinct include files, lines of
code, control statements,
declarative statements,
executable statements, global
variables used, total span of
variables, maximum span of
variables, distinct variables use
number of second and following
uses of variables,

Software execution metrics:
proportion of systems with a
module installed, execution timg

from the second release as the
testing set.

The authors use principal

principal components.

L

The authors use data from the firsiThe authors observe a .74
release as the training set and databsolute average error for

component analysis to produce s

release 2, a .85 absolute averg
error for release 3, a .90
absolute average error for
release 4.

X
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of an average trans action on a
system serving customers,
execution time of an average
transaction on a systems servin
businesses, and execution time
an average transaction on a
tandem system.

The measure of field problems i
faults after unit testing through
operations.

of

[2)

Graves, Karr,
Marron, and Siy
establish a
relationship betweer
content metrics and
field problems using
the linear technique
with model selection
and the non-linear
regression techniqu
in 2000 [22].

The authors predict
what the number of
field problems is.
The study uses datg
on 80 modules from
a release of a
communication
software system.

The predictors are lines of code
deltas, and module age. The
authors also consider Cyclomat
complexity, functions, breaks,
unique operators, total operand
program volume, expected
length, variable count, max spa
mean span, program level but
show the authors do not consid
e the predictors because they are
highly correlated with lines of
code.

The measure of field problems i
fault related modification
requests.

, The authors find that the best
linear model is the one construct

ausing deltas and the age of the
module.

S

The authors construct a sTable
model, which assumes the numb
~of changes remain constant
between time intervals.

n

The authors also construct a non
linear model with lines of code.

]

The sTable model has an error
eabf 757.4.

The best linear model produce
an error of 697.4 , which the
authors deem to be not
esignificant.

an error of 631 which the
- authors conclude is significant.

Khoshgoftaar and
Seliya establish a
relationship betweer
content metrics and
field problems using
the trees technique
in 2002 [60].

The authors predict
what the number of
field problems is.
The study uses datg
on 6972 modules
from a
telecommunications
software system.

The authors use predictors
grouped into two classes:

Call gram metrics:

unigue procedure calls, total ca
to others, distinct include files

Control flow graph metrics:

Cyclomatic complexity, number
of loops, number of if-then
constructs, total nesting level,
total number of vertices within
the span of loops or if-then
statements, total edges plus
vertices within loops structures.

The measure of field problems i
faults leading to code change
during testing and operations.

The authors only consider modul
that are new or have been
changed.

Is
The authors use 4846 modules g
the training set and 2324 module
as the testing set. The authors
construct three different types of
trees.

[2)

eJhe authors observe a 1.1308
average absolute error and a

.3943 average relative error fof
a CART-tree constructed using

least absolute difference.
S

)

The authors observe a 1.2889
average absolute error and a
.6845 average relative error fof
a S-Plus tree (construct using
deviance).

The authors observe a 1.2894
average absolute error and a

.6853 average relative error fo
a CART-tree constructed using
least squares.

The non-linear model produces

n
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Mockus, Zhang, ang
Li establish a
relationship betweer
deployment and
usage metrics,
software and
hardware
configurations
metrics, and field
problems using the
linear modeling
technique in 2005
[74].

The study uses datg
from a
telecommunications
software system (the
authors do not
reveal how many
systems are
examined). The
authors classify
observations as risky
or not risky and
predict what the
number of field
problems is.

The predictors are: system size
operating system, number of
ports, total deployment time, an
software upgrades.

The measures of field problems
are customer calls, technician
dispatches, alarms, and softwal
defects reported by customers.

dusing a logistic regression model

dinear regression model.

The authors also predict the
likelihood of a software failure

The authors predict the number ¢
customer calls, technician
dispatches, and alarms using a

The authors show that the
prediction of the number of
customer calls is good
graphically.

)

[3] Victor Basili and Barry Perricone. Software Errors

6. CONCLUSION
We present the current state of research in metesed

and Complexity: An Empirical Investigation. In
Communications of the ACM984.

models. Hopefully, this survey will help researchers who

are interested in researching metrics based models anif]

practitioners who wish to use metrics based mod
predict field problems.
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