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@ 3 Correctness (9)
© 3 DE: Othello main(String() might ignore java lang Exception
E 3

- jon
& 8 D OtheloFrame gelBoard(Sring) invokes System ext(_, which shids dawn the entie vitual machina
© 8 Dm OtheloThread rng imvkes System e ), which shuts down he entre ksl machine

& D OthelloTh )

© 3 Dm PlayerPanel getPiayar(Sving) invokas Gystem exa(.), which shuts down the ene vetual machine
&8 om

© & Dm: Tournament printBoard(Board) invokes. System.exit(..), which shuts down the entire virtual machine
© 3 1P Possible nul ponier dereference n MoveBoard equals(Objec)
A Malicious code ulnerability (1)

-

9 & Multithreaded correctness (2)
& No iy rather than notiyll in

©8 o than notfyalin
|© & Performance (81)
& 3 Svle (30)

EN2: BosrdPanel may expose intemal re oy storing an fable object info BoardPanel |

‘Source Code
8 System, out.princin ("6ot IllegalCellException in gane"|; =]
50 ice.printStackTrace() :

51 Systen. exit(-1);

52 ) catch (IllegallloveException ine) {

53 In ("ot 1L n game);

54 ine. printStackTrace () ;

55 System. exit(-1);

56 )

57 )

58

59 public synchronized void playbame () {

60 if (isAlive(]) (

1 nasinad o falan:
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@ Ak [E12: Storing reference to mutahle abject (1))
9 ﬂ- ElIZ: BoardPanel makeMoveiint[) may expose internal representation by staring an externally mutable ohject into BoardPanel. lasthove

o In class BoardPanel

@ In method BoardPanel.makeMove{int])
| Field BoardPanel lasthove

At BoardPaneljavailline 184]

Method may expose internal representation by incorporating reference to mutable

object

This code stores a reference to an externally mutable object into the internal representation of the object. Ifinstances are accessed by untrusted code,
and unchecked changes to the mutable object would compromise security or other important properties, you will need to do something different. Storing
a copy of the object i3 better approach in many situations.

180 public woid makeMove(int[] location)
181 throws IllegalMoveException {
182 Eoard last = hoard.getClone();
183 board. makeMove (location) .

184 lastMove = location;

184 laztEoard = last;

186 repaint();

187 }
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java.lang.Object
java.lang.Thread
java.lang.Throwable
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