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Abstract. From operating systems and web browsers to spacecraft,
many software systems maintain a log of events that provides a partial

history of execution, supporting post-mortem (or post-reboot) analy-
sis. Unfortunately , bandwidth, storage limitations, and privacy concerns
limit the information content of logs, making it dicult to fully recon-
struct execution from these traces. This paper preserts a technique for
modifying a program such that it can produce exactly those executions
consistert with a given (partial) trace of events, enabling e cien t anal-
ysis of the reduced program. Our method requires no additional history
variablesto track log events, and it can slice away code that doesnot exe-
cute in a given trace. We describe initial experienceswith implementing
our ideas by extending the CBMC bounded model cheder for C pro-
grams. Applying our technique to a small, 400-line le system written in
C, we get more than three orders of magnitude improvemert in running
time over a nasve approach basedon adding history variables, along with
ft y- to eighty-fold reductions in the sizesof the SAT problems solved.

1 Intro duction

Analysis of systemsthat have failed after deployment is a fact of life in all engi-
neering elds. When a bridge collapsesor an engineexplodes| or a computer
program crashes| it is important to understand why in order to avoid future
failures arising from the samecauses.In the caseof software, a patch may be
ableto correct the aw and restore a systemto working order, making tools for
analyzing failure even more valuable.

The motivation for trace-basedanalysis of programsiis straightforward: crit-
ical software systems,including le systems,web seners, and even robots ex-
ploring the surfaceof Mars, often producetraces of systemactivit y that humans
use to diagnosefaulty behavior. Reconstructing the full state or history of a
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program from thesetracesor logsis di cult: the tracescorntain limited informa-
tion, dueto the overheadof instrumentation, privacy concerns,and (in the case
of spacemissions)limited storagespaceand communication bandwidth. Almost
all programmersare familiar with the di cult y of this detective work: after all,
\ printf  -debugging" is a particularly common caseof trace-basedanalysis.

The goal of our work is to exploit failure traces in order to increasethe
scalability of precise program analyses.In particular, we shov how restricting
program behaviors given a trace can dramatically decreasethe size of the SAT
formulas in bounded model chedcking. Giventhe program sourceand a trace log,
it should be possibleto use bounded model chedking to nd detailed, concrete
program executions compatible with the trace | ewven in caseswhere the full
program is too large to be model cheded.

Becausethe ultimate goalis to provide tool support for programmersdealing
with anomaliesin remote spacecraft,we refer to trace elemers (or printfs ) as
EVR, after the JPL shorthand for Event Reporting. An EVRs a commandwhich
appendsinformation to a running log. An EVRmay print a constart string and
sene simply to indicate the control o w of the program, or it may contain the
current valuesof critical variables.

A secondarybenet of our work is that program traces are useful as spec-
i ¢ ations. EVR and printf s are useful for debugging because they provide a
high-level description of program behavior. In many cases,a bug is discovered
by a programmer reading a trace and noticing an event sequencethat should
not be possible.The techniquesthat allow reconstruction of concrete executions
givenatrace alsomake it possibleto ched properties such as:\the systemmust
not producetrace " or \the systemmust be ableto producetrace ". We ex-
tend the languageof tracesto include hidden and wildcard events, producing a
restrictive but conveniert property language.

This paper contributes two novel techniques. First, we introduce a general
method for adding assumestatemerts to a deterministic program to restrict its
behavior to exactly those executions compatible with a given trace | without
introducing history variables or state. Second,we make use of the information
gatheredin the assumestatemert-generation to slice [20] the program, removing
portions of the sourcecode basedon the information in the program trace.

The rst technique is best understood by noting that EVRa) can be seen
as an operation that appends the string a to a history variable, log . Adding
assumélog = ) at the end of the program will restrict it to behaviors match-
ing the trace . For deterministic programs, our analysis computesassumptions
that are logically equivalent but do not mertion log . This direct encaing in
terms of control ow and data values aids the SAT solver in propagating con-
straints | and reducesthe size of the state space.The value of slicing may be
obsened in a more concrete example: consider a program containing complex
fault-handling routines. If execution of theseroutines always produceseEVR, and
those EVR do not appear in the trace, the fault handling componert(s) can be
completely eliminated during analysis, with a potential for a drastic reduction
in the size of SAT instancesusedin model cheking. Our approach addresses



common variations of the basic problem, including the casewhere only a su x
of the full trace is known, as well as the presenceof multiple, unsyncronized
traces.

We implemented our approad as an extensionto CBMC [13], a bounded
model cheder for ANSI-C programs. Analyzing a trace with known length al-
lows us to avoid considering loops and non-terminating execution, making the
problem a natural t for bounded model chedking. BMC also determinizes C
programs by making all external inputs explicit. We analyzeda model of a small
le system and a resourcearbiter. As expected, using a trace to guide explo-
ration improved the performanceof model cheding over a nasve approadc based
on adding history variables, providing more than three orders of magnitude im-
provemert in running times aswell asa ft y- to eighty-fold reduction in the sizes
of the SAT problems produced.

2 Reducing a Program with Respect to a Trace

We now formalize the notion of reducing a statement S with respectto atrace
The motivation for reduction is improving the scalability of tool-basedprogram
analysis. Ideally, we would like to construct a new statemert T suc that T has
exactly those executions of S matching | i.e., (i) all executionsof S that
produce are executionsof T, (ii) all executionsof T are executionsof S, and
(ii) all executionsof T produce . Here, (i) ensuresthat we miss no executions
that produce , (ii) ensuresthat the veri er producesno \false alarms", and (iii)
ensuresthat we ignore executionsthat do not produce . Of these, (i) is critical:
soundnessis essetial to further analysis; (i) and (iii) are desirable but not
necessary Constructing a reduced statement T satisfying all three conditions
is dicult in general, but is possible given restrictions on S. In this section,
we describe these restrictions, and shov how a reduced statement T may be
constructed given S satisfying theserestrictions.

2.1 Notation

To simplify the exposition, we describe our approad in the context of a simple
do-od languagewith assumeand EVRstatements. A program is atuple (V; ;S)
whereV is a set of typed program variables that contains a special variable log
oftype , isa nite alphabet of symbols, and S is a statement accordingto
the syntax shown in Figure 1. In this gure, the nonterminal v denotesa variable
namein V, the nonterminal E denotesan expression(whose syntax we do not
elaborate in this paper), and a denotesa symbol in . A statemert is said to be
\w ell-formed" when it doesnot mention the variable log .

The meaning of a program is given in terms of pre- and post-condition se-
mantics in the usual way. We expect that readersare familiar with all but the
last construct of this language,and thus omit a full semariics of the language.
The semartics of the remaining construct, the EVRstatemert, is given asfollows:
for any symbol ain , EVRa) is equivalert to \log := log a". That is, EVRa)
appendsthe symbol a to the variable log .



<S> := = E | IF E THENS [ ELSES ] FI | WHILEE DOS END

\)
| S; S| SKIP| ASSUME | ASSERE | EVRa)

Fig. 1: Language syntax

2.2 A Simple Construction

Supposethat we are given a program (V; ;S) and a string over . As de-
scribed above, we want to construct a reducedprogram (V; ;T) satisfying con-
ditions (i), (ii) and (iii) above. It is not hard to show that the desired statemert
T satis es the following statement equality:

T = assume(log = hi); S; assume(log = ) 8}

That is, T consistsof exactly those executionsof S that, started in a state in
which the log is empty, either terminate in a state in which the log is , or
do not terminate at alll. This equation suggestsa simple construction: replace
occurrencesof EVRa) in S with code for appending a to log, and add the two
assumestatemerts showvn above.

As discussedn Section4, experiencewith this simple construction for model
cheding C programs shows that the addition of such assumestatemerts some-
times reducesanalysistime signi cantly (in oneinstance,time to nd an error
improvesfrom 17,608secondsto 105 seconds).Unfortunately, this construction
doesnot suce to analyze large programs (seeTable 2 in Section 4). The lim-
itations of this construction are twofold: (a) knowledgeof is not exploited in
order to simplify the program, and (b) the intro duction of log asa new program
variable adds additional state, which increasesthe size of the state spaceto be
explored. We now discusshow we avoid these limitations.

2.3 Pushing assumeStatemen ts Through a Program

Consider the program shown in Figure 2a, where f and g denote complex com-
putations involving x and y. Supposethat wewant to analyzethis program given
the singleton trace hli. We seethat this trace is producedonly if x is assigneda
positive value; sincethe secondbranch of the rst IF statemert doesnot modify
X, knowledgeof the trace should allow us to discard the (complex) details of the
computation of g in our analysis.

Oneway to adhievethis is by pushing assumestatements through a program.
As illustrated in Figure 2b, we can push the nal assumestatemert with the
predicate (log = hli) badkwards through the program. This allows usto add an
assumestatemen with the predicate (x > 0) betweenthe two IF statements; in
turn, this allows us to intro duce an assumgP) at the beginning of the program
and thus remove the rst ELSEbranch.

1 Alternativ ely, we could require that T only have terminating executions. Since
CBMC produces unrolled (hence terminating) programs, we do not explore this
alternativ e in this paper.
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Xx=0;y:=0; X =0;y:=20; X =0;y:=0;
IF P THEN IF P THEN

x = f(x,y) x = f(xy) x = f(x,y)
ELSE ELSE

y = g(xy) y = g(xy)
Fl ; FI ; x>0
IF x>0 THEN IF x>0 THEN

EVR(1) EVR(1) SKIP
ELSE ELSE

EVR(2) EVR(2)
Fl Fl

log = Hhii

(a) Original program (b) With assumes (c) After slicing

Fig. 2: Example program for trace reduction. Shaded expressionsare assumptions.

We are therefore interested in conditions under which we can push assumes
through a program. To this end, we consider the following equation: for given
statemert S and predicate Q, solve for P in

solveP : S ; assum€Q) assumégP) ; S (2)

where we write S T to mean that all executionsof S are executionsof T.
Note that this equation has many solutions in general| e.g.,P = true. This is
related to the obsenation that one can always push weak assumptionsthrough a
program. However, becausewe want T to include as few unnecessaryexecutions
as possible,we are usually interestedin the strongestsolution in P to this equa-
tion. It is not hard to show that the strongest solution to this equation exists,
and can be expressedn terms of Dijkstra's weakest-precondition transformer as
cwp(S;: Q). Recall that wp(S; Q) denotesthe set of states from which all exe-
cutions of S terminate in states satisfying Q, whereaswlp(S; Q) denotesstates
from which all terminating executionsof S end in states satisfying Q. There-
fore, the dual expression: wp(S;: Q) denotesthe set of states from which either
there is an execution of S that terminates in Q, or an execution of S that fails
to terminate.

Unfortunately, although the strongest solution to equation (2) satis es con-
ditions (i) and (i) above, it doesnot guarantee (iii), becausethere may be exe-
cutions of the RHS that are not in the LHS. To derive assumptionsguaranteeing
(iii), we needto solve for P in the following equation:

solveP : S; assumgQ) = assumgP); S 3)

This equation is a strict equality. Thus, for any solution P, the right-hand side
denotesexactly those computations of S that end in states satisfying Q.

The problem with this strict condition is that solutionsdo not existin general.
The dicult y is illustrated by the following simple example. With [ denoting



nondeterministic choice, considerthe statemernt S given by
(x = x+1) 0 (x = x+2)
and let Q be the predicate (x=2) . Clearly, this equation has no solution for P.
It is not hard to show that for programs that are total?(in the sensethat
they can be executed from any state), equation (3) has at most one solution.
The more interesting question is when the equation has at least one solution in
P. This is addressedby the following result.

Lemma 1 LetS be atotal, deterministic statement. For any predicate Q, equa-
tion (3) hasa unique solution in P, given by wip(S;Q), the weakestliberal pre-
condition of Q with respect to S.

This lemmastatesthat for total, deterministic programs,pushingassumesthrough
the program is equivalent to computing wip.

We can also ask when it is possible to push assumes forward through a
program. In this case,we are interestedin solutions for Q in

solveQ : assumégP) ; S S ; assum€Q) (4)

It is not hard to show that the strongest solution for Q in this equation is
sp(S; P), the strongestpostcondition of P with respectto S. On the other hand,
the strict equation (3) hasa solution in Q for arbitrary P only if S is invertible3.
In general, while determinism is not too strict a requirement (for instance, all
sequetial C programsare deterministic), invertibilit y is typically too restrictiv e.
For instance, constart initializations, such asx := 1, are not invertible. (To see
this, try solving for Q in equation (4) with S being x:=1 and P being x=0.)

Howewer, there are situations in which forward propagation is useful. For
instance, passiveprograms which consistonly of assumestatemerts are trivially
invertible. Sudh programs are often encourtered in veri cation [7,14]. Because
CBMC generatespassiwe programs, we use forward propagation in our imple-
mentation.

Once assumes have been pushed through the program (either forward or
badkward), they can be usedto remove branches whose guards are refuted by
the assumptions. Note that this requires a chedk to determine which guards
are refuted by ead assumption. In our implementation, we achieve this with a
simple heuristic: for any assumép) appearing before a conditional IF q THEN
S1 ELSES; FI, if p) g then we may replacethe conditional with S; without
altering the semartics of the passiwe program. The amount of slicing obtained
dependson the amount of computational e ort givento theseimplications. Our
experienceso far is that even simple syntactic tests produce e ectiv e slicing.

2 Such programs are sometimes called \non-miraculous” since they satisfy Dijkstra's
Law of the Excluded Miracle [4]

% To seethis, replace S with its relational converse S, and solve for Q instead of P
in equation (3). The equation is then identical to (3) but with S replaced by S.
The condition above then statesthat S should be deterministic, which is the same
as saying that S is invertible.



2.4 Removing Trace Variables

By pushing assumptions through a program, we can determine that certain
guardsare always false,and thus remove certain branchesfrom the code, thereby
reducing the size of the program being analyzed. Howewer, since the desired
postcondition is (log = ), a naive application of this method requires explicit
introduction of the variable log . In general,if the alphabet has k symbols,
and the giventrace haslength n, addition of log addsroughly n log,(k) bits
to the state space.Sincethis is linear in n, the length of the trace, the overhead
can be considerablewhen is long. In this subsection, we discussa technique
that allows us to work with predicatesthat do not mertion the variable log,
thus avoiding any overhead.

The ideais to considerpredicatesin a\log-canonical" form. Let beagiven
trace of length n over ,andlet " i (\ uptoi") denotethe rst % i characters
of the string . We say that a predicate R is in log-canonicalform provided there
is a vector t of predicates, such that R can be expressedas

9i:0 i n~™t "Nlog= "i) (5)

where none of the predicatest; mertion the variable log . Because is xed, this
predicate is compactly represertied by storing only the vector t (which doesnot
mention log ). For any such vector t, we write Pto denote the predicate shovn
in (5). The usefulnessof this notion is due to the following result.

Lemma 2 Let S be a wel-formed deterministic program as de ned alove, and
let P be a predicate in log-canonical form. Then wp(S;P) is alsoin log-canonical
form.

The proof of Lemma (2) is by induction over the grammar shown in Figure 1.
SinceS is deterministic, wp(S;_) distributes over the existertial quarti cation in
P. Forthe rst v econstructs, the proof is straightforward, usingthe assumption
that none of the guards or expressionsin the program mertion log, sinceS is
well-formed. For the remaining case,EVRa), we calculate

Wp(EVRa); B

f denition of P g
wp(EVRa); (91 : 0 i n”™t ~log= "))

f semarics of EVRa); the t; don't mertion log g
9i:0 i n~™t ™~ wplEVRa);log = "i))

f meaning of EVRa) asappendingto log ¢
Qi :0 i n~Mt"NMlog a= ")

f propertiesof ,andusing [i 1]to meanthe i!" characterin g
9i :0<i n~af AN~ [ 1=a™log= "( 1)

f introducing u (seebelow) and replacingi with j + 1 g
(9j :0 j nAu~rlog= "j)

f denition ofb ¢
b

4 Thus, " 0 denotesthe empty string.



where we have intro duced the vector of predicatesu, de ned as
u (tj+x » []=a for 0O j<n and u, false

Since isa xed string, the predicate [j]= ais aconstart predicate (either
true or false). Furthermore, by assumption, no tj mertions log. Thus the u;
don't mention log either, and henceb is also in log-canonical form.

Finally, recall that we are interestedin constructing a statemert T satisfying
equation (1). Note that both the initial predicate (log = hi) and the nal predi-
cate (log = ) canbe written in log-canonicalform using appropriate vectors of
predicates;for instance, (log = hi) correspondsto the vector [true; false; :::false].
As shown in this section, we can push these predicatesthrough the program (ei-
ther backwards or forwards as appropriate). In doing so, we keeptrack of only
vectors of predicatest; that do not mertion the variable log . Thus the assumes
addedto the reducedstatemernt T do not mertion log .

2.5 Extension to Su xes

Becausea trace may have a bounded length, discarding old events after a bu er
lls, it is important to handle the casewhere is a sux of the program's
executionhistory. A usefulbene t of handling su xes is the potential to produce
a shorter trace matching the su x; this may be critical whenthe actual execution
extendedover a long period of time { both for reasonsof analysis scalability and
human understanding. In this case,the problem de nition is: given a program
(V; ;S) anda nite string of length n over , construct a statement T such
that,

T = assumélog = hi); S; assumélog #n = ) (6)

where we write log # i to mean the last i characters of log . In this case,we
de ne Pto meanthe following:

9i:0 i n~™tNlog #i= ")

We leave it to the readerto ched that this canonical form is presened by wp
computations as discussedabove.

3 Implemen tation

Our analysisis implemented as an extensionto CBMC [13], a bounded model
chedker [3] for ANSI-C programs. Given a program and a set of unwinding depths
U (the maximum number of times ead loop may be executed), CBMC produces
constraints encaling all executionsof the program not exceedingloop bounds.
CBMC cornverts constraints into CNF and calls a Boolean satis abilit y solver,
such as zCha [18] or LIMMA T [2]. A satisfying solution is a counterexample
showing a property violation, whereasa proof of unsatis abilit y indicates that
the code cannot, within the given loop bounds, violate any properties. CBMC



handlesall ANSI C typesand pointer operations, and cheds safety properties
such as assertion violations, null pointer dereferencesand array bound errors.
CBMC supports assumestatemerts in C source,with the expected semariics.

In order to support analysis of traces, we extended CBMC to recognizetwo
eventreporting functions in C source:EVRtakesas argumert a constart string
(an identi er for the evert, e.g., EVR( ‘timeout" )) and EVRvalue takesan
evert identi er and an expression(typically an event-relevant program variable,
e.g.,,EVR("‘timeout", thr ead.id) ). A trace, for CBMC, is a sequenceof event
identi ers, whereead identi er producedby an EVRvalue call includesa value.
Our trace languagealso allows event alphabet restrictions and the useof setsof
everts in the sequence.

3.1 Analyzing a Simple Program

Considerthe program in Figure 3. The program is atypical in that a trace allows
near-total reconstruction of the program inputs (though p and g cannot be pre-
cisely determined). For example, if the trace is = Hoo 2, foo 1i, we know
the value of input and constraints on the valuesof p and g. It is this knowledge
that our analysiswill exploit in analyzing the program.

void foo () f void bar() f
X--; X++;
EVRvalue(“foo",x); EVR("bar");
g g
int main (int input, bool p, bool q) f
X = input; X#1 == input#0
1 if (p) X#2 == x#1 - 1;
foo(); 2 x#3 == (p#0 ? x#2 : x#1)
3 if (q) X#4 == x#3 - 1,
foo(); 4 X#5 == (q#0 ? x#4 : x#3)
5 if (p &&Q)
bar(); 6 X#6 == x#5 + 1;
else X#7 == x#5 - 1;
foo(); 7 X#8 == (p#0 " q#O ? X#6 : X#7)
8 assert ((x+1) == input); assert ((x#8 + 1) == input#0)

Fig. 3: example.c

As discussedin Section 2.3, our implementation usesa forward analysis to
compute assumptionsand slicesas CBMC generatesthe equational form of the
program. This avoids a secondpassover the transformed sourcecode. The right
side of Figure 3 shows the passiwe equational form of example.c . In the remain-
der, we will omit the renamingsof p and q, astheseinputs are never assigned.



CBMC producespredicate vectors(as described in Section2.4) asit converts
the program equationsinto SAT. If we restrict behavior to match , the vector
has three elemerts, corresponding to the conditions under which 0, 1, or all
elemerts of the trace have beenconsumed.As shawn in eq. (5), the interpretation
of [to; t1;t2] is (to” log= hi)_(t1”log= Hoo 1i)_(tx”log= oo 2, foo 1i).

Loc Events Consumed

A B C

hi Hoo 2i oo 2, foo 1i
1 true false false
2 false X#2 == 2 false
3 p p " x#2 ==2 false
4 false 3A N x#4 ==2|3B N x#2==2 N x#4 ==1
5 i:g”™ :p/(qg » 4B) _ (:qg ™ 3B) q ™ 4C
6 false false false
7 false BA N Xx#7 == 5B N x#7 ==
8 false P ~ g N~ 7B p N~ q N 7C

Table 1: Vectors as example.c is analyzed with . We refer to previous vector entries
in a row-column format (i.e., 3Bis row 3, column B: p N x#2 == 2).

Table 1 shows the elemerns of the vectors at 8 program locations (labeled
as 1-8in Figure 3. When pushing assumptionsforward, we begin with a vector
interpreted as constraining the log to be empty: [true;false; false] (the rst row
of Table 1). At location 2 the modied vector requires that x's value at the
location of the EVRvalue call match the value in

The vector for location 6 is false: if this branch is taken, the sequencef events
cannot possibly match . When the vector for a branch is false, that branch can
be slicedaway. We slicethe program by changingthe equational form and relying
on the model chedker's ability to prevent un-referencedvariablesfrom appearing
in the SAT constraints. The nal assumptionwill force the program to take the
ELSEbranch, which makesit safeto simplify the conditional expressionfor x#8 to
(false ? x#6 . x#7), which simpli es to x#7. The equation for x#6 canthen be
discarded. The sliced version of the program producesa SAT problem with 696
variables and 2,312 clauses.Without slicing (leaving the irrelevant then-branch
in place), the program requires 834 variables and 2,701 clauses.

3.2 Analyzing with Only a Sux of a Trace

If weallow to beasux ofthe completetrace, the allowed program behaviors
are the same(in this example,though not in general), but the analysisis altered.
The rst row of eadh vector is always true, asit is always possibleto begin con-
suming events. The then-branch of the third conditional cannot be sliced away
in the initial passthrough the program | any events may appear before be-
gins. The bar-branch can still be sliced away, asit is easyto note that the nal

condition (8C) implies: (p ™ q) | all allowed executionsof the program will



have to take the else-branti. Our analysisdoesnot attempt to extract all such
implications, but slicesbasedon thosethat are trivially implied by the assump-
tion (appearing on both sidesof a disjunction, or either side of a conjunction,
recursively), which has provided near-optimal slicing in our experience.

3.3 Using Traces as Speci cations

Tracescan be alsobe usedasspeci cations. In order to useatrace asa speci ca-
tion, CBMC performsthe sameanalysisasabove, but seardhesfor any execution
of the program, rather than searding for property violations. We allow for mul-
tiple traces, alphabet restriction, and sets of events. With multiple traces, the
tool maintains vectors for eadt trace and assumesthe conjunction of all nal
conditions. This feature can be useful for post-mortem analysisaswell, e. g., in
the caseof traces over di erent events produced by independert threads with-
out time-stamps. Restricting which EVRs are taken into accourt is useful for
speci cation: many events may be irrelevant to the property in question, al-
though they appear in the actual code and traces. The utilit y of sets of events
for speci cation should be obvious | e.g., for specifying that a le should be
written to disk when either a close or sync operation occurs (seebelow in the
experimental results). Handling alphabet restriction and event setsrequiresonly
a small modi cation of the medanism for cheding whether the ith event of a
trace matchesa particular alphabet symbol in an EVR call.

4 Exp erimen tal Results

We applied the technique to a small le system model, consisting of about 400
lines of C code. The model allows basic operations such as opening, closing,
reading and writing les; it also supports reset events, which re-initialize all
data structures exceptthe disk contents (which is modeled as an array).

As written, the system is not robust acrossresets:a le can be opened,
written to, and closed;if a reset happensat this point, the data in the le can
be lost (the syncto disk in the closeoperation is faulty). We rst considerthe
use of a partial trace as a specication. Using a trace with an open, write ,
close , a sequenceof wildcard actions (not allowing a delete ), and an open
followed by a failed read®, we can specify that data should not be lost across
any le systemevent sequencegof a boundedlength), evenif reset sare presen.
Finding a counterexample (an execution matching this bad trace) requires 105
seconds,when using our technique and this trace as a speci cation. The utilit y
of guiding the seard with a trace is eviden: CBMC requires 17,608 seconds
to nd a counterexample when cheding the sameproperty using a hand-coded
monitor automaton (\blind" seard) asa speci cation but without evena partial
trace of execution. Becausethe wildcard actions limit the amount of slicing
possible,the reduction in the sizeof the SAT problem is lessimpressive than the

5 In the log, successor failure is recorded in addition to which operation is performed.
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Fig. 4: Results for 8 maximum les

decreasen running time: the monitor-based approach producesa SAT instance
with 613,857variables and 2,108,934clauses;our approadc brings this down to
328,142variables and 1,128,272clauses.

A more signi cant reduction in the size of the SAT problem is seenwhen
examining the sametrace with resetin place of wildcards. Figure 4 provides a
logscalegraph of SAT run-times, given a complete trace for the le systemin
the smallest con guration we examined. Across a range of unwinding depths,
full application of our approad resultsin a reduction of running time by se\eral
orders of magnitude. Applying our analysisto produce an assumption but using
no slicing producesa smaller, but still quite signi cant, reduction over using a
trace array semarics. Table 2 shows timing and SAT instance sizesfor other
con gurations of the le system.Cheding the property on the largest con gu-
ration and unwinding depth requires only 26,916 SAT variables when slicing is
used; the smallest con guration uses899,989variables if slicing is not applied,
and uses3,266,123variables in the largest con guration; running times for the
sliced version are uniformly lessthan one second;over a thousand secondsare
neededwithout slicing. Blind seard| without atrace array | wasconsisterily
at least an order of magnitude slower than seard using a trace array, and did
not complete within a timeout period for larger system con gurations sud as
those shown in Table 2.

Applying trace-basedanalysis to a small model of the core of the resource
arbitration algorithm for the Mars Exploration Roversalsoimproved SAT prob-
lem sizesand running times signi cantly. Adding assumptionsto match a failure



Sliced AssumesOnly Trace Array

U] Vars|ClausedTime Vars| Clause§ Time Vars| Clause§ Time

File System Results (System Size = 10)

11{{17,884 65,81 0.29|| 899,989 3,085,814 91.83| 952,924 3,509,042 334.04

12(/18,280 67,031 0.30f 998,527 3,423,893 119.28|1,067,554 3,960,332 412.91

13)|18,67¢ 68,244 0.32/|1,097,063 3,762,227 146.00(1,172,149 4,370,541 550.51

14{|19,072 69,461 0.32}|1,195,603 4,100,816 181.05|1,276,744 4,784,9891,152.7Q

15({19,468 70,676 0.32]|1,294,141 4,439,660 206.25|1,381,339 5,203,676 624.28

16/(19,864 71,891 0.33(1,392,7271 4,778,839 248.86|1,485,982 5,626,682 806.59

17(|20,26Q0 73,106 0.34{|1,491,268 5,118,198 269.77|1,590,580 6,053,8521,495.01

18({20,656 74,321 0.34{|1,589,809 5,457,812 331.4(|1,695,178 6,485,2612,115.49

File System Results (System Size = 12)

[30][26,91¢ 94,931 0.57/3,266,12311,291,5401,216.7¢3,451,13713,761,4212,889.4]
ResourceArbiter Results (Safety)

|40||10,497| 34,1121 0.12|| 39,273 142,399} 1.19|| 38,93q 141,3881 1.77|
ResourceArbiter Results (Liv eness)

[40[21,317 72,143 0.29] 73,244 259,304 1.30] 72,099 255,639 32.9¢

Table 2: Results for le systemand arbiter. U indicates the unwinding depth for loops.

trace the SAT instance grew slightly, but the seard time decreased.Applying
slicing to remove unreadchable portions of the sourcecode reduced the running
time to 0.12 seconds.Scaling up to a more complex version of the samemodel
with more properties (including somebounded livenessproperties), blind seard
required 33 secondsunslicedassumptionsneededa little over a second,and with
slicing the seard time was only 0.29 seconds.

For both the resourcearbiter and the le system, the additional overhead
for trace-basedanalysis (performed while computing the passivwe form of the
programs and unrolling loops) prior to calling the SAT solver was negligible.

5 Related Work

This paper preserts a useof tracesin program analysis| asslicing criteria and
speci cation method | that diers in both motivation and technique from most
previous work on related topics.

Assumptions and never-claims are usedin many program veri ers [10,6] to
restrict explored system behavior; this kind of restriction is more generalthan
what is described here, but doesnot provide any a-priori state-spacereduction
| the model chedker may explorefewer statesin an on-the-y manner, but these
techniques do not preclude exploration of branchesthat cannot match a given
trace. Such methods are also less conveniert than our approach for expressing
the constraint that system behavior must be able (or not able) to produce a
given sequenceof everts.

Removing codeirrelevant to a given program trace is an extensionof the idea
of program slicing [20]| in particular dynamic slicing [1]. Static slicing removes



the portions of a program that are not relevant to the analysis of a particular

program point, under any set of inputs. Dynamic slicing performs the same
task, for a known set of inputs. Parametric program slicing [5] makes use of a
more generalconstraint, allowing for partial knowledgeof inputs. Static slicing's
utilit y is limited by aliasing and error handling paths, while dynamic slicing is
of little utilit y when many program traces must be considered| for veri cation

or bug hunting. The path slicing [12] of BLAST [9] removes portions of an
abstract counterexample that are irrelevant to the feasibility of the path. Path
slicing resenbles our approach in that both are hybrids of purely static slicing
and true dynamic slicing; the approades dier in purpose (we apply slicing
before model cheding in order to limit system behaviors; path slicing is a step
in a counterexample-re nement loop) and represenation of multiple paths (a
sequenceof trace events vs. a xed control o w). Millett and Teitelbaum applied
more traditional program slicing to Promela models [17]. Only our approach
addresseghe notion of slicing basedon a given evert trace.

Howard et al. [11] usemodel cheding to analyzetracesproducedby software,
Roger and Goubault-Larrecq proposesimilar techniques for usein log auditing
for intrusion detection [19], and Gannod and Murthy [8] describe the use of
model cheding to reverseengineersoftware architectures from a set of log les,
in a largely non-automated approach.

Postmortem Symbolic Evaluation (PSE) [16] usesstatic analysisto produce
possibleprogram traces given only a failure's location and type. PSE builds on
the work of Liblit and Aiken on the use of backtraces in debugging[15]. The
work of Liblit and Aikenis closelyrelated to our approad, in that they consider
event tracesderived from \ printf  debugging," including the su x and multiple
trace variations. Their work focuseson producing all CFL-reachable paths to a
failure, rather than producing only feasible complete concrete executions. It is
interesting to note that Liblit and Aiken cometo similar conclusionsabout the
advantagesof badckwards over forwards analysis,for largely independen reasons.

6 Summary and Future Work

We have addressedthe problem of analyzing a given program given one of its
traces, and demonstrated the utilit y of our approach for small examples suc
asthe le systemand the resourcearbiter. A larger concernis how to optimize
placemen of EVR in order to allow maximal slicing. The placemer of EVR is
at presert largely an ad-hoc process:developing a methodology for placing EVR
is critical if we are to analyzelarger programs. We are pursuing these problems
while applying our method to a larger, in-developmert, production-quality le
systemwith over 2,000lines of C source.
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