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Abstract

Over thepastfew years,wirelessnetworking technologieshave madevastforaysinto our daily lives.Today, one
can�nd 802.11hardwareandotherpersonalwirelesstechnologyemployedat homes,shoppingmalls,coffeeshops
andairports. Present-daywirelessnetwork deploymentsbeartwo importantproperties:they areunplanned, with
mostaccesspoints(APs)deployedby usersin a spontaneousmanner, resultingin highly variableAP densities;and
they areunmanaged, sincemanuallycon�guring andmanaginga wirelessnetwork is very complicated.We refer to
suchwirelessdeploymentsasbeingchaotic.

In thispaper, wepresentastudyof theimpactof interferencein chaotic802.11deploymentsonend-clientperfor-
mance.First,usinglarge-scalemeasurementdatafrom severalcities,weshow thatit is notuncommonto havetensof
APsdeployedin closeproximity of eachother. Moreover, mostAPsarenotcon�guredto minimizeinterferencewith
their neighbors.We thenperformtrace-drivensimulationsto show that theperformanceof end-clientscouldsuffer
signi�cantly in chaoticdeployments.We arguethatend-clientexperiencecouldbesigni�cantly improvedby mak-
ing chaoticwirelessnetworksself-managing. We designandevaluateautomatedpower controlandrateadaptation
algorithmsto minimizeinterferenceamongneighboringAPs,while ensuringrobustend-clientperformance.
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1 Intr oduction

Wirelessnetworking technologyis ideal for many environments,includinghomes,airports,andshoppingmalls be-
causeit is inexpensive, easyto install (no wires),andsupportsmobileusers.As such,we have seena sharpincrease
in theuseof wirelessover thepastfew years.However, usingwirelesstechnologyeffectively is surprisinglydif®cult.
First, wirelesslinks aresusceptibleto degradation(e.g.,attenuationandfading)andinterference,bothof which can
result in poor andunpredictableperformance.Second,sincewirelessdeploymentsmustsharethe relatively scarce
spectrumthat is availablefor public use,they often interferewith eachother. Thesefactorsbecomeespeciallychal-
lengingin deploymentswherewirelessdevicessuchasaccesspoints(APs)areplacedin verycloseproximity.

In thepast,mostdensedeploymentsof wirelessnetworkswerein campus-likeenvironments,whereexpertscould
carefullymanageinterferenceby planningcell layout,sometimesusingspecialtools[10]. However, therapiddeploy-
mentof cheap802.11hardwareandotherpersonalwirelesstechnology(2.4GHzcordlessphones,bluetoothdevices,
etc.) is quickly changingthewirelesslandscape.Market estimatesindicatethatapproximately4.5million WiFi APs
weresoldduringthe3rd quarterof 2004alone[13] andthatthesalesof WiFi equipmentwill triple by 2009[7]. The
resultingdensedeploymentof wirelessnetworking equipmentin areassuchasneighborhoods,shoppingmalls,and
apartmentbuildingsdiffersfrom pastdensecampus-like deploymentsin two importantways:

� Unplanned. While campusdeploymentsarecarefullyplannedto optimizecoverageandminimizecell overlap,
many recentdeploymentsresultfrom individualsor independentorganizationssettinguponeor asmallnumber
of APs. Suchspontaneousdeployment resultsin variabledensitiesof wirelessnodesandAPs and, in some
cases,thedensitiescanbecomeveryhigh (e.g.urbanenvironments,apartments).Moreover, 802.11nodeshave
to sharethespectrumwith othernetworking technologies(e.g.,Bluetooth)anddevices(e.g.,cordlessphones).

� This work wassupportedby theArmy ResearchOf®ceundergrantnumberDAAD19-02-1-0389,andby theNSFundergrantnumbersANI-
0092678,CCR-0205266,andCNS-0434824,aswell asby IBM andIntel.
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� Unmanaged. Con®guringandmanagingwirelessnetworks is dif®cult for mostpeople. Managementissues
includechoosingrelatively simpleparameterssuchasSSID andchannel,andmorecomplex questionssuch
asnumberandplacementof APs, andpower control. Otheraspectsof managementincludetroubleshooting,
adaptingto changesin theenvironmentandtraf®c load,andmakingthewirelessnetwork secure.

We usethe term chaotic deploymentsor chaotic networksto refer to a collectionof wirelessnetworks with the
above properties.Suchdeploymentsprovide many uniqueopportunities.For example,they may enablenew tech-
niquesto determinelocation [15] or canprovide nearubiquitouswirelessconnectivity. However, they alsocreate
numerouschallenges.As wirelessnetworksbecomemorecommonandmoredenselypacked,moreof thesechaotic
deploymentswill suffer from seriouscontention,poorperformance,andsecurityproblems.This will hinderthede-
ploymentanduseof theseinfrastructures,negatingmany of thebene®tsofferedby wirelessnetworks.

The main goal of this paperis to show that interferencein chaotic802.11deploymentscansigni®cantlyaffect
end-userperformance.To thisend,we®rstuselarge-scalemeasurementsof 802.11APsdeployedin severalUScities,
to quantifycurrentdensityof deployment,aswell ascon®gurationcharacteristics,of 802.11hardware. Our analysis
of thedatashows thatregionswith tensof APsdeployedin closeproximity of eachotheralreadyexist in mostmajor
cities.Also, most802.11usersemploy default, factory-setcon®gurationsfor key parameterssuchasthetransmission
channel.Interestingly, we®nd thatrelatively new wirelesstechnology(e.g.,802.11g)getsdeployedveryquickly.

We then simulatethe measureddeployment and con®gurationpatternsto study the impact that unplannedAP
deploymentshave on end-userperformance.While it is true that the impacton end-userperformancedependson
the workloadsimposedby userson their network, we do ®nd that even whenthe APs in an unplanneddeployment
arecarefullycon®guredto usetheoptimalstaticchannelassignment,usersmayexperiencesigni®cantperformance
degradation,e.g.by asmuchof afactorof 3 in throughput.Thiseffect is especiallypronouncedwhenAP density(and
associatedclientdensity)is highandthetraf®c loadis heavy.

To improve end-userperformancein chaoticdeployments,we explore the useof algorithmsthat automatically
managethe transmissionpower and transmissionsratesof APs and clients. In combinationwith careful channel
assignment,ourpowercontrolalgorithmsattemptto minimizetheinterferencebetweenneighboringAPsby reducing
transmissionpower on individual APs when possible. The strawman power control algorithm we develop, called
Power-controlledEstimatedRateFallback(PERF),reducestransmissionpower as long asthe link betweenan AP
andclient canmaintainthemaximumpossiblespeed(11Mbpsfor 802.11b).Experimentswith animplementationof
PERFshow that it cansigni®cantlyimprove theperformanceobservedby clientsof APsthatarecloseto eachother.
For example,weshow thatahighly utilizedAP-clientpairnearanothersuchpaircanseeits throughputincreasefrom
0.15Mbpsto 3.5Mbps. In general,we usethetermselfmanagementto referto unilateralautomaticcon®gurationof
key accesspointproperties,suchastransmissionpowerandchannel.Incorporatingmechanismsfor self-management
into futurewirelessdevicescouldgoa longway towardimproving end-userperformancein chaoticnetworks.

Therestof thepaperis structuredasfollows. We presentrelatedwork in Section2. In Section3 we characterize
thedensityandusageof 802.11hardwareacrossvariousUS cities.Section4 presentsa simulationstudyof theeffect
of denseunmanaged802.11deploymentson end-userperformance.We presentananalysisof power control in two-
dimensionalgrid-like deploymentin Section5. In Section6, we outline the challengesinvolved in makingchaotic
deploymentsself-managing.Wedescribeour implementationof rateadaptationandpowermanagementtechniquesin
Section7. Section8 presentsanexperimentalevaluationof thesetechniques.Wediscussotherpossiblepowercontrol
algorithmsin Section9 andconcludethepaperin Section10.

2 RelatedWork

We®rst discusscurrentefforts to map802.11deployments.Then,wepresentanoverview of commercialservicesand
productsfor managingnetworksin general,andwirelessnetworksin particular. Finally, we contrastour proposalfor
wirelessselfmanagement(i.e., transmissionpowercontrolandmulti-rateadaptation)with relatedpastapproaches.

SeveralInternetWebsitesprovide street-level mapsof WiFi hot-spotsin variouscities.Popularexamplesinclude
Wi®Maps[33], Wi-Fi-Zones.com[32] andJIWire.com[16]. Severalvendorsalsomarketproductstargetedat locating
wirelessnetworks while on the go (seefor example,Intego WiFi Locator [14]. Among researchstudies,the Intel
PlaceLabproject[15] [4] maintainsa databaseof up to 30,000802.11bAPsfrom severalUS cities. In this paper, we
usehot-spotdatafrom Wi®Maps.com,aswell astheIntel PlaceLab databaseof APs,to infer deploymentandusage
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characteristicsof 802.11hardware. To the bestof our knowledge,ours is the ®rst researchstudyto quantify these
characteristics.Wedescribeourdatasetsin greaterdetail in Section3.

Thegeneralproblemof automaticallymanagingandcon®guringdeviceshasbeenwell-studiedin thewired net-
working domain. While many solutionsexist [35, 30] andhave beenwidely deployed [9], a numberof interesting
researchproblemsin simplifying network managementstill remain(e.g.,[6, 26]). Ourwork in thispapercompliments
theseresultsby extendingthemto thewirelessdomain.

In the wirelessdomain,several commercialvendorsmarket automatednetwork managementsoftwarefor APs.
ExamplesincludePropagateNetworks' Autocell [22], Strix Systems'Access/OneNetwork [29] andAlcatel Omni-
Access'Air-View Software[3]. At a high-level, theseproductsaim to detectinterferenceandadaptto it by altering
thetransmitpower levelsontheaccesspoints.Someof them(e.g.,Access/One)haveadditionalsupportfor managing
loadandcoverage(or “coverageholemanagement”)acrossmultipleAPsdeployedthroughoutanenterprisenetwork.
However, mostof theseproductsare tailor-madefor speci®chardware(for example,AirView comesembeddedin
all Alcatel OmniAcesshardware)andlittle is known aboutthe (proprietary)designsof theseproducts.Also, these
productsare targetedprimarily at large deploymentswith several tensof clients accessingand sharinga wireless
network.

Also, severalrateadaptationmechanismsthat leveragethemultiple ratessupportedby 802.11have recentlybeen
proposed.For example,Sadeghi et al. [27] studynew multi-rateadaptationalgorithmsto improve throughputperfor-
mancein ad hoc networks. While our ratecontrol algorithms,in contrast,aredesignedspeci®callyto work well in
conjunctionwith powercontrol,it is possibleto extendpastalgorithmssuchas[27] to supportpowercontrol.

Similarly, traf®c schedulingalgorithmshave beenproposedto optimizebatterypower in sensornetworks,aswell
as802.11networks (see[23, 19]). In contrast,our focusin this paperis not on saving energy, per se. Insteadwe
developpowercontrolalgorithmsthatenableef®cientuseof thewirelessspectrumin densewirelessnetworks.

In general,adhocnetworkshaverecentlyreceivedagreatdealof attentionandtheissuesof powerandratecontrol
have beenalsostudiedin thecontext of adhocroutingprotocols,e.g. [18, 8, 28, 11]. Thereare,however, signi®cant
differencesbetweenadhocnetworksandchaoticnetworks. First, adhocnetworksaremulti-hopwhile our focusis
on AP-basedinfrastructurenetworks. Moreover, nodesin ad hoc networks areoften power limited andmobile. In
contrast,the nodesin chaoticnetworks will typically have limited mobility andsuf®cient power. Finally, mostad
hocnetworksconsistof nodesthatarewilling to cooperate.In contrast,chaoticnetworks involve nodesfrom many
organizations,which arecompetingfor bandwidthandspectrum.As we will seein Section6, this hasa signi®cant
impacton thedesignof powerandratecontrolalgorithms.

3 Characterizing Curr ent 802.11Deployments

To betterunderstandtheproblemscreatedby chaoticdeployments,we collectandanalyzedataabout802.11AP de-
ploymentin asetof metropolitanareas.Wepresentpreliminaryobservationsof thedensityof APsin thesemetropoli-
tanareas,andtypicalusagecharacteristics,suchasthechannelsusedfor transmissionandcommonvendortypes.

3.1 MeasurementData Sets

Dataset Collected No. of APs StatscollectedperAP
on

PlaceLab Jun2004 28475 MAC, ESSID,GPScoordinates
Wi®Maps Aug 2004 302934 MAC, ESSID,Channel
PittsburghWardrive A Jul2004 667 MAC, ESSID,Channel

supportedrates,GPScoordinates
PittsburghWardrive B Nov 2005 4645 MAC, ESSID,Channel

supportedrates,GPScoordinates,encryption

Table1: Characteristicsof thedatasets
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We usefour separatemeasurementdatasetsto quantifythedeploymentdensityandusageof APsin variousU.S.
cities.Thecharacteristicsof thedatasetsareoutlinedin Table1. A brief descriptionof thedatasetsfollows:

1. PlaceLab: This datasetcontainsa list of 802.11bAPs locatedin variousUS cities, alongwith their GPS
coordinates.Thedatawascollectedaspartof Intel's PlaceLab project[15] [4] in June2004. ThePlaceLab
softwareallows commodityhardwareclients like notebooks,PDAs andcell phonesto locatethemselvesby
listeningfor radiobeaconssuchas802.11APs,GSMcell phonetowers,and®xedBluetoothdevices.

2. Wi�Maps : Wi®Maps.com[33] providesanonlineGIS visualizationtool, to mapwardriving resultsuploaded
by independentusersontostreet-level datafrom theUS Census.We obtainedaccessto thecompletedatabase
of wardriving datamaintainedat this websiteasof August2004. For eachAP, thedatabaseprovidestheAP's
geographiccoordinates,zip code,its wirelessnetwork ID (ESSID),channel(s)employedandtheMAC address.

3. Pittsburgh wardri ve A: This dataset was collectedon July 29, 2004, as part of a small-scalewardriving
effort which coveredportionsof a few denselypopulatedresidentialareasof Pittsburgh. For eachuniqueAP
measured,weagaincollectedtheGPScoordinates,theESSID,theMAC addressandthechannelemployed.

4. Pittsburgh wardri veB: ThisdatawascollectedonNovember22,2005.Thiswardrivewasmoreextensiveand
thoroughthanthe Pittsburgh wardrive A dataset,andasa result,containsfar moreaccesspoints. In addition
to theinformationcollectedin theA dataset,we alsocollectedinformationregardingtheuseof encryption,the
exactdataratesofferedby APs,andthephysicalareascoveredby APs.

3.2 MeasurementObservations

In this section,we analyzeour datasetsto identify real-world deploymentpropertiesthatarerelevant to theef®cient
functioningof wirelessnetworks.Thereadershouldnotethatdataanalyzedhereprovidesagrossunderestimateof any
real-world ef®ciency problem.First, noneof above datasetsarecomplete—they mayfail to identify many APsthat
arepresentandthey certainlydonot identify non-802.11devicesthatsharethesamespectrum.Second,thedensityof
wirelessdevicesis increasingata rapidrate,socontentionin chaoticdeploymentswill certainlyincreasedramatically
aswell. Becauseof theseproperties,we believe thesedatasetswill leadus to underestimatedeploymentdensity.
However, thesedatasetsarenot biasedin any speci®cway andwe expectour otherresults(e.g. channelusage,AP
vendorand802.11gdeployment)to beaccurate.

3.2.1 802.11DeploymentDensity

First,weusethelocationinformationin thePlaceLabdatasetto identify how many APsarewithin interferencerange
of eachother. For this analysis,we conservatively setthe interferencerangeto 50m,which is consideredtypical of
indoordeployments.We assumetwo nodesto be“neighbors”if they arewithin eachother's interferencerange.We
thenusethisneighborhoodrelationshipto construct“interferencegraphs”in variouscities.

City Numberof APs Max AP degree Max. connected No. of connected
(i.e.,# neighbors) componentsize components

Chicago 2370 20 54 369
WashingtonD.C. 2177 39 226 162
Boston 2551 42 168 320
Portland 8683 85 1405 971
SanDiego 7934 54 93 1345
SanFrancisco 3037 76 409 186

Table2: Statisticsfor APsmeasuredin 6 UScities(PlaceLabdataset)

Theresultsfor theanalysisof the interferencegraphsin six US citiesareshown in Table2. On averagewe note
2400APsin eachcity from thePlaceLab dataset.Thethird columnof Table2 identi®esthemaximumdegreeof any
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Figure1: Distributionof AP degrees(PlaceLabdataset)

AP in thesix cities(wherethedegreeof anAP is thenumberof otherAPsin interferingrange).In SanFrancisco,for
example,aparticularwirelessAP suffersinterferencefrom about80otherAPsdeployedin closeproximity.

In Figure1, weplot adistributionof thedegreesof APsmeasuredin thePlaceLabdataset.In mostcities,we®nd
severalhundredsof APswith adegreeof at least3. In Portland,for example,wefoundthatmorethanhalf of the8683
nodesmeasuredhad3 or moreneighbors.Sinceonly threeof the802.11bchannelsarenon-overlapping(channel1, 6
and11), thesenodeswill interferewith at leastoneothernodein their vicinity.

Thefourthcolumnin Table2 shows thesizeof themaximumconnectedcomponentin theinterferencegraphof a
city. The®nal columnshowsthenumberof connectedcomponentsin theinterferencegraph.Fromthesestatistics,we
®nd several largegroupsof APsdeployedin closeproximity. Together, thesestatisticsshow thatdensedeployments
of 802.11hardwarehave alreadybegun to appearin urbansettings.As mentionedearlier, we expectthe densityto
continueto increaserapidly. Our analysisof the interferencegraphsin Pittsburgh basedon thewardrive B datasetis
shown in Table3 andcon®rmstheabove observationsregardingdensity.

City Numberof APs Max AP degree Max. connected No. of connected
(i.e.,# neighbors) componentsize components

Pittsburgh 4645 48 853 8

Table3: Statisticsfor PittsburghAPs(PittsburghwardriveB dataset)

3.2.2 802.11Usage:Channels

Table4 presentsthedistribution of channelsusedby APsin thePittsburgh wardrive A andB datasets.This provides
anindicationof whetherusersof APsmanagetheir networksat all. Noticethatmany APstransmiton channel6, the
default on many APs,andonly a third usethe remainingtwo non-overlappingchannelsin 802.11b(i.e., channels1
and11). While this doesnot identify particularcon�icts, this distribution suggeststhatmany of theAPsthatoverlap
in coverageareprobablynot con®guredto minimizeinterference.

3.2.3 802.11Variants

ThePittsburgh wardrive A datasetcontainsinformationaboutratessupportedfor about71%of themeasuredAPs,
or 472 out of the 667. We usethis information to classify theseAPs as 802.11bor 802.11g. We ®nd that 20%
of the classi®edAPs, or 93, are802.11g.Given the relatively recentstandardizationof 802.11g(June2003),these
measurementssuggestthatnew wirelesstechnologygetsdeployedrelatively quickly. Table6 repeatsthis analysisfor
themorerecentwardrive B data.We ®nd that802.11gcontinuesto beadoptedat a rapid rate,andis approximately
43%.802.11bvariantsmakeup justover half of themarketwhile legacy 802.11systemsarenearlynon-existent.
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Channel %-ageof APs %-ageof APs
(wardriveA) (wardrive B)

1 15.55 13.14
2 0.86 1.12
3 2.37 1.45
4 0.86 0.99
5 0.65 0.69
6 50.97 52.48
7 1.73 1.15
8 0.43 1.32
9 1.30 2.03
10 4.32 3.18
11 20.95 22.45

Table4: Channelsemployedby APsin thePittsburghA andB datasets.

Network Type RateSet Number Percentage
b [11.0] 8 0.17
b [5.5 11.0] 33 0.71
b [2.0 5.511.0] 2 0.04
b [1.0 2.05.511.0] 1977 42.70
b [1.0 5.511.011.0](sic) 5 0.11
b+ [1.0 2.05.511.022.0] 578 12.48
g [5.5 11.054.0] 1 0.02
g [11.036.048.054.0] 56 1.21
g [1.0 2.05.56.09.011.0] 1 0.02
g [11.024.036.048.054.0] 1 0.02
g [5.5 11.024.036.048.054.0] 1 0.02
g [1.0 2.05.511.06.09.012.018.0] 71 1.53
g [1.0 2.05.56.09.011.012.018.0] 280 6.05
g [11.012.018.024.036.048.054.0] 1 0.02
g [1.0 2.05.511.06.012.024.036.0] 318 6.87
g [1.0 2.05.511.06.012.024.054.0] 2 0.04
g [1.0 2.05.511.018.024.036.054.0] 1272 27.47
g [5.5 6.09.011.012.018.024.036.0] 1 0.02
g [6.0 9.011.012.018.024.036.048.0] 1 0.02
g [1.0 2.05.511.06.09.012.018.024.036.048.054.0] 4 0.09
g [1.0 2.05.56.09.011.012.018.024.036.048.054.0] 16 0.35
legacy 802.11 [1.0 2.0] 1 0.02

Table5: SupportedRateSetsin thePittsburghB dataset.

3.2.4 SupportedRates

Even two networks that conformto the samestandardcanoperatein a very differentmanner. Oneexampleof this
is seenby examiningthetransmissionratessupportedby deployedaccesspoints.Figure5 shows thesupportedrates
advertisedby theaccesspointsobservedin thePittsburghB wardrive. The802.11bandb+networkssupport6 different
setsof rateswhile theg networkssupport15 differentsetsof rates.While many of theratesetsareuncommon,it is
clearthatonecannotassumethatall ratesof agivenstandardareavailable.
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Network Type Number Percentage
b 2025 43.73
b+ 578 12.48
g 2026 43.75
legacy 802.11 1 0.02

Table6: NetworksTypesObservedin thePittsburghwardriveB dataset.

3.2.5 Vendorsand AP ManagementSupport

Vendor Percentageof APs
Linksys(Cisco) 33.5
Aironet (Cisco) 12.2
AgereSystems 9.6
D-Link 4.9
AppleComputer 4.6
Netgear 4.4
ANI Communications 4.3
DeltaNetworks 3.0
Lucent 2.5
Acer 2.3
Others 16.7
Unclassi®ed 2

Table7: PopularAP vendors(Wi®Mapsdataset)

To determinepopularAP brands,we look up the MAC addressesavailablein the Wi®Maps datasetagainstthe
IEEE Company id assignments[12] to classifyeachAP accordingto thevendor. For theAPsthatcouldbeclassi®ed
in this manner(2% of theAPsin theWi®Mapsdatasetdid not have a matchingvendorname),thedistribution of the
vendorsis shown in Table7. NoticethatCiscoproducts(LinksysandAironet)makeupnearlyhalf of themarket. This
observationsuggeststhat if futureproductsfrom this vendorincorporatedbuilt-in mechanismsfor self-management
of wirelessnetworksthiscouldsigni®cantlylimit theimpactof interferencein chaoticdeployments.

To understandif speci®cmodelsincorporatesoftwarefor con®gurationandmanagementof wirelessnetworks,
we survey thepopularAPsmarketedby the top threevendorsin Table7. All products(irrespective of thevendors)
comewith softwareto allow usersto con®gurebasicparametersfor their wirelessnetworks,suchasESSID,channel
andsecuritysettings. Most “low-end” APs (e.g., thosetargetedfor deploymentby individual homeusers)do not
includeany software for automaticcon®gurationandmanagementof the wirelessnetwork. Someof the products
targetedat enterpriseand campus-styledeployments,suchas Cisco Aironet 350 series,allow more sophisticated,
centralizedmanagementof parameterssuchastransmitpower levels,selectingnon-overlappingchannels,etc. across
severaldeployedAPs. Sincetheseproductsaretargetedat campuses,they aretoo expensive for usein smaller-scale
deploymentssuchasapartment-buildings.

3.2.6 Security Settings

Table8 displayssecuritysettingsgleanedfrom thewardriveB datafor two parameters:SSIDvisibility andencryption.
Encryptednetworksencryptthecontentsof datapacketsin orderto hidethemfrom eavesdroppers.As anadditional
measureof security, somenetworkshidetheirSSIDin orderto discourageunauthorizednetwork access.

Theaccesspointsin thePittsburgh B datasetarenearlyevenly split betweenopennetworksandencryptednet-
works.Roughly12%of networkshidetheirSSIDto discourageunauthorizedaccess.
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Broadcast Hide Total
SSID SSID

Encrypted 39.87 9.65 49.52
Unencrypted 48.09 2.26 50.35
Unknown 0.11 0.02 0.13
Total 88.07 11.93 100

Table8: AP SecuritySettings

3.2.7 CoverageAr ea
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Figure2: AP Coverage

The amountof interferencein chaoticnetworks is largely determinedby accesspoint densityandthe coverage
areaof accesspoints. To gain insight into accesspoint coveragein chaoticnetworks, we computedapproximate
lower boundson theareascoveredby eachaccesspoint in thePittsburgh wardrive B dataset(our calculationneglects
potential“holes” in coverage).Wetook theobservedmeasurementlocationsof eachaccesspoint,computedaconvex
hull betweenthesepoints(this givesus a roughestimateof the coverageareato the extent we canmeasureit), and
thencomputedtheareaof eachconvex hull. Notethattheareaestimatedfor eachAP in thismanneris, in fact,a lower
boundontheactualareacoveredby eachaccesspoint. Figure2 plotstheestimatedcoverageareasfor all accesspoints
measuredin Pittsburgh. Accesspointswith estimatedcoverageareaslessthan400squaremetersareomitted.

Clearlythereis a largevariationin accesspoint coveragewith thelargestareain excessof two squarekilometers.
This variationcomesfrom threefactors: measurementerror, transmissionpower, andphysical variation in the RF
propagationenvironment.Of particularinterestarethefew accesspointsthathave extremelylargecoverageareas.In
this dataset,theareacoveredby anaccesspoint hadlittle to do with thenetwork type(i.e.,b, g or b+) despiteclaims
frequentlyusedfor marketingpurposes.In fact,thesinglelegacy 802.11systemwe observedin this datasethasthe
®fth largestestimatedcoveragearea.We foundthat,asexpected,thephysicalenvironmentis a muchmoredominant
factorin determiningthecoverageareathanthetypeof network used.

Figure3 showstheareacoveredby thePittsburghB wardrive. Eachpin onthemapdepictsameasurementlocation.
Theoval shows theareawheretheaccesspointswith thelargestestimatedcoverageareaswereobserved.Thesewere
all locatedneartheMonongahelariver in Pittsburghwherethereis ampleopenspacefor free-spaceradiopropagation.

While suchlarge coverageareasareconvenientfor lowering the amountof equipmentrequiredto cover large
amountsof territory, they presentchallengesin chaoticnetworks, as they greatly increasethe numberof potential
interferers.In otherwords,chaoticnetworksmayactuallybene®tfrom walls, trees,andotherobstaclesto RF propa-
gation,astheseobstacleslimit thescopeof interference.Largeopenareasrequiremechanismssuchastransmitpower
controlin orderto mitigatetheeffectsof interference.
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Figure3: PittsburghB wardrive Map

3.2.8 An Aside: AnomalousOperation

Wehaveobservedtwo casesof anomalousnetwork operationin thePittsburghwardriveB dataset.The®rst is aminor
issueof 5 accesspoints(all Linksys)with ratesetscontainingduplicaterateadvertisementsasseenin line 5 of Table5.

The secondmoreseriousissueis that several Netgearaccesspointsappearto have beengiven the sameMAC
address(theMAC addresseshave the form 00:90:4c:7e:00:xx).We observe threedistinctMAC addressesthathave
this problem. In eachcaseseveral accesspointssharethe MAC in question. That the accesspointsaredistinct is
revealedby the fact thatwe observe multiple SSIDs,distinct channels,andanunreasonablylargecoverageareafor
thegivenMACs. Thesesetshave at least4, 6, and7 accesspointsthatsharetheMACs; the truenumberis dif®cult
to determinedueto thefactthatthedefaultSSIDcouldbesharedby multipledistinctMACs.We foundanadditional
MAC in theWi®Mapsdatabasethatis sharedby accesspointsin severaldistinctlocationsacrosstheUnitedStates.

4 Impact on End-userPerformance
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In orderto quantify the impactof the deploymentandusagecharacteristicsof 802.11bAPs on the Internetper-
formanceobservedby end-users,we conductedtrace-drivensimulationsusingthepublicly availableGloMoSimsim-
ulator [34]. We simulatedtwo real deploymenttopologiesshown in Figures4(a) and(b). Thesetopologies,which
we referto asR andS, werecollectedduringthePittsburgh wardrive. They contain20 and29 APsrespectively. We
usethe following settingsandassumptionsin our simulations:(1) Eachnodein the mapcorrespondsto an AP; (2)
EachAP hasD clients(e.g., laptops)associatedwith it. We vary D between1 and3l (3) Clientsare locatedless
than1m away from their respective APs anddo not move; (4) Unlessotherwisespeci®ed,we assumethat all APs
transmiton channel6; (5) All APsemploy a ®xed transmitpower level of 15dBm,unlessotherwisespeci®ed(This
is the default settingin mostcommercialAPs); (6) All APs transmitat a singlerate,2Mbps(thereis no multi rate
supportin GloMoSim).At thesesettings,thetransmissionandinterferencerangesare31mand65m,respectively; (7)
RTS/CTSis turnedoff. This is thedefault settingin mostcommercialAPs;And, (8) We usea modi®edtwo-raypath
lossmodelfor large-scalepathloss,andaRiceanfadingmodelwith aK-factorof 0 for smallscalefading[25].

Intuition suggeststhattheimpactof interferencein chaoticwirelessdeploymentsdepends,to a largeextent,onthe
workloadsimposedby users.If mostAPsareinvolvedin just occasionaltransmissionof datato their users,thenit is
very likely thatuserswill experiencenodegradationin performancedueto interferencefrom nearbyAPs.A key goal
of our simulations,then,is to systematicallyquantify the preciseimpactof userworkloadson eventualuserperfor-
mance.To achieve this,we simulatetwo typesof userworkloadsover theabove simulationset-up.Theseworkloads
differ mainly in their relative proportionsof HTTP (representingWeb-browsingactivity) andFTP(representinglarge
®le downloads)traf®c.

In the®rst setof workloads,calledhttp , weassumethattheclientsarerunningHTTPsessionsacrosstheirAPs.
TheHTTP®le sizedistributionis basedonawell-known modelfor HTTPtraf®c [20]. Onaclient,eachHTTPtransfer
is separatedfrom thepreviousoneby a think time drawn from a Poissondistribution with a meanof s seconds.We
vary s betweenthevaluesof 5sand20s(We alsosimulatedHTTP workloadswith 10s,30sand60ssleeptimes.The
resultsarequalitatively similarandareomittedfor brevity). Theaverageloadofferedby theHTTPclient is 83.3Kbps
for a5ssleeptime,and24.5Kbpsfor a20ssleeptime. Thereis nootherinterferingtraf®c in thehttp workload.

Thesecondsetof workloads,calledcomb-ftp i , is similar to thehttp workloadwith theexceptionof i clients
in theentireset-uprunninglong-livedFTP�o ws for thedurationof thesimulation.We vary i between1 and3. The
averageloadofferedby theFTPclientsin oursimulationis 0.89Mbps.Wesimulateeithersetof workloadsfor 300s.

4.1 Interfer enceat Low Client-Densitiesand Traf�c Volumes
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Figure5: Averageperformanceof HTTP andFTP�o ws at low client densities(D = 1) andlow levelsof competing
FTPtraf®c (http andcomb� f tp1 workloads)for topologyR.

First, we conductsimulationswith thehttp andcomb-ftp 1 workloads,andlow client densities(D = 1). All
theresultswepresentin thissectionarefor simulationsover theR topology(Figure4(a)),unlessotherwisespeci®ed.
In general,wenotethattheexperimentalresultsfor theS topologyareidentical.

The resultsfor the R topology are shown in Figure 5. The performancemeasurementsare the averageof 5
differentsimulationruns;thevariancebetweenrunsis not shown sinceit waslow. Thex-axis in thesepicturesis the
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“stretch” parameterwhich allows usto tunethedensityof APspersquaremeterin a givensimulation.A simulation
with a stretchof l indicatesthat the distancebetweena pair of APs in the simulationtopologyis l timesthe actual
distancein theoriginal topology. ThedistancebetweenanAP andits clientsdoesnot change.Thehigherthevalue
of stretch,thelower thelikelihoodof interferencebetweennodesin thesimulationtopology. For theR topology, we
notethatat str etch � 20, thenodesarecompletelyout of eachothers' interferencerange.Also, in our simulations,
beyondstr etch = 10, we seelittle impactof interferencebetweennodeson userperformance.In either®gure,the
y-axisshows theaveragenormalizedperformanceof HTTP (Figure(a)) or FTP�o ws (Figure(b)) in our simulations.
NormalizedHTTP (FTP) performanceis simply the ratio of the averagethroughputof an HTTP (FTP) �o w to the
throughputachievedby anFTPbulk transferwhenoperatingin isolation,i.e., 0.89Mbps.This canbeviewedasthe
amountof work ausercompletedduringa®xedtime interval, relative to themaximumachievablework.

Noticethat,for workloadswith an“aggressive” HTTP component(i.e., think time of 5s),theperformanceof the
HTTP �o ws improvesuntil str etch = 10; beyond this point performancestaysrelatively �at. For lessaggressive
HTTP workloads(i.e., think interval of 20s),the impacton the performanceof the HTTP �o ws is lesssevere. The
performanceof theFTP�o w in comb-ftp 1 workloadis shown in Figure5(b). WhentheHTTP componentof this
workloadis aggressive(s = 5s), theperformanceof theloneFTP�o w suffersby about17%.With anot-so-aggressive
HTTPcomponent,asexpected,theimpacton theFTP�o w is minimal.

Sofar, we studiedtheimpactof interferenceunderrelatively “light-weight” usertraf®c at eachaccesspoints. In
thenext two sections,we vary two importantfactorsdeterminingtheclient load—thedensityof clientsperAP and
thetraf®c volumeof theclients—tocreatemoreaggressive interferencesettings.

4.2 Impact of Client Densitiesand Traf�c Load
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Figure6: Averageperformanceof HTTPandFTP�o ws atgreaterclientdensities(D = 3) for topologyR.

Impact of client density. Figures6(a)and(b)show theaverageperformanceof theindividualHTTPandFTPsessions,
respectively, in thecomb-ftp 1 andhttp workloads,for a high numberof clientsassociatedperAP (D = 3). The
performancein bothcasessufferssigni®cantlyunderhigh client densities:FromFigure6(a),HTTP performanceis
loweredby about65% (comparestr etch = 1 with str etch = 10) due to interferencebetweenaggressive HTTP
�o ws (s = 5s). The sameis true for the performanceof the FTP �o w in Figure6(b). For a lessaggressive HTTP
component(s = 20s) theperformanceof theHTTP �o ws is 20%inferior, while theFTP�o w suffersby about36%.
For theS topology, theperformanceimpactonHTTPandFTPis 57%and60%respectively, with anaggreesiveHTTP
componentin interferingtraf®c (resultsomittedfor brevity).

Impact of traf�c volume. Figures7(a)and(b) show theaverageperformanceof theHTTP andFTP�o ws, respec-
tively, in simulationswith a few morecompetingFTP�o ws—i.e.,thecomb-ftp 2 andcomb-ftp 3 workloads—for
D = 3. Theperformanceimpacton HTTP andFTP�o ws is slightly morepronounced,evenfor thecaseswherethe
HTTPcomponentof theseworkloadsis not veryaggressive (seethecurvescorrespondingto s = 20s in Figure7(b)).
Resultsfor theS topologyareidenticalandomittedfor brevity.

Using realistic channelassignments.We alsoperformedsimulationson the20-nodetopology, wheretheAPswere
staticallyassignedchannelsbasedon thedistribution in Table4. However, we notesimilar levelsof interferenceand
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Figure7: Averageperformanceof HTTP andFTP�o ws at highercompetingFTPtraf®c levels(i.e., thecomb-ftpf 2,
3g workloads)andfor D = 3 in topologyR.

impacton performanceasobservedabove. This is becausemorethanhalf theAPs in this simulationwereassigned
channel6, whichwasthemostpredominantchannelemployedby mostAPsaccordingto ourmeasurements.

4.3 Limiting the Impact of Interfer ence

In this section,we exploretheeffect of two simplemechanismson mitigatinginterferencein chaoticnetworks: First,
westudyif anoptimalstaticallocationof non-overlappingchannelsacrossAPscouldeliminateinterferencealtogether.
Second,we presenta preliminary investigation of the effect of reducingthe transmitpower levels at APs on the
interferenceexperienced.We alsoinvestigatehow transmitpower control improvesthe total capacityof a chaotic,
network, aswell asthefairnessin theallocationof thecapacityamongindividualAPs.

4.3.1 Effect of Optimal Static ChannelAllocation
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Figure 8: Two sub-topologiesobtainedfrom static optimal channelallocation. Figure (a) shows an 8-nodesub-
topologyof mapR in Figure4(a). All 11 nodeswereassignedchannel1 by theoptimalstaticallocationalgorithm.
Similarly, Figure(b) shows an11-nodesub-topologyof mapS in Figure4(b).

Weperformedsimulationsonthetopologiesof Figure4,wheretheAPsarestaticallyassignedoneof thethreenon-
overlappingchannels(1, 6 and11)suchthatnotwo neighboringAPsshareachannel,wheneverpossible.Figures8(a)
and(b) show the lay-outof APs on mapsR andS thatwereall assignedchannel1 by this scheme.We only show
resultsfor theR sub sub-topologyin Figure8(a).Theresultsfor Ssub areidenticalandomittedfor brevity.

The performanceof HTTP andFTP �o ws in thesesimulationsareshown in Figure9(a) and (b), respectively.
The averageperformanceof both HTTP andFTP �o ws improves signi®cantly. Comparingwith Figures7(a) and
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Figure9: Performanceof HTTP andFTP �o ws with optimal staticassignmentof APs to the threenon-overlapping
channelsfor topologyR. Thetransmitpower level is setat15dBm,correspondingto a receptionrangeof 31m.

(b) respectively, we note that the performancecurves “�atten out” earlier on accounton the sparsenatureof the
interferencegraph.Nevertheless,theimpactof interferencecanstill beseen:theaverageHTTPperformanceis about
25% inferior at str etch = 1 comparedto the casewhenno nodesinterfereswith another(str etch = 10). FTP
performance,similarly, is far from optimal. Theseobservationssuggestthat while optimal staticchannelallocation
reducestheimpactof interference,it cannoteliminateit altogether.

4.3.2 Impact of Transmit Power Control

We augmentabove simulationsof optimalstaticchannelallocationwith moreconservative (lower) power settingson
theAPs: we forcedtheAPsin Figures8(a)and(b) to usea power level of 3dBm.This yieldsa transmissionrangeof
15m,which is half therangefrom usingthedefault power level of 15dBm.Next, we show how this improvesHTTP
andFTPperformance,aswell asthetotal network capacity. We show resultsfor theR sub topologynext. Theresults
for Ssub areverysimilar.
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Figure10: Performanceof HTTPandFTP�o wswith optimalstaticchannelassignmentof APsandthetransmitpower
level setat3dBm.Thiscorrespondsto a receptionrangeof 15m.

Impr ovement in application performance. Theperformanceresultsfor HTTP andFTP�o ws in thesesimulations
areshown in Figures10(a)and(b) respectively. Comparedwith Figures9(a)and(b), theperformanceof individual
�o ws improvessigni®cantly. Theinterferenceamongnodesis lowered,ascanbeseenby boththeperformancecurves
�attening out at str etch = 2. Theseresultsshow that transmitpower control, in conjunctionwith a goodchannel
allocationmechanism,couldhelpreducetheimpactof interferencein chaoticnetworkssubstantially.
Impr ovement in network capacity. In Figure11 we show how transmitpower control improvesuserperformance
for a workloadcomposedfully of bulk FTPtransfers(i.e., eachAP hasoneuserassociatedwith it, andtheAP runs
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Figure11: PerformanceFTP�o wswith andwithoutoptimalchannelassignmentandAP transmitpowercontrol.The
workloadis composedof FTP�o ws betweeneachclient andits AP, with D = 1 . Figure(a) shows theperformance
of FTP�o ws in thesimulations.Figure(b) shows thefairnessindex for thethroughputachievedby theFTP�o ws.

an FTP bulk transferto the user). This simulationshedslight on how carefulmanagementof APs canimprove the
total capacityof the network. WhenAPs arecompletelyunmanaged,the capacityof a denselypacked network of
APsis only 15%of themaximumcapacity(seeFigure11(a)).Staticchannelallocationof APsimprovesthecapacity
two-fold. LoweringthetransmitpoweronAPsimprovescapacityby nearlyanadditionalfactorof 2.

Fairness.In Figure11(b),we show thefairnessin thethroughputsachievedby individual FTP�o ws to understandif
theperformanceof certainAPsin a chaoticdeploymentsufferssigni®cantlycomparedto others.Our fairnessmetric

is derivedfrom [5] andis de®nedas
(
P

x i )2

n
P

x 2
i

, wherex i 's arethethroughputsof individual �o ws.

For the highestdensitiesof accesspoints,we seethat poor managementresultsin unfair allocationof capacity
acrossaccesspoints.Channelallocationcoupledwith transmitpower control immediatelyensuresa highly equitable
allocation:exceptfor thehighestdensity, thefairnessof allocationis above 0.9.

In this section,we usedsimulationson two distinctsetsof deploymenttopologiesto studytheimpactof transmit
power reductiononnetwork performance.Thekey observationfrom oursimulationsis thatend-userperformancecan
suffer signi®cantlyin chaoticdeployments,especiallywhentheinterferenceis from aggressive sources(suchasbulk
FTPtransfers).Weshowedthatcarefulmanagementof APs,via transmitpowercontrol(andstaticchannelallocation),
could mitigatethe negative impacton performance.Moreover, transmitpower control canalsoenablean equitable
allocationof capacityamonginterferingAPs. A key drawbackof our simulations,however, is the lack of support
for multi-rateadaptation.We further explore the bene®tsof transmitpower control in conjunctionwith multi-rate
adaptationin thenext section.

5 Bene®tsof Transmit Power Reduction

Next, we usea simplemodelof wirelesscommunicationappliedto a 2-D grid topologyasshown in Figure12 to
quantifytheadvantagesof transmitpower control. We alsomodeltheimpactof rateadaptation.For our analysis,we
assumethateachAP sendstraf®c to asingleclientata®xeddistance(dcl ient ) from theAP. In practice,if this transfer
usedTCP, we would expecta small amountof traf®c from the client to AP dueto the TCP acknowledgements.As
theamountof uplink traf®c is small,we only considerthedownlink traf®c to simplify our analysis.We alsoignore
many real-world effectssuchasmultipathfadingandchannelcapture.We do not usethesesimplifying assumptions
in subsequentsections.In particular, we stressthatour algorithmsaredesignedto operatein a symmetricfashionon
bothuplink anddownlink traf®c.

We examinea rangeof transmitpower levelsandtraf®c loads.For eachtransmitpower level andtraf®c loadpair,
we determinetheminimumphysicalspacingrequiredbetweenAPs(dmin ) to supportthespeci®edload. To compute
this, we ®rst calculatethe mediumutilization requiredby eachAP: util izationAP = load=throughputmax . The
maximumthroughputis determinedby ®rstcalculatingpathlossfrom theAP to theclient(in dB) as:pathloss = 40+
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dclient

mediumUtilization = 
�

(utilization of all in-range APs)

Interference range of AP transmission
to client at given power level.

dmin

Figure12: ComputingminimumAP spacingfor agrid topology

3:5 � 10� log(dcl ient ); this is basedon thepathlossmodelfrom [25] with constantsthatcorrespondto measurements
collectedin our localenvironment.

ReceivedsignalstrengthcanthenbecomputedasRSS = txP ower � pathloss, andthesignal-to-noiseratio is
SN R = RSS � noiseF loor. We choosethenoise�oor to be-100dBm, which is typical for our hardware. Using
SNRandthedatain Tables9(a)and9(b) (basedon measurementspresentedin [1]) we thendeterminethemaximum
transmissionratethatcanbeusedfor theAP-clientlink andthecorrespondingmaximumthroughputfor thatrate.

Rate(Mbps) Minimum SNR(dB)
1 3
2 4
5.5 8
11 12

Rate(Mbps) Throughput(Mbps)
1 0.85
2 1.7
5.5 3.5
11 4.9

(a) (b)

Table9: Table(a) showsminimumrequiredSNRfor Prism2.5. Table(b) shows maximum802.11bthroughput.

After we have computedthe utilization for a single link, we determinethe mediumutilization at eachAP by
summingtheutilization of all in-rangeAPs. We determinethattwo APsarein rangeby computingtheRSSbetween
themusingthe sameformula usedabove. We considerthe candidateAP to be in rangeof the local AP if RSS >
inter f erenceThr eshold. Wesetinter f erenceThr eshold to -100dBmfor ourcalculations.

Figure13shows theresultsof ourcalculationsfor aclientdistanceof 10metersandloadsrangingfrom 0.1Mbps
to 1.1mbps.Otherclientdistancesandlossparameterswouldshift or scalethegraph,but thetrendswouldremainthe
same.The2, 5.5,and11Mbpsregionsshown nearthebottomof thechartspecifythemaximumtransmissionratethat
canbeusedfor eachpower level. Considera speci®cpoint on this graph,suchasthepoint at -15dBmpower on the
x-axis;usingthe1.1Mbpsloadline, this translatesinto a20mAP distanceonthey-axis.This impliesthatif youwant
to transmitat1.1Mbpsfrom eachAP at -15dBm,theAPsmustbeat least20mapartin orderto avoid overloadingthe
wirelesslink. In addition,thesolid-blackline parallelto thex-axis indicatesthateachAP usesa transmissionrateof
5.5Mbpsto communicatewith its client. For the simulationsin the previous sectionwe typically ®xed the transmit
powerandthenincreasedthestretch;thiscorrespondsto pickingapointon thex-axisandmoving upvertically.

Wedraw afew key conclusionsfrom Figure13. ClearlytheminimumdistancebetweenAPsthatcanbesupported
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Figure13: Minimum AP distancevs. Tx power (dcl ient = 10m)

decreases(i.e. maximumsupporteddensityincreases)dramaticallyasthetransmissionpower (in dBm) is decreased.
We also®nd that high AP densityandhigherloadsrequiretransmitpower levels below 0 dBm. This is the lowest
transmitpower availablefrom commercialhardwarethatwe areawareof. Adding supportfor lower transmitpower
levelsto wirelesshardwarewould bea simpleway of improving thedensityof APsthatcanbesupported.Secondly,
thegraphcanalsobeusedto determinetheupperboundon thepower level thatshouldbeemployed(x-axis)in order
to achieve a certainthroughput,givena certaininter-AP distance(y-axis). Usinga higherpower level will typically
not affect (i.e. not decreaseor increase)theperformancefor thatnode,but will reduceperformancefor other, nearby
nodes.This is the basisfor oneof the power control algorithmsdiscussedin the next section.Finally we notethat
thehighestdensitiesrequiretheuseof very low transmissionpower, forcingnodesto usea transmissionrateunder11
Mbps.This suggeststhat,whentheir traf®c requirementsarelow, it maybeadvantageousif nodesvoluntarily reduce
not only their transmissionpower but alsotheir transmissionratesinceit couldincreasetheoverall network capacity
in verydensenetworks.Wewill revisit this issuein Section9.

6 DeploymentChallenges

Power controloffersa simplebut powerful techniquefor reducinginterference.Thetradeoffs areobvious: reducing
the power on a channelcanimprove performancefor otherchannelsby reducinginterference,but it canreducethe
throughputof thechannelby forcing thetransmitterto usea lower rateto dealwith thereducedsignal-to-noiseratio.
As a result,we mustcarefullyconsidertheincentivesthatusersmayhave for usingsuchtechniques.In practice,the
incentivesfor usingpower controlarecomplex andwe have to distinguishbetweenthetechniquesthatareapplicable
to campusdeploymentsandchaoticwirelessnetworks.

In campusenvironments,therearea numberof APsunderthecontrolof a singleorganization.This organization
is in apositionto dopowercontrolin eachcell in away thatoptimizessomeglobalnetwork metric,e.g.totalnetwork
throughputor fairness.An additionalimportantconsiderationis that in campusnetworks a usercanobtainservice
from any of the APs in transmissionrange. Therefore,any designmay needto carefully considerissuessuchas
load-balancingof usersacrossAPsalongwith powercontrol.

In chaoticnetworks, the infrastructureis controlledby multiple organizations,and,unfortunately, their priorities
often con�ict. For example,for a homenetwork consistingof a singleAP, the beststrategy is to always transmit
at maximumpower, and thereis no incentive to reducepower and, thus, interference.The resultsin the previous
sectionshow thatsucha “Max Power” strategy, whenemployedby multiple APs,will resultin suboptimalnetwork
performance.This impliesthatwhile a singlenodecanimprove its performanceby increasingpower, it canactually
obtainbetterperformanceif it, andall of its neighbors,actsociallyandreducetheir transmissionpowerappropriately.
This is analogousto the tradeoffs betweensel®shandsocial congestioncontrol in the Internet[2]. While a node
can improve performanceby transmittingmore quickly in the Internet, this can result in congestioncollapseand
degradedperformancefor all. We believe that similar factorsthatdrove thewide deploymentof congestioncontrol
algorithmswill drive thedeploymentof powercontrolalgorithms.Weshouldnotethatanaddedsideincentive for the
deploymentof automaticpower control is that it limits thepropagationof anAP's transmissionwhich, in turn, limits

16



theopportunityof malicioususerseavesdroppingonany transmission.
Ourwork focusesonsociallyresponsiblepowercontrolalgorithmsthatwouldwork well in chaoticenvironments.

Wecall suchpowercontrolalgorithms“socially responsible”to differentiatethemfrom approachesthatrequireglobal
coordinationacrossmultiple accesspoints(e.g.,for campus-widewirelessnetworks). Our algorithmsaretargetedat
individual accesspointsandclients,which behave in an altruistic manner, agnosticto the actionsof otherAPs and
clients. Our algorithmscould alsowork in campusscenarios.However, we do not considerissuessucha AP load-
balancingwhicharisein suchenvironments.Extendingourdesignto campusdeploymentsis left for futurework.

Note that while our algorithmsare targetedat nodesbehaving in an altruistic manner, thereare also practical
considerationsthat make themmorefeasiblethansimply relying on the altruismof enduserswould. In particular,
thesealgorithmsareimplementednotby endusers,but by equipmentvendors.Fromanequipmentvendor'spoint-of-
view, reducinginterferenceis bene®cial.Moreover, regulatorymandatesalreadylimit transmitpower, andcouldbe
extendedto requiredynamicadjustmentof transmitpower in orderto increasespatialreuseandpotentiallyallow for
highertransmitpower limits whichwouldclearlybene®tbothendusersandequipmentvendors.Finally, asdiscussed
in Section3.2, we ®nd that new technologyis quickly adoptedin chaoticnetworks, andthat many usersin chaotic
networksdo not changefactorydefault settings.Hence,vendorimplementedintelligenttransmitpower controlcould
bedeployedrelatively quickly andwouldbewidely adopted.

7 TransmissionPower and RateSelection

In order to characterizehow power adaptationaffects both network-wide and individual user throughput,we ran
experimentswith severalrateselectionalgorithmsimplementedon bothAPsandclients. In this section,we describe
the ®xed-power rateselectionalgorithmsandadaptive-power algorithmsthat we evaluate. Beforewe introducethe
algorithms,webrie�y describeour implementationenvironmentfor therateselectionalgorithms.

7.1 RateSelectionImplementation

OurexperimentsuseaNIC basedonthePrismchipsetrunningthe2.5versionof the®rmware.Thedriveris amodi®ed
versionof theHostAP[21] Prismdriver for Linux, whichwasextensively modi®edto give®ne-grainedcontrolof rate
selectionandtransmissionpower to thedriver.

The driver achieves per-packet control over transmissionrateby taggingeachpacket with the rateat which it
shouldbe sent. The Prism2.5 ®rmwarewill thenignoreits internalrateselectionalgorithmandsendthe packet at
thespeci®edrate;all ®rmwareretransmissionswill usethis samerate.ThePrism2.5®rmwarealsoallows usto take
control over the retransmissionof packets(in the driver) by taggingeachpacket with a speci®ednumberof retries.
For instance,settingthepacket retry countto zerotells the®rmwareto attemptno retriesin ®rmware,andto merely
inform the driver if a packet is not acknowledged.This allows us to completelyreplacethe ®rmwarerateselection
andretransmissionalgorithms. While this givesus the ability to control the rateat which retransmissionsaresent,
onedisadvantageof this approachis thatretransmissionsoccurmuchmoreslowly thanthey would if implementedin
®rmware.As acompromise,wesettheretransmitcountto 2 sothatmostretransmissionsarehandledby the®rmware,
but thedriver is still informedfairly quickly whenchannelconditionsaretoopoorto allow thepacket to besent.

Unfortunately, thePrism2.5 chipsetdoesnot supportper-packet transmissionpower control theway it doesfor
thetransmissionrate.This is nota fundamentallimitation of wirelessNICs,but ratheracharacteristicof thePrism2.5
®rmware.We overcomethis limitation asfollows. Whenever we wantto changethetransmissionpower, we wait for
theNIC's transmissionbuffersto empty. We thenchangethepower level andqueuepacketsthatshouldbesentat the
new power level. While this techniquesupportsper-packet power control for packetswhich passthroughthedriver
(userdata),it doesnot allow usto setthepower for 802.11controlandmanagementpackets(e.g. ACKs, RTS/CTS,
beacons),handledcompletelyin ®rmware;thesepacketswill simply besentat thepower level that thecardhappens
to beusingat the time. Our approachalsointroducesoverhead(extra idle time) for eachpower level setoperation.
Nevertheless,it enablesusto examinethebasictradeoffs resultingfrom changingtransmissionpower levels.

7.2 Fixed-power RateSelectionAlgorithms

Most 802.11bimplementationsselecttransmissionrate using a variation of the Auto RateFallback (ARF) algo-
rithm [31]. ARF attemptsto selectthe besttransmissionratevia in-bandprobingusing802.11's ACK mechanism.
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ARF assumesthat a failed transmissionindicatesa transmissionratethat is too high. A successfultransmissionis
assumedto indicatethatthecurrenttransmissionrateis good,andthatahigherratemightbepossible.

Our ARF implementationworks asfollows. If a thresholdnumberof consecutive packetsaresentsuccessfully,
thenodeselectsthenext highertransmissionrate.If a thresholdnumberof consecutive packetsaredropped,thenode
decrementstherate.If notraf®c hasbeensentfor acertaintime,thenodeusesthehighestpossibletransmissionratefor
thenext transmission.In our implementation,theincrementthresholdis setto 6 successfulpacket transmissions,the
decrementthresholdto 4 droppedpackets(thatis,2 noti®cationsof transmissionfailurefrom the®rmwareasdiscussed
in Section7.1),andthe idle timeoutvalueto 10 seconds.Within theconstraintsof our driver-basedapproach,these
settingsaredesignedto approximatethePrism2.5®rmware's implementationof ARF algorithmwhichappearsto use
anincrementthresholdof 6, adecrementthresholdof 3, andanidle timeoutof 10seconds.

An alternative to probingthe channelfor the besttransmissionrate is to usethe channel's signal-to-noiseratio
(SNR)to selecttheoptimalratefor agivenSNR.While SNR-basedrateselectionalgorithmseliminatetheoverheadof
probingfor thecorrecttransmissionrate,they faceanumberof practicalchallenges.First,cardmeasurementsof SNR
canbe inaccurateandmay vary betweendifferentcardsof thesamemake andmodel. Second,SNR measurements
do not completelycharacterizechanneldegradationdueto multipathinterference.Finally, theinformationthatSNR-
basedrateselectionalgorithmsneedis measuredat the receiver, sinceit is the SNR at the receiver that determines
whetheror not a packet is received successfully. While proposalshave beenmadefor overcomingthis problemby
leveraging802.11's RTS/CTSmechanism(see,for example, [11]), thesesolutionsdonotwork oncurrenthardware.

In our implementation,we overcomethelastchallengeby taggingeachpacket with channelinformation.Specif-
ically, eachpacket containsthetransmitpower level usedto sendit, aswell asthepathlossandnoiseestimateof the
lastpacketsentfrom thedestinationtowardsthesender. Thisallowsthereceiver to estimatebothuplink anddownlink
pathlossinformation(botharerequiredasasymmetrymayarisedueto antennadiversity).

TheSNR-basedalgorithmthatweuse,EstimatedRateFallback [17] (ERF),isactuallyahybridbetweenpureSNR-
basedandARF-basedalgorithms.It usesthepathlossinformationto estimatetheSNRwith whicheachtransmission
will bereceived. ERFthendeterminesthehighesttransmissionratethatcanbesupportedfor this SNR.In addition,
sinceSNRmeasurementshavesomeuncertainty, if theestimatedSNRis justbelow arateselectiondecisionboundary,
ERFwill try therateimmediatelyabove theestimatebesttransmissionrateaftera givennumberof successfulsends.
Similarly, if the estimatedSNR is just above a decisionthreshold,ERF will usethe rate immediatelybelow the
estimatedbesttransmissionrateaftera givennumberof failures. Finally, if no packetshave beenreceived from the
destinationfor a giveninterval, ERFwill begin to fall backtowardsthelowestrateuntil new channelinformationhas
beenreceived.ThiskeepsERFfrom gettingstuckin astatewherestalechannelinformationpreventscommunication,
which in turnpreventsobtainingnew channelinformation.

7.3 Power and RateSelectionAlgorithms.

Both theARF andERFalgorithmsusea ®xedtransmissionpower, which is typically setfairly high to maximizethe
chancethatanodecancommunicatewith theintendeddestination.However, aswediscussedearlier, highpowerlevels
createsigni®cantinterferencewhichmayreduceperformancefor otherchannels.Next, wediscusstwo algorithmsthat
combinepowerandratecontrolto try to minimizeinterference.In bothstrategies,eachtransmitterattemptsto reduce
its power to the minimum level that allows it to reachthe intendedreceiver at the maximumtransmissionrate. In
essence,eachsenderactssocially(by reducinginterference)aslongasit doesnotcostanything (no ratereduction).

ARF canbeextendednaturallyto supportconservativepowercontrolby addinglow powerstatesabovethehighest
ratestate:At thehighestrate,aftera givennumberof successfulsends,transmitpower is reducedby a ®xedamount.
This processrepeatsuntil eitherthe lowesttransmitpower is reachedor thetransmissionfailedthresholdis reached.
In thelattercase,thepower is raiseda ®xedamount.If failurescontinue,power is raiseduntil themaximumtransmit
poweris reachedafterwhichratefallbackbegins.Wecall thisalgorithmPower-controlledAutoRateFallback (PARF).

ERFcanalsobeeasilyextendedto implementconservative power controlasfollows. First, anestimatedSNRat
the receiver is computedasdescribedearlier. Now, if the estimatedSNR is a certainamount(the “power margin”)
above the decisionthresholdfor the highesttransmitrate, the transmitpower is lowereduntil estimatedSN R =
decisionThr eshold + powerM argin . ThepowerM argin variableallows theaggressivenessof thepower control
algorithmto betuned.Wecall thisalgorithmPower-controlledEstimatedRateFallback (PERF).
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8 PerformanceEvaluation

We now discussthe resultsof somebasicexperimentswe conductedto verify that currentcommodityhardware is
ableto achieve performanceimprovementswhenusingtransmitpower control. Theseexperimentsusethemodi®ed
HostAPdriverandPrism2.5802.11bcardsdescribedpreviously.

8.1 Interfer enceTest

We ®rst measuredtheinterferenceto anaggressive TCP�o w from a bandwidth-limitedTCP�o w for theARF, ERF,
andPERFalgorithmsdiscussedpreviously. Notethatwe did not usethePARF algorithm.In our initial experimenta-
tion with PARF, we foundthatits behavior wasquiteunstable.This maybebecausepower decreasedecisionsby the
“receiver” couldresultin theACK-half of a datatransmission/ACK exchangefailing dueto insuf®cientpower. This
could, in turn, result in the senderincreasingits power even if it wasthe fault of the receiver's power level setting.
While this couldalsohappento PERF(sinceit alsoconsiderspacket losses),PERFlargely avoids this overreaction
to packet lossesby basingmostof it' s power andrateselectionon the SNR of the interactions.This makesPERF
reactmoreslowly to transmissionfailures.As aresult,PERFalwaysbehavedmorestablyandperformedsigni®cantly
betterthanPARF andwedid not considerPARF any furtherin ourevaluation.

110 dB pathloss
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Figure14: LaboratoryInterferenceTestTopology

Ourexperimentaltopologyis shown in Figure14. Two AP-clientpairscommunicatein a laboratorysettingwhere
all nodescommunicatevia coaxialcables.Attenuatorsareplacedon the cablesto control the attenuationbetween
nodes.The“victim” pair repeatedlyexecutesaTCPthroughputbenchmarkfrom theAP to theclientandalwaysruns
theERFalgorithm,but with power setto 0 dBm insteadof thedefault 23 dBm. The“aggressor”pair executesa rate-
limited transferof 1.2Mbpsfrom theAP to theclient. Thepower andrateselectionalgorithmusedby theaggressor
pairwasvariedto measuretheability of thealgorithmsto reducetheinterferenceexperiencedby thevictim pair.
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Figure15: Lab InterferenceTest

As shown in Figure 15 (a), the power reductionusedby PERFnearly completelyeliminatedthe interference
experiencedby thevictim pair. (Theerrorbarsshow 95%con®denceintervals.)

Figure15(b)shows thesametestbut with theaggressortransferrunningat unlimitedspeedandwith 106dB of
lossbetweenthepairs.Thisrepresentsanextremesituationthatmayoccurto somedegreeevenin current®xedpower
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networks dueto heterogeneoustransmitpower levels. Clearly, in this case,thevictim's communicationunderARF
andERFis practicallyzero.Thepoorperformancefor ARF andERFis a resultof asymmetriccarriersense[24]. In
this experiment,thevictim pair is ableto sensetransmissionsof theaggressorpair anddefertransmissionsto prevent
collisions. However, the aggressorpair is not ablehearthe lower poweredtransmissionsof the victim. Therefore,
it transmitspackets as quickly as possible,essentiallyinterfering with any transmissionbetweenthe victim pair.
Note that the aggressortransmissionsarenearlyalwaysreceived successfully– the aggressorpair alwaysobtainsa
throughputof approximately3.5 Mbps in eachsetting. PERFalleviatesthis situationby reducingthe power of the
aggressorsincetheaggressorAP-clientlink is overprovisionedin termsof power. In thisexperiment,PERFis ableto
nearlycompletelyisolatethepairsfrom eachother.

Note that when using power control, caremust be taken so that this asymmetriccarrier sensesituationis not
actuallyintroducedinadvertently. That is, anAP-client link shouldnot reducepower somuchthat it becomesover-
whelmedby neighboringuncooperative high power nodes.This is undesirablesincewe assumethatAPsandclients
donotdesireto sacri®ce(much)performancewhenloweringtransmitpower.

105 dB pathloss

95 dB pathloss85 dB pathloss

Victim Pair Aggressor Pair

TCP 
benchmark

Rate limited file 
transfer

0

0.5

1

1.5

2

2.5

3

3.5

No Interference ARF ERF PERF1

T
hr

ou
gh

pu
t (

M
bp

s)

(a)Topology (b) Performancresults

Figure16: HomeInterferenceTest

To show thata similar situationcanoccuroutsideof thelaboratory, we thenrepeatedtherate-limitedinterference
testin aresidentialsettingwherethenodescommunicatedover theair asshown in Figure16(a)insteadof overcoaxial
cablesasthey did in thelaboratorytests.Figure16(b)showstheresultsof this test.ARF andERFexperiencedsimilar
performancedegradationdueto interference.PERFwasableto reducethisdegradationby about50%.

9 Discussion

In our evaluation,we consideredprotocolsthatreducepower aslong astransmissionratewasunaffected.Onepossi-
bility to reduceinterferenceeven further is to consideralgorithmsthatallow the transmissionrateto bereduced.In
onesuchstrategy thatwe alsoconsideredin our implementation,calledLoad-sensitive, Power-controlled Estimated
RateFallback (LPERF), transmittersreducetheir power even if it reducestheir transmissionrate. Speci®cally, they
reducetheir poweraslongastheresultingtransmissionrateis suf®cient to supporttheir actualtraf®c demands.

While potentially increasingnetwork throughput,LPERF involves a subtle tradeoff betweenthe scopeof the
interference(controlledby power level) andthedurationof interference(determinedby the transmissionrate). Our
analysisin Section5 indicatesthat,at leastfor simpletopologies,achieving thehighestpossibleAP densityrequires
usinganLPERF-likeapproachwherelowertransmitratesareusedto enablelowertransmitpowersettings.In practice,
wefoundthatachieving goodperformanceandinterferencereductionusingtheLPERFtechniquecanbechallenging.

First,we mustbesurethatactualdemanddoesnot requirea highertransmissionratethantheonewe select.This
canbedif®cult sincedemandmaybea functionof thetransmissionrateused.In addition,sincethewirelessmedium
is shared,theability to satisfytraf®c demandataparticulartransmissionratedependson theparticularfractionof the
sharedmediumthat a nodereceives. Assuminga fair distributedMAC protocol,the sizeof this fair sharedepends
on thedemandsof theothernearbynodes.An additionalcomplicationis that thesetof nearbynodeschangeswith
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thetransmissionpower usedsincethepower determinestherangeof any transmission.In orderto addressthis need,
LPERFincorporatestechniquesto continuouslymonitor link traf®c demandandmediumutilization. Tuning such
techniquesto adaptquickly to changesin demandis anopenresearchquestion.

Second,wemusthaveaccuratemeasurementsof receivedsignalstrength,noise,andtransmitpowerfrom all nodes
in thearea.For thehardwarewe usedin our implementation,4 dB of variancein RSSandnoiseestimatesis typical.
As theentirerangeof SNRthresholdsfor 802.11btransmissionratesis only 9 dB, thiscanbeasigni®cantissue.

In summary, the designof algorithmsthat considerlowering transmissionratesis a challengingtask. In the
future,we expectthattherangeof transmitratessupportedby wirelesscardswill greatlyincrease.This greatlyhelps
suchalgorithmsby bothcreatingmoresituationswherethemaximumlink bandwidthis not usedandby providing a
muchwider rangeof power levelsthatsuchalgorithmscanemploy. In addition,we alsohave anecdotalevidencethat
vendorsareproviding moreaccurateRSSandnoiseestimatorsin newercards.As aresult,webelievethatLPERF-like
algorithmsareapromisingdirection.

10 Summary

A chaoticnetwork consistsof a setof co-locatedwirelessnodesownedandcontrolledby differentpeopleor organi-
zations.Its maincharacteristicis that thedeploymentis largely unplannedandunmanaged.In this paper, we studied
importantcharacteristicsof chaoticwirelessnetworks.Weusedmeasurementsfrom severalcitiesto show thatchaotic
networks canbe quite denseandwe usedtrace-driven simulationsto show that the performanceof end-clientscan
suffer signi®cantlyin thesedensechaoticwirelessdeployments.We alsopresentedandevaluatedautomatedpower
controlandrateadaptationalgorithmsthat reduceinterferenceamongneighboringnodeswhile ensuringrobustend-
client performance.Speci®cally, we showed how the PERFalgorithm,that reducestransmissionpower asmuchas
possiblewithout reducingtransmissionrate,canimprove aggregatethroughputsigni®cantlyin our small testbed.We
alsodiscussedhow furtherimprovementsmaybepossiblein denserdeployments.

References

[1] D. Aguayo, J. Bicket, S. Biswas, G. Juddand R. Morris, Link-level Measurementsfrom an 802.11bMesh
Network, in: ProceedingsACM SIGCOMM(2004)pp.121-132.

[2] A. Akella, R. Karp, S. Seshan,S. Shenker andC. Papadimitriou,Sel®shBehavior andStability of theInternet:
A Game-TheoreticAnalysisof TCP, in: ProceedingsACM SIGCOMM(2002)pp.117-130.

[3] Alcatel,AirView Software,http://www.alcatel.com.

[4] Y. Cheng,Y. Chawathe,A. LaMarcaand J. Krumm, Accuracy characterizationfor metropolitan-scaleWi-Fi
localization,in: ProceedingsMobiSys(2005)pp.233-245.

[5] D. Chiu and R. Jain, Analysis of the Increase/DecreaseAlgorithms for CongestionAvoidancein Computer
Networks, ComputerNetworksandISDN Systems17 (1989)1-14.

[6] D. Clark, C. Partridge,J. RammingandJ. Wroclawski, A KnowledgePlanefor the Internet, in: Proceedings
ACM SIGCOMM(2003)pp.3-10.

[7] DatacommResearch,New DatacommResearchReport:WirelessLAN EquipmentShipmentsto Triple Within
FiveYears,http://www.tmcnet.com/usubmit/2005/Feb/1120138.htm.

[8] R. Draves,J. Padhye andB. Zill, Comparisonof RoutingMetrics for StaticMulti-Hop WirelessNetworks, in:
ProceedingsACM SIGCOMM(2004)pp.133-144.

[9] R. Droms,DynamicHostCon®gurationProtocol,Technicalreport,InternetEngineeringTaskForce.RFC2131.

[10] A. Hills, Large-ScaleWirelessLAN Design,IEEECommunications39 (2001)98-104.

[11] G. Holland, N. Vaidya and P. Bahl, A Rate-Adaptive MAC Protocolfor Multi-Hop WirelessNetworks, in:
ProceedingsACM MobiCom(2003)pp.236-251.

21



[12] IEEE,OUI andCompanyid assignments,http://standards.ieee.org/regauth/oui/oui.txt.

[13] Instat/MDR,3Q2004WLAN MarketShareReport,http://www.instat.com/r/nrep/2004/IN0401429WL.htm.

[14] Intego,WI-Fi Locator,http://www.intego.com/wiFiLocator/.

[15] Intel ResearchSeattle,PlaceLab: A Privacy-ObservantLocationSystem,http://placelab.org/.

[16] JIwire,WI-FI Hotspotlocator,http://jiwire.com.

[17] G. JuddandP. Steenkiste,UsingEmulationto UnderstandandImproveWirelessNetworksandApplications,in:
ProceedingsUSENIX NSDI (2005).

[18] V. KawadiaandP. R. Kumar, PrinciplesandProtocolsfor PowerControlin Ad HocNetworks, IEEEJournalon
SelectedAreasin Communications1 (2005)5-16.

[19] R. KompellaandA. Snoeren,SPARTA: ScheduledPowerandRateAdaptation,in: ACM SenSys(2003).

[20] B. Mah,An EmpiricalModelof HTTPNetwork Traf®c, in: ProceedingsIEEEInfocom(1997)pp.592-600.

[21] J.Malinen,HostAP Driver, http://hostap.epitest.®/.

[22] PropagateNetworks,Autocell, http://www.propagatenetworks.com/product/.

[23] D. Qiao, S. Choi, A. Jain and K. Shin, MiSer: An Optimal Low-Energy TransmissionStrategy for IEEE
802.11a/h,in: ProceedingsACM MobiCom(2003)pp.161-175.

[24] A. RaoandI. Stoica,An overlayMAC layerfor 802.11networks, in: ProceedingsMobiSys(2005)pp.135-148.

[25] T. Rappaport,WirelessCommunications:PrinciplesandPractice(Prentice-Hall,EnglewoodCliffs, NJ,1996).

[26] J. Rexford, A. Greenberg, G. Hjalmtysson,A. Myers, G. Xie, J. ZhanandH. Zhang,Network-wide Decision
Making: TowardA Wafer-Thin ControlPlane,in: ProceedingsACM SIGCOMMHotNets-III.

[27] B. Sadeghi, V. Kanodia,A. Sabharwal andE. Knightly, OpportunisticMedia Accessfor Multi-Rate Ad Hoc
Networks, in: ProceedingsACM MobiCom(2002)pp.24-35.

[28] A. SanthanamandR. Cruz,OptimalRouting,Link SchedulingandPower Control in Multi-hop WirelessNet-
works, in: ProceedingsIEEEInfocom(2003)pp.702-711.

[29] Strix Systems,AccessOne/Network OWS, http://www.strixsystems.com/products/productsmain.asp.

[30] S. ThomsonandT. Narten,IPv6 StatelessAddressAutocon®guration,Technicalreport, InternetEngineering
TaskForce.RFC2462.

[31] V. vanderVegt, Auto RateFallback,http://www.phys.uu.nl/vdvegt/docs/gron/node24.html.

[32] Wi-Fi-Zones.com,Findmorehotspotlocations,http://www.wi-®-zones.com.

[33] Wi®Maps.com,Wardriving MapsandHotspotLocator,http://www.wi®maps.com.

[34] X. Zeng, R. Bagrodia and M. Gerla, Global Mobile Information Systems Simulation Library,
http://pcl.cs.ucla.edu/projects/glomosim/.

[35] ZeroConf,IETF Zero Con®gurationNetworking Working Group, http://www.ietf.org/html.charters/zeroconf-
charter.html.

22


