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Abstract

Overthe pastfew years wirelessnetworking technologiehave madevastforaysinto our daily lives. Today one
can nd 802.11hardwareandotherpersonalwirelesstechnologyemployed at homes shoppingmalls, coffee shops
andairports. Present-dayvirelessnetwork deploymentsbeartwo importantproperties:they are unplanned with
mostaccesgpoints (APs)deplo/ed by usersin a spontaneoumanney resultingin highly variableAP densitiesand
they areunmanaed, sincemanuallycon guring andmanaginga wirelessnetwork is very complicated We referto
suchwirelessdeploymentsasbeingchaotic

In this paperwe presenta studyof theimpactof interferencen chaotic802.11deploymentson end-clientperfor
mance First,usinglarge-scalaneasuremertatafrom severalcities,we show thatit is notuncommorto have tensof
APsdeplo/edin closeproximity of eachother Moreover, mostAPsarenotcon guredto minimizeinterferencewvith
their neighbors.We thenperformtrace-drven simulationsto shav thatthe performancef end-clientscould suffer
signi cantly in chaoticdeployments. We arguethat end-clientexperiencecould be signi cantly improved by mak-
ing chaoticwirelessnetworks self-manging. We designandevaluateautomategower control andrate adaptation
algorithmsto minimizeinterferenceamongneighboringAPs, while ensuringrobustend-clientperformance.
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1 Intr oduction

Wirelessnetworking technologyis ideal for mary ervironments,including homes airports,andshoppingmalls be-
causet is inexpensve, easyto install (no wires),andsupportamobile users.As such,we have seena sharpincrease
in the useof wirelessover the pastfew years.However, usingwirelesstechnologyeffectively is surprisinglydif®cult.
First, wirelesslinks aresusceptibléo degradation(e.g.,attenuatiorandfading)andinterferencepoth of which can
resultin poor and unpredictablgperformance.Second sincewirelessdeploymentsmustsharethe relatively scarce
spectrunthatis availablefor public use,they ofteninterferewith eachother Thesefactorshecomeespeciallychal-
lengingin deploymentswherewirelessdevicessuchasaccesoints(APs)areplacedin very closeproximity.

In the past,mostdensedeploymentsof wirelessnetworkswerein campus-like ervironmentswhereexpertscould
carefullymanagenterferenceby planningcell layout,sometimesisingspeciatools[10]. However, therapiddeploy-
mentof cheap802.11hardwareandotherpersonalwirelesstechnology(2.4GHzcordlesgphonespluetoothdevices,
etc.) is quickly changingthe wirelesslandscapeMarket estimatesndicatethatapproximately4.5 million WiFi APs
weresoldduringthe 3rd quarterof 2004alone[13] andthatthe salesof WiFi equipmentwill triple by 2009[7]. The
resultingdensedeploymentof wirelessnetworking equipmentin areassuchasneighborhoodsshoppingmalls, and
apartmenbuildingsdiffersfrom pastdensecampus-lile deploymentsin two importantways:

Unplanned. While campusdeploymentsarecarefully plannedo optimizecoverageandminimizecell overlap,
mary recentdeploymentsresultfrom individualsor independentrganizationssettingup oneor asmallnumber
of APs. Suchspontaneousleploymentresultsin variable densitiesof wirelessnodesand APs and, in some
casesthedensitiescanbecomevery high (e.g.urbanernvironments apartments)Moreover, 802.11nodeshave
to sharethe spectrunwith othernetworking technologiege.g.,Bluetooth)anddevices(e.g.,cordlesgphones).

This work wassupporteddy the Army ResearclDf®ce undergrantnumberDAAD19-02-1-0389 andby the NSFundergrantnumbersANI-
0092678 CCR-0205266andCNS-0434824aswell asby IBM andintel.



Unmanaged. Con®guringand managingwirelessnetworks is dif®cult for mostpeople. Managemenissues
include choosingrelatively simple parametersuchas SSID and channel,and more complex questionssuch
asnumberand placemenbf APs, and power control. Otheraspectof managemenincludetroubleshooting,
adaptingto changesn the ervironmentandtraf®c load,andmakingthewirelessnetwork secure.

We usethe term chaotic deployment®r chaotic networksto referto a collection of wirelessnetworks with the
above properties. Suchdeploymentsprovide mary uniqueopportunities. For example,they may enablenew tech-
niguesto determinelocation[15] or can provide nearubiquitouswirelessconnectvity. However, they alsocreate
numeroushallenges As wirelessnetworks becomemorecommonandmoredenselypacled, more of thesechaotic
deploymentswill suffer from seriouscontention,poor performanceandsecurityproblems. This will hinderthe de-
ploymentanduseof theseinfrastructurespegatingmary of the bene®tofferedby wirelessnetworks.

The main goal of this paperis to shav thatinterferencen chaotic802.11deploymentscan signi®cantly affect
end-useperformanceTo thisend,we ®rst uselarge-scaleneasurementsf 802.11APsdeployedin severalUS cities,
to quantify currentdensityof deployment,aswell ascon®gurationcharacteristicspf 802.11hardware. Our analysis
of the datashaws thatregionswith tensof APsdeployedin closeproximity of eachotheralreadyexist in mostmajor
cities. Also, most802.11usersemploy default, factory-seton®gurationgor key parametersuchasthetransmission
channelInterestinglywe ®nd thatrelatively new wirelesstechnology(e.g.,802.11g)getsdeplo/edvery quickly.

We then simulatethe measuredieployment and con®gurationpatternsto study the impactthat unplannedAP
deploymentshave on end-usetperformance.While it is true that the impacton end-usemperformancedependson
the workloadsimposedby userson their network, we do ®nd that even whenthe APsin an unplanneddeployment
are carefully con®guredto usethe optimal staticchannelassignmentyusersmay experiencesigni®cantperformance
degradationg.g.by asmuchof afactorof 3in throughput.This effectis especiallypronouncedvhenAP density(and
associatedlient density)is high andthetraf®c loadis heavy.

To improve end-usemperformancean chaoticdeployments,we explore the useof algorithmsthat automatically
managethe transmissiorpower and transmissiongatesof APs andclients. In combinationwith careful channel
assignmentpur powver controlalgorithmsattemptto minimizetheinterferenceoetweemeighboringAPsby reducing
transmissiorpower on individual APs when possible. The stravman power control algorithmwe develop, called
Pawver-controlled EstimatedRate Fallback (PERF),reducedransmissiorpower aslong asthe link betweenan AP
andclient canmaintainthe maximumpossiblespeed11Mbpsfor 802.11b).Experimentswith animplementatiorof
PERFshaw thatit cansigni®cantlyimprove the performancebsened by clientsof APsthatarecloseto eachother
For example,we shaw thata highly utilized AP-clientpair nearanothersuchpair canseeits throughpuincreasdrom
0.15Mbpsto 3.5Mbps. In generalwe usethetermselfmanajemento referto unilateralautomaticcon®guratiorof
key accespoint propertiessuchastransmissiorpower andchannellncorporatingnechanisméor self-management
into future wirelessdevicescouldgo alongway towardimproving end-useperformancen chaoticnetworks.

Therestof the paperis structuredasfollows. We presentelatedwork in Section2. In Section3 we characterize
thedensityandusageof 802.11hardwareacrossvariousUS cities. Sectiond presentsa simulationstudyof the effect
of denseunmanage®02.11deploymentson end-useiperformance We presentan analysisof power controlin two-
dimensionalgrid-like deploymentin Section5. In Section6, we outline the challengesnvolved in making chaotic
deploymentsself-managingWe describeourimplementatiorof rateadaptatiorandpower managemertechniquesn
Section?. Section8 presentanexperimentakvaluationof thesetechniquesWe discusotherpossiblepower control
algorithmsin Section9 andconcludethe paperin Section10.

2 RelatedWork

We ®rstdiscusscurrentefforts to map802.11deployments. Then,we presentanoverview of commerciakervicesand
productsfor managingnetworksin generalandwirelessnetworksin particular Finally, we contrasiour proposafor
wirelessself management.e., transmissiorpower controlandmulti-rateadaptationvith relatedpastapproaches.
SeveralInternetWebsitesprovide street-leel mapsof WiFi hot-spotdn variouscities. Popularexamplesinclude
Wi®Maps|[33], Wi-Fi-Zones.conj32] andJIWire.com[16]. Severalvendorsalsomarket productdargetedatlocating
wirelessnetworks while on the go (seefor example,Intego WiFi Locator[14]. Among researchstudies,the Intel
Placelab project[15] [4] maintainsadatabasef up to 30,000802.11bAPsfrom severalUS cities. In this paperwe
usehot-spotdatafrom Wi®Maps.com,aswell asthe Intel PlaceLab databasef APs,to infer deploymentandusage



characteristicof 802.11hardware. To the bestof our knowledge,oursis the ®rst researctstudyto quantify these
characteristicsWe describeour datasetsin greaterdetailin Section3.

The generalproblemof automaticallymanagingand con®guringdeviceshasbeenwell-studiedin the wired net-
working domain. While mary solutionsexist [35, 30] and have beenwidely deployed [9], a numberof interesting
researchproblemsn simplifying network managemergtill remain(e.g.,[6, 26]). Ourwork in this papercompliments
theseresultsby extendingthemto thewirelessdomain.

In the wirelessdomain, several commercialvendorsmarket automatechetwork managemensoftware for APs.
Examplesinclude Propagte Networks' Autocell [22], Strix Systems'Access/OnéNetwork [29] and Alcatel Omni-
Access'Air-View Software[3]. At a high-level, theseproductsaim to detectinterferenceandadaptto it by altering
thetransmitpower levelsontheaccesoints. Someof them(e.g.,Access/Onehave additionalsupportfor managing
loadandcoverage(or “coveragehole management acrossnultiple APsdeplo/edthroughoutanenterprisenetwork.
However, mostof theseproductsare tailor-madefor speci®chardware (for example,AirView comesembeddedn
all Alcatel OmniAcesshardware)andlittle is known aboutthe (proprietary)designsof theseproducts. Also, these
productsare targetedprimarily at large deploymentswith several tensof clients accessingand sharinga wireless
network.

Also, severalrateadaptatiormechanismshatleveragethe multiple ratessupportedby 802.11have recentlybeen
proposed For example,Sadghi etal. [27] studynev multi-rateadaptatioralgorithmsto improve throughputperfor
mancein ad hoc networks. While our rate control algorithms,in contrast,are designedspeci®callyto work well in
conjunctionwith power control, it is possibleto extendpastalgorithmssuchas[27] to supportpower control.

Similarly, traf®c schedulingalgorithmshave beenproposedo optimizebatterypowerin sensometworks,aswell
as802.11networks (see[23, 19)). In contrast,our focusin this paperis not on saving enegy, per se Insteadwe
develop power controlalgorithmsthatenableef®cientuseof thewirelessspectrumn densewirelessnetworks.

In generaladhocnetworkshave recentlyreceveda greatdealof attentionandtheissueof powerandratecontrol
have beenalsostudiedin the context of adhocroutingprotocols.e.g. [18, 8, 28, 11]. Thereare,however, signi®cant
differencedbetweenad hoc networks and chaoticnetworks. First, ad hoc networks are multi-hop while our focusis
on AP-basednfrastructurenetworks. Moreover, nodesin ad hoc networks are often power limited and mobile. In
contrast,the nodesin chaoticnetworks will typically have limited mobility and suf®cient power. Finally, mostad
hoc networks consistof nodesthatarewilling to cooperate.In contrast,chaoticnetworks involve nodesfrom mary
organizationswhich arecompetingfor bandwidthand spectrum.As we will seein Section6, this hasa signi®cant
impacton the designof paower andratecontrolalgorithms.

3 Characterizing Curr ent 802.11Deployments
To betterunderstandhe problemscreatedby chaoticdeployments,we collectandanalyzedataabout802.11AP de-

ploymentin a setof metropolitarareasWe presenpreliminaryobsenationsof thedensityof APsin thesemetropoli-
tanareasandtypical usagecharacteristicssuchasthe channelsisedfor transmissiorandcommonvendortypes.

3.1 MeasurementData Sets

Dataset Collected | No. of APs | StatscollectedperAP
on

PlacelLab Jun2004 28475 MAC, ESSID,GPScoordinates

Wi®Maps Aug 2004 302934 MAC, ESSID,Channel

Pittshurgh Wardrive A | Jul2004 667 MAC, ESSID,Channel
supportedates,GPScoordinates

Pittsturgh Wardrive B | Nov 2005 4645 MAC, ESSID,Channel
supportedates,GPScoordinatesencryption

Tablel: Characteristicef thedatasets



We usefour separateneasuremerdatasetsto quantify the deploymentdensityandusageof APsin variousU.S.
cities. The characteristicef the datasetsareoutlinedin Tablel. A brief descriptionof thedatasetsfollows:

1. PlacelLab: This datasetcontainsa list of 802.11bAPs locatedin variousUS cities, alongwith their GPS
coordinates.The datawascollectedaspart of Intel's PlaceLab project[15] [4] in June2004. The PlaceLab
software allows commodity hardware clients like notebooks PDAs and cell phonesto locatethemseles by
listeningfor radiobeaconsuchas802.11APs,GSM cell phonetowers,and®xed Bluetoothdevices.

2. Wi Maps : Wi®Maps.com[33] providesanonline GIS visualizationtool, to mapwardriving resultsuploaded
by independentisersonto street-l@el datafrom the US Census.We obtainedaccesso the completedatabase
of wardriving datamaintainedat this websiteasof August2004. For eachAP, the databas@rovidesthe AP's
geographicoordinateszip code,its wirelessnetwork ID (ESSID),channel(sgmplojedandthe MAC address.

3. Pittsburgh wardrive A: This datasetwas collectedon July 29, 2004, as part of a small-scalewardriving
effort which coveredportionsof a few denselypopulatedresidentialareasof Pittskurgh. For eachunique AP
measuredwe again collectedthe GPScoordinatesthe ESSID,the MAC addressandthe channekemployed.

4. Pittsburgh wardri ve B: This datawascollectedon November22,2005. This wardrive wasmoreextensve and
thoroughthanthe Pittsturgh wardrive A datasetandasa result,containsfar moreaccesgoints. In addition
to theinformationcollectedin the A datasetye alsocollectedinformationregardingthe useof encryptionthe
exactdataratesofferedby APs,andthe physicalareascoveredby APs.

3.2 MeasurementObservations

In this section,we analyzeour datasetsto identify real-world deploymentpropertieghatarerelevantto the ef®cient
functioningof wirelessnetworks. Thereadeishouldnotethatdataanalyzechereprovidesagrossunderestimatef ary

real-world ef®cieng/ problem. First, noneof above datasetsarecomplete—thg mayfail to identify mary APsthat
arepresentindthey certainlydo notidentify non-802.11devicesthatsharethe samespectrum Secondthe densityof

wirelessdevicesis increasingatarapidrate,socontentionin chaoticdeploymentswill certainlyincreasadramatically
aswell. Becauseof theseproperties,we believe thesedatasetswill lead us to underestimateleploymentdensity

However, thesedatasetsarenot biasedin ary speci®cway andwe expectour otherresults(e.g. channelusage AP
vendorand802.11gdeployment)to beaccurate.

3.2.1 802.11DeploymentDensity

First,we usethelocationinformationin the PlaceLab datasetto identify how mary APsarewithin interferenceange
of eachother For this analysiswe conseratively setthe interferencerangeto 50m, which is consideredypical of
indoor deployments. We assumawo nodesto be “neighbors”if they arewithin eachother’s interferencerange.We
thenusethis neighborhoodelationshipto constructinterferencegraphs’in variouscities.

City Numberof APs Max AP degree | Max. connected| No. of connected
(i.e.,# neighbors)| componensize components
Chicago 2370 20 54 369
WashingtorD.C. 2177 39 226 162
Boston 2551 42 168 320
Portland 8683 85 1405 971
SanDiego 7934 54 93 1345
SanFrancisco 3037 76 409 186

Table2: Statisticsfor APsmeasuredhn 6 US cities (PlaceLab dataset)

Theresultsfor the analysisof the interferencegraphsin six US citiesareshavn in Table2. On averagewe note
2400APsin eachcity from the PlacelLab datasetThethird columnof Table?2 identi®esthe maximumdegreeof ary
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AP in thesix cities (wherethe degreeof an AP is thenumberof otherAPsin interferingrange).In SanFranciscofor
example,a particularwirelessAP suffersinterferencdrom about80 otherAPsdeployedin closeproximity.

In Figurel, we plot adistribution of thedegreesof APsmeasuredh the PlaceLab dataset. In mostcities,we ®nd
severalhundredof APswith adegreeof atleast3. In Portland for example we foundthatmorethanhalf of the 8683
nodesmeasuredhad3 or moreneighbors.Sinceonly threeof the802.11bchannelsarenon-overlapping(channell, 6
and11),thesenodeswill interferewith atleastoneothernodein their vicinity.

Thefourth columnin Table2 shavs the sizeof the maximumconnectedcomponentn theinterferencegraphof a
city. The®nal columnshavs thenumberof connectedomponentén theinterferencegraph.Fromthesestatisticswe
®nd severallarge groupsof APsdeplgyedin closeproximity. Togetherthesestatisticsshav thatdensedeployments
of 802.11hardware have alreadybegunto appeatin urbansettings. As mentionedearlier we expectthe densityto
continueto increaserapidly. Our analysisof the interferencegraphsin Pittshurgh basedon the wardrive B datasets
shawvn in Table3 andcon®rmsthe above obsenationsregardingdensity

City Numberof APs Max AP degree | Max. connected| No. of connected
(i.e.,#neighbors)| componensize components
[ Pittsturgh | 4645 | 48 | 853 | 8 |

Table3: Statisticsfor Pittsturgh APs (Pittshurgh wardrive B dataset)

3.2.2 802.11Usage:Channels

Table4 presentshe distribution of channelausedby APsin the Pittshurgh wardrive A andB datasets.This provides
anindicationof whetherusersof APsmanageheir networksat all. Noticethatmary APstransmiton channel, the
default on mary APs, andonly a third usethe remainingtwo non-overlappingchanneldn 802.11b(i.e., channelsl
and11). While this doesnotidentify particularcon icts, this distribution suggestshatmary of the APsthatoverlap
in coverageareprobablynot con®guredo minimizeinterference.

3.2.3 802.11Variants

The Pittshurgh wardrive A datasetcontainsinformationaboutratessupportedor about71% of the measured\Ps,
or 472 out of the 667. We usethis informationto classify theseAPs as802.11bor 802.11g. We ®nd that 20%
of the classi®edAPs, or 93, are802.11g. Given the relatively recentstandardizatiomf 802.11g(June2003),these
measurementsuggesthatnew wirelesstechnologygetsdeplo/edrelatively quickly. Table6 repeatghis analysisfor
the morerecentwardrive B data. We ®nd that802.11gcontinueso be adoptedat a rapid rate,andis approximately
43%.802.11bvariantsmake up just over half of themarket while legagy 802.11systemsarenearlynon-«istent.



Channel | %-ageof APs | %-ageof APs
(wardrive A) (wardrive B)
1 15.55 13.14
2 0.86 1.12
3 2.37 1.45
4 0.86 0.99
5 0.65 0.69
6 50.97 52.48
7 1.73 1.15
8 0.43 1.32
9 1.30 2.03
10 4.32 3.18
11 20.95 22.45

Table4: Channelemplo/edby APsin the Pittshurgh A andB datasets.

[ Network Type | RateSet | Number | Percentage]|
b [11.0] 8 0.17
b [5.511.0] 33 0.71
b [2.05.511.0] 2 0.04
b [1.02.05.511.0] 1977 42.70
b [1.05.511.011.0](sic) 5 0.11
b+ [1.02.05.511.022.0] 578 12.48
9 [5.511.054.0] 1 0.02
g [11.036.048.054.0] 56 1.21
g [1.02.05.56.09.011.0] 1 0.02
g [11.024.036.048.054.0] 1 0.02
g [5.511.024.036.048.054.0] 1 0.02
g [1.02.05.511.06.09.012.018.0] 71 1.53
g [1.02.05.56.09.011.012.018.0] 280 6.05
g [11.012.018.024.036.048.054.0] 1 0.02
g [1.02.05.511.06.012.024.036.0] 318 6.87
g [1.02.05.511.06.012.024.054.0] 2 0.04
g [1.02.05.511.018.024.036.054.0] 1272 27.47
g [5.56.09.011.012.018.024.036.0] 1 0.02
g [6.09.011.012.018.024.036.048.0] 1 0.02
g [1.02.05.511.06.09.012.018.024.036.048.054.0] 4 0.09
g [1.02.05.56.09.011.012.018.024.036.048.054.0] 16 0.35
legacy 802.11 | [1.02.0] 1 0.02

Table5: SupportedRateSetsin the Pittshurgh B dataset.

3.2.4 Supported Rates

Eventwo networks that conformto the samestandarccanoperatein a very differentmanner One exampleof this

is seenby examiningthe transmissiomatessupportey deplo/ed accespoints. Figure5 showvs the supportedates
adwertisedby theaccespointsobsenedin the Pittshurgh B wardrive. The802.11bandb+ networkssupport6 different
setsof rateswhile the g networks support15 differentsetsof rates.While mary of the ratesetsareuncommonit is

clearthatonecannotassumehatall ratesof a givenstandardcareavailable.



| Network Type | Number | Percentage]

b 2025 43.73
b+ 578 12.48
g 2026 4375
legagy 802.11 1 0.02

Table6: Networks TypesObsenredin the Pittshurgh wardrive B dataset.

3.2.5 Vendorsand AP ManagementSupport

[ Vendor | Percentagef APs ||
Linksys(Cisco) 335
Aironet (Cisco) 12.2
AgereSystems 9.6
D-Link 4.9
Apple Computer 4.6
Netgear 4.4
ANI Communications 4.3
DeltaNetworks 3.0
Lucent 25
Acer 2.3
Others 16.7
Unclassi®ed 2

Table7: PopularAP vendorgWi®Maps dataset)

To determinepopularAP brandswe look up the MAC addresseavailablein the Wi®Maps datasetagainstthe
IEEE Compayn-id assignment§l2] to classifyeachAP accordingto thevendor For the APsthatcouldbe classi®ed
in this mannen2% of the APsin the Wi®Maps datasetdid not have a matchingvendorname) the distribution of the
vendordgs shavn in Table7. NoticethatCiscoproductgLinksysandAironet) make up nearlyhalf of themarket. This
obsenation suggestshatif future productsfrom this vendorincorporatecbuilt-in mechanismgor self-management
of wirelessnetworksthis couldsigni®cantlylimit theimpactof interferencen chaoticdeployments.

To understandf speci®cmodelsincorporatesoftwarefor con®gurationand managementf wirelessnetworks,
we suney the popularAPs marketedby the top threevendorsin Table7. All products(irrespectve of the vendors)
comewith softwareto allow usersto con®gurebasicparametergor their wirelessnetworks, suchaseSSID,channel
and security settings. Most “low-end” APs (e.g., thosetargetedfor deploymentby individual homeusers)do not
include ary software for automaticcon®gurationand managemenof the wirelessnetwork. Someof the products
targetedat enterpriseand campus-styledeployments,suchas Cisco Aironet 350 series,allow more sophisticated,
centralizednanagemenf parametersuchastransmitpower levels, selectingnon-overlappingchannelsetc. across
severaldeplo/ed APs. Sincetheseproductsaretamgetedat campusesthey aretoo expensve for usein smallerscale
deploymentssuchasapartment-bildings.

3.2.6 Security Settings

Table8 displayssecuritysettingggleanedrom thewardrive B datafor two parametersSSIDvisibility andencryption.
Encryptednetworks encryptthe contentsof datapacletsin orderto hidethemfrom eavesdroppersAs anadditional
measuref security somenetworks hidetheir SSIDin orderto discourageinauthorizedhetwork access.

The accesgointsin the Pittshurgh B datasetarenearly evenly split betweenopennetworks andencryptedhet-
works. Roughly12% of networks hidetheir SSIDto discourageinauthorizediccess.



Broadcast| Hide | Total

SSID | SSID
Encrypted 39.87 | 9.65 | 49.52
Unencrypted 48.09 | 2.26 | 50.35
Unknawvn 0.11 0.02 0.13
Total 88.07 | 11.93 100

Table8: AP SecuritySettings

3.2.7 CoverageArea
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The amountof interferencein chaoticnetworks is largely determinedby accesgoint densityandthe coverage
areaof accessoints. To gain insight into accesoint coveragein chaoticnetworks, we computedapproximate
lower boundson the areascoveredby eachaccesgointin the Pittsturgh wardrive B datasefour calculationneglects
potential“holes” in coverage).We took the obsened measuremenbcationsof eachaccespoint, computeda convex
hull betweenthesepoints(this givesus a rough estimateof the coverageareato the extentwe canmeasuret), and
thencomputedheareaof eachcorvex hull. Notethattheareaestimatedor eachAP in thismanneiis, in fact,alower
boundontheactualareacoveredby eachaccespoint. Figure2 plotstheestimatedoverageareador all accespoints
measuredn Pittshurgh. Accesspointswith estimatecdcoverageareadessthan400squaremetersareomitted.

Clearlythereis alargevariationin accesgoint caveragewith the largestareain excessof two squarekilometers.
This variationcomesfrom threefactors: measuremengrror, transmissiorpower, and physical variationin the RF
propagtionervironment.Of particularinterestarethefew accesgointsthathave extremelylarge coverageareasin
this datasetthe areacoveredby anaccesgpoint hadlittle to do with the network type (i.e., b, g or b+) despiteclaims
frequentlyusedfor marketing purposesin fact,the singlelegacy 802.11systemwe obseredin this datasethasthe
®fth largestestimatedtoveragearea.We foundthat, asexpectedthe physical environmentis a muchmoredominant
factorin determiningthe coverageareathanthetypeof network used.

Figure3 shavstheareacoveredby thePittshurgh B wardrive. Eachpin onthemapdepictsameasuremerobcation.
Theoval shavs theareawherethe accespointswith thelargestestimatedcoverageareasvereobsened. Thesewere
all locatednearthe Monongahelariverin Pittshurghwherethereis ampleopenspacédor free-spaceadiopropagtion.

While suchlarge coverageareasare corvenientfor lowering the amountof equipmentrequiredto cover large
amountsof territory, they presentchallengesn chaoticnetworks, asthey greatly increasethe numberof potential
interferers.In otherwords,chaoticnetworks may actuallybene®tfrom walls, trees,andotherobstacleso RF propa-
gation,astheseobstacledimit thescopeof interferencelLargeopenareagequiremechanismsuchastransmitpower
controlin orderto mitigatethe effectsof interference.



Figure3: Pittshurgh B wardrive Map

3.2.8 An Aside: AnomalousOperation

We have obseredtwo caseof anomalousmetwork operationin the Pittsturgh wardrive B dataset. The®rstis aminor
issueof 5 accespoints(all Linksys)with ratesetscontainingduplicaterateadwertisementsisseenn line 5 of Table5.
The secondmore seriousissueis that several Netgearaccesoints appearo have beengiven the sameMAC
addresgthe MAC addressebave the form 00:90:4c¢:7e:00:xx) We obsenre threedistinct MAC addressethat have
this problem. In eachcaseseveral accesgoints sharethe MAC in question. That the accesgointsaredistinctis
revealedby the factthatwe obsene multiple SSIDs,distinct channelsandan unreasonablyarge coverageareafor
the given MACs. Thesesetshave at least4, 6, and7 accesgointsthatsharethe MACs; the true numberis dif®cult
to determinedueto the factthatthe default SSID could be sharedoy multiple distinctMACs. We found anadditional
MAC in the Wi®Maps databas¢hatis sharedy accespointsin severaldistinctlocationsacrosshe United States.

4 Impact on End-user Performance

90 T T T T T T 90 T T T T T
- L4 - -
80 N . o 80 0 o o o L .
70 * . 70 . .
[ [ )
60 . o « ° ° . 60 . .
50 fe . 50 *% -
> > [
40 1 40 LY T
L] L] o
0F . 30 e 1
20 . . 20 + ®e
10 | . o . 10 | .
0 1 1 1 1 1 1 0 1 1 1 1 -d.
0 5 10 15 20 25 30 35 0 20 40 60 80 100 120
X X
(a) 20-nodetopology(R) (b) 29-nodetopology(S)

Figure4: Two simulationtopologiesderived from the Pittshurgh wardrive dataset;thex andy axesarein meters.
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In orderto quantify the impactof the deploymentandusagecharacteristicef 802.11bAPs on the Internetper
formanceobsenred by end-usersywe conductedrace-drven simulationsusingthe publicly available GloMoSim sim-
ulator [34]. We simulatedtwo real deploymenttopologiesshavn in Figures4(a) and(b). Thesetopologies,which
wereferto asR andS, werecollectedduringthe Pittsturgh wardrive. They contain20 and29 APsrespectiely. We
usethe following settingsandassumptiongn our simulations:(1) Eachnodein the mapcorrespondso an AP; (2)
EachAP hasD clients(e.g.,laptops)associatedvith it. We vary D betweenl and 3l (3) Clientsarelocatedless
than 1m away from their respectre APs anddo not move; (4) Unlessotherwisespeci®edwe assumehatall APs
transmiton channel6; (5) All APsemplg a ®xed transmitpower level of 15dBm,unlessotherwisespeci®ed(This
is the default settingin mostcommercialAPs); (6) All APstransmitat a singlerate, 2Mbps (thereis no multi rate
supportin GloMoSim). At thesesettingsthetransmissiorandinterferencaangesare31mand65m,respectiely; (7)
RTS/CTSis turnedoff. Thisis thedefault settingin mostcommercialAPs; And, (8) We usea modi®edtwo-ray path
lossmodelfor large-scalgathloss,anda Riceanfadingmodelwith a K-factorof O for smallscalefading[25].

Intuition suggestshattheimpactof interferencen chaoticwirelessdeploymentsdependsto alarge extent,onthe
workloadsimposedby users.If mostAPsareinvolvedin just occasionatransmissiorof datato their usersthenit is
very likely thatuserswill experienceno degradationin performancelueto interferencdrom nearbyAPs. A key goal
of our simulations then,is to systematicallyquantify the preciseimpactof userworkloadson eventualuserperfor
mance.To achiese this, we simulatetwo typesof userworkloadsover the above simulationset-up. Theseworkloads
differ mainly in their relative proportionsof HTTP (representingVeb-bravsing activity) andFTP (representindarge
®le downloads)traf®c.

In the ®rst setof workloads calledhttp , we assumehatthe clientsarerunningHTTP sessionsicrosgheir APs.
TheHTTP ®le sizedistributionis basednawell-knowvn modelfor HTTP traf®c [20]. Onaclient,eachHTTP transfer
is separatedrom the previous oneby a think time dravn from a Poissordistribution with a meanof s secondsWe
vary s betweerthe valuesof 5sand20s(We alsosimulatedHTTP workloadswith 10s,30sand60ssleeptimes. The
resultsarequalitatively similar andareomittedfor brevity). Theaverageloadofferedby theHTTP clientis 83.3Kbps
for a5ssleeptime, and24.5Kbpsfor a 20ssleeptime. Thereis no otherinterferingtraf®c in thehttp  workload.

The secondsetof workloads,calledcomb-ftp i, is similarto thehttp workloadwith the exceptionof i clients
in the entireset-uprunninglong-lived FTP o ws for the durationof the simulation.We vary i betweenl and3. The
averageload offeredby the FTP clientsin our simulationis 0.89Mbps.We simulateeithersetof workloadsfor 300s.

4.1 Interfer enceat Low Client-Densitiesand Traf ¢ Volumes
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Figure5: Averageperformancedf HTTP andFTP o ws atlow clientdensitieD = 1) andlow levelsof competing
FTPtraf®c (http andcomb f tp; workloads)for topologyR.

First, we conductsimulationswith thehhttp andcomb-ftp

1 workloads,andlow clientdensitiegD = 1). All

theresultswe presenin this sectionarefor simulationsovertheR topology(Figure4(a)),unlessotherwisespeci®ed.
In generalwe notethatthe experimentakesultsfor the S topologyareidentical.

The resultsfor the R topology are shavn in Figure 5. The performancemeasurementare the averageof 5
differentsimulationruns;the variancebetweerrunsis not shovn sinceit waslow. Thex-axisin thesepicturesis the



“stretch” parametehich allows usto tunethe densityof APs persquaremeterin a givensimulation. A simulation
with a stretchof | indicatesthatthe distancebetweena pair of APsin the simulationtopologyis | timesthe actual
distancein the original topology The distancebetweenan AP andits clientsdoesnot change.The higherthe value
of stretchthelower thelikelihoodof interferencebetweemodesin the simulationtopology For theR topology we
notethatatstretch 20, the nodesarecompletelyout of eachothers'interferenceaange.Also, in our simulations,
beyondstr etch = 10, we seelittle impactof interferencebetweemodeson userperformanceIn either®gure, the
y-axisshavs the averagenormalizedperformanceof HTTP (Figure(a)) or FTP o ws (Figure(b)) in our simulations.
NormalizedHTTP (FTP) performancds simply the ratio of the averagethroughputof anHTTP (FTP) o w to the
throughputachiered by an FTP bulk transferwhenoperatingin isolation,i.e., 0.89Mbps.This canbe viewed asthe
amountof work a usercompletedduringa ®xedtime interval, relative to the maximumachiezablework.

Noticethat, for workloadswith an“aggressre” HTTP component(i.e., think time of 5s),the performancef the
HTTP ows improvesuntil stretch = 10; beyond this point performancestaysrelatively at. For lessaggressie
HTTP workloads(i.e., think interval of 20s),theimpacton the performanceof the HTTP o ws is lesssevere. The
performanceof the FTP o w in comb-ftp ; workloadis shavn in Figure5(b). Whenthe HTTP componentf this
workloadis aggressie (s = 5s), theperformancef theloneFTP o w suffersby about17%. With anot-so-aggresee
HTTP componentasexpectedtheimpactonthe FTP o w is minimal.

Sofar, we studiedtheimpactof interferenceunderrelatively “light-weight” usertraf®c at eachaccesgoints. In
the next two sectionswe vary two importantfactorsdeterminingthe client load—thedensityof clientsper AP and
thetraf®c volumeof the clients—tocreatemoreaggressie interferencesettings.

4.2 Impact of Client Densitiesand Traf ¢ Load
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Figure6: Averageperformanceef HTTP andFTP o ws atgreaterclientdensitiegD = 3) for topologyR.

Impact of client density. Figures6(a)and(b) shav theaverageperformancef theindividualHTTPandFTPsessions,
respectrely, in thecomb-ftp ; andhttp workloads for a high numberof clientsassociategher AP (D = 3). The
performancen both casessufers signi®cantlyunderhigh client densities:From Figure6(a), HTTP performances
loweredby about65% (comparestr etch = 1 with stretch = 10) dueto interferencebetweenaggressie HTTP
ows (s = 5s). Thesameis true for the performanceof the FTP o w in Figure6(b). For alessaggressie HTTP
componen(s = 20s) the performancef theHTTP o wsis 20%inferior, while the FTP o w suffers by about36%.
FortheS topology theperformancémpacton HTTP andFTPis 57%and60%respectiely, with anaggreesie HTTP
componentn interferingtraf®c (resultsomittedfor brevity).

Impact of traf c volume. Figures7(a)and(b) shov the averageperformanceof the HTTP andFTP o ws, respec-
tively, in simulationswith afew morecompetingcTP o ws—i.e.,thecomb-ftp , andcomb-ftp 3 workloads—for
D = 3. Theperformancempacton HTTP andFTP o wsis slightly morepronouncedevenfor the casesvherethe

HTTP componenbf theseworkloadsis not very aggressie (seethe curvescorrespondingo s = 20s in Figure7(b)).

Resultdor the S topologyareidenticalandomittedfor brevity.

Using realistic channelassignments.We alsoperformedsimulationson the 20-nodetopology wherethe APswere
staticallyassignedhanneldbasedon the distribution in Table4. However, we notesimilar levels of interferenceand
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Figure7: Averageperformanceof HTTP andFTP o ws at highercompetingFTP traf®c levels (i.e., the comb-ft 2,
3g workloads)andfor D = 3in topologyR .

impacton performanceasobsened above. This is becausenorethanhalf the APsin this simulationwereassigned
channeb, which wasthe mostpredominanthannelemplo/ed by mostAPsaccordingto our measurements.

4.3 Limiting the Impact of Interfer ence

In this section,we explorethe effect of two simplemechanismen mitigatinginterferencan chaoticnetworks: First,
we studyif anoptimalstaticallocationof non-overlappingchannelsacrossAPscouldeliminateinterferenceltogether
Second,we presenta preliminary investication of the effect of reducingthe transmitpower levels at APs on the
interferenceexperienced.We alsoinvesticgate how transmitpower controlimprovesthe total capacityof a chaotic,
network, aswell asthefairnessn theallocationof the capacityamongindividual APs.

4.3.1 Effect of Optimal Static Channel Allocation
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Figure 8: Two sub-topologiebtainedfrom static optimal channelallocation. Figure (a) shavs an 8-nodesub-
topologyof mapR in Figure4(a). All 11 nodeswereassignedhannell by the optimal staticallocationalgorithm.
Similarly, Figure(b) shovs an11-nodesub-topologyof mapS in Figure4(b).

We performedsimulationonthetopologiesof Figure4, wherethe APsarestaticallyassigneaneof thethreenon-
overlappingchannelg1, 6 and11) suchthatnotwo neighboringAPssharea channelwheneer possible Figures3(a)
and(b) shav the lay-outof APson mapsR andS thatwereall assignecthannell by this scheme.We only shov
resultsfor the R gyp sub-topologyin Figure8(a). Theresultsfor Sg, areidenticalandomittedfor brevity.

The performanceof HTTP and FTP o ws in thesesimulationsare shavn in Figure 9(a) and (b), respectiely.
The averageperformanceof both HTTP and FTP o ws improves signi®cantly Comparingwith Figures7(a) and
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Figure9: Performancef HTTP andFTP o ws with optimal staticassignmenbf APsto the threenon-overlapping
channeldor topologyR . Thetransmitpower level is setat 15dBm,correspondingo areceptiorrangeof 31m.

(b) respectiely, we note that the performancecurves “ atten out” earlier on accounton the sparsenatureof the
interferencegraph.Neverthelesstheimpactof interferencecanstill be seenitheaverageHTTP performances about
25% inferior at stretch = 1 comparedo the casewhen no nodesinterfereswith another(stretch = 10). FTP
performancesimilarly, is far from optimal. Theseobsenationssuggesthatwhile optimal staticchannelallocation
reducegheimpactof interferenceit cannoteliminateit altogether

4.3.2 Impact of Transmit Power Control

We augmentbove simulationsof optimal staticchannelllocationwith moreconserative (lower) power settingson

the APs: we forcedthe APsin Figures8(a)and(b) to usea power level of 3dBm. This yields atransmissiomangeof

15m,whichis half the rangefrom usingthe default power level of 15dBm. Next, we shav how thisimprovesHTTP

andFTP performanceaswell asthetotal network capacity We shaw resultsfor the R g topologynext. Theresults
for Sgyp areverysimilar.
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FigurelO: Performancef HTTPandFTP o wswith optimalstaticchannebssignmenof APsandthetransmitpower
level setat 3dBm. This correspondso areceptiorrangeof 15m.

Impr ovementin application performance. The performanceaesultsfor HTTP andFTP o ws in thesesimulations
areshavn in Figures10(a)and(b) respectiely. Comparedvith Figures9(a)and(b), the performanceof individual
o wsimprovessigni®cantly Theinterferencemongnodesds lowered,ascanbeseerby boththeperformanceurves
attening out at stretch = 2. Theseresultsshav thattransmitpower control, in conjunctionwith a goodchannel
allocationmechanismg¢ould helpreducetheimpactof interferencen chaoticnetworks substantially

Impr ovementin network capacity. In Figure11 we shav how transmitpower controlimprovesuserperformance
for aworkloadcomposedully of bulk FTPtransfergi.e., eachAP hasoneuserassociatedvith it, andthe AP runs
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Figurell: PerformancéTP o wswith andwithout optimalchannelssignmenandAP transmitpower control. The
workloadis composedf FTP o ws betweeneachclientandits AP, with D = 1. Figure(a) showvs the performance
of FTP o wsin thesimulations.Figure(b) shavs thefairnessndex for thethroughputachievedby the FTP o ws.

an FTP bulk transferto the user). This simulationsheddight on how carefulmanagementdf APs canimprove the
total capacityof the network. When APs are completelyunmanagedthe capacityof a denselypacled network of

APsis only 15% of the maximumcapacity(seeFigure11(a)). Staticchannekllocationof APsimprovesthe capacity
two-fold. Loweringthe transmitpower on APsimprovescapacityby nearlyanadditionalfactorof 2.

Fairness.In Figure11(b),we shav thefairnessn thethroughputsachiezed by individual FTP o ws to understandf
the performanceof certainAPsin a cpaoticdeploymentsuffers signi®cantlycomparedo others.Our fairnesametric

is derivedfrom [5] andis de®nedas(nJ°X—'X)Z, wherex; 's arethethroughputf individual o ws.

For the highestdensitiesof accesgoints, we seethat poor managementesultsin unfair allocationof capacity
acrossaccesgoints. Channekllocationcoupledwith transmitpower controlimmediatelyensures highly equitable
allocation:exceptfor the highestdensity thefairnessof allocationis above 0.9.

In this section,we usedsimulationson two distinctsetsof deploymenttopologiesto studytheimpactof transmit
power reductionon network performanceThekey obsenationfrom our simulationss thatend-useperformancean
suffer signi®cantlyin chaoticdeployments especiallywhenthe interferences from aggressie sourcegsuchasbulk
FTPtransfers) We shavedthatcarefulmanagemerdf APs,via transmitpower control(andstaticchannehllocation),
could mitigate the negative impacton performance.Moreover, transmitpower control canalso enablean equitable
allocationof capacityamonginterfering APs. A key dravbackof our simulations,however, is the lack of support
for multi-rate adaptation. We further explore the bene®tsof transmitpower controlin conjunctionwith multi-rate
adaptatiorin the next section.

5 Bene®tsof Transmit Power Reduction

Next, we usea simple model of wirelesscommunicatiorappliedto a 2-D grid topology asshovn in Figure 12 to
guantifythe advantage®f transmitpower control. We alsomodelthe impactof rateadaptationFor our analysiswe
assumehateachAP senddraf®c to asingleclientata®xeddistancgd ient ) from the AP. In practice,if thistransfer
usedTCPR, we would expecta smallamountof traf®c from the clientto AP dueto the TCP acknavledgements As
the amountof uplink traf®c is small, we only considerthe downlink traf®c to simplify our analysis.We alsoignore
mary real-world effectssuchasmultipathfadingandchannelcapture.We do not usethesesimplifying assumptions
in subsequerdgections.In particular we stresghatour algorithmsaredesignedo operaten a symmetricfashionon
bothuplink anddownlink traf®c.

We examinea rangeof transmitpower levelsandtraf®c loads.For eachtransmitpower level andtraf®c load pair,
we determinethe minimum physical spacingrequiredbetweenAPs (dmin ) to supportthe speci®edoad. To compute
this, we ®rst calculatethe mediumutilization requiredby eachAP: util izationap = load=throughputyax . The
maximumthroughpuis determinedy ®rst calculatingpathlossfrom the AP to theclient(in dB) as: pathloss= 40+
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35 10 log(deient ); thisis basednthe pathlosamodelfrom [25] with constantshatcorrespondo measurements
collectedin ourlocal ervironment.

Recevedsignalstrengthcanthenbe computedasRSS = txP ower pathloss, andthe signal-to-noiseatiois
SNR = RSS noiseFloor. We choosethe noise oor to be-100dBm, which is typical for our hardware. Using
SNRandthedatain Tables9(a)and9(b) (basedon measurementgresentedn [1]) we thendeterminethe maximum
transmissiomatethatcanbe usedfor the AP-clientlink andthe correspondingnaximumthroughpuftfor thatrate.

[ Rate(Mbps) | Minimum SNR(dB) | [ Rate(Mbps) [ ThroughpuMbps) |
1 3 1 0.85
2 4 2 1.7
55 8 55 35
11 12 11 49
@ ()

Table9: Table(a) shavs minimumrequiredSNRfor Prism2.5. Table(b) shavs maximum802.11bthroughput.

After we have computedthe utilization for a single link, we determinethe mediumutilization at eachAP by
summingthe utilization of all in-rangeAPs. We determinethattwo APsarein rangeby computingthe RSSbetween
themusingthe sameformula usedabose. We considerthe candidateAP to bein rangeof thelocal AP if RSS >
inter f erenceThr eshold. We setinter f erenceThr eshold to -100dBm for our calculations.

Figure13 shavstheresultsof our calculationdor a client distanceof 10 metersandloadsrangingfrom 0.1 Mbps
to 1.1 mbps.Otherclientdistancesndlossparametersvould shift or scalethe graph but thetrendswould remainthe
same.The2,5.5,and11 Mbpsregionsshovn nearthe bottomof the chartspecifythe maximumtransmissiomatethat
canbe usedfor eachpower level. Considera speci®cpoint on this graph,suchasthe point at -15dBmpower on the
x-axis;usingthe 1.1 Mbpsloadline, thistranslatesnto a20mAP distanceonthey-axis. Thisimpliesthatif youwant
to transmitat 1.1Mbpsfrom eachAP at-15dBm,the APsmustbeat least20mapartin orderto avoid overloadingthe
wirelesslink. In addition,the solid-blackline parallelto the x-axisindicatesthateachAP usesa transmissiomate of
5.5Mbpsto communicatewith its client. For the simulationsin the previous sectionwe typically ®xed the transmit
power andthenincreasedhe stretchithis correspondso picking a point onthex-axisandmoving up vertically.

We draw afew key conclusiongrom Figure13. ClearlytheminimumdistancebetweemPsthatcanbe supported
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decreasef.e. maximumsupportediensityincreasesiiramaticallyasthe transmissiorpower (in dBm) is decreased.
We also®nd that high AP densityand higherloadsrequiretransmitpower levels belov 0 dBm. This is the lowest
transmitpower availablefrom commerciahardwarethatwe areawareof. Adding supportfor lower transmitpower
levelsto wirelesshardwarewould be a simpleway of improving the densityof APsthatcanbe supported Secondly
thegraphcanalsobe usedto determinghe upperboundon the power level thatshouldbe employed (x-axis)in order
to achieve a certainthroughputgiven a certaininterAP distance(y-axis). Using a higherpower level will typically
not affect (i.e. notdecreaser increase}he performancdor thatnode,but will reduceperformancdor other nearby
nodes. This is the basisfor one of the power control algorithmsdiscussedn the next section. Finally we notethat
the highestdensitiegequirethe useof very low transmissiompower, forcing nodeso useatransmissiomateunderll
Mbps. This suggestshat, whentheir trai®c requirementsrelow, it maybe adwantageou# nodesvoluntarily reduce
not only their transmissiorpower but alsotheir transmissiomatesinceit couldincreaseahe overall network capacity
in very densenetworks. We will revisit thisissuein Section9.

6 DeploymentChallenges

Pawer control offers a simple but pawerful techniquefor reducinginterference.The tradeofs areobvious: reducing
the power on a channelcanimprove performancdor otherchannelsby reducinginterferenceput it canreducethe
throughputof the channeby forcing the transmitterto usea lower rateto dealwith the reducedsignal-to-noiseatio.
As aresult,we mustcarefully considerthe incentivesthatusersmay have for usingsuchtechniquesin practice the
incentvesfor usingpower controlarecomplex andwe have to distinguishbetweerthetechniqueshatareapplicable
to campusdeploymentsandchaoticwirelessnetworks.

In campusenvironmentstherearea numberof APsunderthe control of a singleorganization.This organization
is in apositionto do power controlin eachcell in away thatoptimizessomeglobalnetwork metric,e.g.total network
throughputor fairness.An additionalimportantconsideratioris thatin campusnetworks a usercanobtain service
from ary of the APsin transmissiorrange. Therefore,ary designmay needto carefully considerissuessuchas
load-balancingf usersacrossAPsalongwith power control.

In chaoticnetworks, the infrastructureis controlledby multiple organizations and,unfortunately their priorities
oftenconict. For example,for a homenetwork consistingof a single AP, the beststrateyy is to alwaystransmit
at maximumpower, andthereis no incentive to reducepower and, thus, interference. The resultsin the previous
sectionshav thatsucha “Max Power” stratgy, whenemplo/ed by multiple APs, will resultin suboptimalnetwork
performanceThis impliesthatwhile a singlenodecanimprove its performancey increasingoower, it canactually
obtainbetterperformancéf it, andall of its neighborsactsociallyandreducetheir transmissiorpower appropriately
This is analogougo the tradeofs betweensel®shand social congestioncontrol in the Internet[2]. While a node
canimprove performanceby transmittingmore quickly in the Internet, this canresultin congestioncollapseand
degradedperformancdor all. We believe that similar factorsthat drove the wide deploymentof congestiorcontrol
algorithmswill drive the deploymentof power controlalgorithms.We shouldnotethatanaddedsideincentive for the
deploymentof automatigoower controlis thatit limits the propagtionof an AP's transmissiorwhich, in turn, limits
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the opportunityof malicioususersearesdroppingon ary transmission.

Ourwork focuseson sociallyresponsiblg@ower controlalgorithmsthatwould work well in chaoticervironments.
We call suchpower controlalgorithms‘socially responsible'to differentiatehemfrom approachethatrequireglobal
coordinationacrosamultiple accesgoints(e.g.,for campus-widavirelessnetworks). Our algorithmsaretamgetedat
individual accesgointsandclients, which behae in an altruistic manner agnosticto the actionsof other APs and
clients. Our algorithmscould alsowork in campusscenarios.However, we do not considerissuessucha AP load-
balancingwhich arisein suchervironments.Extendingour designto campusdeploymentsis left for futurework.

Note that while our algorithmsare targetedat nodesbehaing in an altruistic manney thereare also practical
considerationshat make themmorefeasiblethan simply relying on the altruismof enduserswould. In particular
thesealgorithmsareimplementedot by endusersput by equipmenvendors.Fromanequipmentwendors point-of-
view, reducinginterferencds bene®cial. Moreover, regulatorymandateslreadylimit transmitpower, andcould be
extendedto requiredynamicadjustmenbf transmitpower in orderto increasespatialreuseandpotentiallyallow for
highertransmitpower limits which would clearlybene®tbothendusersandequipmentiendors.Finally, asdiscussed
in Section3.2, we ®nd that new technologyis quickly adoptedin chaoticnetworks, andthat mary usersin chaotic
networks do not changeactorydefault settings.Hence vendorimplementedntelligenttransmitpower control could
bedeplosedrelatively quickly andwould bewidely adopted.

7 TransmissionPower and Rate Selection

In orderto characterizehov power adaptationaffects both network-wide and individual userthroughput,we ran

experimentswith severalrateselectionalgorithmsimplementecbn both APsandclients. In this section,we describe
the ®xed-paver rate selectionalgorithmsand adaptve-paver algorithmsthat we evaluate. Before we introducethe
algorithms,we brie y describeourimplementatiorervironmentfor therateselectionalgorithms.

7.1 Rate Selectionimplementation

OurexperimentsiseaNIC basednthePrismchipsetunningthe2.5versionof the®rmware. Thedriveris amodi®ed
versionof theHostAP[21] Prismdriverfor Linux, whichwasextensiely modi®edto give ®ne-grainedcontrolof rate
selectionandtransmissiompower to thedriver.

The driver achieves perpaclet control over transmissiorrate by taggingeachpaclet with the rate at which it
shouldbe sent. The Prism2.5 ®rmwarewill thenignoreits internalrate selectionalgorithmand sendthe paclet at
the speci®edrate;all ®mwareretransmissionwill usethis samerate. The Prism2.5®rmwarealsoallows usto take
control over the retransmissiornf paclets(in the driver) by taggingeachpaclet with a speci®ednumberof retries.
For instance settingthe paclet retry countto zerotells the ®rmwareto attemptno retriesin ® mware,andto merely
inform the driver if a pacletis not acknavledged. This allows usto completelyreplacethe ®mwarerate selection
andretransmissioralgorithms. While this givesus the ability to control the rate at which retransmissionare sent,
onedisadwantageof this approachs thatretransmissioneccurmuchmoreslowly thanthey would if implementedn
®rmware.As acompromisewe settheretransmicountto 2 sothatmostretransmissionarehandledby the®rmware,
but thedriveris still informedfairly quickly whenchannekonditionsaretoo poorto allow the pacletto besent.

Unfortunately the Prism 2.5 chipsetdoesnot supportperpaclet transmissiorpower control the way it doesfor
thetransmissiomate. Thisis notafundamentalimitation of wirelessNICs, but rathera characteristiof the Prism2.5
®rmware. We overcomethis limitation asfollows. Wheneer we wantto changethe transmissiorpower, we wait for
theNIC's transmissiorbuffersto empty We thenchangethe power level andqueuepacletsthatshouldbe sentatthe
new power level. While this techniquesupportsperpacket power control for packetswhich passthroughthe driver
(userdata),it doesnot allow usto setthe power for 802.11controlandmanagemerpaclets(e.g. ACKs, RTS/CTS,
beacons)handledcompletelyin ®mware;thesepacletswill simply be sentat the power level thatthe cardhappens
to be usingat the time. Our approachalsointroducesoverhead(extra idle time) for eachpower level setoperation.
Neverthelessit enablesisto examinethe basictradeofs resultingfrom changingransmissiorpower levels.

7.2 Fixed-power Rate SelectionAlgorithms

Most 802.11bimplementationsselecttransmissiorrate using a variation of the Auto Rate Fallbadk (ARF) algo-
rithm [31]. ARF attemptsto selectthe besttransmissiorrate via in-bandprobingusing802.115 ACK mechanism.
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ARF assumeghat a failed transmissiorindicatesa transmissiorrate that s too high. A successfutransmissioris
assumedo indicatethatthe currenttransmissiomateis good,andthata higherratemight be possible.

Our ARF implementationvorks asfollows. If athresholdnumberof consecutie pacletsare sentsuccessfully
thenodeselectghe next highertransmissiomate. If athresholdnumberof consecutie pacletsaredroppedthenode
decrementtherate.If notraf®c hasbeensentfor acertaintime,thenodeusegshehighestpossiblegransmissiomatefor
the next transmissionln our implementationtheincrementhresholdis setto 6 successfupaclet transmissionshe
decrementhresholdo 4 droppedbaclets(thatis, 2 noti®cationsof transmissioffiailurefrom the®rmwareasdiscussed
in Section7.1), andtheidle timeoutvalueto 10 secondsWithin the constraintof our driver-basedapproachthese
settingsaredesignedo approximatehe Prism2.5®rmware's implementatiorof ARF algorithmwhich appeargo use
anincrementhresholdof 6, adecrementhresholdof 3, andanidle timeoutof 10 seconds.

An alternatve to probingthe channelfor the besttransmissiorrateis to usethe channels signal-to-noiseratio
(SNR)to selectheoptimalratefor agivenSNR.While SNR-basedateselectioralgorithmseliminatetheoverheadf
probingfor the correcttransmissiomate, they facea numberof practicalchallengesFirst, cardmeasurementsf SNR
canbe inaccurateand may vary betweendifferentcardsof the samemake andmodel. Second SNR measurements
do not completelycharacterize&hanneldegradationdueto multipathinterference Finally, theinformationthat SNR-
basedrate selectionalgorithmsneedis measuredat the recever, sinceit is the SNR at the recever that determines
whetheror not a paclet is receved successfully While proposalshave beenmadefor overcomingthis problemby
leveraging802.115 RTS/CTSmechanisn{see for example, [11]), thesesolutionsdo notwork on currenthardware.

In ourimplementationye overcomethe lastchallengeby taggingeachpaclet with channelinformation. Specif-
ically, eachpaclet containsthe transmitpower level usedto sendit, aswell asthe pathlossandnoiseestimateof the
lastpaclet sentfrom thedestinatiortowardsthe senderThis allows thereceverto estimatebothuplink anddownlink
pathlossinformation(botharerequiredasasymmetrymay arisedueto antennaliversity).

TheSNR-basedlgorithmthatwe use EstimatedrateFallback [17] (ERF),is actuallyahybrid betweempureSNR-
basecandARF-basedlgorithms.It useshe pathlossinformationto estimatehe SNRwith which eachtransmission
will bereceved. ERFthendetermineghe highesttransmissiorratethat canbe supportedor this SNR. In addition,
sinceSNRmeasurementsavze someuncertaintyif theestimatedSNRis justbelown arateselectiordecisionboundary
ERFwill try therateimmediatelyabove the estimatebesttransmissiomateaftera given numberof successfusends.
Similarly, if the estimatedSNR is just above a decisionthreshold,ERF will usethe rate immediatelybelov the
estimatedbesttransmissiorrate aftera given numberof failures. Finally, if no pacletshave beenreceived from the
destinatiorfor a giveninterval, ERFwill begin to fall backtowardsthelowestrateuntil new channeinformationhas
beenreceved. This keepsERFfrom gettingstuckin a statewherestalechanneinformationpreventscommunication,
whichin turn preventsobtainingnew channeinformation.

7.3 Power and Rate SelectionAlgorithms.

Both the ARF andERF algorithmsusea ®xed transmissiorpower, which is typically setfairly high to maximizethe
chancehatanodecancommunicatevith theintendeddestination However, aswe discussee@arlier highpowerlevels
createsigni®cantinterferencavhich mayreduceperformancédor otherchannelsNext, we discusswo algorithmsthat
combinepower andratecontrolto try to minimizeinterferenceln bothstratgies,eachtransmitterattemptgo reduce
its pawer to the minimum level that allows it to reachthe intendedrecever at the maximumtransmissiorrate. In
essencegachsendemctssocially (by reducinginterferencepslong asit doesnot costarything (no ratereduction).

ARF canbeextendedhaturallyto supportconserative power controlby addinglow power statesabove thehighest
ratestate:At the highestrate,aftera givennumberof successfusendstransmitpower is reducedoy a ®xed amount.
This procesgepeatantil eitherthe lowesttransmitpower is reachedr the transmissiorfailed thresholdis reached.
In thelatter casethe power is raiseda ®xedamount.If failurescontinue power is raiseduntil the maximumtransmit
poweris reachedafterwhichratefallbackbegins. We call this algorithmPowercontmolled Auto RateFallbadk (PARF).

ERF canalsobe easilyextendedto implementconserative power controlasfollows. First, anestimatedSNR at
the receiver is computedasdescribedearlier Now, if the estimatedSNR is a certainamount(the “power magin”)
above the decisionthresholdfor the highesttransmitrate, the transmitpower is lowereduntil estimatedSNR =
decisionThreshold + powerM argin. ThepowerM argin variableallows the aggressienesf the power control
algorithmto betuned.We call this algorithmPowercontwolled EstimatedRateFallbadck (PERF)
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8 PerformanceEvaluation

We now discussthe resultsof somebasicexperimentswe conductedo verify that currentcommodityhardware is
ableto achieve performancémprovementswhenusingtransmitpower control. Theseexperimentsusethe modi®ed
HostAPdriver andPrism2.5802.11bcardsdescribedreviously.

8.1 Interfer enceTest

We ®rst measuredheinterferencedo anaggressie TCP o w from a bandwidth-limitedTCP o w for the ARF, ERF

andPERFalgorithmsdiscussegbreviously. Note thatwe did not usethe PARF algorithm. In ourinitial experimenta-
tion with PARF, we foundthatits behaior wasquite unstable.This maybe becaus@ower decreaselecisionsby the

“receiver” couldresultin the ACK-half of a datatransmission/&K exchangefailing dueto insuf®cient power. This
could, in turn, resultin the senderincreasingits power evenif it wasthe fault of the recever's power level setting.
While this could alsohappento PERF(sinceit alsoconsidergaclet losses) PERFlargely avoids this overreaction
to paclet lossesby basingmostof it's power andrate selectionon the SNR of the interactions. This makes PERF
reactmoreslowly to transmissioriailures.As aresult,PERFalwaysbehaedmorestablyandperformedsigni®cantly
betterthanPARF andwe did not considePARF ary furtherin our evaluation.

Victim Pair Aggressor Pair

TCP Rate limited file
benchmark transfer
79 dB pathloss 95 dB pathloss

110 dB pathloss

Figure14: LaboratorylnterferencelestTopology

Our experimentatopologyis shavn in Figure14. Two AP-clientpairscommunicatén alaboratorysettingwhere
all nodescommunicatevia coaxial cables. Attenuatorsare placedon the cablesto control the attenuatiorbetween
nodes.The“victim” pair repeatedlyexecutesa TCPthroughputbenchmarkrom the AP to theclientandalwaysruns
the ERFalgorithm,but with power setto 0 dBm insteadof the default 23 dBm. The “aggressor’pair executesa rate-
limited transferof 1.2 Mbpsfrom the AP to the client. The power andrateselectionalgorithmusedby the aggressor
pair wasvariedto measurgheability of thealgorithmsto reducetheinterferenceexperiencedy thevictim pair.
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Figurel5: Lab InterferenceTest

As showvn in Figure 15 (a), the power reductionusedby PERF nearly completelyeliminatedthe interference
experiencedy thevictim pair. (Theerrorbarsshov 95% con®dencentervals.)

Figure 15(b) shawvs the sametestbut with the aggressotransferrunningat unlimited speedandwith 106 dB of
lossbetweerthepairs. Thisrepresentanextremesituationthatmayoccurto somedegreeevenin current®xed power
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networks dueto heterogeneousansmitpower levels. Clearly in this case the victim's communicatiorunderARF
andERFis practicallyzero. The poor performancdor ARF andERFis a resultof asymmetriccarriersensg24]. In
this experimentthevictim pairis ableto sensdransmissionsf theaggressopair anddefertransmission$o prevent
collisions. However, the aggressopair is not able hearthe lower poweredtransmission®f the victim. Therefore,
it transmitspaclets as quickly as possible,essentiallyinterfering with arny transmissionbetweenthe victim pair.
Note that the aggressotransmissionsre nearly always receved successfully- the aggressopair always obtainsa
throughputof approximately3.5 Mbpsin eachsetting. PERFalleviatesthis situationby reducingthe power of the
aggressosincetheaggressoAP-clientlink is overprovisionedin termsof power. In this experiment,PERFis ableto
nearlycompletelyisolatethe pairsfrom eachother

Note that when using power control, care must be taken so that this asymmetriccarrier sensesituationis not
actuallyintroducedinadwertently Thatis, an AP-clientlink shouldnot reducepower so muchthatit becomesver
whelmedby neighboringuncooperatie high power nodes.This is undesirablesincewe assumehat APs andclients
do notdesireto sacri®ce(much)performancevhenloweringtransmitpower.
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Figure16: Homelnterferencerlest

To shaw thata similar situationcanoccuroutsideof the laboratory we thenrepeatedherate-limitedinterference
testin aresidentiakettingwherethenodescommunicatedver theair asshavn in Figure16(a)insteadof over coaxial
cablesasthey did in thelaboratorytests.Figure16(b)showvs theresultsof thistest. ARF andERF experiencedsimilar
performancealegradationdueto interference PERFwasableto reducethis degradationby about50%.

9 Discussion

In our evaluation,we consideregrotocolsthatreducepower aslong astransmissiomatewasunafected. Onepossi-
bility to reduceinterferenceaven furtheris to consideralgorithmsthatallow the transmissiormrateto be reduced.In
onesuchstratgyy thatwe alsoconsideredn our implementationgcalled Load-sensitivePowercontmolled Estimated
RateFallback (LPERF) transmittergeducetheir power evenif it reducegheir transmissiorrate. Speci®cally they
reducetheir power aslong astheresultingtransmissiomateis suf®cientto supporttheir actualtraf®c demands.
While potentially increasingnetwork throughput,LPERF involves a subtletradeof betweenthe scopeof the
interferencgcontrolledby power level) andthe durationof interferencgdeterminedoy the transmissiorrate). Our
analysisin Section5 indicatesthat, at leastfor simpletopologiesachiezing the highestpossibleAP densityrequires
usinganLPERF-like approachwherelowertransmitratesareusedo enabldowertransmitpower settings.In practice,
we foundthatachiering goodperformancendinterferenceeductionusingthe LPERFtechniquecanbe challenging.
First, we mustbe surethatactualdemanddoesnot requirea highertransmissiomatethanthe onewe select.This
canbedif®cult sincedemandmay be a functionof thetransmissiomateused.In addition,sincethe wirelessmedium
is sharedtheability to satisfytraf®c demandat a particulartransmissionatedepend®n the particularfraction of the
sharedmediumthat a nodereceves. Assuminga fair distributed MAC protocol, the size of this fair sharedepends
on the demandof the othernearbynodes. An additionalcomplicationis that the setof nearbynodeschangesvith
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thetransmissiorpower usedsincethe power determinegherangeof ary transmissionIn orderto addresghis need,
LPERFincorporategechniguego continuouslymonitor link traf®c demandand mediumutilization. Tuning such
techniquedo adaptquickly to changesn demands anopenresearclyuestion.

Secondye musthave accurataneasurementsf recevedsignalstrengthnoise,andtransmitpower from all nodes
in thearea.For the hardwarewe usedin ourimplementation4 dB of variancein RSSandnoiseestimatess typical.
As theentirerangeof SNRthresholdgor 802.11hbtransmissiomatesis only 9 dB, this canbea signi®cantissue.

In summary the designof algorithmsthat considerlowering transmissiorratesis a challengingtask. In the
future,we expectthatthe rangeof transmitratessupportedy wirelesscardswill greatlyincreaseThis greatlyhelps
suchalgorithmsby both creatingmoresituationswherethe maximumlink bandwidthis not usedandby providing a
muchwider rangeof power levelsthatsuchalgorithmscanemplgy. In addition,we alsohave anecdotakvidencethat
vendorsareproviding moreaccurattRSSandnoiseestimatorsn newer cards.As aresult,we believe thatLPERF-like
algorithmsarea promisingdirection.

10 Summary

A chaoticnetwork consistf a setof co-locatedwirelessnodesownedandcontrolledby differentpeopleor organi-

zations.lIts maincharacteristigs thatthe deploymentis largely unplannecandunmanagedin this paper we studied
importantcharacteristicef chaoticwirelessnetworks. We usedmeasurementsom severalcitiesto shav thatchaotic
networks canbe quite denseand we usedtrace-drven simulationsto shav that the performanceof end-clientscan

suffer signi®cantlyin thesedensechaoticwirelessdeployments. We also presentednd evaluatedautomatecpower
control andrate adaptatioralgorithmsthat reduceinterferenceamongneighboringnodeswhile ensuringrobustend-
client performance.Speci®cally we shoved how the PERFalgorithm,that reducegransmissiorpower asmuchas
possiblewithout reducingtransmissionmate,canimprove aggrgatethroughputigni®cantlyin our smalltestbed We
alsodiscussedhow furtherimprovementamaybe possiblein densedeployments.
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