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Abstract— Delay Tolerant Networks are increasingly being Transmission Control Protocol (TCP) and Internet Protocol
envisioned for a wide range of applications. Many of these gpi-  (IP) based applications implicitly assume that there exést
cations need support for quality of service (QoS) differeration end-to-end path between the two communicating nodes and
from the network. This paper proposes a method for providing : L .
probabilistic delay assurances in DTNS. the rou_nd-trlp communication delay b(_etween two nodes is not

In particular, the paper presents a method called Delay- €XCessive. Since these two assumptions do not usually hold
Differentiated Gossiping to assure a certain probability ¢ meet- in highly partitioned networks, the TCP/IP based protocols
ing the packets’ delay requirements while using as little nevork  are not well suited for DTNs. Consequently, there is growing

resources as possible. The idea is to adapt a set of forwardin jnterest in developing new protocols tailored for DTNs [3],
probabilities and time-to-live parameters to control the usage [4], [6], [9], [10], [16]

of network resources based on how the delay requirements are .
being met. Empirical results evaluating the effectivenes®f the For example, an approach called message ferrying is pro-
proposed method are also included. The results show that the posed in [16], [17], where special mobile nodes called ngssa
are simple ways of assuring the delay requirements while makg  ferries help in carrying information from one stationarydeo
effective use of the network resources. to another. The movement of the ferries are planned to ingprov
performance metrics such as fraction of successfully dedig
packets and average energy consumption. In [6], [10], space
Delay Tolerant Networks (DTNs) are based on the premisiene routing algorithms are proposed for minimizing theagel
that the network is often highly partitioned and there is nof message delivery in networks with predictable mobility.
connected end-to-end path between most pairs of nodesThese algorithms exploit knowledge of node locations inrnea
any given time instant. Such networks are increasingly deifuture to plan a carry and relay strategy to deliver messages
envisioned for many applications. from one node to the other. Reliable information delivery
For example, consider a network of sensing devices carrigflough a mechanism called custody transfer is considered i
by troops or vehicles in a battlefield. As the troops and Mehic [4]. The basic idea is to transfer the responsibility foraele
move, the sensing devices can sample the environmentdafivery from one node to the other until the information
different locations, exchange their samples with otheia#sy is successfully delivered to the destination. A probatidis
and collaboratively make decisions about the environntert. routing scheme for DTNs is proposed in [9] where nodes
instance, whether an unauthorized target is present inengiwuse the history of meetings between them to estimate the
region, what is the location of a known target, and what {srobability of successful deliveries to each destinatiootgh
the current boundary of an environmental contaminatiof. [1%ther nodes and thereby identify the best next hop for each
The underlying network over which this collaboration occurpossible destination.
is a DTN if the communication range of the sensing devicesNote that, none of the existing work on DTNs consider
is small relative to the average distances between ind#iduhe problem of providing quality of service (QoS) assurance
troops and vehicles. In this case, the needed informatitm ongoing communications. However, such assurances are
exchange must occur during the occasional contacts betw@aportant for many DTN applications. Packets in the network
the devices. may differ in their delay requirements, e.g., event alersym
Other applications envisioned for DTNs include disseminahave shorter delay requirements than data collection rgessa
ing weather and traveler information in a national parktigto in sensing networks. Prioritization of packets is importan
devices carried by hikers [1], providing infrastructureess to in DTNs since each node is responsible for multiple data
isolated village through communication equipped ruralesusgathering tasks and the contacts between nodes are very
[12], and wildlife monitoring through devices attached tinfrequent. This paper describes an approach for providing
animals under study [7]. Several other networks such as @elay assurances in DTNSs.
hoc network of satellites [13] and Inter-planetary netveork In this paper, the network traffic is grouped into one of
[2] can also be viewed as a DTN. M service classes based on the delay requirements, i.e.,
Recent research has shown that conventional network ppackets in a service class are assumed to have the same delay
tocols do not work well in DTNs [3], [4]. For instance,requirements. The proposed approach strives to meet thg del
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requirements of each packet while making efficient use aksume thatD; > Dy > --- > D,;. For simplicity of

the network resources. This is done as follows. The netwagpkesentation, a packet with deadlifg is said to be in service
maintains a set of parameters denotedyhy po, ..., pa.  classi. The deadlines of the packets are soft in the sense that a
A packet belonging to service clasgsis forwarded using a few deadline misses are not catastrophic to the applicafios
probabilistic variant of the basic gossiping scheme in Whimetwork strives to assure that the probability of a packetde
each node forwards the packet with probabilityThe smaller delivered before its deadline exceeds a pre-specifiedtbies

the probability the larger the expected delay but smaller ti\.

amount of the network resources consumed in delivering theTo achieve this delay assurance, the network expends more
packet. The network adapts the probabilities based on thesources to deliver a packet of shorter deadline, i.e., the
observed delays so as to assure a certain desired propabilétwork expends more resources to deliver a packet of class
of meeting the packet's delay requirement. ¢ than that for a packet of class j < i. The challenge is

Note that this approach is considerably different from th® expend as little as resources as possible while still imget
conventional approaches for providing delay assurandas. Tthe above probabilistic deadline assurance goal.
is because the conventional approaches are designed fer non
DTN networks in which queuing delay at each node is the
primary component of end-to-end delivery delays. In catfra A primitive gossiping scheme is equivalent to flooding [14]
in DTNs, the primary component of end-to-end delivery delagnd works as follows. If a node has a packet destined for a
is the delay in establishing a communication link betweem twioded, it locally broadcasts the packet to all its neighbors. The
nodes. Therefore, queuing disciplines that re-order ngessaeighbors, in turn, broadcast the packet to all their nesgsib
transmissions are not effective in supporting delay asmgra and so on. The packet eventually reaches nadsince other
Gossiping based approaches are better suited for DTNs. nodes do not know whether or not the packet has already

The rest of this paper is organized as follows. The syster@ached nodéd, they continue to forward until all nodes have
model and problem formulation are described in Section Heceived the packet. However, a node does not forward a
The proposed schemes for delay assurances in the networRagticular packet more than once.
described in Section Ill. Results of an empirical evaluatid The key advantage of primitive gossiping is that each packet
the proposed scheme are presented in Section IV. The pagedelivered in the shortest possible time. However, there i
concludes with Section V. considerable wastage of network resources. Multiple pie
of each packet are delivered to the destination. Furthexmor
packets continued to be forwarded in the network even dfter i

The network is comprised oV nodes labeled 1, 2,.. , has been delivered to the destination. Certain simple isokit
N. Each node has a wireless communication capability, bean be used to reduce the resource wastage at the possible
with a limited rangeR. Since nodes are mobile, the set oéxpense of increased delay in delivering the packet [8], [5]
other nodes that are in its communication range varies witor example, to reduce the wastage due to unnecessary trans-
time. However, unlike conventional mobile wireless ad homissions after a packet has been delivered to the destmatio
networks,N, R, and the geographic area in which the nodesne can include dime-To-Live field in the packet. If a node
move are such that the network is highly partitioned most oéceives a packet that has been in the network for a time
the time. greater than the value in the Time-To-Live field, then the

One or more of the nodes are base nodes towards whjmdicket is not forwarded. If the value for the Time-To-Live is
all traffic in the network is directed. For instance, a basgenocarefully chosen based on the expected delay in delivering a
may be a fusion center in a sensor network that aggregatespheket to the destination, then this approach can reduce som
data from all the other nodes or the base nodes have acagfsthe resource wastage. Another simple modification is to
to external network infrastructure. The base nodes may @domize the scheme [5] so that all nodes, except the source
stationary or mobile nodes on vehicles with satellite agces node, forward a received packet with certain probabjlity 1.

A node s may have packets for one of the base nodes Smallerp results in less wastage of network resources.
Depending on the regions nodeand possibly nodd move, Based on these ideas, this paper proposes the following
they may never come withitk of each other. In that case,modification of primitive gossiping to support delay assuwes
node s must rely on other nodes to forward packets on ii@ DTN called Delay Differentiated Gossiping (DDG). The
behalf. The forwarding of packets in the network is based @olution can be described in three parts: (i) what a node does
carry and relay. That is, nodemay carry the packet intendedwhen a new packet is generated, (ii) what a node does when it
for noded until it comes in range of another node sajNode receives a packet from another node, (iii) what the destinat
s then relays the packet to nodewhich in turn carries the does when it receives a packet.
packet until it meets another node sayand so on until the (i)What a node does when a new packet is generated: The
packet reaches nodé network maintains and updatés probabilitiespy, p2, ..., pm

Each packet has a deadline by which it must be deliveradd M time-to-live parameterg}, 75, ..., T, as described
to the destination. The deadline is assumed to be on&f of below. When a hode generates a packet of classt forwards
possible valued),, D, ..., Dj;. Without loss of generality the packet to all the nodes it meets until a Time-To-Live

IIl. PROBABILISTIC DELAY ASSURANCES

Il. SYSTEM MODEL AND PROBLEM FORMULATION



durationT;. Before forwarding the packet, it also includes theot delivered to the destination before Time-To-Live diomat

current value ofp; andT; in the message header. expires, then
(iiyWhat a node does when it receives a packet from another 1—n= 1—fr _
node: When a node receives a packet of classt decides yr — Br

to forward the packet with probability; and to not forward Here again, there are many valuesf and v, that satisfy
the packet with probability1 — p;). If the node decides to the above relationship. The larger the difference betwgen
forward, it relays the packet to all the nodes it meets uh@l t and 3, the larger the variability in the Time-To-Live duration
Time-To-Live field in the packetl;) has expired. Otherwise, but faster the convergence of the Time-to-Live duration to a
it discards the packet and all of its copies. steady value.
(iiif) What the destination does when it receives a packet: The
destination base node maintaips ..., pas. It receives most V- EMPIRICAL EVALUATION OF DELAY ASSURANCES
of the packets; only the packets whose Time-To-Live dumatio We consider a network of nodes moving in a specified
expire before delivery are never received. If a packet afszla geographic area based on the following homing mobility
is delivered before its deadline, the destination reduegam- model.
eterp; by a multiplicative factors,. Likewise, if a packet of Homing Mobility model: The location of the base node is
classi is delivered after its deadline, the destination increasesnsidered the home location for all nodes. A node starts
parameterp; by a multiplicative factory,. The parameters at home and moves as follows. It selects, from a uniform
p1, ..., par are periodically relayed to all the nodes. Packetdistribution, a random location from the entire geographic
also have sequence numbers. From the sequence numbersatée and moves to the chosen location at a constant speed. It
destination can deduce that certain packets never gotedetlv then pauses for a randomly selected duration and then either
(after some delay). When it discovers that a certain cfasshooses to return home or moves to another randomly selected
packet was never delivered, parameteris increased by a location. The process repeats throughout the simulation.
multiplicative factor-y,. Traffic model: Recall that, we assume that queuing is not the
A similar approach is used to maintaff, ..., Th;. When primary contributor to end-to-end delay. Instead, the &nd-
the destination discovers that a certain claspacket was end delay is primarily due to lack of connectivity betweea th
never delivered, it increasé&s by a multiplicative factoryp. nodes. In particular, when two nodes meet, we assume that
Each time a packet is successfully delivered, it decre@sesthe duration of their meeting is sufficiently long to transmi
by a multiplicative factors;. The parametergy, ...Ty, are all the packets that need to be exchanged between them.
periodically relayed to all nodes. When a packet is generated, its source is selected uniformly
The selection of parameters, and ~, is based on the at random. The class of the packet is also randomly selected
following observation. Given a probability of forwarding with equal probability for all classes.
there is a certain probability of not assuring the packetRerformance measuresFor each class, the simulator main-
deadline. The probability of not assuring a packet's deadlitains the fraction of packets that were delivered to the des-
tends to decrease monotonically with Let m(p) denote tination after the deadline and the fraction of packets that
the probability of not assuring a packet’s deadline for were never delivered to the destination before its Time-To-
given probability of forwardingp. In steady state, when thelLive duration expired. The number of packets simulated is
probability of forwarding converges, the following retatiship long enough to ensure that these measures for each class are

should be satisfied. known to sufficient confidence. The simulator also collelots t
average number of times a packet is transmitted in the n&twor
P =" Xpxm(p)+ By xpx (1 —m(p)). henceforth referred to asverage packet spread. Packet spread

is directly proportional to the network resources (bandiwid

After simplification, the above relationship can be rewritas : S
and energy) consumed in delivering a packet.

m(p) = 1-5p Simulation parameters For the results presented in this
Yo —Bp section, the various simulation parameters are as follows.
If the desired assurance threshold\sthen the desired value Number of nodes 50
for m(p) = 1 — A. Therefore,3, and~, must be selected Number of base nodes 1
such that Geographic area 100 x 100 units
1—A= 1—0Bp _ Radio range of a node 10 units
Yo — Bp Probability of returning to home 0.1
Number of service classes 4

There are many values ¢f, and~, that satisfy the above
relationship. The larger the difference betwegrand 3, the
larger the variability in the probability of forwarding bfgster
the convergence.

A similar relationship can be derived for selecting and At each time instant, the simulator computes the number of
~r. If n denotes the maximum tolerable fraction of packetsodes in the largest connected component. Figure 1 shows the

Initial Probability of gossiping  p; = 0.25, ps = 0.50,
ps = 0.75, py = 1.00
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Fig. 1. Distribution function characterizing the numbenofies in the largest Fig. 3. Average spread for each of the four classes in a DTNguBIDG

connected component of the simulated network. scheme for four cases corresponding to different base romdgions.
1 T
09 ] cases. Observe that the fraction of missed deadlines ithass
0sf ] 0.2 (i.e., fraction of packets whose deadlines were assigred

greater than 0.8) in all the cases. In Case |, the fraction of
missed deadlines is smaller than 0.2 for some classes. Fhis i
because in a random waypoint mobility model the probability
distribution of mobile node locations tends to be higherrnea

Fraction of packets that missed deadline

1 the center of the geographic region [11], where the base node
03l ] is located.
oz} ] Figure 3 shows the average spread for each class in the
jiiijiiiﬁimii above mentioned cases. As discussed earlier, one of the
, reasons for a large spread is due to the difficulty in deteéngin

Case| Casell Casell Case IV when a packet has been delivered to the destination. Tosasses

i _ _ the impact of this difficulty on the average packet spread,
Fig. 2. Fraction of packets for each of the four classes thiased the

deadline in a DTN using DDG scheme for four cases correspgntt Figure 3 hlghllghts the averagg spread in an idealized case
different base node locations. The desired assurancehtiideas set at 0.8. Where all nodes in the network instantly become aware of the

fact that the packet has been delivered to the destinatidn an

they immediately stop forwarding the packet. Observe that i
fraction of time instances the size of the largest connectedch of the cases, the average spread for class 4 (rightmost
component is smaller than different values on the x-axigar) is substantially higher than that for class 3 which imtu
Observe that a majority of the time instances, the size of tiee much higher than that for class 2 and class 1 (leftmost
largest connected is no more than 60% of the total numbgar), respectively. This shows that the network utilizegeno
of nodes. This shows that the simulation parameters selectesources to deliver class 4 packets that have higher fyriori
above result in a network that is highly partitioned most dmaller deadlines) than class 1 packets. Further obskate t
the time, i.e., the simulated network is a DTN. the average spread for a class increases from Case | to Case |l
Performance of DDG A packet’s deadline is considered td0 Case lll. This is because the base node is centrally Idcate
be assured only if it is delivered to the destination beftse iin Case I, moderately centrally located in Case Il and latate
deadline. Packet that are either delivered late or thodeatiea OUt of the way in Case Ill. The ordering in the average spreads
never delivered are considered to have missed their deadlifiolds because the mobile nodes are more likely to be located
Figure 2 shows the fraction of packets in each class thaeaiisén the center of the region than in the periphery (see disonss
their deadlines, and the relative split between the lateramd in the previous paragraph).
delivered packets, for four cases corresponding to diffiere Figure 4 shows the variations in the parameiarsps, ps,
base node locations. In Case |, the base node is locatedaind p, over the course of a single simulation run. In this
the center of the geographic region. In Case I, the base nade, base node was stationary at location (25, 25). Observe
is located at location (25, 25). In Case lll, the base node tisat the probabilities tend to converge towards a steadyeval
located at a corner of the geographic region. In Case |V, tharthermorep, > p3s > ps > p; after convergence. This
base node is also mobile and the other nodes do not returnstdbecause the deadline requirements of packets are the most
home, they just follow the random waypoint mobility modelstringent for class 4, followed by class 3, class 2, and dass
The desired assurance threshold is set at 0.8 for all the foaspectively. The periods where the probabilities do nahge
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correspond to the periodic delay in relaying the updatedigos
probabilities and Time-To-Live parameters from the basxmno[lz]

0.70

to other nodes.

Figure 5 shows the the variation in the fraction of pack-  Z1ver 2002
ets whose deadlines were assured (referred to as achiegepic.-C. Shen, G. Borkar, S. Rajagopalan, and C. Jaikaetertogation-

assurance) for several different desired assurance thdssh
The scheme is working well if the achieved assurance equal

L
0.75

L L
0.80 0.85

Desired assurance

L
0.90

L
0.95

V. SUMMARY

Many of the applications envisioned for DTNs will need
some support for quality of service differentiation froneth
network. In this paper, we discussed an approach for pnogidi
probabilistic delay assurances in DTNs. In this approach,
the network adapts a set of design parameters to reduce
the bandwidth consumed in delivering a packet before its
deadline requirement. The goal is to ensure that the prityabi
of timely delivery of packets exceeds a certain specified
threshold. The simulation results in the paper show that the
proposed scheme is effective in adjusting the parameters to
meet the desired probability of assurance.
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