Kernel Based Anomaly Detection

Andrew Arnold <aoa5@columbia.edu>

http://www.columbia.edu/~aoa5/ids/

Intrusion Detection Systems 

Machine Learning Group

http://www.cs.columbia.edu/ids/

Columbia University -- 4/26/01

INTRODUCTION

The goal of my research was, primarily, to investigate the current state of Support Vector Machines and kernel functions and to see how well these techniques could be applied to the Intrusion Detection System space.  If feasible, we would like to implement a kernel Based SVM to automatically separate IDS data into normal or anomalous distributions.  These machines would generate the models that other components of the IDS would use to actually implement the protection and alerts.  The anomalies that these machines would separate are, semantically, bad things that we either don’t want to be happening, or want to know about when they do.  Literally, however, these anomalies are nothing more than statistical outliers, data points that do not fit within the bounds of our data-defined SVM.

KERNELS

We use kernels to “spread” training-data out so trends and relationships can be more easily seen.  The data that is being accumulated by the IDS can be thought of as points in some n-dimensional hyperspace, with each dimension correlating to a feature of that data.  For instance, a data point for a packet might have three dimensions: x for time, y for IP of sender, and z for IP of recipient.  What a kernel does is project that n-dimensional hyperspace into more dimensions.  In fact, it can even inflate it to an infinite number of dimensions.  This is done by simple dot product multiplications.  The reason this is useful is because we are trying to find a hyperplane that will separate the data into “normal” and “anomalous” groups.  Data points that may not be separable in n dimensions might be separable in higher, or even infinite, dimensionality.  The current research is focusing on evaluating different Kernels for different data/domains.

But why SVM’s at all?  The reason, of course, is because the attack space is dynamic and ever changing.  Signature based IDS’s are quickly becoming outdated and unmanageable.  New attacks/network configurations cannot be constantly updated and hard-coded, and thus, a more efficient and robust method of differentiating normal behavior from anomalies is needed.  This method is the Support Vector Machine, and the kernel is the means of making it work.  The kernels spread and rearrange the data into higher-order dimensions.  Once data is sufficiently “flat,” various optimization algorithms can separate them into concentrations, densities, and clusters.  The trick is to find a balance between over-fitting the hyperplane, that is, tailoring the SVM to fit the specific training data, and computational complexity.  These clusters or data points are our normal states, with the hyperplane separating the data into two regions:

Normal (within bounds)

Anomalous (outliers)

Those data points that define the boundary between the normal and the anomalous are called support vectors, thus Support Vector Machines.  These “define” normalcy.
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CONCLUSION

It is my position, then, that kernels are very useful in finding and generalizing the principles that distinguish normal data from attacks.  It is in this flexibility that the use of SVM’s and kernels can greatly increase the IDS success rate at detecting new attacks.  Currently, my goal is to write up these findings in a formal paper, and perform experiments to support my hypothesis that these kernels and SVM’s can be useful in labeling and separating IDS data.  To this end, I will continue reading papers, books, and lectures but will spend more time building specific applications that test the success of specific kernels at labeling sample IDS data as either normal or anomalous.  I will try to replicate some of the results demonstrated in the literature, but this time, using IDS data.  These findings will be published, and my views and research refined respectively.
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