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Abstract

Providersof dynamicWebapplicationsarecur-
rently unable to accommodateheary usage
without signi cant investmentn infrastructure
andin-housemanagementapability Our goal
is to developtechnologyto enablea third party
to offer scalabilityasa subscriptiorservicewith
“per-click” pricingto applicationproviders. To
this end we have developeda prototypeproxy
caching systemable to scaledelivery of dy-
namicWeb contentto a large numberof users.
In this paperwe reportinitial positive results
obtainedfrom our prototypethat point to the
feasibility of our goal. We alsoreportthe short-
comingsof our currentprototype the chief one
beingthe lack of a scalablemethodof manag-
ing dataconsisteng. We thenpresentour ini-
tial work on a novel approacho scalablecon-
sisteny management.Our approachis based
on a fully distributed mechanisnthatdoesnot
requirecontentprovidersto assistin managing
the consisteng of remotely cacheddata. Fi-
nally, we describeour ongoingefforts to char
acterizethe inherenttradeof betweenscalabil-
ity anddatasecreg, a crucialissuein erviron-
mentssharedby multiple organizations.

1 Intr oduction

Applicationsdeployed on the Internetare immediately
accessibldo a vastpopulationof potentialusers. As a
result,they tendto experienceunpredictableandwidely
uctuating degreesof load, especiallydue to events
suchas breakingnews (e.g., 9/11), suddenpopularity
spikes (e.qg., the “slashdoteffect”), or denial-of-service
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(DoS)attacks.Administratorscurrentlyfacea dilemma:
whetherto (a) wastemoney by heavily overprovision-
ing systems.or (b) risk loss of availability during crit-

ical times. This problemis largely addressedor static
contentby ContentDistribution Network (CDN) tech-
nology[9], which offersdynamicscalabilityasa plug-in

service. CDN's malke useof a large, sharedinfrastruc-
ture to absorbload spikesthat may occurfor ary indi-

vidual contentprovider. Hence they canoffer seemingly
unlimited scalability and chage contentproviderson a
perusagebasis.

CDN technologydoesnot meetall of the needsof
richly interactive applicationsuchasonlineclassrooms,
bulletin boards,civic emegeny managementand e-
commercewhich are representatie of the future land-
scapeof the Internetandnaturallyimplementedas“dy-
namic” Web applications. At Carngjie Mellon we are
developingthe foundationsfor offering scalabilityasa
plug-in subscriptionserviceto dynamic Web applica-
tions. Sucha servicewould enablecost-efective deploy-
mentof richly interactve onlineapplications.

1.1 Example Scenarios

We llustrate the potential bene ts of subscription-
orientedscalability servicesfor dynamic Web applica-
tionswith two examplescenarios.

1.1.1 E-Commerce

Consider a relatively small-scale Web-based e-
commerceoperationvhosecustometbaseis expanding.
New customerdring more revenue,but may also lead
to major managemendif culties behind the scenes.
Supposethe relatively low-cost equipmenton which
the e-commercesite was originally built (with the
compary's meagesstart-upfunds)is becomingsaturated
with load, and will soonbe unableto serviceall the
customers. Standardsolutions include upgradingto
fasterequipmenton which to run the web, application,
and/ordatabase&eners,or moving to a parallelcluster
basedarchitectureas usedby big e-commercevendors.
Unfortunatelythesesolutionsrequirea largeinvestment
in equipment,and, perhapsmore signi cantly, funding



for staf with theexpertisenecessaryo managehemore
compl« infrastructure Moreover, transitioningto a new
architecturewill undoubtedlycreatenew bugsandmay
leadto costly applicationerrorsor systemdowntime.

A muchmore palatableoptionwould be to subscribe
to a scalability serviceon a pay-by-usagéasis. A cost
curve proportionalto usagecould potentially sase the
compaury largesumsof mongy, especiallyif demandat-
tensout or drops. In this scenariothe equipmentand
managementostsare shifted to the scalability service
provider, wherethey canbe amortizedacrossmary sub-
scribers.Of coursejn asharecenvironmentprivacy and
securityarecentralrequirements.

1.1.2 Civic EmergencyManagement

Supposethe local governmentof a large city, suchas
Chicago,is orderedto preparea responseplan in case
of anaturaldisaster Thegovernmentwvould lik e to have
the capability of providing eachcitizen, even after the
eventhasoccurredwith bothgeneralandindividualized
instructionson how to protectthemseles. In particu-
lar, the city would like to be ableto provide mapsand
directionsfor eachcitizenexplainingwhereto nd med-
ical treatment,shelter uncontaminatedood and water,

etc. In addition,the city would like to be ableto collect
requestdor immediatemedicaltreatmentfrom citizens
who areimmobile, andto collect reportsfrom citizens
andprofessionalsiboutthe effectsof theincidentin var-

ioussectionsof thecity.

This applicationlendsitself naturallyto a Web-based
implementation but there are several inherentdif cul-
ties. First, demandfor the applicationis likely never to
occur, but if it shouldoccur, it will comevery quickly
andin averylargedose.lt would becostlyfor thecity to
investin enoughpermanentnfrastructureto satisfythe
demandandnot cost-efective to keepthisinfrastructure
idle. Secondit is critical to give all end usersprompt
andreliable accesgo information (recall the frustration
of end userswho were unableto retrieve even general
news from http://www.cnn.comon Septembef.1, 2001,
becauseCNN was not utilizing the servicesof a CDN
thatmorning[26]). It is even moreimportantthat data
collectedfrom endusersrequiringimmediateassistance
be recordedreliably. Third, the delivery of information
customizedo eachenduser suchasthe generationof
mapsand directions,requiressigni cant computational
resources.This information cannoteasily be corveyed
througha telephonecorversation,andin ary case,the
scaleof the demandwould make a call-centersolution
impractical.

The ability to tap into a securescalability service
would alleviate thesedif culties. The city would have
to preparesoftware in advanceand maintaina modest
amountf permaneninfrastructureput couldrely onthe
scalability servicewhendemandsuddenlyarrived. The
scalabilityservicewould thenshoulderthe network and

computationaload,evenwhile potentiallyservingother,
alsocritical, applications.

1.2 Creatinga Scalability Sewice for Dynamic Web
Applications

Theabove examplescenariodllustratethe potentialben-
e ts of asecureplug-inscalabilityservicefor currentand
future dynamicWeb applicationson the Internet. Con-
structingsuchaservicefor dynamicapplicationgs much
morechallenginghandoingsofor traditionalstaticcon-
tent.

1.2.1 Challenges

DynamicWeb applicationsarecharacterizetby capabil-
ities for personalizatiomnddistributedupdatingof data.
Thesefeatures,coupledwith the often sensitve nature
of the associatedlata, createnew systemsand security
challengesn building aneffective scalabilityservicefor
dynamically-generatetveb content. Web applications
are typically deployed on a three-tieredsener-side ar-
chitectureconsistingof oneor moreinstancesachof: a
websener, anapplicationsener, anda databasasener.
Most advancedWeb applicationsrely on the database
sener(s)for the bulk of the datamanagemenasks,and
indeedthe databassenersoftenbecomehe bottleneck
in termsof maximumsupportabldoad. Consequently
an effective scalability servicewould have to of oad at
leastsomeof the databasevork from the homeorgani-
zation. However, thattaskis encumberedby two major
dif culties inherentin dynamicWeb applications:

1. Most advanced Web applicationsrequire strong
consisteng for their mostimportantdata. For ex-
ample, in our civic emegeny managemensce-
nario (Section 1.1.2), inventory data for emer
geny supplies must be managed precisely—
inconsistenciesould costlives. It is well-known
thatmaintainingstrongconsisteng amongreplicas
in adistributedsettingpresentsigni cant scalabil-
ity challengeg$12].

2. Administratorsaretypically reluctantto cedeown-
ership of data and permit data updatingto take
place outside the home organization. This re-
luctanceariseswith good reason,due to the se-
curity concerns,data corruptionrisks, and cross-
organizationamanagemerdif culties entailed.

Dif culty 1 precludescachingtechniqueshaseden-
tirely on timed dataexpiration, i.e., time-to-live (TTL)
protocols[8], which arethe normin currentapproaches
to scalingthe delivery of staticWeb content.The grow-
ing numberof dynamicWeb applicationswith sensitve
andmission-criticaldatarequirea high degreeof data -
delity andrely onsystemghatadherdo thetransactional
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modelof consisteng. Transactionatonsisteng is sup-
portedby a plethoraof distributeddatareplicationalgo-
rithms(e.qg.,[14]), butthesearenotagood t becausef
Dif culty 2. In mary casescapabilitiefor dataupdating
simply mustremainwithin the boundariesof the home
organization,and decentralizedlataupdatingis simply
unacceptableOur projectexploresa middle groundbe-
tween TTL-basedcachingand fully distributed replica
managementp achieve goodscalabilitywhile retaining
strongconsisteng andcentralizecownershipof data.

1.2.2 Our Approach

Our approachexploits two propertiessharedby mary
Webapplicationsthe underlyingdataworkloadstendto
(1) be dominatedby reads,and (2) consistof a small,
x ed set of query and updatetemplates(typically 10-
100). The rst propertymalkesit feasibleto handleall
dataupdatesat senerswithin eachapplications home
organization. That way, no dataupdatingis performed
outsideof the homeorganizationandtight control over
authenticatiorof updatesandoverall dataintegrity is re-
tained. By exploiting the secondproperty i.e., prede-
ned queryandupdateemplatesye believewe cancre-
ate a fully distributed mechanismfor enforcingstrong
cacheconsisteng that doesnot burdenhomeorganiza-
tionswith this responsibility

The architecturewe envision for our scalability ser
vice is illustratedin Figure 1. At the bottom we see
homeserves, which hostcodeand datafor individual
applicationswithin the boundarie®f theirhomeorgani-
zations. Scalabilityis provided by a collectionof coop-
eratingproxy serves that cachedataon behalfof home
seners.Usersaccesapplicationsndirectly, by connect-
ing to proxieswithin the scalabilityservicenetwork. At
theproxy seners,applicationdatais cachedn a strictly
read-onlybasisensuringhatsenerfailuresdonotaffect

dataintegrity or requireexpensve quorumprotocols.All
dataupdaterequestareforwardeddirectlyto application
homesenersfor local processingCacheconsisteng is
managedantirelyby theproxy senersthemseles,which
notify eachotherof updatesiia afully distributedmulti-
castnetwork.

Distrib uted ConsistencyManagement

Our distributed consisteng mechanismcombinestwo

technologies:query/updaténdependencanalysis[17]

anddistributedmulticast[7, 28, 34]. Query/updaténde-
pendenceanalysisis concernedwith decidingwhether
a given updateaffects the result of a particularquery
Distributed multicast ervironmentsoffer ef cient dis-
tributedroutingof message® multiple recipientsbased
on application-leel conceptsrather than network ad-
dresses.

In our approach,applicationcodeis rst analyzed
staticallyto identify pairsof embeddedjueryandupdate
templateghatarein potentialcon ict, meaningthatan
instantiationof the updatetemplatemight affect the re-
sultof aninstantiationof thequerytemplate At runtime,
whenanupdateemplatds invokedata proxy sener, the
precomputedetof potentiallycon icting querieds nar
rowedbasednthe parametebindingssuppliedwith the
update.At thatpointit mustbe ensuredhatany cached
resultsof con icting queriesareeitherupdatedor inval-
idated.Hence all proxy senerscachingcon icting data
mustbenoti ed of theupdate.

To limit disseminatiorof updategto just the seners
that cache potentially con icting data, our approach
leveragedlistributedmulticasttechnology Proxyseners
organizethemselesinto anoverlay network, andtrans-
missionof updateds handledvia a group multicasten-
vironmentbuilt into the overlay. Multicast groupsare
establishedn correspondencwith querytemplatesem-
beddedin the application,and seners cachingdatafor



a particularquerytemplatesubscribeo the correspond-
ing multicastgroup(s). Whenan updateoccurs,noti -
cation of that updateis routed by the multicast proto-
col to any andall senerscachingdatathat may be af-
fected. Our projectwill assesgshe feasibility of using
multicastasa substrateiponwhich to constructa large-
scaledistributed dataconsisteng mechanismwhich to
our knowledgehasnot beenattemptedefore.

Cachelnvalidation
Whena proxy sener receivesnoti cation of an update
thatmay con ict with locally-cacheddata,someaction
mustbetakento ensureconsisteng with themasteicopy
maintainedby the homesener(s). Sinceoneof our de-
sign principlesis to avoid distributed updatingof data,
we planto rely on invalidation, in which potentiallyin-
consistentdatais evicted from caches. In our design
(Figure 1), eachproxy sener is equippedwith a local
invalidator module,which decideswhat datato evict in
responsdo noti cation of an update. Cacheddatais
never updatediocally, so homeorganizationscan more
readily monitor and control the securityandintegrity of
their data. Authenticationof updaterequestsieedtake
placeonly at homeseners. (While unauthenticatedp-
datesmay induce spuriousinvalidation of cacheddata,
theimpactis only on performancenot correctness.)
Thereis animportanttradeof to be consideredn the
designof invalidator modules. Clearly, to achieve the
bestscalability a minimal numberof datainvalidations
should be performedby proxy seners. The most se-
lective invalidation strateyies require inspectionof the
contentof cacheddata. However, the presenceof data
originatingfrom databasemanagedy differentDBMS
productsseverelycomplicateghis processandit is well-
known that increasedmplementationcompleity tends
to degradereliability. In addition,allowing proxy seners
to inspectthe contentof cacheddataprecludesthe use
of certaincryptographiapproachefor ensuringprivacy
andsecurity We areworking towardformally character
izing the tradeof betweenscalability on the one hand,
andthe combinationof low implementatiorcomplexity
andsecreg of dataon theotherhand.

1.3 Outline

The remainderof this paperis structuredas follows.
First, we discussrelatedwork in Section2. Then,in
Section3, we describeour working prototypeand re-
port somepreliminary resultsobtainedvia experiments
on benchmarkdynamic Web applications. Our cur
rent prototypeemploys a TTL-basedapproachto con-
sisteny managementand strongconsisteng can only
be achieved by settingTTL's to zero,which negatesthe
bene tsof caching.In Sectiord we describesomeof our
ongoingwork on developinga fully distributed mecha-
nism to achieve strong (transactionalonsisteng in a
scalablemanner Then,in Section5 we presentbur ini-

tial work on local invalidation,in which we seekto for-
mally characterizehe tradeof betweenscalability and
thecombinationof datasecreg andlow implementation
compleity. Our plansfor future work are outlinedin
Section6, andwe summarizehe paperin Section?.

2 RelatedWork

Remotecachingof databaseobjects rst receved sig-
ni cant attentionduringa urry of researchactivity on
client-serer object-orientedlatabasethatbeganin the
late 1980's. A prominentresearchguestionin thatcon-
text waswhetherthe centralsener shouldmaintaincon-
sisteny by invalidatingdatacachedat remoteclients,or
by propagatingchangeddatato clients(e.g.,[11]). To
our knowledgethe work in that areadid not consider
fully distributeddatainvalidationor updatepropagation
methods.

More recently databasecaching has been investi-
gatedas a meansto scalethe delivery of dynamically-
generatedVeb content. Ongoingefforts in this areain-
cludethe DBCache1, 19] andDBProxy[3] projectsat
IBM Researchandthe CachePortgbroject[18] atNEC
Laboratories. To ensureconsisteng, theseapproaches
rely on propagatiorof dataupdatesrom thehomeorga-
nization's local databaseo exterior cachenodes.While
there has beensomerecentwork devoted to develop-
ing moreef cient meansof handlingconsisteng main-
tenanceat a centralizedsener [4], to our knowledge
researcheri this areahave not consideredistributed
consisteng managemenmnechanisms.

Distributed consisteng managemenhasbeenstud-
ied extensiely in thecontext of distributedandfederated
databasesyhich have received a greatdeal of attention
from the databaseesearclcommunityover the pasttwo
decades.The work in this areamostclosely relatedto
our own is on consisteng managemerfor widely repli-
cateddata.Most approachepermitdistributedupdating
of datareplicas,andrely on propagatior(ratherthanin-
validation)of updatediatato all nodesto ensureconsis-
teng; seee.g.,[14]. Furthermoremostwork in thedata
replicationareaaimsto supportgeneral-purpos&d-hoc
querying and updating,in which arbitrary SQL state-
mentscanbe executedoverthedata.In contrastour ap-
proachspeci cally leverageghefactthatin our context,
queryingand updatingis mainly restrictedto templates
speci edin advance.

Therehasbeensomeprior work pertainingto inval-
idation of cachedmaterializedviews. Candaret al. [6]
introducedtechniquedor decidingwhetherto invalidate
cachedviews in responseto databasaipdates. These
techniquedeveragée‘polling queries’to inspectportions
of the databasenot available in the materializedview.
The needto invalidatea view in responseo a particular
updatecanin somecasederuledout by analysisof the
view de nition andupdatestatementslone,withoutin-
spectingary data.Levy andSagv [17] provide methods
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of ruling query statementgand henceview de nitions)
independentf updatesn mary practicalcasesalthough
thegeneraljuery/updaténdependencproblemis unde-
cidable. With our work, the focusis not on developing
new stratgyiesfor decidingwhetherto invalidatecached
views. Rather we develop a formal characterizatiorof
view invalidation stratgjiesin termsof what datathey
accessasa basisfor studyingthetradeof betweerscal-
ability anddatasecreg.

2.1 Akamai EdgeJava Product

Akamai Technologiesa leadingCDN, hasrecentlyre-
leasedits “EdgeJaa” product,which allows Web con-
tentprovidersto executeJavaservletson Akamai'sproxy
seners. The largestsigni cant useof EdgeJsa to date
was a widely adwertisedpromotionstagedby Logitech
Corporation,in which peak demandexceeded60,000
userrequestpersecondFor eachrequestaJavaserviet
dynamicallygeneratecan HTML document,indicating
whetherthe end user was a winner, which was then
sened to the end users browser Other Akamai cus-
tomershave usedeEdgeJaato performsener-sidetrans-
formationsof XML to HTML. Akamai provides weak
consisteng for cacheddatavia TTL-basedprotocols,
with the option of associatingdo-not-cache directives
with objectsthatrequirestrongconsisteng. Akamaihas
not, asyet, exploredthe possibility of applyingdatabase
guery/updaténdependencanalysisor distributedinval-
idationmechanism#o enforcestrongdataconsisteng.

3 Initial Prototype

As aproof-of-conceptiemonstratiomndto exposefruit-
ful avenuedor researchwe have built a prototypescala-
bility servicefor dynamicWeb applications.Our proto-
typeenablespplicationprovidersto of oad thedynamic
generationof Web contentto a distributed network in-
frastructure.Fromour preliminaryexperimentakesults,
we have identi ed key shortcomingdn the currentim-
plementatiorthat motivate our ongoingwork described
in Section4. Before presentingtheseresults,we rst

describeour prototypeimplementationand benchmark
applications.

In contrastwith previous work on distributed gen-
eration of dynamic Web content, we explore an ap-
proachthat replicatesall threetiers (web sener, appli-
cationsener, back-enddatabasedf the traditionalcen-
tralizedWeb architecture The traditionalarchitecturds
illustratedin Figure2a (hereall threetiers are depicted
as executingon a single homesener; in generalthey
may be spreadacrossmultiple physicalseners). As in
the centralizedarchitecture pur distributed architecture
(Figure 2b) includesa homesener for eachapplication
provider, locatedwithin the provider's homeorganiza-
tion. In the distributed architecture,the home sener
primarily housescode and data, while a set of proxy
senersprocesseslientrequestandexecuteprograms.
A clientrequests sentto a proxy senerwhichthengen-
erateshe appropriateresponsdoy a runninga program,
accessindocally cachedcode and datawhen possible,
and obtainingadditionalcode and datafrom the home
senerasnecessary

In the following subsectionsve describethe design
choiceswe madewhile building our prototype.We rst
presenthe designof the threedistincttypesof nodesin
our system:homeseners,proxy seners,andclients.

3.1 Home Sewers

Eachhomesener embodieghe traditional three-tiered
architecture which enablesit to generatéVeb content
dynamically While we aim to of oad the generatiorof
dynamiccontentto the proxy seners, our prototypeis
compatiblewith this well-establishethomesenerarchi-
tectureandhencealsoallows the applicationproviderto
sene directly as much dynamiccontentasit chooses.
The top tier is a standardweb server which manages
HTTP interactionswith clients. The web sener is aug-
mentedwith a secondier, theapplicationserver which
canexecuteaprogramto generat@responséo aclient's
requestbasedon the client pro le, the requestheader
andthe information containedin the requestbody. Fi-
nally, thethird tier consistsof a databaseserverthatthe



applicationproviderusesto manageall of its data.

In our prototypeeachhomesener is implementedas
follows. We useTomcat[16] in its stand-alonenodeas
botha web sener anda servletcontainer enablingit to
proces<lientrequest@andinvoke andrun Java Servlets.
We useMySql4 [22] asour back-enddatabasenanage-
mentsystemandmm.mysql[20], atypelV JDBCdriver,
asourdatabaseriver.

3.2 Proxy Servers

The novelty of our prototypelies in thearchitectureand
implementatiorof the proxy seners. A traditionalproxy

senersuchasSquid[31] is sufcient to sene staticcon-

tenton behalfof applicationproviders. To generataly-

namiccontentwe have addedaservletcontaineto Gem-
ini [21], aSquidproxy cachd31] augmentedvith IBM's

Javavirtual maching15]. Theproxyseneralsocontains
asimpledatabaseachedesignedo reduceCPU utiliza-

tion andbandwidthconsumptiorof the homesener, as
well astheimpactof databasejuerieson the execution
time of aservlet.

3.2.1 Caching Granularity

Our proxy sener cacheghe resultsof databasejueries
(i.e., materializedviews) rather than the tablesof the
databasdself, or arbitrarysubtablesThe primaryratio-
nalefor this designchoiceis to make the proxy indepen-
dentof theback-endilatabasenplementationThis e x-
ibility is requiredsince different application providers
may choosdlifferentback-endlatabasesThis approach
alsohasthe advantagethatcomplex queriesneednot be
re-executed,andthe proxy sener doesnot have to im-
plementfull databaséunctionality(e.g.,it doesnotneed
a queryoptimizeror queryplan evaluator). In our pro-
totype, databaseguery resultsare cachedat the JDBC
level. All updatesareforwardeddirectly to theback-end
databasatthehomesener.

3.3 Clients and Benchmarks

To drive load againstour prototypewe use Jasa im-

plementationof three publicly available benchmarks:

TPC-W [30], a transactionale-Commercebenchmark
that captureghe behaior of clientsaccessing@nonline
bookstore RUBIS [23], anauctionsystemmodeledafter
e-Bay[10], andRUBB0S [24], a simplebulletin-board-
like systeminspiredby Slashdof{25]. We will hence-
forth refer to thesebenchmarksas BOOKSTORE, AUC-
TION andBBOARD, respectiely. Eachbenchmarlcon-
tainsbetweenll and 16 distinct updatetemplatesand
betweer28 and37 distinctquerytemplates.

We madeone signi cant modi cation to the BOOK-
STORE benchmark.n the original benchmarlall books
areuniformly popular In ourversionwe useamorereal-
istic distribution of bookpopularitybasednthework by
Brynjolfssonet al. [5], who empirically veri ed thatfor

thewell-known online bookstoreAmazon[2], the popu-
larity of booksfollows a Zipf distribution. In particular
logQ = 10:526 0:871logR, whereR is thesalesank
of abookandQ is thenumberof copiesof thebooksold
within a shortperiodof time.

Eachof the threeapplicationsconformto the TPC-
W clientspeci cation,calledEmulatedBrowses (EB's).
The run-time behaior of an EB modelsa single user
session. Startingfrom the homepageof the site, each
EB usesa CustomerBehavior GraphModel (a Markov
chainwith variousservletsin the Web siteasnodesand
transitionprobabilitiesasedges)}o navigateamongwWeb
pagesperforminga sequenc®f Web interactions.The
behaior modelalsoincorporates think time parameter
thatcontrolstheamountof time anEB waitsbetweernre-
ceiving aresponsandmakingthenext requestThis pa-
rameteremulateghe behaior of humanuserswho typi-
cally spendsometime looking ata pageafterit hasbeen
recevvedbeforeclicking onthe next link.

3.4 Data Consistency

In our preliminary prototype we adopteda simple
and consenative consisteng model. In particular all
query templatesare classi ed as either uncacheable,
or cacheablewith a x edtime-to-live (TTL) threshold.
Marking a query templateuncacheablensuresstrong
consisteng for all instantiationsof that template. Ex-
amplesof uncacheablalata include the latest bid on
an item in the auction benchmarkand the number of
copiesof anitem in stockin the bookstore. Examples
of cacheablelataincludethetenbestsellersin thebook-
storeandthe latestpostingin the bulletin board. This
modelhasprovensuccessfulor managing:ollectionsof
documentandimagesin Web cachesand CDN's, and
ts the threebenchmarksaturally However, marking
dataasuncacheabléncreaseghe load on the back-end
databaseat the homesener andhencelimits the scala-
bility of theprototypearchitecture.

Our ultimate goal is to mark all dataas cacheable,
andrely on a fully distributed consisteng enforcement
schemeto ensurestrong consisteng of the previously
uncacheablelata. Before describingour ongoingwork
on this aspectin Section4, we rst presentsomeini-
tial performanceesultsobtainedusingour currentpro-
totype.

3.5 Preliminary Results

In our implementation, we carefully optimized the
performanceof the centralized solution by enabling
the query cachingfeature of MySQL4, the back-end
databaseand by addingthe indicesnecessaryo make
queriesexecuteas quickly as possible. We also elimi-
natedmost static contentfrom our workload by ensur
ing that the emulatedbrowsersdid not requestary im-
ages. This modi cation makes our resultsconserative



Benchmark | DB size Details
AUCTION 990MB 33,667items
100,000registeredusers
BBOARD 1.4GB 213,292comments
500,000registeredusers
BOOKSTORE | 217MB 10,000items
86,400registeredusers

Figure3: Con guration parameter$or eachbenchmark.

sincethe staticcontentof a normalworkloadcaneasily
be cacheddy our system.

We performedour experimentswith a simple two-
node con guration (one home sener and one proxy
sener), runningon Emulab[32]. All machineshadan
Intel P-11l 850MHz processowith 512MB of memory
In all experimentshehomesenerandproxy senerwere
connectedy a high lateng, low bandwidthduplex link
(100 mslateng, 2 Mbps). Eachclientwasconnectedo
the proxy sener by a low lateng, high bandwidthdu-
plex link (5 mslateng, 20 Mbps). Thesenetwork set-
tingsmodeladeploymentin whichtheproxy senersare
locatedon the samelocal areanetworks asthe clients,
whichmaybefarfrom thehomeseners.Sincetheover-
headfor emulatingtheclientsis very low, we usedasin-
gle client machineto emulatemultiple clients. Figure3
givesthe benchmarkcon guration parametersve used
in our experiments. We ran eachexperimentfor 10-15
minutes,startingthe proxy sener eachtime with a cold
cache.

3.5.1 CacheHit Rates

Figure 4 gives cachehit rates measuredfor each of
the threebenchmarksunderthreelevels of client load
(loadlevelsarecharacterizety thenumberof simulated
clients,or EB's). TheBBOARD benchmarlachieveshigh
hit rates,implying that proxy senersshouldbe ableto
of oad much of the databasavork from homeseners
hostingsimilar applications.The hit ratesfor the auc-
TION andBOOKSTORE benchmarksrelessimpressie.
With theBoOK STORE benchmarkhit ratesmprovewith
increasedtlient load but still remainfairly small dueto
the relatively low degreeof commonalityamongclient
accesgpatterndn thatbenchmarkWith this application,
the scalability of our approachhasfundamentalimits
unlessalargeportionof the databaseanbe cached We
planto studycollaboratve cachingtechniqueg33] asa
meansto circumwent this limitation (seeSection6 for
brief discussion) As for the AucTiON benchmarkpnly
52% of retrievedqueryresultsaremarked ascacheable,
which explainsthe modesthit rates. We expectthatthe
distributed consisteng managemenschemewe arede-
veloping (Section4) will improve this situationconsid-
erablyby enablingall queryresultsto be cacheduntil a
con icting updateoccurs.

Benchmark | Low | Medium | High

Load Load | Load
AUCTION 39.4 41.2| 41.4
BBOARD 86.8 87.6| 89.8
BOOKSTORE | 18.4 24.7| 36.6

Figure4: Cachehit ratesunderdifferentclient loadcon-
ditions, in %.

3.5.2 Serwer Load

Figure5 shavsthe averagdatenciesperHTTP request,
obsened from variousvantagepointsin the systemat
threedifferentloadlevels. ThebarC representthetradi-
tional centralizedarchitecturewhereaghe barD shavs
resultsfor our distributed prototype.The bar C consists
of threecomponentsthe network lateng (i.e., thetime
spentby an averagerequestin going from the client to
the homesener), the processingime spentin the web
and applicationseners,andthe time spentin servicing
databaseequests.As the numberof clients (EB's) in-
creasestime spentin the back-enddatabaséncreases,
re ecting growing load on the databasesener. For the
AUCTION andBOOKSTORE benchmarksthe databasés
clearly the bottleneck. The BBOARD benchmarkhow-
ever, is presentatioreary andstresseshe web andap-
plicationsener morethanthedatabase.

The D bar consistsof ve componentgor the Auc-
TION andBBOARD benchmarkandoneadditionalcom-
ponentfor BOOKSTORE. The BOOKSTORE benchmark
implementationincludesan independenshoppingcart
databasen the proxy, which maintains,for eachuser
a list of itemsthat the userintendsto buy. The shop-
ping cart seesfrequentadditions, deletionsand modi-
cations. As an exampleof a high-level optimization
that the applicationdeveloper can suggestwe moved
thetaskof maintainingthe shoppingcartfrom the home
sener to the proxy sener. While this optimizational-
lows mary queriesto be answeredat the proxy sener,
somequeriesthat performa join of one shoppingcart
table with one of the othertablesin the databasenust
obtain relevant datafrom the homesener. The addi-
tional componenimeasureshe time spentin the shop-
ping cartcodeatthe proxy sener. Theother vecompo-
nentsarethe timesspentin going from the client to the
proxy sener, processingt the proxy sener, processing
in thedatabaseachingmoduleattheproxy sener, going
fromthedatabasenoduleattheproxy senerto theback-
end databasat the homesener, and processingat the
back-enddatabaseAn artifactof our currentimplemen-
tationis thatthereis limited multi-threadingavailableat
the proxy sener (i.e., it is unableto handlea large num-
ber of threadsef ciently). Hence,at higherloadsmary
requestdecomeenqueuedit the proxy sener, andthe
time spentthereincreasesubstantially We areworking
to addresshis problem.



—
N
< 2000
n (92)
c 600F 0
E 1500
>
2 5
g 400 - 000 B <
- L0, [aN]
™) <
g O O
g 200 - 500 +
g
I
0.
CD CD CD CD CD
2] [2) [2) [2) (2]
m m m [a0] [a1]
w L L w [11]
o o o o o
— © 8 — ™
AUCTION BBOARD

<
0 Te}
RN N
N <
N ~
4000 ¢~
database server
3000 ¢+ (web + app) server
N proxy to home n/w
(@
= db at prox
2000 } 2 proxy
o S shopping cart
o proxy
N~ <
1000 ¢~ ] S client n/w latency
0
cD CD CD CD
17 [2] [] [2]
a m m m
w [ u ul
o o o o
3 — © S
BOOKSTORE

Figure5: Lateng breakdevn, and how it varieswith increasingload. The C bar shaowvs the obsened lateng as
a requestpasseghroughthe different componentof a traditional centralizedarchitecture. The D bar shaws the

correspondingnumberdor our distributedarchitecture.

Comparingthe C and D bars, we seethat our dis-
tributedarchitecturesuccessfullyeliminatesall weband
applicationsener load from the homesener. Plus,the
databas@adonthehomeseneris substantiallyeduced
in the presenceof a large numberof clients (EB's), for
the AUCTION andBOOK STORE benchmarkgre ectedin
the lower averagelateng to serviceback-enddatabase
requests). In our distributed architecturethe back-end
databaséoad doesnot rise dramaticallywith increasing
client populationwhichis thecasein the centralizedar
chitecture.This obsenationprovidessomeevidencethat
in our distributed architecturethe proxy sener is able
to shield home seners from increasingload. On the
otherhand,our hit ratemeasurementgigure4) indicate
thatsubstantiahumbersof queriesarestill beingsentto
the back-enddatabaseandhencethe degreeof scalabil-
ity achievableby our currentprototypeis limited. Ulti-
mately the scalabilityof our approachrestson whether
it canbeimprovedto becomemoreeffective at shielding
back-enddatabasefom queries.

4 Distrib uted Managementof Cache Con-
sistency

To shield back-enddatabasefrom as mary queriesas
possible,all datashould be marked as cacheableand
only evicted from cachesvhena con icting updateoc-
cursat somenodein the system. Whenan updateoc-
curs,that updatemustbe corveyedto all proxy seners
cachingviews (queryresults)that might be affectedby
the update,so that they can eitherupdateor invalidate
thoseviews accordingly Our approachis to employ a
fully distributed multicastinfrastructureto disseminate
updatesamongproxies. Whena proxy sener cachesa
view, it subscribeso oneor moremulticastchannelge-

latedto the cachedview. Any time anupdateoccurs,a
messagés broadcasto all channelselatedto views that
may be affected by the update,and proxy senersthat
have subscribedo thosechannelscanupdateor invali-
datetheaffectedviews asnecessary

A goodmulticastervironmentto usefor this purpose
shouldsupporta large numberof channelswith highly
dynamicgroupsof subscribergor eachchannel.In our
schemeherateof subscribingo andunsubscribindgrom
channelss dictatedby therateatwhichviewsarecached
andevicted. If invalidationis usedasa consisteng en-
forcementmechanismaswe intend (seeSection1.2.2),
thenthe rate of subscriptionchurncanconcevably ex-
ceedthe rate of multicastmessagessedto disseminate
updates.Thereforeit is crucial that subscribingandun-
subscribingfrom multicastchannelsbe highly ef cient
operations. At somepoint we may considerdesigning
a custommulticastervironmentthat can be optimized
speci cally for our context. In the meantimewe planto
usean out-of-the-boxsolution. The multicastenviron-
mentScribe[7], which usesa PastryDHT overlay[29]
asa basisfor organizingmulticasttrees,seemgo meet
mostof our needs.

4.1 Transactional Semantics

Recallfrom Section1.2.2that in our approachwhen-
ever a dataupdateis generatedy applicationcoderun-
ning at a proxy sener, the updateis forwardeddirectly
to the homesener(s)correspondingdo that application.
Meanwhile, noti cation of that updatemust be sentto
all proxy seners cachingpotentially con icting views
(including, of course the proxy sener at which the up-
dateoriginated).In this setting,to ensurepropertransac-
tional consisteng semanticsj.e., one-coy serializabil-



ity, a distributed consisteng enforcementmechanism
such as distributed locking must be used. The asyn-
chronousunidirectionaimessagingapabilityofferedby
Scribeand other multicastenvironmentsis not a suf-
cient basisuponwhich to build ary distributed consis-
tengy mechanism. Bidirectional messagings required
to synchronizeactionsacrossmultiple nodes. We are
in the processof consideringhow bestto graft bidirec-
tional messagingnto a multicastervironmentfor this
purpose andweighingthe meritsanddravbacksof dif-
ferenttransactionatonsisteng andavailability mecha-
nismsin our context.

At presentheprimaryfocusof our distributedconsis-
tengy managemeniork is on studyingalternatve ways
to con gure multicastchannels. We discussthis issue
next.

4.2 Con guration of Multicast Channels

Therearemary waysto con gure multicastchannelgor
disseminatiorof updates. To illustrate someof the al-
ternatives and shovcasethe issuesinvolved, we intro-
duceasimpleexampleinventoryapplicationin whichthe
following two parameterizedpdatetemplatesandthree
guerytemplatesare embeddedquestionmarksindicate
parameterpoundat executiontime):

Update Template 1:
INSERT INTO inv VALUES (name = ?,

id =2, qty = 7?, entry _date = NOWY()
Update Template 2:
UPDATEinv SET qty = ? WHEREd = ?

Query Template1:
SELECT qty FROMinv WHEREname = ?

Query Template 2:
SELECT name FROMinv
WHEREentry _date > ?

Query Template 3:
SELECT * FROMinv WHEREqty < ?

4.2.1 Channel-By-Query Versus
Channel-By-Update

For now let us ignore optimizationsthat can be made
by consideringparametebindingssuppliedat execution
time (wereturnto thisissuein Sectior4.2.2).Considera
bipartitegraphbetweerupdateemplatesandquerytem-
platesjn whichanedgefrom updateemplatel to query
templateT indicatesthat whenever an instantiationof
U is issued,all proxy senerscurrently cachingone or
more instantiationsof Q areto be noti ed. In our ex-

ampleapplicationthereis an edgebetweenevery U/T

pair with the exceptionof UpdateTemplate2 andQuery
Template2, which are independent. We refer to this
graphasthe nonindependencmapping For a givenset

of query/updatéemplateghis mappingcanbe obtained
usingof ine query/updaténdependencanalysig17]. *

Given a precomputedchonindependencmapping,to
ensureproperdelivery of updatenoti cations thereare
two basicalternatves: channel-by-queryand channel-
by-update

Channel-By-Query: Thereis a multicastchannel
correspondingo eachquery template. Numeric
channelidenti ers can be assignedusing hashing.
(Collisionsin the channelidenti er spacemay re-
sultin someproxy senersrecevving spuriousupdate
noti cations, but do not affect correctness.When
an updateoccursat someproxy sener, the sener
appliesheprecomputedonindependenamapping
to determinewhich query templatesmight be af-
fected, and forwards the updatealong the corre-
spondingmulticastchannels.

Channel-By-Update: The determinatiorof which
updatetemplatespotentially affect a cachedquery
result is performed eagerly when the result is
cachedat someproxy sener, asopposedo lazily,
i.e., whene&rer an updateoccurs. In this scheme
whenerer a proxy sener begins cachinga query
result, it appliesthe nonindependencmappingto
determinewhich updatetemplatesmight affect the
query result, and subscribedo the corresponding
multicastchannels Whenan updateoccurs,noti -
cationis sentalonga singlechannelcorresponding
to thetemplatefor thatupdate.

In both schemesthe setof proxy senersnoti ed of
a particularupdateis the same. The differenceis that
with channel-by-queryesswork is performedeachtime
a queryresultis cachedor evicted, while morework is
performedeachtime an updateoccurs,comparedwith
channel-by-updateThe costof eachstratayy is highly
dependenbn the workload, of course,as well as the
overheadf applyingthenonindependenamapping the
overheadbf subscribingo andunsubscribingrom mul-
ticast channels,and the overheadof sendingmulticast
messages.Overall, since most Web applicationshave
read-dominatedvorkloads,including our testbedappli-
cationsdescribedn Section3.3, we expectchannel-by-
queryto performbetter

4.2.2 Parameter-Speci ¢ Channels

The numberof proxy senersnoti ed of anupdatecan,
in somecasespe reducedsubstantiallyby considering
runtime parametebindings. It is not clearwhatcanbe
donein the caseof inequality predicatesso we focus

1The general query/updateindependenceproblem is undecid-
able[17]. Asaresult,in thepresencef certainclasse®f query/update
templateghe nonindependencemappingcanturn out to be consera-
tive, i.e., containunnecessargdges. This aspectcanimpact perfor
mancebut not correctnesdn our setting.



on equality predicates.Also, to simplify expositionin
this sectionwe assumehe channel-by-quengchemes
in place,althoughour discussiorcanbetranslatedo t
thechannel-by-updatscheme.

ConsideQueryTemplatel, which containsanequal-
ity predicateon the name attribute. Supposethat in
addition to the template-l@el multicastchannelcorre-
spondingto Query Templatel we have an additional
channelcorrespondingo eachof the possibleruntime
bindingsof the nameparamete(theremay bein nitely
mary). Numericchannelidenti ers canbe assignedis-
ing a hashfunction operatingover the combinationof
templateidenti er andparametebinding. In mostmul-
ticastervironmentsjncluding Scribe,zerobookkeeping
overheadis incurredfor channelswith no subscribers
(i.e.,thosechannelsarenot materialized).

Supposeroxy sener A startswith a cold cacheand
then begins cachingthe result of issuing Query Tem-
plate 1 with parameteibinding name="fork. Sener A
mustsubscribeto the template-leel channelfor Query
Templatel as well asthe parametesspeci ¢ channel
for name="fork. Then,if UpdateTemplatel is instan-
tiated at proxy sener B to inserta new record with
name="spoohB transmitsthe updateon a channekor
respondingto Query Templatel with name="spooh,
whichdoesnotreachA. (B mustalsotransmitheupdate
on the template-leel channelfor eachof Query Tem-
plates2 and3.)

While the simpleexamplegivenabove illustratesthe
main idea, the presenceof more sophisticatedpredi-
cates(e.g., those containing conjunctive and disjunc-
tive clausesomplicateghe situation. We arecurrently
studyingthe generalproblemof how bestto con gure
parametesspeci ¢ channelsso asto minimize the num-
berof recipientof updatenoti cations. We arealsocon-
sidering alternatves to channel-by-queryand channel-
by-updatein which multicastchannelscan correspond
to arbitraryunits of data,andneednot betied to partic-
ular queryor updatetemplatesembeddedn the applica-
tion. If it turnsoutthatthereis no universalbestscheme
that dominatesthe othersin all caseswe will investi-
gateadaptve policiesthat adjustthe channelcon gura-
tion dynamicallyin responseo currentconditions.

5 Tradeoffs in Invalidation Strategiesfor
CachedViews

Whena proxy sener receivesnoti cation of an update
(eitheralocal updateor anupdateforwardedby another
node)thatpotentiallycon icts with oneor morelocally-
cachedviews, the next stepis eitherto updateor invali-
dateall affectedviewsto ensureconsisteng. Recallfrom
Section1.2.2 that we chooseto focus on invalidation
ratherthan maintenanceof cachedviews to avoid dis-
tributedupdatingof data,which causesaumerougrac-
tical dif culties in our context. Hence,the issueis to
decidewhich locally-cachedviews, if ary, to invalidate

uponreceving noti cation of anupdate.

Oneratherconsenrative strat@y is to invalidateary
view that cannotbe ruled independenof the updateby
inspectiorof theview de nition (themethodwf [17] can
beused for example).Underthis strateyy invalidationof
aview in responséo anupdateis only avoidedif it can
be determinedthat ary instanceof the view would re-
mainunchangeafterapplicationof theupdatg(different
view instancesresult from different databasecontent).
Often, the particularinstanceof a view beingcacheds
notaffectedby anupdate althoughsomeconcevablein-
stance®f the sameview would be affected.Hence ary
approachhatreliessolelyoninspectionof theview def-
inition to determinandependenceendsto be quitecon-
senative. A lessconserative determinatiorof indepen-
dencecanbe madeby inspectingthe contentof the cur-
rently cachedview instancepsingthetechniquef [13]
or others.Doing socanreducethenumberof view inval-
idationsperformedtherebyimproving scalability

Customershowever, may be reluctantto permit ac-
cessto sensitve databy cachemanagementodethat
is written by a third party and lies outsidetheir trusted
codebase With statement-ieel view invalidationstrate-
giesthatdo notinspectdata,applicationsarefreeto en-
codeandencryptdataarbitrarily, a signi cant advantage
in termsof securityand privagy. Thesearecrucial con-
cernswhendata o ws throughan infrastructureshared
by mary organizations.Additionally, whencacheman-
agemenentailsinspectionof data,interoperabilitywith
a wide rangeof DBMS productsalso becomessigni -
cantlymorecomple< to achieve.

We illustrate the inherenttradeof betweenscalabil-
ity, on one hand, and a combinationof low imple-
mentation compleity and data secreg on the other
hand, using a simple example. Consideran online
bookstore application with data stored in two rela-
tions: Books(Title, Author,  Subject) and
Authors(Author, Awards, Country) Sup-
posethat a proxy sener hascachedan instanceof the
following view, giving the awardsof Americanauthors
who have written historybooks:

CREATEVIEW MyView(Author,
SELECT A.Author, A.Awards
FROM Authors A, Books B
WHERE B.Author = A.Author
AND A.Country "USA"
AND B.Subject "history"

Awards) AS

Saythefollowing updateoccurs:

UPDATE Authors  SET Country="France"
WHEREAuthor="Tocqueville"

An instanceof MyView will be affectedby the update
if andonly if it containsone or morerecordsfor author
Tocqueville. Hence,an implementationthat consera-
tively determinesndependencwithout inspectingview



contentswill invalidate, whereasone that inspectsthe
contentof cachedviews canavoid invalidationin some
casesTheformerstratgy hasa simplerimplementation
that preseres datasecrey, whereasthe latter stratgy
accommodategreaterscalability

Considemow thefollowing update:

UPDATEBooks SET Subject="fiction"
WHERETItle="Napoleon's Television"

Here, inspectingthe view doesnot help rule out con-
ict, but inspectingthe baserelationsmight help, sayif
no bookwith title “Napoleons Television” occursin the
Booksrelation. Therefore,inspectionof datathat lies
outsidethe view in question,using, say the techniques
of [6], canreducethe numberof invalidationsfurther,
potentially leadingto even betterscalability However,
cautionis warrantedsincecachingadditionaldatafor the
purposeof makingmoreinformedinvalidationdecisions
is notnecessarilawin in termsof overall scalabilitybe-
causethe additionaldatamust also be kept consistent.
Plus,implementatiorcomplexity increasesindersucha
strata@y.

Which of theseapproachesthen, is the right oneto
take? This questionhasno one-size- ts-allanswer A
systemdesignemight opt for a simpleimplementation
thattreatscachedviews asblackboxesandthuspermits
arbitrarydataencryptionby applicationsaslong asdo-
ing so doesnot unduly compromisescalability Alter-
natively, the designermight implementa sophisticated
invalidation strategyy that inspectsdata, but switch to a
statement-ieel strategyy for customerghatdemandhigh
security evenif it meansdecreasedcalabilityfor those
customers.To determinethe bestapproachthe system
designemwill needquantitatve estimatesf the impact
thesedesigndecisionsare likely to have on scalability
To this endwe are developingan analyticalframenork
for comparingvariousview invalidationimplementation
stratgiesquantitatvely, in termsof the numberof inval-
idationsperformedundera givenworkload.Ourwork is
groundedn a formal characterizatiorof view invalida-
tion stratgies,providednext.

5.1 Formal Characterization of View Invalidation
Strategies

A view invalidationstratey S is afunctionwhoseargu-
mentsincludeanupdatestatementaview de nition, and
possiblyotherinformation,andthat evaluatesto one of
| (for “invalidate”) or DNI (for “do not invalidate”). A
view invalidationstrateyy is correctif andonly if when-
ever aview changesn responsdo anupdate all corre-
spondingcachedinstancesf that view areinvalidated.
A formalde nition of correctnesss asfollows:

Correctness: A view invalidationstratey S is correct
iff for any view de nition Q, databas®, andupdate

(Q(D) &8 Q(D ))) (S(; Qi) =1).

Here,D denoteshe stateof databaseéd after apply-
ing update , andQ(D) denotegheresultof evaluating
view de nition Q over databas® . We assumehatup-
datesare appliedsequentiallyandthatall invalidations
necessitatedy oneupdatearecarriedout beforethe next
updateis applied.

We now de ne three classesof view invalidation
strat@ies,which differ by which portionsof thedatabase
they mayaccess:

Black-Box Strategy S(; Q): Only the update
and the view de nition Q may be usedto make
theinvalidationdecision. Correctnessequiresthat

(9D (Q(D) 6 Q(D )) ) (S(; Q) =1).

View-Inspection Strategy S(; Q;Vp): The up-
date , theview de nition Q, andthe contentof
theview V, = Q(D,), whereD, denoteghe state
of the databaset the time the view was evaluated
(i.e., prior to applicationof the update), may be
usedto decidewhetherto invalidateV,,. Correct-
nessrequiresthat (9D ((Q(D) = Vp) * (Q(D) 6

QM N ) (S(; V) =1).

Full-Access Strategy S(; Q;Vp;Dp): The up-
date , the view de nition Q, and ary portion
of the databaseasit stoodprior to applicationof
, Dp (including the view V, = Q(D,) itself),
may be usedto decidewhetherto invalidate V.
Correctnessequiresthat (Q(Dp) 6 Q(Dy)) )

(S(; Q;Vp;Dp) =1).

Every correct black-box strategy is a correct view-
inspectionstratgy, and every correct view-inspection
strat@y is a correctfull-accessstratayy, asshavn in Fig-
ureo6.

We arenow readyto de ne minimality:

Minimality: A view invalidationstratgly S belonging
to classCis minimalif andonly if it is correctandthere
exists no view de nition Q, update , anddatabaséd

suchthatS invalidatesthe view Q(D) in response¢o

while anothercorrectview invalidationstrateyy in class
Cdoesnot.

Correspondingo eachclassof invalidation strateyy
we give a simplecriterionthatis a sufcient andneces-
saryconditionfor minimality:

Minimal Black-Box Strategy: A black-boxstrat-
egy S(; Q) is minimal if andonly if it is correct
andwheneer it invalidatesa view de ned by Q in
responseo update , thereexistssomedatabas®
suchthatthe outcomeof Q(D) changessa result
of applying to D. Combiningthis conditionwith
the correctnesgriterion for black-box strateies,
we determinethat a black-boxstratgy S is mini-

maliff (S(; Q)= 1), 9D (Q(D) & Q(D )).



-~

correct full-access strategies

~

(correct black-box
strategies
minimal
black-box

/ correct view-inspection strategies \

................

minimal ~ : minimal  :
view-insp. : full-access :
strategies strategies :

— /

Figure6: Venndiagramdepictingrelationshipsamongclasse®f view invalidationstrategies.

Minimal View-Inspection Strategy: A view-
inspectionstratgy S(; Q;Vp) is minimal if and
only if it is correct and whenever it invalidates
view V, in responseo update , thereexists some
databas® from whichV, couldhave beenderived
suchthatthe outcomeof Q(D) changessa result
of applying to D. Formally, a view-inspection
stratgy S is minimal iff (S(; Q;Vp) = 1) ,
9D ((Q(D) = W) " (Q(D) & Q(D ))).

Minimal Full-Access Strategy: A full-access
stratgly S(; Q;Vp;Dp) is minimal if andonly if

it is correctandwhenever it invalidatesview V, in

responseo update , applying to databaseD,

changeghe outcomeof Q(Dp). Formally, a full-

accesstrat@y S is minimaliff (S(; Q;Vp;Dp) =

1), (Q(Dp) & Q(Dy)).

It is not dif cult to constructa formal proof to show
that no correct black-box stratgy is a minimal view-
inspectionstrateyy. Similarly, one can prove that no
correctview-inspectionstratgy is a minimal full-access
stratgyy. Figure6 depictstherelationshipamongclasses
of view invalidationstratgiesasa Venndiagram.

5.2 Ongoing Tradeoff Analysis Work

Our eventualgoal is to be able to answerthe follow-

ing question(without having to performarduousmanual
analysisor build asophisticatedimulator):Givenan ex-

pectedquery/updatevorkload, how manyinvalidations
would be incurred under eadh classof minimal invali-

dation strategy? As a startingpoint, we areworking to

identify restrictecclasse®f workloadsfor whichthereis

provably no advantagdo inspectingcachedviews, i.e.,a
minimal view-inspectionstratgy would incur precisely
the sameset of invalidationsas a minimal black-box
stratgy. The next stepis of courseto examinecasesn

which view inspectiondoesoffer an advantagen terms
of fewer invalidations,and characterizehe size of the
adwantageasa functionof theworkload.

We hopeto dothesameor minimalfull-accesstrate-
gies, althoughthe situationis more complex because
full-accessstratgjies are “double-edgedswords’ so to
speak. In certaincasesthey necessitatdringing addi-
tional portionsof the databasénto the cachesolely for
the purposeof makinginvalidationdecisions.An inter-
estingopenproblemis to nd a portion of the database
to cachefor this purposehatcanbekeptconsistentvith
little overheadwhereconsisteng is ensuredhroughin-
validationor othermeans) This problemis relatedto the
problemof nding the minimal setof auxiliary views to
enableself-maintenancef a particularview [27]. It re-
mainsto beseerto whatextenttheproblemdiffersin our
context.

6 FutureWork

Regardlessof the exact invalidationstratgy employed,
the practice of always invalidating cacheddatain re-
sponseto updatesaffecting that dataplacesboundson
scalability Our ultimategoalis to designa servicethat
provides virtually unlimited scalability to applications,
so that usersare never deniedaccessdue to overload
situations. As future work we plan to explore cache
managementechniqueshat always avoid overloading
homesenersby continuouslymonitoringandreactingto
changingconditions. For one,we intendto studyload-
aware collaboratve caching schemesin which proxy
senersattemptto sene cachemissesfrom otherproxy
seners before resortingto retrieving the datafrom a
heaily-loaded homesener. The more heaily-loaded
the homesener, the more additionalproxy senersare
contactedn an effort to locatea copy of thedata. Such
an“adaptive reach”policy would traderequestesponse
time againsthomesener load asneeded.Additionally,
we plan to considercacheeviction policies that avoid
evicting datahousedat home seners currently experi-
encingheavy load. Finally, we may investigatepolicies
that,whenall elsefails, relaxdataconsisteng asneeded
to avoid overloadsituations. One possibility is to defer
invalidationof cachedviews whentheimpacton consis-



teng is not severe,asjudgedin the context of the appli-
cation.

7 Summary

In this paperwe presente@ur ongoingwork on creating
a scalabilityservicefor dynamicWeb applications.The
purposeof a scalability serviceis to allow application
providersto accommodateuctuating demandwithout
investingin costly equipmentindin-housemanagement
expertise.We beganby describingour preliminarywork-
ing prototypeandreportingsomeearly performanceae-
sults. The primary remainingchallengen realizingour
vision of scalability offered asa plug-in servicelies in
the developmentof a scalableconsisteng enforcement
mechanismfor datarequiring strong consisteng. We
presentedour initial work on this topic, aimed at de-
velopinga fully distributedupdatepropagatiorscheme.
Our schemeexploits the factthatWeb applicationgypi-
cally containa smallsetof prede nedqueryandupdate
templatesln our schemendependenceelationshipde-
tweenqueryandupdatetemplatesaredeterminedf ine
andthenusedat runtimeto limit the numberof proxy
senersreceving noti cation of eachupdate.Lastly, we
turnedto a discussiorof alternatve strategiesfor invali-
datingcachedatain responseo updatenoti cations. In
particular we describedur ongoingeffort to character
ize theinherenttradeof betweerscalabilityanddatase-
cregy, a crucialissuefor an environmentmanagingdata
from multiple organizations.
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