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Abstract

Providersof dynamicWebapplicationsarecur-
rently unable to accommodateheavy usage
without signi�cant investmentin infrastructure
andin-housemanagementcapability. Our goal
is to developtechnologyto enablea third party
to offerscalabilityasasubscriptionservicewith
“per-click” pricing to applicationproviders.To
this endwe have developeda prototypeproxy
cachingsystemable to scaledelivery of dy-
namicWebcontentto a largenumberof users.
In this paperwe report initial positive results
obtainedfrom our prototypethat point to the
feasibilityof ourgoal.We alsoreporttheshort-
comingsof our currentprototype,thechief one
beingthe lack of a scalablemethodof manag-
ing dataconsistency. We thenpresentour ini-
tial work on a novel approachto scalablecon-
sistency management.Our approachis based
on a fully distributedmechanismthatdoesnot
requirecontentprovidersto assistin managing
the consistency of remotelycacheddata. Fi-
nally, we describeour ongoingefforts to char-
acterizethe inherenttradeoff betweenscalabil-
ity anddatasecrecy, a crucial issuein environ-
mentssharedby multiple organizations.

1 Intr oduction
Applicationsdeployed on the Internetare immediately
accessibleto a vastpopulationof potentialusers. As a
result,they tendto experienceunpredictableandwidely
�uctuating degreesof load, especiallydue to events
suchas breakingnews (e.g., 9/11), suddenpopularity
spikes (e.g., the “slashdoteffect”), or denial-of-service
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(DoS)attacks.Administratorscurrentlyfacea dilemma:
whetherto (a) wastemoney by heavily overprovision-
ing systems,or (b) risk lossof availability during crit-
ical times. This problemis largely addressedfor static
contentby ContentDistribution Network (CDN) tech-
nology[9], whichoffersdynamicscalabilityasaplug-in
service. CDN's make useof a large, sharedinfrastruc-
ture to absorbload spikes that may occur for any indi-
vidualcontentprovider. Hence,they canoffer seemingly
unlimited scalabilityandcharge contentproviderson a
per-usagebasis.

CDN technologydoesnot meetall of the needsof
richly interactiveapplicationssuchasonlineclassrooms,
bulletin boards,civic emergency management,and e-
commerce,which arerepresentative of the future land-
scapeof the Internetandnaturallyimplementedas“dy-
namic” Web applications. At Carnegie Mellon we are
developingthe foundationsfor offering scalabilityasa
plug-in subscriptionservice to dynamic Web applica-
tions.Suchaservicewouldenablecost-effectivedeploy-
mentof richly interactiveonlineapplications.

1.1 ExampleScenarios

We illustrate the potential bene�ts of subscription-
orientedscalability servicesfor dynamicWeb applica-
tionswith two examplescenarios.

1.1.1 E-Commerce

Consider a relatively small-scale Web-based e-
commerceoperationwhosecustomerbaseis expanding.
New customersbring more revenue,but may also lead
to major managementdif�culties behind the scenes.
Supposethe relatively low-cost equipmenton which
the e-commercesite was originally built (with the
company'smeagerstart-upfunds)is becomingsaturated
with load, and will soon be unableto serviceall the
customers. Standardsolutions include upgrading to
fasterequipmenton which to run the web, application,
and/ordatabaseservers,or moving to a parallelcluster-
basedarchitectureasusedby big e-commercevendors.
Unfortunately, thesesolutionsrequirea largeinvestment
in equipment,and,perhapsmore signi�cantly, funding



for staff with theexpertisenecessaryto managethemore
complex infrastructure.Moreover, transitioningto anew
architecturewill undoubtedlycreatenew bugsandmay
leadto costlyapplicationerrorsor systemdowntime.

A muchmorepalatableoptionwould beto subscribe
to a scalabilityserviceon a pay-by-usagebasis.A cost
curve proportionalto usagecould potentially save the
company largesumsof money, especiallyif demand�at-
tensout or drops. In this scenario,the equipmentand
managementcostsare shifted to the scalability service
provider, wherethey canbeamortizedacrossmany sub-
scribers.Of course,in a sharedenvironmentprivacy and
securityarecentralrequirements.

1.1.2 Civic EmergencyManagement

Supposethe local governmentof a large city, suchas
Chicago,is orderedto preparea responseplan in case
of a naturaldisaster. Thegovernmentwould like to have
the capability of providing eachcitizen, even after the
eventhasoccurred,with bothgeneralandindividualized
instructionson how to protect themselves. In particu-
lar, the city would like to be able to provide mapsand
directionsfor eachcitizenexplainingwhereto �nd med-
ical treatment,shelter, uncontaminatedfood andwater,
etc. In addition,thecity would like to beableto collect
requestsfor immediatemedicaltreatmentfrom citizens
who are immobile, and to collect reportsfrom citizens
andprofessionalsabouttheeffectsof theincidentin var-
ioussectionsof thecity.

This applicationlendsitself naturallyto a Web-based
implementation,but thereare several inherentdif�cul-
ties. First, demandfor theapplicationis likely never to
occur, but if it shouldoccur, it will comevery quickly
andin averylargedose.It wouldbecostlyfor thecity to
investin enoughpermanentinfrastructureto satisfy the
demand,andnotcost-effectiveto keepthis infrastructure
idle. Second,it is critical to give all endusersprompt
andreliableaccessto information(recall the frustration
of end userswho were unableto retrieve even general
news from http://www.cnn.comon September11,2001,
becauseCNN was not utilizing the servicesof a CDN
that morning[26]). It is even moreimportantthat data
collectedfrom endusersrequiringimmediateassistance
be recordedreliably. Third, the delivery of information
customizedto eachenduser, suchas the generationof
mapsanddirections,requiressigni�cant computational
resources.This informationcannoteasilybe conveyed
througha telephoneconversation,and in any case,the
scaleof the demandwould make a call-centersolution
impractical.

The ability to tap into a securescalability service
would alleviate thesedif�culties. The city would have
to preparesoftware in advanceand maintaina modest
amountof permanentinfrastructure,but couldrely onthe
scalabilityservicewhendemandsuddenlyarrived. The
scalabilityservicewould thenshoulderthenetwork and

computationalload,evenwhile potentiallyservingother,
alsocritical, applications.

1.2 Creatinga Scalability Service for Dynamic Web
Applications

Theaboveexamplescenariosillustratethepotentialben-
e�ts of asecureplug-inscalabilityservicefor currentand
future dynamicWeb applicationson the Internet. Con-
structingsuchaservicefor dynamicapplicationsis much
morechallengingthandoingsofor traditionalstaticcon-
tent.

1.2.1 Challenges

DynamicWebapplicationsarecharacterizedby capabil-
ities for personalizationanddistributedupdatingof data.
Thesefeatures,coupledwith the often sensitive nature
of the associateddata,createnew systemsandsecurity
challengesin building aneffectivescalabilityservicefor
dynamically-generatedWeb content. Web applications
are typically deployed on a three-tieredserver-side ar-
chitectureconsistingof oneor moreinstanceseachof: a
webserver, anapplicationserver, anda databaseserver.
Most advancedWeb applicationsrely on the database
server(s)for thebulk of thedatamanagementtasks,and
indeedthedatabaseserversoftenbecomethebottleneck
in termsof maximumsupportableload. Consequently,
an effective scalabilityservicewould have to of�oad at
leastsomeof the databasework from thehomeorgani-
zation. However, that taskis encumberedby two major
dif�culties inherentin dynamicWebapplications:

1. Most advanced Web applicationsrequire strong
consistency for their most importantdata. For ex-
ample, in our civic emergency managementsce-
nario (Section 1.1.2), inventory data for emer-
gency supplies must be managed precisely—
inconsistenciescould cost lives. It is well-known
thatmaintainingstrongconsistency amongreplicas
in a distributedsettingpresentssigni�cant scalabil-
ity challenges[12].

2. Administratorsaretypically reluctantto cedeown-
ership of data and permit data updating to take
place outside the home organization. This re-
luctanceariseswith good reason,due to the se-
curity concerns,data corruption risks, and cross-
organizationalmanagementdif�culties entailed.

Dif �culty 1 precludescachingtechniquesbaseden-
tirely on timed dataexpiration, i.e., time-to-live(TTL)
protocols[8], which arethenormin currentapproaches
to scalingthedelivery of staticWebcontent.Thegrow-
ing numberof dynamicWeb applicationswith sensitive
andmission-criticaldatarequireahighdegreeof data�-
delity andrely onsystemsthatadhereto thetransactional
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Figure1: Envisionedhigh-level scalabilityservicearchitecture.

modelof consistency. Transactionalconsistency is sup-
portedby a plethoraof distributeddatareplicationalgo-
rithms(e.g.,[14]), but thesearenotagood�t becauseof
Dif �culty 2. In many cases,capabilitiesfor dataupdating
simply must remainwithin the boundariesof the home
organization,anddecentralizeddataupdatingis simply
unacceptable.Our projectexploresa middlegroundbe-
tweenTTL-basedcachingand fully distributed replica
management,to achievegoodscalabilitywhile retaining
strongconsistency andcentralizedownershipof data.

1.2.2 Our Approach

Our approachexploits two propertiessharedby many
Webapplications:theunderlyingdataworkloadstendto
(1) be dominatedby reads,and (2) consistof a small,
�x ed set of query and updatetemplates(typically 10-
100). The �rst propertymakesit feasibleto handleall
dataupdatesat serverswithin eachapplication's home
organization. That way, no dataupdatingis performed
outsideof thehomeorganization,andtight controlover
authenticationof updatesandoveralldataintegrity is re-
tained. By exploiting the secondproperty, i.e., prede-
�ned queryandupdatetemplates,webelievewecancre-
ate a fully distributed mechanismfor enforcingstrong
cacheconsistency that doesnot burdenhomeorganiza-
tionswith this responsibility.

The architecturewe envision for our scalabilityser-
vice is illustrated in Figure 1. At the bottom we see
homeservers, which host codeand datafor individual
applicationswithin theboundariesof their homeorgani-
zations.Scalabilityis providedby a collectionof coop-
eratingproxy servers thatcachedataon behalfof home
servers.Usersaccessapplicationsindirectly, by connect-
ing to proxieswithin thescalabilityservicenetwork. At
theproxyservers,applicationdatais cachedonastrictly
read-onlybasis,ensuringthatserverfailuresdonotaffect

dataintegrity or requireexpensivequorumprotocols.All
dataupdaterequestsareforwardeddirectlyto application
homeserversfor local processing.Cacheconsistency is
managedentirelyby theproxyserversthemselves,which
notify eachotherof updatesvia a fully distributedmulti-
castnetwork.

Distrib uted ConsistencyManagement
Our distributed consistency mechanismcombinestwo
technologies:query/updateindependenceanalysis[17]
anddistributedmulticast[7, 28, 34]. Query/updateinde-
pendenceanalysisis concernedwith decidingwhether
a given updateaffects the result of a particularquery.
Distributed multicast environmentsoffer ef�cient dis-
tributedroutingof messagesto multiple recipientsbased
on application-level conceptsrather than network ad-
dresses.

In our approach,applicationcode is �rst analyzed
staticallyto identify pairsof embeddedqueryandupdate
templatesthat arein potentialcon�ict, meaningthat an
instantiationof the updatetemplatemight affect the re-
sultof aninstantiationof thequerytemplate.At runtime,
whenanupdatetemplateis invokedataproxyserver, the
precomputedsetof potentiallycon�icting queriesis nar-
rowedbasedontheparameterbindingssuppliedwith the
update.At thatpoint it mustbeensuredthatany cached
resultsof con�icting queriesareeitherupdatedor inval-
idated.Hence,all proxy serverscachingcon�icting data
mustbenoti�ed of theupdate.

To limit disseminationof updatesto just the servers
that cache potentially con�icting data, our approach
leveragesdistributedmulticasttechnology. Proxyservers
organizethemselvesinto anoverlaynetwork, andtrans-
missionof updatesis handledvia a groupmulticasten-
vironmentbuilt into the overlay. Multicast groupsare
establishedin correspondencewith querytemplatesem-
beddedin the application,andserverscachingdatafor



a particularquerytemplatesubscribeto thecorrespond-
ing multicastgroup(s). Whenan updateoccurs,noti�-
cation of that updateis routedby the multicastproto-
col to any andall serverscachingdatathat may be af-
fected. Our project will assessthe feasibility of using
multicastasa substrateuponwhich to constructa large-
scaledistributeddataconsistency mechanism,which to
ourknowledgehasnotbeenattemptedbefore.

CacheInvalidation
Whena proxy server receivesnoti�cation of an update
that may con�ict with locally-cacheddata,someaction
mustbetakento ensureconsistency with themastercopy
maintainedby thehomeserver(s). Sinceoneof our de-
sign principlesis to avoid distributedupdatingof data,
we plan to rely on invalidation, in which potentiallyin-
consistentdata is evicted from caches. In our design
(Figure 1), eachproxy server is equippedwith a local
invalidator module,which decideswhatdatato evict in
responseto noti�cation of an update. Cacheddata is
never updatedlocally, so homeorganizationscanmore
readilymonitorandcontrol thesecurityandintegrity of
their data. Authenticationof updaterequestsneedtake
placeonly at homeservers. (While unauthenticatedup-
datesmay inducespuriousinvalidationof cacheddata,
theimpactis only onperformance,not correctness.)

Thereis animportanttradeoff to beconsideredin the
designof invalidator modules. Clearly, to achieve the
bestscalability, a minimal numberof datainvalidations
shouldbe performedby proxy servers. The most se-
lective invalidation strategies require inspectionof the
contentof cacheddata. However, the presenceof data
originatingfrom databasesmanagedby differentDBMS
productsseverelycomplicatesthisprocess,andit is well-
known that increasedimplementationcomplexity tends
to degradereliability. In addition,allowing proxyservers
to inspectthe contentof cacheddataprecludesthe use
of certaincryptographicapproachesfor ensuringprivacy
andsecurity. We areworking towardformally character-
izing the tradeoff betweenscalability, on the onehand,
andthecombinationof low implementationcomplexity
andsecrecy of dataon theotherhand.

1.3 Outline

The remainderof this paper is structuredas follows.
First, we discussrelatedwork in Section2. Then, in
Section3, we describeour working prototypeand re-
port somepreliminaryresultsobtainedvia experiments
on benchmarkdynamic Web applications. Our cur-
rent prototypeemploys a TTL-basedapproachto con-
sistency management,and strongconsistency can only
beachievedby settingTTL's to zero,which negatesthe
bene�tsof caching.In Section4 wedescribesomeof our
ongoingwork on developinga fully distributedmecha-
nism to achieve strong(transactional)consistency in a
scalablemanner. Then,in Section5 we presentour ini-

tial work on local invalidation,in which we seekto for-
mally characterizethe tradeoff betweenscalability and
thecombinationof datasecrecy andlow implementation
complexity. Our plansfor future work are outlined in
Section6, andwe summarizethepaperin Section7.

2 RelatedWork

Remotecachingof databaseobjects�rst received sig-
ni�cant attentionduring a �urry of researchactivity on
client-server object-orienteddatabasesthatbeganin the
late1980's. A prominentresearchquestionin thatcon-
text waswhetherthecentralservershouldmaintaincon-
sistency by invalidatingdatacachedat remoteclients,or
by propagatingchangeddatato clients (e.g., [11]). To
our knowledgethe work in that areadid not consider
fully distributeddatainvalidationor updatepropagation
methods.

More recently, databasecaching has been investi-
gatedasa meansto scalethe delivery of dynamically-
generatedWeb content.Ongoingefforts in this areain-
cludetheDBCache[1, 19] andDBProxy [3] projectsat
IBM Research,andtheCachePortalproject[18] at NEC
Laboratories. To ensureconsistency, theseapproaches
rely onpropagationof dataupdatesfrom thehomeorga-
nization's local databaseto exterior cachenodes.While
there has beensomerecentwork devoted to develop-
ing moreef�cient meansof handlingconsistency main-
tenanceat a centralizedserver [4], to our knowledge
researchersin this areahave not considereddistributed
consistency managementmechanisms.

Distributed consistency managementhasbeenstud-
iedextensively in thecontext of distributedandfederated
databases,which have receiveda greatdealof attention
from thedatabaseresearchcommunityover thepasttwo
decades.The work in this areamostclosely relatedto
our own is on consistency managementfor widely repli-
cateddata.Most approachespermitdistributedupdating
of datareplicas,andrely on propagation(ratherthanin-
validation)of updateddatato all nodesto ensureconsis-
tency; see,e.g.,[14]. Furthermore,mostwork in thedata
replicationareaaimsto supportgeneral-purpose,ad-hoc
querying and updating, in which arbitrary SQL state-
mentscanbeexecutedover thedata.In contrast,our ap-
proachspeci�cally leveragesthefactthatin our context,
queryingandupdatingis mainly restrictedto templates
speci�edin advance.

Therehasbeensomeprior work pertainingto inval-
idation of cachedmaterializedviews. Candanet al. [6]
introducedtechniquesfor decidingwhetherto invalidate
cachedviews in responseto databaseupdates. These
techniquesleverage“polling queries”to inspectportions
of the databasenot available in the materializedview.
Theneedto invalidatea view in responseto a particular
updatecanin somecasesberuledout by analysisof the
view de�nition andupdatestatementsalone,without in-
spectingany data.Levy andSagiv [17] providemethods
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of ruling querystatements(andhenceview de�nitions)
independentof updatesin many practicalcases,although
thegeneralquery/updateindependenceproblemis unde-
cidable. With our work, the focusis not on developing
new strategiesfor decidingwhetherto invalidatecached
views. Rather, we develop a formal characterizationof
view invalidationstrategies in termsof what datathey
access,asa basisfor studyingthetradeoff betweenscal-
ability anddatasecrecy.

2.1 Akamai EdgeJava Product

Akamai Technologies,a leadingCDN, hasrecentlyre-
leasedits “EdgeJava” product,which allows Web con-
tentprovidersto executeJavaservletsonAkamai'sproxy
servers. The largestsigni�cant useof EdgeJava to date
wasa widely advertisedpromotionstagedby Logitech
Corporation,in which peak demandexceeded60,000
userrequestspersecond.For eachrequest,aJavaservlet
dynamicallygeneratedan HTML document,indicating
whether the end user was a winner, which was then
served to the end user's browser. Other Akamai cus-
tomershaveusedEdgeJavato performserver-sidetrans-
formationsof XML to HTML. Akamai providesweak
consistency for cacheddata via TTL-basedprotocols,
with theoptionof associating“do-not-cache”directives
with objectsthatrequirestrongconsistency. Akamaihas
not,asyet,exploredthepossibilityof applyingdatabase
query/updateindependenceanalysisor distributedinval-
idationmechanismsto enforcestrongdataconsistency.

3 Initial Prototype

As aproof-of-conceptdemonstrationandto exposefruit-
ful avenuesfor research,wehavebuilt aprototypescala-
bility servicefor dynamicWebapplications.Our proto-
typeenablesapplicationprovidersto of�oad thedynamic
generationof Web contentto a distributednetwork in-
frastructure.Fromour preliminaryexperimentalresults,
we have identi�ed key shortcomingsin the currentim-
plementationthat motivateour ongoingwork described
in Section4. Before presentingtheseresults,we �rst

describeour prototypeimplementationand benchmark
applications.

In contrastwith previous work on distributed gen-
eration of dynamic Web content, we explore an ap-
proachthat replicatesall threetiers (web server, appli-
cationserver, back-enddatabase)of the traditionalcen-
tralizedWebarchitecture.Thetraditionalarchitectureis
illustratedin Figure2a (hereall threetiers aredepicted
as executingon a single homeserver; in generalthey
may be spreadacrossmultiple physicalservers). As in
the centralizedarchitecture,our distributedarchitecture
(Figure2b) includesa homeserver for eachapplication
provider, locatedwithin the provider's homeorganiza-
tion. In the distributed architecture,the home server
primarily housescode and data, while a set of proxy
serversprocessesclient requestsandexecutesprograms.
A client requestis sentto aproxyserverwhichthengen-
eratestheappropriateresponseby a runninga program,
accessinglocally cachedcodeanddatawhenpossible,
and obtainingadditionalcodeand datafrom the home
serverasnecessary.

In the following subsectionswe describethe design
choiceswe madewhile building our prototype.We �rst
presentthedesignof thethreedistinct typesof nodesin
oursystem:homeservers,proxy servers,andclients.

3.1 HomeServers

Eachhomeserver embodiesthe traditional three-tiered
architecture,which enablesit to generateWeb content
dynamically. While we aim to of�oad thegenerationof
dynamiccontentto the proxy servers,our prototypeis
compatiblewith thiswell-establishedhomeserverarchi-
tectureandhencealsoallows theapplicationprovider to
serve directly as much dynamiccontentas it chooses.
The top tier is a standardweb server, which manages
HTTP interactionswith clients. The web server is aug-
mentedwith a secondtier, theapplicationserver, which
canexecuteaprogramto generatearesponseto aclient's
requestbasedon the client pro�le, the requestheader,
and the informationcontainedin the requestbody. Fi-
nally, thethird tier consistsof a databaseserverthat the



applicationproviderusesto manageall of its data.
In our prototypeeachhomeserver is implementedas

follows. We useTomcat[16] in its stand-alonemodeas
botha webserver anda servletcontainer, enablingit to
processclient requestsandinvokeandrunJava Servlets.
We useMySql4 [22] asour back-enddatabasemanage-
mentsystemandmm.mysql[20], atypeIV JDBCdriver,
asourdatabasedriver.

3.2 Proxy Servers

Thenovelty of our prototypelies in thearchitectureand
implementationof theproxyservers.A traditionalproxy
serversuchasSquid[31] is suf�cient to servestaticcon-
tenton behalfof applicationproviders. To generatedy-
namiccontentwehaveaddedaservletcontainerto Gem-
ini [21], aSquidproxycache[31] augmentedwith IBM' s
Javavirtualmachine[15]. Theproxyserveralsocontains
asimpledatabasecachedesignedto reduceCPUutiliza-
tion andbandwidthconsumptionof thehomeserver, as
well asthe impactof databasequerieson the execution
timeof a servlet.

3.2.1 CachingGranularity

Our proxy server cachesthe resultsof databasequeries
(i.e., materializedviews) rather than the tablesof the
databaseitself, or arbitrarysubtables.Theprimaryratio-
nalefor this designchoiceis to maketheproxy indepen-
dentof theback-enddatabaseimplementation.This�e x-
ibility is requiredsincedifferent applicationproviders
maychoosedifferentback-enddatabases.Thisapproach
alsohastheadvantagethatcomplex queriesneednot be
re-executed,and the proxy server doesnot have to im-
plementfull databasefunctionality(e.g.,it doesnotneed
a queryoptimizeror queryplan evaluator). In our pro-
totype, databasequery resultsare cachedat the JDBC
level. All updatesareforwardeddirectly to theback-end
databaseat thehomeserver.

3.3 Clients and Benchmarks

To drive load againstour prototypewe use Java im-
plementationsof three publicly available benchmarks:
TPC-W [30], a transactionale-Commercebenchmark
thatcapturesthebehavior of clientsaccessinganonline
bookstore,RUBiS [23], anauctionsystemmodeledafter
e-Bay[10], andRUBBoS[24], a simplebulletin-board-
like systeminspiredby Slashdot[25]. We will hence-
forth refer to thesebenchmarksas BOOKSTORE, AUC-
TION andBBOARD, respectively. Eachbenchmarkcon-
tainsbetween11 and16 distinct updatetemplates,and
between28and37distinctquerytemplates.

We madeonesigni�cant modi�cation to the BOOK-
STORE benchmark.In theoriginal benchmarkall books
areuniformly popular. In ourversionweuseamorereal-
istic distributionof bookpopularitybasedonthework by
Brynjolfssonet al. [5], who empiricallyveri�ed that for

thewell-known onlinebookstoreAmazon[2], thepopu-
larity of booksfollows a Zipf distribution. In particular,
logQ = 10:526� 0:871logR, whereR is thesalesrank
of abookandQ is thenumberof copiesof thebooksold
within a shortperiodof time.

Eachof the threeapplicationsconform to the TPC-
W clientspeci�cation,calledEmulatedBrowsers(EB's).
The run-time behavior of an EB modelsa single user
session.Startingfrom the homepageof the site, each
EB usesa CustomerBehavior GraphModel (a Markov
chainwith variousservletsin theWebsiteasnodesand
transitionprobabilitiesasedges)to navigateamongWeb
pages,performinga sequenceof Web interactions.The
behavior modelalsoincorporatesa think timeparameter
thatcontrolstheamountof timeanEB waitsbetweenre-
ceiving aresponseandmakingthenext request.Thispa-
rameteremulatesthebehavior of humanuserswho typi-
cally spendsometime looking atapageafterit hasbeen
receivedbeforeclicking on thenext link.

3.4 Data Consistency

In our preliminary prototype we adopted a simple
and conservative consistency model. In particular, all
query templatesare classi�ed as either uncacheable,
or cacheablewith a �x ed time-to-live (TTL) threshold.
Marking a query templateuncacheableensuresstrong
consistency for all instantiationsof that template. Ex-
amplesof uncacheabledata include the latest bid on
an item in the auction benchmarkand the numberof
copiesof an item in stock in the bookstore. Examples
of cacheabledataincludethetenbestsellersin thebook-
storeand the latestpostingin the bulletin board. This
modelhasprovensuccessfulfor managingcollectionsof
documentsandimagesin Web cachesandCDN's, and
�ts the threebenchmarksnaturally. However, marking
dataasuncacheableincreasesthe load on the back-end
databaseat the homeserver andhencelimits the scala-
bility of theprototypearchitecture.

Our ultimate goal is to mark all dataas cacheable,
andrely on a fully distributedconsistency enforcement
schemeto ensurestrongconsistency of the previously
uncacheabledata. Beforedescribingour ongoingwork
on this aspectin Section4, we �rst presentsomeini-
tial performanceresultsobtainedusingour currentpro-
totype.

3.5 Preliminary Results

In our implementation, we carefully optimized the
performanceof the centralizedsolution by enabling
the query caching feature of MySQL4, the back-end
database,andby addingthe indicesnecessaryto make
queriesexecuteasquickly aspossible. We also elimi-
natedmoststatic contentfrom our workloadby ensur-
ing that the emulatedbrowsersdid not requestany im-
ages. This modi�cation makesour resultsconservative



Benchmark DB size Details
AUCTION 990MB 33,667items

100,000registeredusers
BBOARD 1.4GB 213,292comments

500,000registeredusers
BOOKSTORE 217MB 10,000items

86,400registeredusers

Figure3: Con�gurationparametersfor eachbenchmark.

sincethestaticcontentof a normalworkloadcaneasily
becachedby our system.

We performedour experimentswith a simple two-
node con�guration (one home server and one proxy
server), runningon Emulab[32]. All machineshadan
Intel P-III 850MHz processorwith 512MB of memory.
In all experimentsthehomeserverandproxyserverwere
connectedby a high latency, low bandwidthduplex link
(100mslatency, 2 Mbps). Eachclient wasconnectedto
the proxy server by a low latency, high bandwidthdu-
plex link (5 ms latency, 20 Mbps). Thesenetwork set-
tingsmodeladeploymentin which theproxyserversare
locatedon the samelocal areanetworks as the clients,
whichmaybefar from thehomeservers.Sincetheover-
headfor emulatingtheclientsis very low, weusedasin-
gle client machineto emulatemultiple clients. Figure3
givesthe benchmarkcon�guration parameterswe used
in our experiments.We ran eachexperimentfor 10-15
minutes,startingtheproxy server eachtime with a cold
cache.

3.5.1 CacheHit Rates

Figure 4 gives cachehit rates measuredfor each of
the threebenchmarks,underthreelevels of client load
(loadlevelsarecharacterizedby thenumberof simulated
clients,or EB's). TheBBOARD benchmarkachieveshigh
hit rates,implying that proxy serversshouldbe ableto
of�oad much of the databasework from homeservers
hostingsimilar applications.The hit ratesfor the AUC-
TION andBOOKSTORE benchmarksarelessimpressive.
With theBOOKSTORE benchmark,hit ratesimprovewith
increasedclient load but still remainfairly small dueto
the relatively low degreeof commonalityamongclient
accesspatternsin thatbenchmark.With thisapplication,
the scalability of our approachhasfundamentallimits
unlessa largeportionof thedatabasecanbecached.We
plan to studycollaborative cachingtechniques[33] asa
meansto circumvent this limitation (seeSection6 for
brief discussion).As for the AUCTION benchmark,only
52%of retrievedqueryresultsaremarkedascacheable,
which explainsthemodesthit rates.We expectthat the
distributedconsistency managementschemewe arede-
veloping(Section4) will improve this situationconsid-
erablyby enablingall queryresultsto becacheduntil a
con�icting updateoccurs.

Benchmark Low Medium High
Load Load Load

AUCTION 39.4 41.2 41.4
BBOARD 86.8 87.6 89.8
BOOKSTORE 18.4 24.7 36.6

Figure4: Cachehit ratesunderdifferentclient loadcon-
ditions,in %.

3.5.2 Server Load

Figure5 showstheaveragelatencies,perHTTPrequest,
observed from variousvantagepoints in the systemat
threedifferentloadlevels.ThebarC representsthetradi-
tional centralizedarchitecture,whereasthebarD shows
resultsfor our distributedprototype.ThebarC consists
of threecomponents:thenetwork latency (i.e., the time
spentby an averagerequestin going from the client to
the homeserver), the processingtime spentin the web
andapplicationservers,andthe time spentin servicing
databaserequests.As the numberof clients (EB's) in-
creases,time spentin the back-enddatabaseincreases,
re�ecting growing load on the databaseserver. For the
AUCTION andBOOKSTORE benchmarks,thedatabaseis
clearly the bottleneck. The BBOARD benchmark,how-
ever, is presentationheavy andstressesthewebandap-
plicationservermorethanthedatabase.

The D bar consistsof � ve componentsfor the AUC-
TION andBBOARD benchmarksandoneadditionalcom-
ponentfor BOOKSTORE. The BOOKSTORE benchmark
implementationincludesan independentshoppingcart
databaseon the proxy, which maintains,for eachuser,
a list of items that the userintendsto buy. The shop-
ping cart seesfrequentadditions,deletionsand modi-
�cations. As an exampleof a high-level optimization
that the applicationdevelopercan suggest,we moved
thetaskof maintainingtheshoppingcartfrom thehome
server to the proxy server. While this optimizational-
lows many queriesto be answeredat the proxy server,
somequeriesthat perform a join of one shoppingcart
tablewith oneof the other tablesin the databasemust
obtain relevant data from the homeserver. The addi-
tional componentmeasuresthe time spentin the shop-
pingcartcodeat theproxyserver. Theother� vecompo-
nentsarethe timesspentin going from theclient to the
proxy server, processingat theproxy server, processing
in thedatabasecachingmoduleattheproxyserver, going
from thedatabasemoduleattheproxyserverto theback-
enddatabaseat the homeserver, andprocessingat the
back-enddatabase.An artifactof our currentimplemen-
tationis thatthereis limited multi-threadingavailableat
theproxy server (i.e., it is unableto handlea largenum-
berof threadsef�ciently). Hence,at higherloadsmany
requestsbecomeenqueuedat the proxy server, and the
time spentthereincreasessubstantially. We areworking
to addressthis problem.
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Figure 5: Latency breakdown, and how it varieswith increasingload. The C bar shows the observed latency as
a requestpassesthroughthe different componentsof a traditional centralizedarchitecture. The D bar shows the
correspondingnumbersfor ourdistributedarchitecture.

Comparingthe C and D bars,we seethat our dis-
tributedarchitecturesuccessfullyeliminatesall weband
applicationserver load from the homeserver. Plus,the
databaseloadonthehomeserveris substantiallyreduced
in the presenceof a large numberof clients(EB's), for
theAUCTION andBOOKSTORE benchmarks(re�ectedin
the lower averagelatency to serviceback-enddatabase
requests). In our distributed architecturethe back-end
databaseloaddoesnot risedramaticallywith increasing
client population,which is thecasein thecentralizedar-
chitecture.Thisobservationprovidessomeevidencethat
in our distributed architecturethe proxy server is able
to shield home servers from increasingload. On the
otherhand,ourhit ratemeasurements(Figure4) indicate
thatsubstantialnumbersof queriesarestill beingsentto
theback-enddatabase,andhencethedegreeof scalabil-
ity achievableby our currentprototypeis limited. Ulti-
mately, thescalabilityof our approachrestson whether
it canbeimprovedto becomemoreeffectiveatshielding
back-enddatabasesfrom queries.

4 Distrib uted Managementof CacheCon-
sistency

To shield back-enddatabasesfrom as many queriesas
possible,all datashouldbe marked as cacheable,and
only evicted from cacheswhena con�icting updateoc-
cursat somenodein the system. Whenan updateoc-
curs,that updatemustbe conveyedto all proxy servers
cachingviews (queryresults)that might be affectedby
the update,so that they can eitherupdateor invalidate
thoseviews accordingly. Our approachis to employ a
fully distributed multicast infrastructureto disseminate
updatesamongproxies. Whena proxy server cachesa
view, it subscribesto oneor moremulticastchannelsre-

latedto the cachedview. Any time an updateoccurs,a
messageis broadcastto all channelsrelatedto viewsthat
may be affectedby the update,and proxy servers that
have subscribedto thosechannelscanupdateor invali-
datetheaffectedviewsasnecessary.

A goodmulticastenvironmentto usefor this purpose
shouldsupporta large numberof channelswith highly
dynamicgroupsof subscribersfor eachchannel.In our
schemetherateof subscribingto andunsubscribingfrom
channelsis dictatedby therateatwhichviewsarecached
andevicted. If invalidationis usedasa consistency en-
forcementmechanismaswe intend(seeSection1.2.2),
thenthe rateof subscriptionchurncanconceivably ex-
ceedthe rateof multicastmessagesusedto disseminate
updates.Thereforeit is crucial thatsubscribingandun-
subscribingfrom multicastchannelsbe highly ef�cient
operations.At somepoint we may considerdesigning
a custommulticastenvironmentthat can be optimized
speci�cally for our context. In themeantime,we planto
usean out-of-the-boxsolution. The multicastenviron-
mentScribe[7], which usesa PastryDHT overlay [29]
asa basisfor organizingmulticasttrees,seemsto meet
mostof our needs.

4.1 TransactionalSemantics

Recall from Section1.2.2 that in our approach,when-
ever a dataupdateis generatedby applicationcoderun-
ning at a proxy server, the updateis forwardeddirectly
to thehomeserver(s)correspondingto thatapplication.
Meanwhile,noti�cation of that updatemust be sentto
all proxy servers cachingpotentially con�icting views
(including,of course,theproxy server at which theup-
dateoriginated).In thissetting,to ensurepropertransac-
tional consistency semantics,i.e., one-copy serializabil-



ity, a distributed consistency enforcementmechanism
such as distributed locking must be used. The asyn-
chronous,unidirectionalmessagingcapabilityofferedby
Scribeand other multicastenvironmentsis not a suf�-
cient basisuponwhich to build any distributedconsis-
tency mechanism.Bidirectionalmessagingis required
to synchronizeactionsacrossmultiple nodes. We are
in the processof consideringhow bestto graft bidirec-
tional messagingonto a multicastenvironmentfor this
purpose,andweighingthemeritsanddrawbacksof dif-
ferent transactionalconsistency andavailability mecha-
nismsin ourcontext.

At presenttheprimaryfocusof ourdistributedconsis-
tency managementwork is on studyingalternative ways
to con�gure multicastchannels. We discussthis issue
next.

4.2 Con�guration of Multicast Channels

Therearemany waysto con�gure multicastchannelsfor
disseminationof updates.To illustratesomeof the al-
ternatives and showcasethe issuesinvolved, we intro-
duceasimpleexampleinventoryapplicationin whichthe
following two parameterizedupdatetemplatesandthree
querytemplatesareembedded(questionmarksindicate
parametersboundat executiontime):

UpdateTemplate1:
INSERT INTO inv VALUES (name = ?,

id = ?, qty = ?, entry date = NOW())

UpdateTemplate2:
UPDATE inv SET qty = ? WHEREid = ?

Query Template1:
SELECT qty FROMinv WHEREname = ?

Query Template2:
SELECT name FROMinv
WHEREentry date > ?

Query Template3:
SELECT * FROMinv WHEREqty < ?

4.2.1 Channel-By-QueryVersus
Channel-By-Update

For now let us ignore optimizationsthat can be made
by consideringparameterbindingssuppliedat execution
time(wereturnto this issuein Section4.2.2).Considera
bipartitegraphbetweenupdatetemplatesandquerytem-
plates,in whichanedgefrom updatetemplateU to query
templateT indicatesthat whenever an instantiationof
U is issued,all proxy serverscurrently cachingoneor
more instantiationsof Q are to be noti�ed. In our ex-
ampleapplicationthereis an edgebetweenevery U/T
pairwith theexceptionof UpdateTemplate2 andQuery
Template2, which are independent. We refer to this
graphasthenonindependencemapping. For a givenset

of query/updatetemplatesthis mappingcanbeobtained
usingof�ine query/updateindependenceanalysis[17]. 1

Given a precomputednonindependencemapping,to
ensureproperdelivery of updatenoti�cations thereare
two basicalternatives: channel-by-queryand channel-
by-update:

� Channel-By-Query: Thereis a multicastchannel
correspondingto eachquery template. Numeric
channelidenti�ers can be assignedusinghashing.
(Collisions in the channelidenti�er spacemay re-
sultin someproxyserversreceivingspuriousupdate
noti�cations, but do not affect correctness.)When
an updateoccursat someproxy server, the server
appliestheprecomputednonindependencemapping
to determinewhich query templatesmight be af-
fected, and forwards the updatealong the corre-
spondingmulticastchannels.

� Channel-By-Update: Thedeterminationof which
updatetemplatespotentiallyaffect a cachedquery
result is performed eagerly, when the result is
cachedat someproxy server, asopposedto lazily,
i.e., whenever an updateoccurs. In this scheme
whenever a proxy server begins cachinga query
result, it appliesthe nonindependencemappingto
determinewhich updatetemplatesmight affect the
query result, and subscribesto the corresponding
multicastchannels.Whenanupdateoccurs,noti�-
cationis sentalonga singlechannelcorresponding
to thetemplatefor thatupdate.

In both schemes,the setof proxy serversnoti�ed of
a particularupdateis the same. The differenceis that
with channel-by-query, lesswork is performedeachtime
a queryresult is cachedor evicted, while morework is
performedeachtime an updateoccurs,comparedwith
channel-by-update.The costof eachstrategy is highly
dependenton the workload, of course,as well as the
overheadof applyingthenonindependencemapping,the
overheadof subscribingto andunsubscribingfrom mul-
ticast channels,and the overheadof sendingmulticast
messages.Overall, sincemost Web applicationshave
read-dominatedworkloads,including our testbedappli-
cationsdescribedin Section3.3, we expectchannel-by-
queryto performbetter.

4.2.2 Parameter-Speci�c Channels

The numberof proxy serversnoti�ed of an updatecan,
in somecases,be reducedsubstantiallyby considering
runtimeparameterbindings. It is not clearwhat canbe
donein the caseof inequality predicates,so we focus

1The general query/updateindependenceproblem is undecid-
able[17]. As aresult,in thepresenceof certainclassesof query/update
templatesthe nonindependencemappingcanturn out to beconserva-
tive, i.e., containunnecessaryedges. This aspectcan impactperfor-
mancebut not correctness,in oursetting.



on equality predicates.Also, to simplify exposition in
this sectionwe assumethe channel-by-queryschemeis
in place,althoughour discussioncanbetranslatedto �t
thechannel-by-updatescheme.

ConsiderQueryTemplate1, whichcontainsanequal-
ity predicateon the nameattribute. Supposethat in
addition to the template-level multicast channelcorre-
spondingto Query Template1 we have an additional
channelcorrespondingto eachof the possibleruntime
bindingsof thenameparameter(theremaybein�nitely
many). Numericchannelidenti�ers canbeassignedus-
ing a hashfunction operatingover the combinationof
templateidenti�er andparameterbinding. In mostmul-
ticastenvironments,includingScribe,zerobookkeeping
overheadis incurred for channelswith no subscribers
(i.e., thosechannelsarenotmaterialized).

Supposeproxy server A startswith a cold cache,and
then begins cachingthe result of issuing Query Tem-
plate1 with parameterbinding name=`fork.' Server A
mustsubscribeto the template-level channelfor Query
Template1 as well as the parameter-speci�c channel
for name=`fork.' Then,if UpdateTemplate1 is instan-
tiated at proxy server B to insert a new record with
name=`spoon,' B transmitstheupdateon a channelcor-
respondingto Query Template1 with name=`spoon,'
whichdoesnotreachA. (B mustalsotransmittheupdate
on the template-level channelfor eachof Query Tem-
plates2 and3.)

While thesimpleexamplegivenabove illustratesthe
main idea, the presenceof more sophisticatedpredi-
cates(e.g., those containingconjunctive and disjunc-
tive clauses)complicatesthesituation.We arecurrently
studyingthe generalproblemof how bestto con�gure
parameter-speci�c channelssoasto minimize thenum-
berof recipientsof updatenoti�cations. Wearealsocon-
sideringalternatives to channel-by-queryand channel-
by-updatein which multicastchannelscan correspond
to arbitraryunitsof data,andneednot be tied to partic-
ular queryor updatetemplatesembeddedin theapplica-
tion. If it turnsout thatthereis nouniversalbestscheme
that dominatesthe othersin all cases,we will investi-
gateadaptive policiesthatadjustthechannelcon�gura-
tion dynamicallyin responseto currentconditions.

5 Tradeoffs in Invalidation Strategies for
CachedViews

Whena proxy server receivesnoti�cation of an update
(eithera local updateor anupdateforwardedby another
node)thatpotentiallycon�icts with oneor morelocally-
cachedviews, thenext stepis eitherto updateor invali-
dateall affectedviewsto ensureconsistency. Recallfrom
Section1.2.2 that we chooseto focus on invalidation
rather than maintenanceof cachedviews to avoid dis-
tributedupdatingof data,which causesnumerousprac-
tical dif�culties in our context. Hence,the issueis to
decidewhich locally-cachedviews, if any, to invalidate

uponreceiving noti�cation of anupdate.
Oneratherconservative strategy is to invalidateany

view that cannotbe ruled independentof the updateby
inspectionof theview de�nition (themethodsof [17] can
beused,for example).Underthisstrategy invalidationof
a view in responseto anupdateis only avoidedif it can
be determinedthat any instanceof the view would re-
mainunchangedafterapplicationof theupdate(different
view instancesresult from different databasecontent).
Often, the particularinstanceof a view beingcachedis
notaffectedby anupdate,althoughsomeconceivablein-
stancesof thesameview would beaffected.Hence,any
approachthatreliessolelyon inspectionof theview def-
inition to determineindependencetendsto bequitecon-
servative. A lessconservativedeterminationof indepen-
dencecanbemadeby inspectingthecontentof thecur-
rentlycachedview instance,usingthetechniquesof [13]
or others.Doingsocanreducethenumberof view inval-
idationsperformed,therebyimproving scalability.

Customers,however, may be reluctantto permit ac-
cessto sensitive databy cachemanagementcodethat
is written by a third party and lies outsidetheir trusted
codebase.With statement-level view invalidationstrate-
giesthatdo not inspectdata,applicationsarefreeto en-
codeandencryptdataarbitrarily, a signi�cant advantage
in termsof securityandprivacy. Thesearecrucial con-
cernswhendata�o ws throughan infrastructureshared
by many organizations.Additionally, whencacheman-
agemententailsinspectionof data,interoperabilitywith
a wide rangeof DBMS productsalso becomessigni�-
cantlymorecomplex to achieve.

We illustrate the inherenttradeoff betweenscalabil-
ity, on one hand, and a combinationof low imple-
mentationcomplexity and data secrecy on the other
hand, using a simple example. Consideran online
bookstore application with data stored in two rela-
tions: Books(Title, Author, Subject) and
Authors(Author, Awards, Country) . Sup-
posethat a proxy server hascachedan instanceof the
following view, giving the awardsof Americanauthors
whohavewrittenhistorybooks:

CREATE VIEW MyView(Author, Awards) AS
SELECT A.Author, A.Awards
FROM Authors A, Books B
WHERE B.Author = A.Author

AND A.Country = "USA"
AND B.Subject = "history"

Saythefollowing updateoccurs:

UPDATE Authors SET Country="France"
WHEREAuthor="Tocqueville"

An instanceof MyView will be affectedby the update
if andonly if it containsoneor morerecordsfor author
Tocqueville. Hence,an implementationthat conserva-
tively determinesindependencewithout inspectingview



contentswill invalidate,whereasone that inspectsthe
contentsof cachedviews canavoid invalidationin some
cases.Theformerstrategy hasasimplerimplementation
that preserves datasecrecy, whereasthe latter strategy
accommodatesgreaterscalability.

Considernow thefollowing update:

UPDATE Books SET Subject="fiction"
WHERETitle="Napoleon's Television"

Here, inspectingthe view doesnot help rule out con-
�ict, but inspectingthebaserelationsmight help,sayif
no bookwith title “Napoleon'sTelevision” occursin the
Books relation. Therefore,inspectionof datathat lies
outsidethe view in question,using,say, the techniques
of [6], can reducethe numberof invalidationsfurther,
potentially leadingto even betterscalability. However,
cautionis warrantedsincecachingadditionaldatafor the
purposeof makingmoreinformedinvalidationdecisions
is notnecessarilyawin in termsof overallscalabilitybe-
causethe additionaldatamust also be kept consistent.
Plus,implementationcomplexity increasesundersucha
strategy.

Which of theseapproaches,then, is the right oneto
take? This questionhasno one-size-�ts-allanswer. A
systemdesignermight opt for a simpleimplementation
thattreatscachedviews asblackboxesandthuspermits
arbitrarydataencryptionby applications,aslong asdo-
ing so doesnot unduly compromisescalability. Alter-
natively, the designermight implementa sophisticated
invalidationstrategy that inspectsdata,but switch to a
statement-level strategy for customersthatdemandhigh
security, even if it meansdecreasedscalabilityfor those
customers.To determinethe bestapproach,the system
designerwill needquantitative estimatesof the impact
thesedesigndecisionsare likely to have on scalability.
To this endwe aredevelopingan analyticalframework
for comparingvariousview invalidationimplementation
strategiesquantitatively, in termsof thenumberof inval-
idationsperformedundera givenworkload.Ourwork is
groundedin a formal characterizationof view invalida-
tion strategies,providednext.

5.1 Formal Characterization of View Invalidation
Strategies

A view invalidationstrategy S is a functionwhoseargu-
mentsincludeanupdatestatement,aview de�nition, and
possiblyotherinformation,andthat evaluatesto oneof
I (for “invalidate”) or DNI (for “do not invalidate”). A
view invalidationstrategy is correctif andonly if when-
ever a view changesin responseto an update,all corre-
spondingcachedinstancesof that view are invalidated.
A formalde�nition of correctnessis asfollows:

Corr ectness:A view invalidationstrategy S is correct
if f for any view de�nition Q, databaseD, andupdate� ,
(Q(D) 6= Q(D � )) ) (S(�; Q; : : :) = I ).

Here, D � denotesthe stateof databaseD after apply-
ing update� , andQ(D) denotestheresultof evaluating
view de�nition Q over databaseD. We assumethatup-
datesareappliedsequentially, andthat all invalidations
necessitatedby oneupdatearecarriedoutbeforethenext
updateis applied.

We now de�ne three classesof view invalidation
strategies,whichdiffer by whichportionsof thedatabase
they mayaccess:

� Black-Box Strategy S(�; Q): Only the update�
and the view de�nition Q may be usedto make
the invalidationdecision.Correctnessrequiresthat
(9D (Q(D) 6= Q(D � ))) ) (S(�; Q) = I ).

� View-Inspection Strategy S(�; Q; Vp): The up-
date � , the view de�nition Q, and the contentof
theview Vp = Q(Dp), whereDp denotesthestate
of the databaseat the time the view wasevaluated
(i.e., prior to applicationof the update),may be
usedto decidewhetherto invalidateVp. Correct-
nessrequiresthat (9D ((Q(D) = Vp) ^ (Q(D) 6=
Q(D � )))) ) (S(�; Q; Vp) = I ).

� Full-Access Strategy S(�; Q; Vp; Dp): The up-
date � , the view de�nition Q, and any portion
of the databaseas it stoodprior to applicationof
� , Dp (including the view Vp = Q(Dp) itself),
may be usedto decidewhetherto invalidateVp.
Correctnessrequiresthat (Q(D p) 6= Q(D �

p )) )
(S(�; Q; Vp; Dp) = I ).

Every correct black-box strategy is a correct view-
inspectionstrategy, and every correct view-inspection
strategy is acorrectfull-accessstrategy, asshown in Fig-
ure6.

We arenow readyto de�ne minimality:

Minimality: A view invalidationstrategy S belonging
to classC is minimal if andonly if it is correctandthere
exists no view de�nition Q, update� , anddatabaseD
suchthatS invalidatestheview Q(D) in responseto � ,
while anothercorrectview invalidationstrategy in class
Cdoesnot.

Correspondingto eachclassof invalidationstrategy
we give a simplecriterion that is a suf�cient andneces-
saryconditionfor minimality:

� Minimal Black-Box Strategy: A black-boxstrat-
egy S(�; Q) is minimal if andonly if it is correct
andwhenever it invalidatesa view de�ned by Q in
responseto update� , thereexistssomedatabaseD
suchthat theoutcomeof Q(D) changesasa result
of applying� to D . Combiningthis conditionwith
the correctnesscriterion for black-box strategies,
we determinethat a black-boxstrategy S is mini-
mal if f (S(�; Q) = I ) , 9D (Q(D) 6= Q(D � )) .
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Figure6: Venndiagramdepictingrelationshipsamongclassesof view invalidationstrategies.

� Minimal View-Inspection Strategy: A view-
inspectionstrategy S(�; Q; Vp) is minimal if and
only if it is correct and whenever it invalidates
view Vp in responseto update� , thereexistssome
databaseD from whichVp couldhavebeenderived
suchthat theoutcomeof Q(D) changesasa result
of applying � to D . Formally, a view-inspection
strategy S is minimal if f (S(�; Q; Vp) = I ) ,
9D ((Q(D) = Vp) ^ (Q(D) 6= Q(D � ))) .

� Minimal Full-Access Strategy: A full-access
strategy S(�; Q; Vp; Dp) is minimal if andonly if
it is correctandwhenever it invalidatesview Vp in
responseto update� , applying � to databaseD p
changesthe outcomeof Q(D p). Formally, a full-
accessstrategy S is minimal if f (S(�; Q; Vp; Dp) =
I ) , (Q(Dp) 6= Q(D �

p )) .

It is not dif�cult to constructa formal proof to show
that no correct black-box strategy is a minimal view-
inspectionstrategy. Similarly, one can prove that no
correctview-inspectionstrategy is a minimal full-access
strategy. Figure6 depictstherelationshipsamongclasses
of view invalidationstrategiesasa Venndiagram.

5.2 OngoingTradeoff Analysis Work

Our eventualgoal is to be able to answerthe follow-
ing question(withouthaving to performarduousmanual
analysisor build asophisticatedsimulator):Givenanex-
pectedquery/updateworkload,how manyinvalidations
would be incurred under each classof minimal invali-
dation strategy? As a startingpoint, we areworking to
identify restrictedclassesof workloadsfor whichthereis
provablynoadvantageto inspectingcachedviews,i.e.,a
minimal view-inspectionstrategy would incur precisely
the sameset of invalidationsas a minimal black-box
strategy. Thenext stepis of courseto examinecasesin
which view inspectiondoesoffer anadvantagein terms
of fewer invalidations,and characterizethe size of the
advantageasa functionof theworkload.

Wehopeto dothesamefor minimalfull-accessstrate-
gies, althoughthe situation is more complex because
full-accessstrategies are “double-edgedswords,” so to
speak. In certaincasesthey necessitatebringing addi-
tional portionsof the databaseinto the cachesolely for
thepurposeof makinginvalidationdecisions.An inter-
estingopenproblemis to �nd a portionof thedatabase
to cachefor thispurposethatcanbekeptconsistentwith
little overhead(whereconsistency is ensuredthroughin-
validationor othermeans).Thisproblemis relatedto the
problemof �nding theminimal setof auxiliary views to
enableself-maintenanceof a particularview [27]. It re-
mainsto beseento whatextenttheproblemdiffersin our
context.

6 Future Work

Regardlessof the exact invalidationstrategy employed,
the practiceof always invalidating cacheddata in re-
sponseto updatesaffecting that dataplacesboundson
scalability. Our ultimategoal is to designa servicethat
provides virtually unlimited scalability to applications,
so that usersare never deniedaccessdue to overload
situations. As future work we plan to explore cache
managementtechniquesthat always avoid overloading
homeserversby continuouslymonitoringandreactingto
changingconditions. For one,we intendto studyload-
aware collaborative caching schemesin which proxy
serversattemptto serve cachemissesfrom otherproxy
servers before resorting to retrieving the data from a
heavily-loaded homeserver. The more heavily-loaded
the homeserver, the moreadditionalproxy serversare
contactedin aneffort to locatea copy of thedata.Such
an“adaptive reach”policy would traderequestresponse
time againsthomeserver load asneeded.Additionally,
we plan to considercacheeviction policies that avoid
evicting datahousedat homeservers currently experi-
encingheavy load. Finally, we may investigatepolicies
that,whenall elsefails,relaxdataconsistency asneeded
to avoid overloadsituations.Onepossibility is to defer
invalidationof cachedviewswhentheimpactonconsis-



tency is not severe,asjudgedin thecontext of theappli-
cation.

7 Summary
In thispaperwepresentedourongoingwork oncreating
a scalabilityservicefor dynamicWebapplications.The
purposeof a scalability serviceis to allow application
providers to accommodate�uctuating demandwithout
investingin costlyequipmentandin-housemanagement
expertise.Webeganby describingourpreliminarywork-
ing prototypeandreportingsomeearlyperformancere-
sults. Theprimary remainingchallengein realizingour
vision of scalabilityofferedasa plug-in servicelies in
the developmentof a scalableconsistency enforcement
mechanismfor data requiring strongconsistency. We
presentedour initial work on this topic, aimed at de-
velopinga fully distributedupdatepropagationscheme.
Our schemeexploits thefactthatWebapplicationstypi-
cally containa smallsetof prede�nedqueryandupdate
templates.In ourschemeindependencerelationshipsbe-
tweenqueryandupdatetemplatesaredeterminedof�ine
and thenusedat runtime to limit the numberof proxy
serversreceiving noti�cation of eachupdate.Lastly, we
turnedto a discussionof alternative strategiesfor invali-
datingcacheddatain responseto updatenoti�cations. In
particular, we describedour ongoingeffort to character-
ize theinherenttradeoff betweenscalabilityanddatase-
crecy, a crucial issuefor anenvironmentmanagingdata
from multiple organizations.
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