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Private Learninglgorithms

¥ Goal: machine learning algthms that piotect the
privacy of individual examples (peopeganizations,...)

¥ Desiderata

» Privacy: Worst-case guarantee (ddfential privacy)
» Learning: Distributional guaranteePAC learning)

¥ This talk

» Feasibility esults
» Open guestions
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PAC learning

¥ Z :arandom variablexer domain D
¥ C :a set of concepts C=: D! {0,1}

i_ X1 = (Z1,Y1)
ExamplesZi! / — hypothesis

Labels y; = (X;) ixz S ’[ A h

: >
1 :D | {O’ 1} / Iocalr+andom
i n = (Zn : yn) coins

Definition: A agnosticayl PAC-learns C on 4f,for all !,
with high pob. over zi,...,z » I.1.d.: I'DrZ'h(z) = /(2) | opt " «

where opt = sup., cPr[c(z) = c¢(2)]

T+
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¥ S A is aprivate FAC learnerfor C on Z if
» A is aPAC learnerfor C on Z and
» A is!-indistinguishablfer ! = 0(1)

¥ First attempt: Apply XX [XiooX
sample-agggateto s s

non-private learning abgithm f \;\& /

aggregationfunction” 0

noise calibrated
to sensitivity of f~

¥ Problem:there mg be mag good hypothesesDifferent
samples maproduce diférent-looking lypotheses.
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Private RC learning

¥ S A is aprivate FAC learnerfor C on Z if
» A is aPAC learnerfor C on Z and
» A is!-indistinguishablfer ! = 0(1)

¥ Theorem: Any FAC learnable concept can be learned
privatel, using pofnomialy-mary samples but possipl
exponential running time

¥ Proof: Use McShaity-Tawar exponential sampling

> OScaO q(x h) = D #(misclassiped examples)

1 1

> Roughy needn > desc-length€’) x max(—, —

Questions:
¥ Can we get a/C- dimension bound?
¥ Can we presene polynomial running time?
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What Is learnable privatel& efbcientf?

y ParitY'me Pooblems Use variants on
le- t
> Domain D :ZI'O' - | |S""mpe agggate I
O ifz! v=0 modp
1 ifz! v=0 modp

> Conceptsc(z) =

» Need to assume that labelseaconsistent with some concep

¥ (Without assumptionthis becomes parity with noise)
¥ Statistical Quey algrithms

» Statistical Quey:ask guestion of distribution Z
> Query: predicateg : D ! {0,1} " {0,1} |AnsverSQ queries

viasum queries
Answer ! Pr;[0(z,c(z)) = 0] on data [BDMNOO05

» Mary common learning abgithms ae SQ algrithms
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PAC* = PAC learnable with pgl samples but arbitrar computation
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Statistical Quey Learning

¥ Statistical Quey: ask question of distribution Z
> Query: predicateg : D! {0,1} " {0, 1}
Answer ! Pr;[0(z,c(z)) = 0]
¥ Ifn is largethen use sum qugron data + noISEBDMN]

¥ Alternative: Olocal@ecentralized potocol
- 1
> For each icompute bit b — %) WP g+
1! g(xzi) wp. 5! !
» Sum of bits alles
approximation to ansver

¥ Local potocols studied extensely in data mining lit.

‘ ¥ Theorem: Local-private-RC = SQ. |
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PAC* = PAC learnable with pgl samples but arbitrar computation
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Notes

¥ Privacy has other intesting connections to learning

» D.Ralgrithms ae useful as sub-a@igthms,to break
dependencies

¥ OBllow the perturbed leaderO abgithm for online decision
[Kalai-\émpala]

¥ Fixing an issue ifvempala-\Véng 02Jfor learning Gaussian mixtes
> Privacy imestigation lead to separations betanOadptiveO
andOnon-adativeO SQ atgithms.
¥ Corresponds to interaction in private mechanisms
¥ GoodOsensitivityO qperties of eror lead to god
generalization epr
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