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The  Pr obl e m

We  j us t  wa nt e d t o s t e p t hr ough t he  
f i r s t  f e w i ns t r uc t i ons ,  but  Ope n 
Fi r mwa r e  ne ve r  a c c e pt e d t he  b i na r y 
no ma t t e r  how muc h t we a ki ng we  di d 
wi t h t he  c omma nd l i ne  pa r a me t e r s .  
We  t r a ns f e r  t he  f i l e  ove r  but  c a n' t  
ge t  pa s t  a  “ CLAI M f a i l e d”  whi c h 
s ugge s t s  me mor y i s  c or r upt e d or  
me mor y a l l oc a t i on f a i l e d.
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“ CLAI M f a i l e d”

� Me a ns  t ha t  t he  $c l a i m me t hod of  
t he  pa c ka ge  whos e  i ns t a nc e  ha ndl e  
i s  t he  “ me mor y”  pr ope r t y  of  
/ c hos e n t hr e w a n e xc e pt i on

� I t  doe s  t hi s  whe n you a s k f or  a  
r a nge  of  phy s i c al me mor y whi c h i
s

� Al r e a dy i n us e  – t hi s  i s  why you 
of t en ne e d t o “ r e s e t- al l ”  t o r un a 
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Ma c  Ope nFi r mwa r e  Loa de r

� Good ne ws

� I t  l oa ds  PE

� I t  l oa ds  XCOFF

� I t  l oa ds  ELF!

� Ba d ne ws

� I t  l oa ds  one XCOFF on a  r out i ne  
ba s i s

� I t  l oa ds  t wo ELFs  on a  r out i ne  ba s i s
� whi c h a r e de r i ve d f r om e a c h ot he r
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Ce nt r a l  Pr obl e m

� Ope nFi r mwa r e  on Ma c s  l i ke s  t o r un 
wi t h VM on

� ? r e a l - mode  ==  0

� I t  l i ke s  e ve r yt h i ng t o be  di r e c t -
ma ppe d

� Thi s  i s  gr e a t  f or  t he  One  Tr ue  
XCOFF ( Boot X)

� Whi c h wa nt s  t o r un V=0xs ma l l ,  
R=0xsmal l
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Ce nt r a l  Pr obl e m

� The  Appr ove d St r uc t ur e

� Loa d a  ke r ne l  i ma ge  i nt o me mor y

� Li nk i n s ome  modul e s

� Us i ng V=R=0xs ma l l  f or  t e xt ,  da t a ,  
s t a c k

� The n va ni s h l i ke  a  puf f  of  s moke
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Fe a t ur e s  of  9ma c

� Li nke d t o r un a t  0x8bi g

� Thi s  a s s umpt i on e mbe dde d i n 
ke r ne l  c ode

� Al s o pr e s e nt  i n l i bma c h 
e xe c ut a bl e  l i br a r y

� ( r ough e qui va l e nt  of  GNU “ bf d” )

� Woul d be  ni c e  t o ma i nt a i n t hi s
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Exe c ut a bl e  Fi l e  For ma t s

� Pl a n 9 a . out

� Si mpl e ,  f a i r l y c l e a r

� Ope nFi r mwa r e  won' t  l oa d i t

� XCOFF -  “ na t i ve ”  Ope nFi r mwa r e  
f or ma t

� ql  c a n e mi t  t h i s

� a l l ows  s pe c i f i c a t i on of  i nde pe nde nt  
V, R f or  t e xt ,  da t a  s e c t i ons !

� ELF
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Le t ' s  t r y XCOFF

� XCOFF -  “ na t i ve ”  Ope nFi r mwa r e  
f or ma t

� ql  c a n e mi t  t h i s

� a l l ows  s pe c i f i c a t i on of  i nde pe nde nt  
V, R f or  t e xt ,  da t a  s e c t i ons !

� I s s ue :  XCOFF f i l e s  s pa t  out  by ql  
s e t  V,  R t o s a me  va l ue

� Now,  why woul d i t  do t ha t ? ? ?

� Re s ol ut i on:  ha c k ql  t o e mi t  
i nde pe nde nt V R 10

Le t ' s  t r y XCOFF

� XCOFF -  “ na t i ve ”  Ope nFi r mwa r e  
f or ma t

� Ope nFi r mwa r e  XCOFF l oa de r  doe s n' t  
i nt e r pr e t  s e pa r a t e  V,  R c or r e c t l y

� Ol de r  ma c hi ne :  t r i e s  t o  f e t c h e nt r y  
poi nt  out  of  pr oc e dur e  de s c r i pt or  us i ng 
v i r t ua l  a ddr e s s ,  t hough i t  ne ve r  s e t  up 
a  ma ppi ng

� Ne we r  ma c hi ne :  t r i e s  t o  c l a i m phys i c a l  
me mor y l oc a t e d a t  0x8bi g,  whi c h f a i l s

� Re ga r dl e s s : be ha vi or i sdi f f e r e nt – not

11

Le t ' s  t r y XCOFF

� XCOFF -  “ na t i ve ”  Ope nFi r mwa r e  
f or ma t

� Ope nFi r mwa r e  XCOFF l oa de r  doe s n' t  
i nt e r pr e t  s e pa r a t e  V,  R c or r e c t l y

� Ol de r  ma c hi ne :  t r i e s  t o  f e t c h e nt r y 
poi nt  out  of  pr oc e dur e  de s c r i pt or  us i ng 
v i r t ua l  a ddr e s s ,  t hough i t  ne ve r  s e t  up 
a  ma ppi ng

� Ne we r  ma c hi ne :  t r i e s  t o  c l a i m phys i c a l  
me mor y l oc a t e d a t  0x8bi g,  whi c h f a i l s

� Re ga r dl e s s : be ha vi or i sdi f f e r e nt – not
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Le t ' s  not  t r y  XCOFF?

� ELF

� Wha t  wi l l  ha ppe n i f  V ! = R?
� On whi c h ma c hi ne s ?

� Wha t  doe s  ql  s pi t  out  f or  V,  R f or  
ELF f i l e s ?

� By t he  wa y,  a c i d won' t  de bug ELF or  
XCOFF bi na r i e s

� How a bout  Pl a n 9 a . out ?

� Ca n we  t e a c h Ope nFi r mwa r e  t o l oa d 
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Te a c hi ng OF a bout  a . out

� I t  s houl d be  pos s i b l e

� OF ba s e d on a  ge ne r a l - pur pos e  
pr ogr a mmi ng l a ngua ge

� Ha s  por t a bl e  ope r a t i ons  f or  me mor y-
a l l oc a t e ,  me mor y- ma p,  i n i t i a l i z e -
r e gi s t e r - t o- va l ue ,  e t c .

� Cons t r uc t i ve  pr oof

� / l i b/ t f t pd/ l umbe r i ng a c t ua l l y l oa ds  
a  Pl a n 9 a . out ,  whi c h r uns
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Te a c hi ng OF a bout  a . out

ÿ I t  s houl d be  pos s i b l e

ÿ Cons t r uc t i ve  pr oof

� But  Appl e  doe s n' t  wa nt  us  t o do 
t h i s

� Ne w i Ma c  i n l a b hi de s  s e ve r a l  
ne c e s s a r y i ngr e di e nt s

� Unpubl i s he d o l d wa y t o de t e r mi ne  OF CI  
e nt r y  poi nt  ha s  be e n hi dde n

� Publ i s he d “ s t a t e - va l i d”  i nt e r f a c e  ha s  
b d
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Opt i ons

� Te a c h OF a bout  a . out  – nope

� Li nk 9ma c  a s  XCOFF or  ELF?

� At  me r c y of  r a ndom/ l a me  obj e c t  f i l e  
i nt e r pr e t a t i ons  s i nc e  V ! = R

� Ge e ,  t ha t  ge ne r a l - pur pos e  Ma c  
Ope nFi r mwa r e  s ur e  l i ke s  t o l oa d 
l i t t l e  s e c onda r y boot  l oa de r s  
whi c h a r e  V=R!

1.  Ha ve  i t  l oa d a  vi r t ua l ly- l i nke d 
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Sugge s t i on

� Wr i t e  t i ny s e c onda r y boot  l oa de r

� XCOFF or  ELF,  who c a r e s ?

� Cont a i ns  a c t ua l  a . out  f i l e  i n a  
c ha r a c t e r  a r r a y

� Ca l l s  OF c l i e nt  s e r vi c e s  t o c l a i m,  
ma p me mor y

� Exa mpl e  c ode  ( i n For t h)  i n 
/ l i b/ t f t pd/ l umbe r i ng : - )

� Re s ul t
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Anot he r  Sugge s t i on

� I t  woul d be  ni c e  i f  Appl e ' s  OF 
c oul d l oa d mor e  t ha n one  pr ogr a m!


