Virtualization




Synchronization

® Kernel due tonight

® |f you are using your late days, don'’t forget
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Qutline

® QOverview

® Full Virtualization
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Virtualization

Process of presenting and
partitioning computing resources in
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Virtual Machine

An execution environment identical to
a physical machine, each with the ability
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IBM System 370

VM/CMS ~1967

VM -Virtualization Layer




Motivation

® Virtual machines are easier to manage

® Easier to move/store/copy

° Vlrtual machlnes allow computer resources
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Motivation for You

® Virtualization is cool




Virtual Machine
Layers

The virtualization layer is
commonly referred to as
the Virtual Machine Monitor
(VMM) or Hypervisor




Virtualization Layer

® Runs with the highest privileges

® Controls and allocates hardware resources
- for the virtual machine
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Protection

® VMM needs to be protected from the guest

° Guest kernel needs to be protected from
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Protection

Guest User
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Full Virtualization

The VMM creates and illusion that each
guest operating system owns the
hardware exclusively and executes with
- thehighest privileges. -
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Guest OS

® CPL O code running at CPL |

® Accesses physical memory
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Trap and Emulate

Guest kernel runs at lower privilege level than VMM

When guest attempts to execute privileged
instruction, trap into the VMM, and emulate the
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Disable Paging

Guest tries to write to %CR0

This instruction at CPL | causes #GP
VMM'’s #GP handler decodes the faultmg
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Physical Memory
Protection

® Physical memory is a shared resource

® Do not allow guest to access it directly
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Physical Memory
Virtualization

® Just like virtual memory, so use it!

® Always run guest with paging enabled

® VWhen guest tries to disable it, don’t!

» - L} -, = . 2 "y I I - - - d L -
. x oy ol g e I '. il 5=l ¢ e L R Lo L ".'_'\-' Rt A o L T s ML R T Lt P e e ELAC L gy S SR T 1 LAy 2 T - 4 Jot e 8 TR s e e T S ,\_.‘_ w3 v L Ry
¥ ; r ok P ¥ LY .."'- i A .a o R "I. |__L"-.-\.. + b ey ! _|' ahva r.. e .'11‘._ it i J_r I *. oy _ : r""'\:', ‘r. I, IEI-;' ._I._ i -l-.‘.- 5 '\-_I ' '\-Fl".?."' hr '\-. I " ik ‘- ¥a Rk Sy l'-’.\,-'- r-}- '\-.+ b .t_;i-'l..-- - _1 . _ Fak i .__- _g--\. - .I-\_.l o, _|. - -1
" o~ - el = Nt ) B gt i = e fl‘ -~ P =] [ . ¥ B =i, i :
I Tl s - R '1 iy . . \ 1. g P \ '_:' “f_._. ‘ e o= | __"a"i ¥ :‘5--- '«j.l; ] '-'.-.. I N LAY -'a',h’ y 4 ¥ Py '.'."I:;-: 3 o~ .' oum g ol o 'l:’lq B o om d-:' N = ."‘;"‘""I"_r ]'Eil_-_ R LN f -I-._:":-"'E'. 3 ke 8 sk, ".-_":-,-;i::_.-"-i-":il s 1'_‘;
: )0 5 f3 | ¢ 2 k sl =0 = ) GRRN [




Virtual Memory
Virtualization

® Guest OS will need to use virtual memory

® Need 2 level virtual address translation

® Virtual page to virtual frame
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Virtual Virtual Memory

® Rewrite the guest’s page tables

® Trap writes to 7%CR3
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Page Table Shadowing

® |nstead, make a shadowed copy of the page
tables containing real frame addresses

® Processors sees the shadowed page tables
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Page Table Tracing

® [rap guest writes to its page tables
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Guest sets up its page tables

Trap writes to %CR



Guest sets up its page tables

Trap writes to %CR3




Guest sets up its page tables

CR3

Trap writes to %CR3
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Guest sets up its page tables

CR3

—

Trap writes to %CR3
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VMM makes shadowed page tables




VMM makes shadowed page tables




VMM makes shadowed page tables




VMM makes shadowed page tables
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Virtual Frame Real Frame




VMM makes shadowed page tables
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Virtual Frame Real Frame




VMM makes shadowed page tables

CR3

\

£ S

Virtual Frame Real Frame
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Shadowed page tables are hidden from the guest

CR3

/




Shadowed page tables are hidden from the guest
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Shadowed page tables are hidden from the guest
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Shadowed page tables are hidden from the guest

CR3




Guest gets a consistent view of the its page tables

/

CR3

Reads from virtual
page tables are allowed
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Guest gets a consistent view of the its page tables

/

CR3

Reads from virtual
page tables are allowed
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Guest gets a consistent view of the its page tables

/

CR3

Reads from virtual
page tables are allowed
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VMM traces guest page table updates

CR3

/




VMM traces guest page table updates
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VMM traces guest page table updates

CR3

/




VMM traces guest page table updates
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VMM traces guest page table updates
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VMM traces guest page table updates
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CR3
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VMM traces guest page table updates

/

CR3
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Shadowing

® Keep two copies of every protected state

® Shadowed copy, what the processor sees

® Virtual copy, what the guest sees
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Tracing

® Trace writes to virtual state by trapping

® Writes control registers trap
automatically
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Protecting the VMM

® VMM lives in the same virtual address
space as guest

® Guest does not know about the VMM
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Project 4 Option

® Write a trap-and-emulate VMM
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x86 Hardware

® %86 ISA is not “virtualizable”

® |7 privileged instructions behave differently
in non-privileged mode
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Virtualization on x86

® Possible, through a lot of clever hacks

® VMware (1998)

. Dynamlcally rewrltes guest kernel
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Paravirtualization
Motivation

® Full virtualization is expensive and
complicated

® |f guest OS can be modified to work with
the hypervisor, then it's unnecessary to
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Paravirtualization
Implementation

Guest OSes are modified to accept the
fact it is running inside aVM.

The VMM does not create an illusion that
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Hypercall Interface

® Allows the guest to voluntarily trap into the
hypervisor

® All guest access to hardware state happens
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Physical Memory

® Guest knows that it does not own all of
physical memory
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Virtual Memory

® Guest relinquishes ownership of its own
page tables

® All paging operations happen through
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Hardware Abstraction

Paravirtualization = Hardware abstraction

The hypervisor abstracts away all the hardware
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Hypervisor Examples

® Xen - portable hypervisor
® Hypercall interface defined for any ISA
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Hardware Assisted

Virtualization
® |ntel VT (Vanderpool) - Core Duo/Solo

e AMD SVM (Pacifica) - soon to come

® Provides a hardware mode of operation for
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Modes of Operations

® Root and non-root mode, orthogonal to
privilege levels

® Root mode - VMM, or regular OS
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Modes of Operations
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Guest OS in its
Own World

® Guest lives in its own address space

® Does not conflict with YMM

® Guest kernel runs at CPL 0
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Mode Switching

® Unconditional traps to root mode

® VM extension instructions
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Control Register
Shadowing

® |n non-root mode, control registers are
shadowed by the processor

® VMM def bit k f had d bit
- T o e Lo A T T e 1 e Gt g rats A B B e et e 7 a1 P SR [t e M [ L o e R e G S W e S R g e e Tk R el T TR e
s B | R e 1 S oy TS ISP ot i




Control Register
Tracing

® Not all writes trap, VMM defines which

® For example,VMM can specify a list of up
to four legal %5CR3 values
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Virtual Memory
Virtualization

® No hardware support (yet)

---------

® VMM is still responsible for shadowing/
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Virtualization Software

® VMM can’t really be an operating system

® |t has to be small so it can’t have device
drivers, filesystem, and network stack
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As a User Application

® User mode part

® User interface

® Provides device emulation services
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VMware Workstation

e VMX - user app VMs

® VMMON - kernel driver Host

® OneVMM per virtual
processor
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Device Emulation

® VMM traps guest access to virtual devices

® VMM sets up a device service request, and
then switches the host OS
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Device Emulation
Optimization

® Avoid context switching
® Queue up device emulation requests

® Switch to back to host | h
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“Bare-Metal”

Virtualization
® VMware ESX Server

® Custom host kernel that allows the VMM
to call into it directly
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Summary

® FullVirtualization
® [rap and emulate, shadow and trace

o P irtualizati
x Soks e Ty g --._ B R e R S A ST S e ey L R
L - Thy ..- _..- : Kl -I.'. -2 |.'.E'~:_' --\.l.- ah '|-}r |'.|: Loy . . I“i'l "\". i 8 .-"i.'\:l "::hﬁ n\. j’nl:

LT LR e e e s RS B '.

I RN gt R d T
: LR g P Y By O e L e o RO e g A
' AT e | i £ O e e T ST RS e TR g T e, r it b et s Lt i T itk Bl 3 N L i AR a1 S et N 5
:Iq'u"_l.l"'_--:-l .r.l'::.{_.-_.r - "1: py e b 3 O '.[ TR ;-:-_.‘_-... ._:---I-:.r,"tl b e e R R o] b BT 1._1I!1.'.E:_‘:1_ _._‘___-E ,'.I'.-l-.-_'t'-:".'-.‘_ AT £ ] T

(24

- Kk o St e N S 1 i oo Ty
: ot ekl R G ] T

g HEL4 ot 4o T, B e e R L ey .
o R '-’1" e e e e T T e A L el S e el KT A R LA




Further Reading

® |.S.Robin,and C.E. Irvine,“Analysis of the Intel Pentium’s Ability to Support a

Secure Virtual Machine Monitor”
® M. Rosenblum, and T. Garfinkel,“Virtual Machine Monitors: Current

Technology and Future Trends"
® S Devine, E. Bugnion, and M. Rosenblum,“Virtualization system including a

virtual machine monitor for a computer with a segmented architecture”, US
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