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You and Your Research
Richard Hamming 1986

e Hamming distance

e Hamming codes (first error correcting codes) e
1915-1998
e Turing Award winner 1968

e “The purpose of computing is insight not numbers”

Q: Why do so few scientists make significant contributions
and so many are forgotten in the long run?




How to be a Great Scientist

“Luck favors the prepared mind” — Pasteur
e Key Characteristic: Courage

e Most great scientists have tremendous drive
— must be intelligently applied

e Knowledge and productivity are like compound interest
e Great scientists tolerate ambiguity well

e ..are completely committed to their problem

— keep your subconscious starved so it has to work on your
problem




How to be a Great Scientist

e What are the important problems in your field?

— and must have plan of attack
e Set aside a “Great Thoughts” time
e When an opportunity opens up, get after it and pursue it

e He who works with the door open gets all kinds of interruptions,
but he occasionally gets clues as to what the world is and
what might be important

e Never again solve an isolated problem except as characteristic
of a class

e Do your job in such a fashion that others can build on it




How to be a Great Scientist

e Need to sell your work, via good writing, formal talks, and
informal talks

— Make talks be more big picture

e |s the effort to be a great scientist worth it?

e Personality defects such as wanting total control, refusing to
conform to dress norms, fighting the system rather than take
advantage of it, ego, anger, negativity

— Let someone else change the system

e Know yourself, your strengths and weaknesses, & your bad faults



How to be a Great Scientist

e Should get into a new field every 7 years

e The bigger the institutional scope of your vision, the higher in
management you need to be

e In the long-haul, books that leave out what’s not essential
will be most valued

e Refuse to look at any answers until you’ve thought the problem
through carefully how you would do it, how you could slightly
change the problem to be the correct one

e Choose the right people to bounce ideas off of




“Time, Clocks, and the Ordering of Events
in a Distributed System”

Leslie Lamport 1978

e ACM Turing Award 2013:

— “For fundamental contributions to the theory and
practice of distributed and concurrent systemes,
notably the invention of concepts such as
causality and logical clocks, safety and liveness,
replicated state machines, and sequential consistency.”

e |EEE John von Neumann Award 2008
— Other winners: Brooks, Lampson

e Dijkstra Prize (test-of-time award for distributed computing)
in 2000 (this paper), 2005, and 2014




“Time, Clocks, and the Ordering of Events
in a Distributed System”

Leslie Lamport 1978

SigOps HoF citation (2007):
Perhaps the first true “distributed systems”
paper, it introduced the concept of “causal
ordering”, which turned out to be useful in

many settings. The paper proposed the
mechanism it called “logical clocks”, but
everyone now calls these “Lamport clocks.”




Distributed Systems & Happened Before

“A system is distributed if
the message transmission delay is not negligible compared to the
time between events in a single process.”

* “Happened before” is only a partial ordering of events

e Must define without using physical clocks. Why?
— System specification may not include physical clocks

“Specification must be given in terms of events
observable within the system”

— Real clocks do not keep precise physical time (clock skew)




Happened Before Definition

The smallest relation satisfying:

process P
process Q
process R

— Two events on same process
are ordered

— Message receipt ordered
after associated message
send

— Transitivity:a - band b — ¢
impliesa — ¢




Logical Clocks (aka. Lamport Clocks)

Clock Condition: If a — b then Clock(a) < Clock(b)

e Satisfied if two conditions hold:

— C1:If a and b are events in process P;, and a comes before b,
then Clock;(a) < Clock;(b)

— C2:If a is the sending of a message by process P;
and b is the receipt of that message by process P;

then Clock;(a) < Clock;(b)

e An implementation using timestamps:

— |IR1: Each process P; increments C; between any two successive events

— IR2: (i) Send T;,, = C;{a) as part of the event a’s message m
(ii) Upon receiving that message, P; sets its
C; to be 2 its present value and > T},




Total Order of the Events

e Order events by the Lamport clock values;
Breaking ties arbitrarily (e.g., using process ids)

— Fairness issues in breaking ties...




Discussion: Summary Question #1

e State the 3 most important things the paper says. These could be
some combination of their motivations, observations, interesting
parts of the design, or clever parts of their implementation.




Use in Distributed Mutual Exclusion

e Mutual Exclusion Goals:
l.  Must release granted resource before can be granted again

Il. Grant resources in order they are made

Ill. Every request is eventually granted
(assuming no process fails to release a granted resource)

* Straightforward centralized solution fails:

<P _0is granting process. Draw figure: P_1 sends request to P_0, P_1 sends message to P_2, P_2 receives
message then sends request to P_0, but P_2’s request arrives at P_0 before P_1’s request. Granting

P_2’s request first violates (I1)>




Use in Distributed Mutual Exclusion

e Mutual Exclusion Goals:
l.  Must release granted resource before can be granted again

Il. Grant resources in order they are made

Ill. Every request is eventually granted
(assuming no process fails to release a granted resource)

e Assume the following setting:

— One resource, initially granted to one process,
in-order delivery of messages from P; to Pj, all messages

eventually received




Use in Distributed Mutual Exclusion

Timestamp T',,, is Lamport Clock of message m

e Request resource: P; sends T',,,: P; requests resource to every other process &
puts in its local request queue

e When receive T',,,: P; requests resource, place it on local request queue & send
timestamped ack to P;

e P; is granted the resource when (i) T,,,: P; requests resource in local queue is
ordered (by total order) before any other request in local queue and (ii) P; has
received a message from every other process that is timestamped LATER than T,

e Release resource: P; removes any T',,,: P; requests resource message from local
queue & sends timestamped P; releases resource message to every other process

e When receive P; releases resource message, remove any T',,,: P; requests
resource message from local queue




Generalization Beyond Mutual Exclusion

e Works for any synchronization that can be specified in terms of
a State Machine (C,S5,e:C XS —> §)

— E.g., Cis all possible requests/releases resource commands,
S is the queue of waiting request commands,
e is the transition function

— Run same basic algorithm: A process can execute a command
timestamped T when it has learned of all commands issued
by all other processes with timestamps <T




Discussion: Summary Question #2

e Describe the paper's single most glaring deficiency. Every paper
has some fault. Perhaps an experiment was poorly designed or the
main idea had a narrow scope or applicability.




Problem: No Fault Tolerance

e Problem: System halts if one process fails

— With logical time, no way to distinguish a failed process
from a paused/delayed/slow process




Problem: Anomalous Behavior

e With respect to out-of-band communication
— Issue request A, call friend to have him issue request B

— Yet B can get lower timestamp than A

e Strong Clock Condition: a = b implies C(a) < C(b),
where = denotes happened-before when also
including out-of-band events

“One of the mysteries of the universe is that
it is possible to construct a system of physical clocks which,
running quite independently of each one another,
will satisfy the Strong Clock Condition.”




Aside: Vector Clocks

e Each local clock is a vector of N values for N processes
e P; increments i'th value of local clock on internal event
* Include entire vector clock when send message

* When P; receives a message with clock V:

— Increment j’'th value of local clock

— Set local clock to be elementwise max of its local clock and V




Vector Clocks
On Receive of V at P;: V,|j]++; V; = elementwise-max(V, V;)

V <V’ if £ on each element and < on at least one element




Vector Clocks satisfy Clock Condition?
Clock Condition: If a — b then Clock(a) < Clock(b)

e Satisfied if two conditions hold:

— C1:a,b events in process P;, a comes before b = Clock;(a) < Clock;(b)

— C2:a (b)is send (receive) by process P; (P;) = Clock;(a) < Clock;(b)

e Answer: Yes!
i: (v1,...,vi,...,vN) < (v1,...,vi+1,...vN) // local step at i

Vi(a) sent to] Know: vj < X]

i (vi..vi..vj..vN) < (max(vl,x1)...max(vi,xi)..max(vj,xj+1)...)

jr (x1..Xi...xj...xN) < (max(vl,x1)..max(vi,xi)...max(vj,xj+1)...)

On Receive of V at P;: V; [j]++; V; = elementwise-max(V, V;)

- V <V’ if £ on each element and < on at least one element E




Vector Clock Properties

e Just showed: a — b implies V(a) < V(b)

e Not hard to show: V(a) < V(b) impliesa —» b
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e Pros and Cons of Vector Clocks vs. Lamport’s timestamps?

— Pro: more precise (iff)

— Cons: much larger clocks, more complex




Network Time Protocol (NTP)

| Atomi
e In operation since before 1985 C@:E:
— Hierarchy of stratums i
§ B8
. / \ /\ / AN
e Roundtrip delay 6 . Q \]
S
e To sync client clock, compute clock A: . BHQ B-—F—F

— Solve to get A = (t1—to)+(t2—t3) Server  135ms137ms

= > E tit timeb
5=65ms
C!ig\nt .
e Add A to current client clock : A time

% &
- A=-128.5, so clock at t; = 169.5 ms 231ms 298ms

— Note: time at Client goes backwards!




Discussion: Summary Question #3

e Describe what conclusion you draw from the paper as to how to
build systems in the future. Most of the assigned papers are
significant to the systems community and have had some lasting

impact on the area.




No Class Friday

Monday’s Paper

“Distributed Snapshots: Determining Global
States of Distributed Systems”

K. Mani Chandy & Leslie Lamport




Physical Clocks

e Let C;(t) denote the reading of clock C; at physical time ¢

— Assume C;(t) is a continuous, differentiable function of ¢,
except for isolated jump discontinuities where clock is reset

— PC1: [assumed upper bound on rate of clock drift]

There exists constant k « 1 s.t. for all i: ‘di‘f” — 1| <K

e Goal: Bound pairwise clock skew to at most ¢
— PC2: For all i,j: |C;(¢) — C;(t)| < € for small constant e

e How small must x, € be to avoid anomalous behavior?

— Let u be the minimum physical time needed to transmit
out-of-band communication

— Can ensure that C;(t + u) > C;(¢) if we have ﬁ <pu




Physical Clocks

o A distributed implementation:

— IR1’: If P, does not receive a message at physical time ¢

then 269 5 ¢
dt

— IR2’: (i) P; sends T, = C;(t) along with its message.
(ii) Upon receiving that message at time t/,
P; sets C;(¢') = max ((1513(1) Ci(t" = 181), T + i)

where u,, is the minimum delay for any message

* Theorem: Max clock skew is bounded by d(2xt + §)

i.e., (max number of hops) x [2 x (rate of clock skew) x (max time between
point-to-point messages) + (max unpredictable message delay)]

Pros: No need for reference clocks; Clocks never set backwards
Cons: Skew versus real time; Frequent neighbor communications
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