
CMU 15-251 Fall 2018

Homework 9
Writing session on Wednesday November 28

1. (SOLO) Let (G, ◦) and (H, •) be groups. Let K = G×H, the set of all ordered pairs (g, h)
such that g ∈ G and h ∈ H. Define a binary operation � on K as follows: (g, h)� (g′, h′) =
(g ◦ g′, h • h′).

(a) Show that that (K,�) is a group.

(b) Let (G1, ◦1), (G2, ◦2), . . . , (Gn, ◦n) be groups. These groups can be combined into a
bigger group (K,�) in a natural way, analogous to the n = 2 case you just did. Write
a definition of this group. You do not need to prove it is a group. (As a hint to what
we mean, if each Gi is the integers mod 2, and each ◦i is addition mod 2, then (K,�) is
isomorphic to the group of binary strings of length n with the operation of XOR.)

Fun fact (you don’t need to prove this): Every finite abelian group is isomorphic to a group
of this form in which (Gi, ◦i) = (Zmi ,+) for some integers m1,m2, . . . ,mn.

2. (SOLO) Tai wants to send us a message consisting of 3 numbers m0,m1,m2 ∈ F11. The
channel he will send over is very noisy, so he uses the Reed–Solomon encoding. He interprets
his message as the coefficients of a polynomial P (x) = m0 +m1x+m2x

2 of degree at most 2,
evaluates this polynomial on all eleven elements in F11, and sends the results P (0), . . . , P (10).

(a) Suppose that, because of noise, we cannot make out the first, third, fourth, fifth, seventh,
ninth, tenth and eleventh number sent; i.e., we receive

(??, y1 = P (1), ??, ??, ??, y5 = P (5), ??, y7 = P (7), ??, ??, ??, ??).

Luckily this is enough for us to decode the message. Decode the message for y1 = 0,
y5 = 8, y7 = 6.

(b) Suppose Tai did his eleven polynomial evaluations mod 12 rather than mod 11. Suppose
we again received

(??, y1 = P (1), ??, ??, ??, y5 = P (5), ??, y7 = P (7), ??, ??, ??, ??).

Why can’t we recover Tai’s message in this case? Explain where the solution from lecture
would break down, and more concretely, find two different messages that are consistent
with the above received information.

3. (GROUP) To launch the missile, it is necessary to enter the secret code into the keypad.
The secret code is Trump’s favorite number S, which is between the number 0 and the
(hyuge) number 100 000 000 000 000 002 inclusive. (Note: p = 100 000 000 000 000 003 is a
prime number.) The president has 11 generals. The president wants it to be the case that
if any 6 generals get together, they can figure out S and launch the missile; however, if only
5 or fewer of them collaborate, they have no clue what S is. (Note: there is nothing special
about 6 and 11.) The president does the following:

• Picks c1, c2, c3, c4, c5 independently and uniformly at random between 0 and p− 1.
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• Defines the polynomial Q(x) = S + c1x+ c2x
2 + c3x

3 + c4x
4 + c5x

5.

• Tells the ith general the value Q(i) mod p, for i = 1 . . . 11.

The generals know that the president has done this; they just don’t know S (or the values
c1, . . . , c5).

(a) Prove that if any 6 generals combine their information, they can figure out S.

(b) Prove that if any 5 generals get together, they have no idea what S is. The way we will
formalize this as follows: For each list of 5 distinct generals g1, . . . , g5 ∈ {1, 2, 3, . . . , 11}
(identifying them by the evaluation value they get), for each possible value of the secret
S, and for each possible 5-tuple y1, . . . , y5 ∈ Fp, we have

Pr[Q(g1) = y1 ∧ · · · ∧Q(g5) = y5] = 1/p5,

where the probability is over the random choice of coefficients ci.

4. (GROUP) Let P be a prime number. Let A ∈ Z∗P and suppose we look at the sequence A,
A2, A3, . . . , AP−1. (Fermat’s Little Theorem tells us that AP−1 = 1 in Z∗P , so if we were to
continue multiplying by A we’d get back to where we started.) In general, it may or may not
be the case that all P − 1 elements of Z∗P show up in this list. For example, suppose P = 7.
Then the possibilities are:

1, 1, 1, 1, 1, 1 2, 4, 1, 2, 4, 1 3, 2, 6, 4, 5, 1 4, 2, 1, 4, 2, 1 5, 4, 6, 2, 3, 1 6, 1, 6, 1, 6, 1.

You see that we get all elements of Z∗P when A ∈ {3, 5}, and we don’t when A ∈ {1, 2, 4, 6}.
In general, if A has the property that A, A2, A3, . . . , AP−1 hits all elements of Z∗P , we say
that A is a generator of Z∗P . It is a theorem (not super-hard, but not super-easy) that for all
prime P , there is always at least one generator A. In fact, if the binary expansion of P is n
bits long, the fraction of elements of Z∗P that are generators is Ω( 1

n).

Recall the Discrete Log (DL) problem. The input to DL is: P , a prime; A, a number in Z∗P
that is promised to be a generator of Z∗P ; and, a number Y ∈ Z∗P . The task is to output
a number X such that AX = Y in Z∗P . (Since A is a generator, there is a unique such X
between 1 and P − 1.)

It seems hard to find an efficient algorithm for DL. However, that’s not what we’re asking you.
What we’re asking you is this. Suppose someone gives you a deterministic polynomial-time
algorithm M with the following guarantee: For every P (of length n bits) and A, algorithm M
correctly solves DL(P,A, Y ) for at least a 1/n2 fraction of all possible Y ’s. Using this M as a
subroutine, design and analyze a polynomial-time Monte Carlo algorithm with the following
property: For every input (P,A, Y ), your algorithm solves DL(P,A, Y ) correctly except with
probability at most e−n. (Please note: it’s not that your algorithm should solve it correctly
for all but a e−n fraction of Y ’s; for every input your algorithm should work correctly with
extremely high probability.)

5. (GROUP) The ISBN (International Standard Book Number) is a system to identify books
published worldwide. The ISBN of a book is usually found on the last cover page. The
current standard (as of January 1, 2007) uses a 13-digit system, but for this problem let us
work with the older 10-digit code where the first nine digits identify the book and the last
digit is a check digit to detect mistakes in, say, typing or communicating ISBNs. An ISBN can
thus be viewed as a sequence of 10 digits x1x2 . . . x10 where for all i = 1, 2, . . . , 9, xi is one of
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the digits 0, 1, 2, . . . , 9 (the exact way these are assigned by publishers is not important to us
here). The check digit x10 has 11 possible values {0, 1, 2, . . . , 10} (if the check digit happens
to be a 10, it is denoted by the roman numeral X), determined by the following congruence:

1x1 + 2x2 + · · ·+ 8x8 + 9x9 + 10x10 ≡ 0 (mod 11) .

(i) Let x1x2 · · ·x9x10 be the correct ISBN of a book. Suppose that, during the billing
procedure, a single error has been made in entering the ISBN; i.e, in the i’th place for
some i, yi is printed instead of xi where xi 6= yi. Prove that this error can be detected;
formally, show that the resulting 10 digit sequence is not a valid ISBN.

(ii) Consider now the error where two unequal digits xi, xj are swapped:

x1x2 · · ·xi xi+1 · · ·xj xj+1 · · ·x9x10 −→ x1x2 · · ·xj xi+1 · · ·xi xj+1 · · ·x9x10,

where xi 6= xj . Prove that this error can be detected; formally, show that the resulting
10 digit sequence is not a valid ISBN.

The above ISBN system was able to detect single symbol errors and transpositions (swaps) of
an arbitrary pair of symbols. However, it would be nice to have a code over just the decimal
system, without needing the roman numeral X.

Let us now see an example of such a system, which happens to be the basis of the bank
routing numbers in the United States. The check digit scheme used on routing numbers uses
a 9-digit number with position weightings of 3, 7, and 1. Specifically, the check equation for
a number x1x2 . . . x9 (where each xj ∈ {0, 1, . . . , 9}) is

3(x1 + x4 + x7) + 7(x2 + x5 + x8) + (x3 + x6 + x9) ≡ 0 (mod 10) .

(iii) It is easy to see, as with the ISBN system, that the above check rule is able to detect
single errors.

Prove, however, that this system sometimes fails to detect some adjacent transpositions
(a common form of error) where xixi+1 (with xi 6= xi+1) are swapped for some i, i.e., an
error of the form

x1 · · ·xi−1xixi+1xi+2 · · ·x9 −→ x1 · · ·xi−1xi+1xixi+2 · · ·x9 . (1)

Given the previous parts you are now losing sleep over constructing a decimal check digit
system that can detect adjacent transpositions of the form (1). Fortunately, as a 15-251
student, you are familiar with basic group theory, and know a nice group with 10 elements,
namely the dihedral group D5 of symmetries of the regular pentagon.

Recall that D5 has 10 elements {Id, r1, r2, r3, r4, f1, f2, f3, f4, f5}, where as in lecture, ri de-
notes the clockwise rotation by (72i)◦ degrees and fj denotes the reflection about the axis
through vertex j.
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(iv) Consider the bijection σ : D5 → {0, 1, 2, . . . , 9} where σ(Id) = 0, σ(ri) = i for i = 1, 2, 3, 4
and σ(fj) = 4 + j for 1 ≤ j ≤ 5.

Is this an isomorphism between D5 and Z10 (under addition modulo 10)? Justify your
answer (in at most one sentence).

(v) Let {a0, a1, . . . , a9} be an arbitrary enumeration of elements of D5.

It turns out that one can construct a “magic” bijection T : D5 → D5 such that for all
i, j ∈ {0, 1, . . . , 9} with i 6= j, ai◦T (aj) 6= aj ◦T (ai), where ◦ denotes the group operation
in D5.

You do not have to construct a magic T as claimed above; however, can you tell your
251 TAs how to use T to construct a 10-digit decimal check digit system that can detect
single digit errors and all adjacent transpositions?

In other words, specify a check rule for sequences (x1, x2, . . . , x10) ∈ {0, 1, . . . , 9}10 (using
T ) such that starting with a valid sequence satisfying the check rule, swapping xi and
xi+1 for xi 6= xi+1 as in (1) leads to a violation of the check rule.
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