
15-110

Quiz 5 Review Session



Privacy, Security, 
and 

authentication



Privacy
Data privacy is the idea that we want to have control over 
our data; who has access to it and also what others are able 
to do with it.

As an example, what would data privacy be in the context of 
the students information that cmu has access to?



Authentication
Authentication is how we prove that we truly are who we are 
pretending to be on the web. Authentication are done from 
user standpoint and also from websites.

When is authentication present when students are trying to 
go into their sio?



Security
Data security is the idea that we want to keep our 
communications and data to be secured and reliable. No one 
other than the sender and the receiver should be able to 
modify the data being transmitted. 

In the example of text messaging, how is data security 
enforced?



security attacks 
and Encryption



Security Attacks
With computers security attacks can happen when the 
vulnerability of the security of some data or service is 
compromised.

What are the 2 main examples of security attacks learned 
from class and how do they work?

Security attacks on the internet are very common because 
most attacks can be automated through the computer, the 
attacks can be done from a very far distance and the 
techniques for the attacks can be distributed through the 
internet.



Encryption
Encryption is how we are able to encode data so that only 
the sender and the receiver can read it.

What examples of encryption have we seen so far in class and 
how do they work?



Feature of Encryption

Keyspace - The keyspace tells us how many possible keys an 
adversary needs to try in order to decrypt our message.

Asymmetric and Symmetric - A symmetric algorithm is that involves 
using a key to encrypt and decrypt, whereas an asymmetric 
algorithm is one where each member uses 2 keys.

What are the differences between RSA and Ceasar Cipher? What is 
the Big-O  of an algorithm with a keyspace of 10^10,000 keys? Is 
this algorithm good or can we make it better?



Read and writing 
to files, and helper 

functions



Read and write to files



Read and write to files

Write a function readEvenWords(filename) that given the path to a 
file it returns a string that holds every other word from the 
file.



Helper Functions
Helper functions are used to breakdown tasks from large projects 
into smaller components. By calling on the helper functions we 
are able to solve the problem into subsequent steps. 



Helper Functions



External modules 
and 

Documentations


