
15-749/15-449: Engineering Distributed Systems

Project 4: Robust Group Photo Service for Mobile Social Networks

Key Dates

Assigned Monday, April 7, 2013
Checkpoint 1 Monday, April 14, 2013
Due Monday, April 21, 2013

Instructions

• By its very nature this project requires you to collaborate.
• You are free to give and receive help from anyone in class on high-level design issues, clarification on

how something works, tracking down hard-to-find bugs, use of Linux tools, structure of the code base,
and so on.

• It is not acceptable to copy code from/to someone else or tell/ask someone where lines of code have to
be added, deleted or modified. If in doubt ask one of the instructors to help you, or check whether
what you propose to do is acceptable.

Goal of the Project

In this project you will create the prototype of a new Web service based on smart phones that is inspired by
the explosion of social networks. In the course of implementing this project, you will gain hands-on experience
on a number of topics relevant to this course:

• Writing failure-resilient code.
• Implementing a two-phase commit protocol.
• Building a small-scale version of a massively distributed web application.

Everyone in class will be loaned an Android phone for use in this project.

Background: Group Photos

At the dawn of photography, in the late 19th and early 20th century, group photos were a way of capturing
the spirit of an important occasion in the lives of people. The technology was primitive by today’s standards:
cameras were large and bulky, it took many seconds or tens of seconds to capture a picture, the chemical
processes were slow and messy, and so on. At the same time, you could be sure that a group photo accurately
captured reality since it was very difficult to forge the content of photographs. A group photograph was thus
a true record of reality. A group photo of the Solvay conference in 1927 (Figure 1), shows Albert Einstein,
Marie Curie, Paul Dirac, Werner Heisenberg, and many other familiar names from your physics textbooks.
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Figure 1: Solvay conference

Fast forward to 2013. Your smart phone can take excellent color pictures and videos, and you can see them
right away without film or processing. You can make new friends quickly and easily via Facebook and similar
systems. You can even find like-minded people nearby via location-based applications on your smart phone.
On the minus side, you can use GIMP or Photoshop to alter images easily and virtually undetectably. You
can post the forged images on Facebook and embarrass people or ruin their careers and lives.

While mobile computing and imaging technology has changed beyond recognition, people have not changed
much. They still love to record important and fun occasions in their lives, spent in the company of their
friends. A group photo in the 21st century looks very different (Figure 2), but is no less important in the
lives of people.

Figure 2: LinuxWorld award

We would like to make it easy for people to collect photos of an event like the above so that:

• It is constructed by combining individual pictures contributed by different people at an event. Some
editing may occur, but everyone must certify the final product (see last bullet).

• The creation, editing and publishing of the collection of photos happens in near-real-time, that is,
within a few seconds or minutes of people contributing their pictures.

• Every contributor has the opportunity to examine the final collection before it is published, and has the
opportunity to veto it. If even one contributor does not provide a timely and positive acknowledgment,
the collection will not be published.
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Checkpoint 1: Build a simple Web application

Build a Web application to support a group photo session that works as follows:

• One user creates a new web page for an event to collect photos from a group of users.
• Through out-of-band notification, such as email or chat, the event creator invites other users to submit

photographs for the group photo.
• Each of the invited users can submit one or more photos.
• After each photo is uploaded, a new group montage is generated and may be viewed by users who have

submitted a photo.
• If a user likes the montage he may start a limited-duration voting period by casting a vote.
• Each user must then either accept the montage (commit), explicitly abort/cancel, or let the vote period

time-out (abort). If not all votes have been collected at the end of the voting period the transaction is
aborted.

• Once a vote has been cast, no more photos may be added to the event unless the current transaction
has been aborted, either by timeout or a nay vote.

• Only when all users have accepted, the montage is considered committed and made publicly available.
• A user must not be allowed to cast a vote for a montage that has been superseded by a newer version.

For simplicity, you can assume fixed limits:

• On the number of contributors (say to class size, total 6-10 people).
• On the duration of the voting period.
• Users are identified by a browser cookie.

You can use whatever framework you are comfortable with. If you have not used any web application
frameworks before, the Flask framework (written in Python) is a very minimalistic framework that can be
picked up quickly. http://flask.pocoo.org

Dealing with failures

Every node participating in 2 phase commit has to write its intentions and commitments to stable storage.
As far as the participants are concerned, we have to rely on the users who submitted photos to navigate back
to the group photo session web page after a browser or computer crash.

Every user should be given the option to accept or reject the publication of the group picture. If a user
accepts, this intent must be stored persistently and the user is no longer allowed to change his mind. If
any user chooses to reject, the complete transaction should be aborted. As long as nobody has rejected,
the photograph and intent of users who have decided to accept should persist across application and/or
server restarts. If unanimous consent is not reached within a (short, one or two minute) time interval the
transaction is to be aborted.

The coordinator has to persistently store transaction state, submitted photos, the list of participating users
and accepted votes. This data will need to survive application failures, network failures and server failures.
Really think hard about where you store this transaction state (plain file, SQLite, MySQL, Redis) and what
the effect would be if the server loses power, network connectivity, or if the application unexpectedly crashes
in the middle of processing an operation. Once a decision is taken by the coordinator, it has to follow through
with that decision. Also remember that losing network connectivity may imply losing access to a MySQL
server.
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Leveraging HTML media capture functionality for camera access

The mobile Chrome browser has support for HTML media capture which makes the file input element capable
of directly opening the Gallery application by specifying the accept=“image/*” attribute, or opening of the
Camera application with accept=”image/*;capture=camera”.

http://www.w3.org/TR/2010/WD-html-media-capture-20100928/

A good place to find additional documentation on functionality that is available for web applications running
in the Chrome for Android browser can be found at:

https://developers.google.com/chrome/mobile/docs/overview

Final: Create a distributed version of the Web application

A simple web application works up to a few dozen events and a couple of hundred users. But imagine your
application is so awesome that overnight it becomes a runaway success and gets used for thousands of events
by hundreds of thousands of users.

You will implement a replicated service where each ‘site’ acts as a full read-write replica.

Multiple locations are simulated by running three or four instances of your web service on different local
ports. Port 8000 could be an instance running at a west-coast data center, 8001 on the east-coast, etc. These
server instances may expose ‘internal’ http/api calls that they use to communicate with each other.

When a new event is created on a server it becomes the master for the overall voting process, it is responsible
for creating ‘shadow’ events on all other instances. Use two phase commit to make sure that all instances
have successfully created the event before allowing photo upload and voting.

Invited users may connect to any instance and are expected to use that same instance during the remaining
upload/voting period, i.e. assume that DNS or routing is used to redirect users to their geographically closest
data center. When a photo is uploaded the upload site becomes a two phase master to ensure the photo
is distributed to all other instances using two phase commit to make sure the voting process has not been
started anywhere.

When a submitter votes, the vote must be persistently recorded locally, but it does not have to be immediately
propagated to the other instances. When all submitters at an instance have voted, the vote master may
be informed of this. When all instances report that the votes are in, or the voting period ends, the vote
master is responsible for both collecting the votes and distributing the results. The master must check with
all instances and make sure that all submitters have voted to accept the collection of photos. If all users have
chosen to commit, then the master has to use a two phase commit to announce to all instances that the event
may be published, otherwise an abort must be propagated.

Assume that at any time an instance may disappear because of application, network or server errors and that
operations will have to be retried until they have been acknowledged. The master must make sure to retry
operations (at least once semantics). The other instances must be prepared to handle duplicated operations.
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